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ABSTRACT 

 
Intrusion detection system (IDS) is a very useful tool for the defence of a network against attacks. 

Nowadays, intruders use a complex attacks towards a target. This make the IDS unable to detect all 
intrusions and the latter generate two frequent false alarms. The purpose of this paper is to propose a new 

architecture of an IDS allowing to increase the rate of intrusion detection and to minimize the false positive 
rate. The proposed architecture is based on mobile agents and data mining algorithms. 
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1. INTRODUCTION 

 
Intrusion detection systems are an integral 

part of any complete security package of a 
modern, well managed system. The intrusion 

detection system detects if someone tries to have 
access on any system in the trusted side and 

alerts the system administrator in case there is a 
breach in security [1]. Therefore, an IDS is a 

security system that monitors computer system 
and network traffic and analyzes that traffic for 

possible hostile attacks originating from outside 
the organization and also for system misuse or 

attacks originating from inside the organization. 
Implementation of the IDS by integrating data 

mining algorithms in mobile agents will offer a 
new model of intrusion detection system. Indeed, 

some researchers have been developed an IDS 
using the mobile agent technology. [2] Uses 

autonomous agents which work independently 
(their execution is scheduled only by the 

operating system and not by another process). [3] 
Is a set of software entities called mobile agents 

that can move from one node to another node 
within a network, and perform the task of 

aggregation and correlation of the intrusion 
related data it receives from another set of 

software entities called the static agents. Mobile 
agents reduce network bandwidth usage by 

moving data analysis computation to the location 
of the intrusion data, support heterogeneous 

platforms, and offer a lot of flexibility in creating 
a distributed IDS. In some research the data 

mining algorithm are also used combined with 

the mobile agents. [4] Proposed a novel data 

mining assisted multi agent-based intrusion 
detection system, particularly with the support of 

multiclass supervised classification. The agents 
of this IDS can detect and take predefined 

actions against malicious activities, and the data 
mining techniques can help detect them. [5] Uses 

intelligent agents that collect and analyze the 
network connections, and data mining techniques 

that shown to be useful to detect the intrusions. 
The experiments carried out on this IDS showed 

superior performance compared to the 
centralized architecture. 

This paper is organized as follows: in 
section II, we present the work environment. We 

discuss data mining  
 

algorithms which are used in this work in section 
III. Section IV will be devoted to the proposed 

architecture. Finally, a conclusion in section V 
will be given with work perspectives for 
improvement. 

 

2. WORK ENVIRONMENT 

2.1 Mobile Agents 

In our proposed architecture, we had chosen to 
use mobile agents based on the following criteria 

[6]: 
� They reduce the network load: Very 

large volumes of data are stored at 
remote hosts, mobile agents move to 

that hosts to compute data locally. Thus, 
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we move the computation of the data 

rather than the data to the computation. 

� They overcome network latency: 
Mobile agents can be dispatched from a 

central controller to act locally and 
execute the controller’s directions 

directly. 

� They encapsulate protocols: Mobile 

agents can move to remote hosts to 
establish “channels” based on 

proprietary protocols. 

� They execute asynchronously and 
autonomously: After being dispatched, 

the agents become independent of the 
process that created them and can 

operate asynchronously and 
autonomously. 

� They adapt dynamically: Mobile agents 
can sense their execution environment 

and react autonomously to changes. 

� They are naturally heterogeneous: 
Mobile agents provide optimal 

conditions for seamless system 
integration. 

� They are robust and fault-tolerant: 

Mobile agents can react dynamically to 
unfavourable situations and events.    

 

2.2 Mobile agents framework 

To use mobile agents, we need a framework or 

platform that allow us to develop agents. The 
JADE platform was selected after several studies 

was made on mobile agent platforms. JADE 
(Java Agent Development Framework) is a 

software Framework fully implemented in Java 
language. It answers the constraints of 

environments with limited resources, and it was 
already integrated in complex architecture like 

.NET or J2EE. Our choice is based on [7] as 
shown in the following figure. 

 

 

Fig. 1 : Comparison Of Various Mobile Agents’ 

Platforms 

 

3. DATAMINING ALGORITHMS 

 

In the last few years, data mining algorithms have 
been used widely in intrusion detection field. 

Actually, the data mining algorithms show 
performance in discovering consistent and useful 

patterns of system features that describe program 
and user behaviour. They use a set of relevant 

system features to compute classifiers that can 
recognize anomalies and known intrusions. 

In our architecture, we had chosen k-means as 
algorithm to integrate it in one of the mobile 

agents. Our choice is based on two comparative 
studies. [9] As shown in the following figure 

compare between k-means, EM, DBSCAN and 
so on. 
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Fig. 2 : Comparison And Results Between Data 
Mining Algorithms Using WEKA 

[10] Is the second comparison study between k-
means, k-medoids and clarans. The figure below 

illustrate the study. 

 

Fig. 3 : Comparison Between K-Means, K-Medoids 

And Clarans 

4. PROPOSED ARCHITECTURE 

In our new architecture, we propose to integrate 

data mining algorithms in mobile agents as 
shown in the next figure: 

 

Fig. 4 : Proposed Architecture 
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To use mobile agents in a network architecture, 
we need to install a JADE server or more on the 

machines. The JADE server is the environment 
of creation and execution of the mobile agents. 

After creation, an agent can move through the 
network to carry out the tasks for which it was 

created. This agent can use the results sent by 
another agent and thus carry out the treatment 

without moving. 

 The mobile agents are created to achieve goals 
while collaborating between them. An agent 

cooperates with other agents what pushes it to 
understand the messages of his collaborators. 

The communication between the agents makes it 
possible to bind a set of agents and makes it 

possible to increase the perceptive capacities of 
the agents while enabling them to profit from 

information and the know-how of the other 
agents. Without communication, an agent is 

isolated and act on itself. The communication 
thus is based on languages of communication. 

In our architecture, after the creation of all the 

agents, the packet decoder agent recovers the 
packets since the various network interfaces and 

prepares the packets to send them to the misuse 
detection agent. Once the misuse detection agent 

receives the formatted packets from and packet 
decoder agent, it uses a signatures database of the 

intrusions or the already known attacks to detect 
any type of intrusions. 

The misuse detection agent compares the packets 
received with the existing signatures in the 

database of signatures (a signature of attack 
indicate a set of characters or of characteristics 

which identify the intrusion), if a signature is 
detected, it sends a message to the alert agent to 

create an alarm and to inform the administrator 
that an intrusion is detected. If the result of the 

treatment of the misuse detection agent is 
considered normal, it sends the result to the 

anomaly detection system. The anomaly 
detection agent applies an algorithm of data 

mining to the received message from the misuse 
detection agent to be able to detect the 

behaviour. A normal behaviour is a profile 
already creates in a network of test. 

After the treatment, the anomaly detection agent 

by using an algorithm of data mining such as k-
means decides and sends a message to the alert 

agent to inform the administrator that the 
detected behaviour is abnormal, if not he sends a 

message to the reporting agent to create a total 

return on the behaviour. The logs files and the 
reports created by the reporting agent will be 

used thereafter by the administrator to try to 
create new signatures for the abnormal activities 

or events detected. The administrator must 
regularly update the database of signatures in an 

automatic way by using a script or manually. 

 

 

This architecture is based on another 

study already done on the integration of mobile 

agents in an IDS with the use of unsupervised 

data mining algorithms that led to positive 

results in terms of intrusion detection and 

minimization the rate of positive and negative 

false [11]. The development of this system was 

using Sun Java Developing Kit 7, the platform 

3.7 JADE (Java Development Officer) that 

simplifies the implementation of multi-agent 

systems and the open source library JPCAP0.7. 

 

Our work aims to enhance the previous 

architecture with good modelling of agent 

behaviour scenario between them and a 

clarification of the role of the network 

administrator of the proposed system 

 

5. CONCLUSION 

In this paper, we had presented a new 

architecture of IDS based using mobile agents 

and data mining algorithms, which make it 

possible to seize with precision the behaviour of 

the network traffic in order to detect intrusions. 

 

In future work, we will develop an IDS 

using the architecture proposed. We will create a 

new datamining algorithm to performing our 

study. 
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