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ABSTRACT 

Recent advances in wireless sensor networks have provided many opportunities for researchers on wireless 
networks around the body such as Body Area Network (BAN) or Body Sensor Network (BSN).  A BSN allows 
health monitoring of patients whereby caregivers receive feedback from them without disrupting their normal 
activities. This monitoring requires the employment of the low-power sensor nodes implanted in or worn on the 
human body. This paper presents a discussion of BSNs, communication standards and their characteristics. 
Energy, quality of service and routing are among the crucial requirements and challenges facing BSNs which are 
studied. The paper also provides an investigation of many existing solutions and technologies for the challenges 
and requirements at physical, MAC, network, transport, and application layers. Finally, some open research 
issues and challenges for each layer are discussed to be addressed in further research.  

Keywords: BSN, energy, QoS, routing. 

 

1. INTRODUCTION 

With growing the aging population and 
increasing costs of healthcare systems, there has 
been considerable motivation around human’s body 
to improve the quality of life, made feasible by 
developing miniaturized, intelligent, low-power and 
autonomous sensor nodes. A BSN is a radio 
frequency (RF)-based wireless technology that 
connects nodes with sensing or actuating abilities in 
a body of human. A sensor node gathers data, 
processes them and then sends them wirelessly. The 
components of a sensor are: a power device, a 
processor, memory unit and a receiver or 
transceiver. These devices can be for example 
Electrocardiography (ECG), blood pressure, 
hearing, respiratory, positioning, motion, artificial 
knee, Electroencephalograph (EEG), and 
temperature as shown in Figure 1. These 
heterogeneous devices require different frequency 
rates and different transmission rates [1, 2]. 

 

 

Figure 1: An Example Of Sensors On The Body 

Body Area Network (BAN) communications 
architecture is divided into three components: Tier-
1, Tier-2, and Tier-3 communication design. They 
are included intra-BAN, inter-BAN, and beyond-
BAN respectively [1]. There are some challenges 
and requirements in body sensor networks such as 
energy, QoS, security, routing, reliability, mobility 
and privacy. Energy, QoS and routing are the most 
important challenges in BANs [3, 4].  
There are several surveys studying challenges and 
issues in BSNs.  Ullah et al. [3]  presented  some 
essential mechanisms of BAN such as architecture, 
physical communication, MAC layer requirements 
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and challenges, network layer communications and 
BAN applications.  Latre et al. [5] discussed about 
researches on physical, MAC and network layers 
around the body. Some challenges and issues at 
physical and data link layers were provided in [1]. 
In this paper, Chen et al. presented a comparative 
study of some radio technologies.  Darwish et al. 
[4] provided a study of security, energy and 
scalability in the wearable and implantable sensor 
networks. Channel characteristics, routing and 
security were studied in [6].  Authors in [7-9] also 
surveyed BSNs and their challenges in the different 
aspects. Although aforementioned researches 
surveyed and studied challenges and issues in 
BSNs, there are a need for surveying the most 
important challenges and requirements namely 
energy, QoS and routing at different layers of 
protocol stack as well as proposed solutions, 
mechanisms and protocols.    
This paper aims at surveying the challenges and 
issues in body sensor networks at different layers 
that need to be addressed. In addition, we continue 
addressing the proposed solutions and mechanisms 
for the current issues at different layers.  
The remainder of this paper is organized as follows. 
Section 2 surveys communication protocols and 
standards that are used in BSNs. Section 3 
overviews requirements and challenges in BSNs. 
Next, Section 4 presents requirements and 
challenges in Open Systems Interconnection (OSI) 
model as well as existing solutions, technologies 
and mechanisms. In this section, energy, routing 
and QoS are discussed at physical, MAC, network, 
transport and application layers. After that, some 
open research issues are identified in section 5. 
Finally, section 6 concludes the paper. 
 

2. COMMUNICATION PROTOCOLS    

A body sensor node includes the physiological 
signal and the radio frequency. Some standards are 
used for communicating that is explained as 
follows. 
 
Bluetooth over IEEE 802.15.1.  The IEEE 802.15.1 
is the preliminary for the Bluetooth technology in 
wireless communication. Bluetooth is a wireless 
technology that is used for short range 
communication and small nodes with low energy 
consumption. Wireless LAN uses 2.4 GHz 
frequency band as Bluetooth [7, 10]. Bluetooth 
Low Energy technology provides a data rate above 
1 Mb/s. This technology uses fewer channels for 
multiple nodes and synchronization is in 
milliseconds range.  

Zigbee over IEEE 802.15.4. For solving some 
medical monitoring inconvenience, Zigbee wireless 
communications has been proposed. Multiple 
physiological sensors are proposed to identify a 
developed WSN  architecture[11]. ZigBee supports 
star, cluster tree, and mesh topologies [12]. ZigBee 
technology has some advantages such as good 
security, low cost, low power consumption and 
short delay, and it has some disadvantages such as 
low data rate, limited QoS, coexistence with ISM 
band technologies [13, 14]. QoS can be improved 
in BSNs using a packet prioritization scheme and a 
QoS-aware packet scheduler [15]. Two modes are 
provided by Zigbee: beacon enabled and non-
beacon enabled mode. Medical sensor networking 
can use Zigbee in non-beacon mode. Beacon mode 
is used with more limitation on data rate [16, 17].   

UWB over IEEE 802.15.6. IEEE 802.15.6 has been 
established by IEEE for the WBAN 
standardization. The standard is used to 
optimization of low-power nodes in real-time and 
non-real-time applications. Any wireless 
technology that has a bandwidth exceeding 500 
MHZ is referred to UWB [18-20].   

Other standards. Some standards for WBANs such 
as Insteon, Z-Wave, ANT, RuBee, and RFID are 
also used. Insteon and Z-Wave use mesh topology 
for home applications. Z-Wave uses the 2.4 GHz 
ISM band and Insteon uses power lines and the 900 
MHz band. ANT is a communication technology in 
which protocol stack is simple and power 
consumption is low. RuBee works in 130 KHZ and 
RFID in 900 MHZ frequency band. They are very 
similar in terms of application scenarios, battery 
life, and frequency bands [21].  

3. REQUIREMENTS AND CHALLENGES 

IN BSNS 

Major challenges and requirements in BSNs 
are energy, QoS and routing. These are described as 
follows. 

3.1 Energy 

Various energy efficient techniques exist in a 
heterogeneous wireless sensor network [22] such as 
cluster based, chain based and randomized 
approaches. Energy conservation schemes in a 
comprehensive taxonomy can be considered [23]. 
Energy harvesting is important for body sensor 
networks, renewable energy that is being harvested 
includes solar, vibration and thermal energy [24].  
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In BSNs, when real-time monitoring does not 
require, sensor nodes should put into a low power 
standby mode. In case that extra energy is needed, 
energy scavenging is used. The heat and vibrations 
of body can provide more energy [25]. 
 

3.2 QoS 

QoS is considered and interpreted in different 
ways. QoS definitions are related to the 
applications. Depending on the application, QoS 
can be characterized by reliability, availability, 
robustness, timeliness, and security. Some QoS 
parameters can be used to measure the degree of 
supporting these services, such as throughput, jitter, 
delay, and packet loss rate [26, 27]. QoS  
requirement in different OSI layers are described as 
follows [28]. 
 
Application layer: detection probability, system 
lifetime, response time, data reliability, data novelty 
and data resolution. 
Transport layer: Latency, bandwidth, real-time 
traffic, cost and reliability. 
Network layer: congestion probability, path 
latency, topology change, routing robustness, 
routing maintenance and energy efficiency. 
MAC layer:  Transmission reliability, energy 
efficiency and throughput.  
PHY layer: Physical capabilities impose resource 
constraints on the QoS requirements of other layers.  
 

3.3 Routing 

Routing in BSNs can be categorized in five 
groups which are described as follows [29, 30]. 

Thermal aware routing: In this routing, nodes 
have weight. Some nodes have high temperature 
and others have lower temperature. To reduce 
heating in nodes, some algorithms can be used [31]. 
The Specific Absorption Rate (SAR) is power 
absorbed per unit mass of the tissue.  

DTN routing: Delay-Tolerant Networking (DTN) 
is a mechanism that is used in heterogeneous 
networks without continues connectivity. DTNs 
routing are classified to flooding strategy and 
forwarding strategy. In flooding strategies, multiple 
copies of a packet are sent to other nodes. In 
forwarding based strategy, the packets send to next 
node using information about network topology 
[32-34].  

Cluster based routing: In this kind of algorithms, 
routing is done by node clustering techniques. Each 

cluster has a cluster head which aggregates data 
from the cluster and send them to the sink node. 
The LEACH (Low Energy Adaptive Clustering 
Hierarchy) randomly selects the nodes as a cluster 
head [34]. In other methods, energy can be 
considered for cluster head selections [35]. 

Cross layer routing: This routing is a way to 
improve interaction between the protocols by 
merging some layers from the protocol stack. One 
approach in cross layering is modular method that 
has some advantages such as avoiding duplication 
of functionality and supporting heterogeneity [3, 5].  

QoS-aware routing: This strategy is related to the 
applications and their QoS requirements. Because 
real-time and non-real time applications play a big 
role in BSNs, QoS-aware routing strategies are very 
important [36]. 

4. REQUIREMENTS AND CHALLENGES 

IN OSI MODEL 

Energy, QoS and routing are the most 
important challenges and requirements in BSNs 
that here are investigated at different layers of OSI 
network model. 

4.1 Physical Layer 

Energy and QoS are two challenges in the 
physical layer of BSNs, which are described in the 
following sections. 

4.1.1   Energy 

At physical layer, energy can be conserved 
with different ways. Energy harvesting is one 
solution to conserve the energy. Energy harvesting 
systems has been compared in [37]. In [38], using a 
discrete-time Markov chain, an energy harvesting 
model was proposed at each sensor, and the 
relationship between sensor rate and sensor lifetime 
was examined. Another energy harvesting was used 
in [39] for transmission strategies related to packet 
error probability.  
In [40], a system-level mechanism to power 
consumption was proposed. The mechanism 
combined aspects based on the optimization of 
power and application.  
Bae et al. [41] implemented an energy-efficient 
transceiver. For energy conservation, an injection-
locked frequency divider was proposed.  
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Body channel communication (BCC) reduces 
energy consumption of a transceiver to 0.5nJ/b. 
In[42], an adaptive frequency hopping plan applied.  
In [43], a Low power on-body communication was 
introduced. A direct-coupled interface was 
proposed to avoid any intentional ground electrode.  

4.1.2   QoS 

An adaptive fault-tolerant communication 
scheme for BSNs, namely AFTCS, adopts a 
channel bandwidth reservation strategy to establish 
reliable data transmission. To fulfill the reliability 
requirements of sensors, a fault-tolerant priority 
was employed to adjust the channel bandwidth 
allocation [44].  
Bui et al. [45] studied signal processing 
mechanisms. A framework for QoS regulation 
based on optimization principles was presented.  
 

4.2 Mac layer 

Energy, QoS, and routing are three challenges 
in MAC layer of BSNs, which are described in the 
following sections. 

4.2.1 Energy 

Carrier Sense Multiple Access/Collision 
Avoidance (CSMA/CA) is a contention-based 
MAC protocol in which nodes compete for the 
channel. If the channel is not free, the nodes 
postpone data communication until the channel gets 
free. CSMA/CA protocol encounters heavy 
collision problem, therefore Time Division 
Multiple Access (TDMA) protocol can be used. In 
TDMA protocol, the channel is divided into slots of 
time with fixed or variable duration. Also other 
energy-efficient methods such as Low-power 
Listening (LPL) and scheduled-contention can be 
used [46-48]. 
TRAMA [49], S-MAC [50], PMAC [51] and 
DMAC [52] proposed to reduce the energy. These 
protocols are related to scheduled-contention 
mechanisms. 
Low-Power Listening (LPL) approaches can be 
used in such protocols such as X-MAC[53] and 
SCP-MAC [54] uses channel polling to check if 
there are any necessities to wake up nodes. SCP-
MAC [54]  used a planned channel polling, 
enabling ultra-low duty cycles. Some protocols 
such as FLAMA [55] and HEED[56] are TDMA-
based. H-MAC [57] also is TDMA-based protocol 
designed for BSNs, with exploiting heartbeat 
information to perform time synchronization. In 

[58], a novel energy MAC protocol for in-vivo 
BSNs related to TDMA was proposed.  
In [59], a power consumption design and 
Distributed Queuing Medium Access Control (DQ-
MAC) protocol was presented. With a cross-layer 
scheduling mechanism, body sensors were able to 
demand a “collision-free” time slot.  
BAN-MAC [60] is an ultra-low-power method that 
can work in BANs with star topology. This protocol 
can work with Zigbee. Parameters can be adjusted 
in BAN-MAC dynamically to earn energy 
conservation. Authors in [61] Introduced radio 
polices related to energy into a DQ-MAC protocol 
and evaluated the load of network and the packet 
size. In [62], the IEEE 802.15.4 constraints were 
tested, and an energy-aware radio polices was 
introduced. 
 

4.2.2 QoS 

BodyQoS, a QoS based BSN, addresses three 
challenges. First, BodyQoS adopts an asymmetric 
architecture. Second, a virtual MAC is used in 
BodyQoS to make it radio agnostic. Third, 
BodyQoS applies an adaptive resource scheduling 
strategy during of channel impairment. In [63], an 
architecture for BodyQoS proposed in which all 
three above-mentioned challenges were taken into 
consideration.   

4.2.3 Routing 

Although routing is a concept at the network 
layer, a number of cross layer protocols have been 
developed that operate at MAC layer and network 
layer. In [64], Wireless Autonomous Spanning tree 
Protocol (WASP), a cross layer protocol, was 
proposed. In this protocol, time slots are designated 
to the sensor nodes for sending data. CICADA is a 
low energy protocol designed for body area 
networks. In this protocol, a spanning tree is 
established and slots are assigned to the nodes. 
Each node informs its children about the slot 
assignment [65]. In [66], a data forwarding method 
with on-demand listening was proposed. According 
to the link quality, the data can forward to the 
destination. If the nodes have weak connectivity, 
multi-hop gossiping can use for packet forwarding. 
A multi-hop gradient based routing method for 
BAN was presented in [67].  

4.3 Network layer 

Energy, QoS, and routing are three challenges 
in network layer of BSNs, which are described in 
the following sections. 
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4.3.1 Energy 

Packet size optimization is a method at 
network layer for energy consumption. In  [68], the 
hop-length extension mechanism used to improve 
this parameter.  
Also joint packet size optimization can improve 
energy consumption in BSNs. Author in [69] used 
both  BSN and WiFi network to optimize the 
packets’ payload sizes using their packet delivery 
ratios. 
Improving energy consumption in communications 
and optimization of transmission energy in a path is 
another method. In [70], a data-centering routing 
mechanism was used to improve communication 
energy.  
In [71], an energy-efficient cost-effective protocol 
was presented for multi-hop BANs. This protocol 
utilizes relay position and data routing problem to 
increase network lifetime.  

4.3.2 QoS 

Because BSNs have severe constraints on 
packet priorities, banwidth, power and delay, 
guaranteed QoS for users is very important. In [36], 
a cross-layer routing service framework with QoS 
support was proposed. 
QoS can be considered in data-centric routing 
protocols. In [72], a data-centric multi-objective 
QoS-Aware routing protocol, called DMQoS was 
proposed.  
 

4.3.3 Routing 

Many thermal routing protocols are used in 
BSNs. Thermal-Aware Routing Algorithm (TARA) 
is the first thermal-aware routing in BSNs [73]. In 
this protocol, when a node receives a packet for 
sending, it selects next node with minimal 
temperature. In [74], two thermal aware routing 
protocols , Least Temperature Routing (LTR) and 
Adaptive Least Temperature Routing (ALTR), 
were presented. In LTR, A node sends the packet to 
the neighbor with the lowest temperature. In ALTR, 
a node forwards the packet to the neighbor with the 
lowest temperature. Another protocol is Least 
Total-Route Temperature (LTRT) that was 
presented in [75, 76]. The protocol uses single 
source shortest path algorithm for the routing with 
the least temperature from the source to the 
destination. Hotspot preventing routing (HPR) is a 
thermal routing that was presented in [77]. In HPR, 
the packet sends to the next node. Lightweight 
Rendezvous Routing (LRR) was proposed in [78]. 
In LRR, BSN is divided into clusters. Every cluster 
has a broker and some publishers and subscribers. 

In [79], a threshold based multi-hop routing 
protocol was proposed in which temperature of the 
nodes are considered. 
Some DTN routing strategies in BSNs were 
proposed. In [80], On-body Store and Flood 
Routing (OBSFR) was proposed. In this routing, 
multiple copies of a packet send to neighbor nodes 
which are not visited by the packet in partitioned 
networks. Probabilistic routing with postural link 
costs (PRPLC) and Distance vector routing with 
postural link costs (DVRPLC) were two DTN 
strategies that were proposed in[81]. In PRPLC 
strategy, every node has a link likelihood factor that 
is degree of connectivity between nodes.  In 
DVRPLC strategy, nodes have link likelihood and 
link cost factor. Another strategy is Probabilistic 
Routing with MultiScale Postural Locality 
(PRMPL) which was proposed in[82]. In this 
strategy, when a link is connected, postural link 
cost is maximum and when the link is not 
connected postural link cost starts to decrease until 
zero after a period of time.  
In [83], Hybrid Indirect Transmissions (HIT), a 
cluster based routing mechanism was proposed. 
This routing allowed nodes to parallel and multi-
hop sending.  
WASP [84] and CICADA [65] were two cross-
layer protocols that were designed for MAC and 
network layers. Routing in these protocols was 
done using the spanning tree and time slots. 
Some routing protocols are QoS-aware. A data-
centric multi-objective QoS-Aware routing 
protocol, was proposed in [72]. The protocol 
facilitated the system to achieve customized QoS 
services. In [85], different routing protocols based 
on their effect on the QoS by using Constant Bit 
Rate (CBR) application in Zigbee-based network 
were investigated. A QoS reinforcement learning 
based routing protocol was proposed in [86]. A 
QoS-aware energy-efficient routing algorithm 
related to configuration management was proposed 
in [87]. In this method, when a node is 
disconnected from its parent in the tree because of 
body movement, another parent node is selected for 
data sending related to the QoS parameters.  A  
bandwidth allocation method for QoS-aware 
routing was proposed in [88]. This scheme 
optimizes the bandwidth and energy efficiency of 
the nodes.  
A global routing protocol was proposed in [89]. 
The protocol using link cost function increases 
network lifetime and balances energy consumption.  
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4.4 Transport and Application Layers 

Energy and QoS are two challenges in 
transport and application layers of BSNs, which are 
described in the following sections. 

4.4.1 Energy 

In [90], a multi-objective optimization 
methodology was presented for self-organizing. 
Using genetic algorithm optimization, application-

specific requirements and energy-conservation 
characteristics are considered. 

4.4.2 QoS 

For QoS supporting in application layer , an 
XML-based service can be integrated with priority 
setting algorithm, and per-hop-behavior definition 
[91].  

 

Table 1. Challenges And Proposed Solutions At Different Layers 
Issue Layers Proposed Solution 

Energy Physical  -Energy harvesting   [38], [39], [40] 

-Transceiver-based energy conservation[41], [92], [42], [43]  

MAC 

 

-Scheduled-contention mechanisms [49] , [50], [51], [52] 

-LPL mechanisms [53], [54] 

-TDMA-based mechanisms [55],[56] [57], [58] 

-Cross layer protocols [59], [65] 

-Zigbee-based mechanisms [60], [61], [62] 

Network -Packet size optimization [68], [69] 

-Data-centering routing models [70] 

Transport & Application -Multi-objective optimization methodology[90] 

QoS Physical  -Channel bandwidth reservation [44] 

-Resource allocation approach [45] 

MAC -Adaptive and Radio-Agnostic architecture [63] 

-Zigbee-based mechanisms[15] 

Network -Cross-layer designed QoS-aware routing [36] 

-Data-centric routing[72] 

Transport & Application - XML-based service [91] 

Routing  MAC -Cross layer protocol[64], [65], [66] 

Network -Thermal-aware routing [73], [74], [75], [93], [77], [78] 

-Delay tolerant routing [80], [81], [82] 

-Cluster based routing [83]  

-Cross layer routing [84], [65]  

-QoS-aware routing protocol [72], [85], [86], [87],[88] 

 

5. OPEN RESEARCH ISSUES 

There have been some challenges and 
proposed solutions for different layers. Table 1 
shows each challenge with categorized solutions at 
the each layer of OSI. 
Many challenges and open research issues exist in 
different layers of BSNs that need to be considered. 
In this section, open issues in physical, MAC, 

network, transport and application layers are 
presented. 
 

5.1 Physical Layer 

Because some sensors in body are implanted 
and they are not replaceable, energy harvesting is 
very important. Although solar energy is suitable 
for energy harvesting, this is not good for body. 
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Using body movement and body heat can be useful 
for energy scavenging. Remote battery recharging 
and wireless energy transmission can also be other 
methods for energy harvesting as researchers in 
MIT  proposed [94]. Generating electricity from 
sugar is another candidate to solve power 
scavenging issue. 

5.2 MAC Layer 

Optimization of MAC duty cycles for power 
consumption can reduce frame delays and influence 
on QoS objective. Network coding for a TDMA-
based protocols can improve reliability [95]. 
Network coding for contention-based and LPL-
based protocols can be investigated in future 
researches.   

5.3 Network Layer 

Heat of an implanted sensor can damage the 
surrounding tissues. Some thermal-aware routing 
protocols have been developed for this issue, but 
other parameters such as delay and packet loss also 
should be considered with temperature in this kind 
of protocols because delay and reliability are 
important for some applications that use implanted 
sensors.  
In some applications such as ECG and EEG 
monitoring, real time information is earned and in 
others such as heart rate, blood pressure, body 
temperature, glucose monitoring, respiration and 
PH-level monitoring, non-real time information is 
earned [96]. Even though some sensors are non-real 
time, reliability is important; for example 
respiration and PH-level monitoring. Therefore, 
QoS-aware routing protocols play a big role for 
QoS requirements.   
 

5.4 Transport and Application Layer  

Even though QoS usually varies from 
application to application, there are some common 
problems between applications which are related to 
major areas of body sensor networks. Therefore, 
finding common problems between different 
applications on the body can improve energy 
consumption as well as has better QoS support.  
Mobile agent systems are being currently 
developed at application layer in BSNs. A mobile 
agent platform has been designed and implemented 
in [97]. Multi-agents have been used for real-time 
applications and prescription services in health care 
systems [98]. Mobile agent systems for QoS 
support in real time applications need to be 
developed. Also congestion in BSNs and healthcare 

systems is a challenging task which needs to more 
consideration. A healthcare-aware congestion 
avoidance and control protocol was proposed in 
[99].  
 

6. CONCLUSIONS 

Given the importance of healthcare 
monitoring specially aging population, studying the 
challenges and requirements around the body is 
required to develop existing solutions, technologies 
and mechanisms on the BSNs. In this paper, we 
reviewed communication protocols. We studied the 
requirements and challenges in BSNs such as 
energy, QoS and routing. We reviewed challenges 
and requirements at physical, MAC, network, 
transport and application layers and surveyed some 
solutions and mechanisms for every challenge at 
each layer. Finally, we discussed open issues in 
BSNs at different layers related to energy, QoS and 
routing challenges that need to be taken into 
account in future research.  
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