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ABSTRACT

This article considers the issues of engineering systems as a particular case of automated control systems
information security from unauthorized access to the automation equipment. That includes intruders and
threats classification. Next, on the basis of the obtained data, algorithms for the analysis of closed protocols
in such systems are developed. Practical research of a typical engineering system protection was also
described, for this purpose the data transfer protocol used by the system "Bolid C2000M" was studied. This
work is a preliminary step for further development of the device protecting the system from an

unauthorized access.
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1. INTRODUCTION

Currently, information systems (IS) are the basis
of most life processes. Information system is a
combination of technical equipment, software,
hardware and resources for classification, storing
and processing information [1].

An automated control system (ACS) is a
particular case of IS [2]. ACS are used everywhere
in one form or another. There are many ACS
classifications [3] by the scope, the architecture, the
set of tasks.

Today the information tools allow intruders to
perform a breach of an ACS aiming at causing
malfunction, information theft or substitution
without significant financial and time expenses [4-
6]. The possible attacks aimed at APCS are
especially critical. Harmful impacts aimed at a
large-scale manufacturing enterprise can first
breach the synchronicity of APCS commands, then
affect the field level equipment, disrupt the
technological process. The consequences of such
actions can have irreversible nature and cause both
material and moral damage.

For example, in 2010 the experts found virus
"Stuxnet" at the uranium enrichment plant in
Natanz. It was the first virus infecting
programmable controllers. It is assumed that the
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infection took place in June 2009. The virus has
infected the computers of employees, then through
USB drives got to the control equipment. Seizing
control of the automation object, the virus put IR-1
centrifuges out of operation. [7]

This attack is significant because it is the first
incident of harmful impacts on the object of critical
infrastructure using APCS vulnerabilities. Further,
parts of the original Stuxnet virus worm formed the
basis of new viruses for APCS: Duqu, Flame,
Gauss [8].

In addition, APCS are notable for large extension
and low degree of access control on the object,
which gives the attacker a chance to connect to the
system, cutting into any signal line on the site.
Engineering systems is a special case of APCS.

Modern automation engineering systems is
widespread [9]. These include ventilation, heating,
air conditioning and air recirculation, power
distribution, intelligent video surveillance system,
monitoring, access control and many others. In
some cases, it is the engineering systems that
determine the functional safety of automation
systems.

A very common use case for an automated
approach in everyday life is the fire alarm system.
Such systems are required to be installed into all
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industrial, office, trading buildings and any
crowded areas such as train stations, airports,
museums, etc. [10]. Fire alarm systems were
selected as the object of study because of being
widespread.

A characteristic feature of the fire alarm systems
is that, despite a wide range of manufacturers, a
large number of models and architectures, all such
systems are based on similar principles [11]. Thus,
the protection algorithms created for a specific fire
alarm system can be used to ensure the security of
any fire alarm system.

Research for the development of safety devices
for fire alarm system has become urgent because of
the growing attention to the issues of cyber-security
of automated systems in general, and of
engineering systems of buildings in particular, and
also because of the active development of
regulatory and legislative base of the Russian
Federation in the field of automate d systems [12].

This problem has been selected for the study as
the reviewed by the authors literature has no
information about the studies of the problem.

2. THE DATA TRANSFER PROTOCOL
STUDY

Within the framework of studying the data
transfer protocol used in the fire alarm system
"Bolid C2000M", an experimental stand comprising
the basic components of the studied system was
made. To determine the most likely channels of
harmful impacts a classification of possible
intruders and possible threats was created. Next, the
problem was the formally set to analyze package
for communication channels of engineering systems
based on the 2-wire communication lines, and
package analysis algorithms were developed. The
efficiency of the developed algorithms for
analyzing the "Bolid C200M" data transfer lines
packages was experimentally verified.

2.1 Description of the System Studied

Sections and subsections should be numbered
and titled as 1.0, 2.0, etc. and 1.1, 1.2, 2.1, 2.2,
2.2.1, etc. Capital letters should be used for the
section titles. For subsections, the first letter of each
word should be in capital letter and followed by
small letters. One line space should be given above
the sub section while no space should be given
below the heading and text.

As an object of the practical study a fire alarm
system "Bolid C2000M" was selected. This

technical equipment has a number of functional
capabilities (high number of sensors, simplicity of
installation, adjustment and use, the integration
with fire distinguishing tools and so on), which
ensured the high demand in the market of fire alarm
systems [13].

"Bolid C2000M" (see Figure 1) fire alarm system
is one of the most advanced systems of this class
and it is widespread in Russia. For instance, new
stations of SUE "Moscow metro" are equipped with
it.  "C2000M" is intended for gathering
informational from fire alarm devices to organize a
single management center and collect system
messages, to merge alarm circuits in sections,
create cross-links between sections and outputs of
different devices, and enrich information display
capabilities [14].

L]’_~
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Software for signal ™
analysis and /
automated control
"Bolid C2000M" o
fire alarm system > /

Figure 1: Diagram of the "Bolid C2000M" Fire Alarm
System.

The "Bolid C2000M" system comprises:

e FCIE "C2000M" (ITIKIT «C2000M») is
intended for use as control and indicating
equipment, management and access control
equipment in the complex of technical means of
security and fire alarm systems, management and
access control systems and automated fire
equipment. Programmable from a PC via the
USB interface;

e The signal-10 (Curnan-10) is the fire and
security alarm control and indicating equipment
intended for use in standalone mode or as part of
integrated automated fire alarm systems, at
industrial, commercial and residential objects
(enterprises, banks, offices, hospitals, shops,
warehouses, residential buildings etc). It is the
signal lines switch.

e C2000-SF-SA (C2000-UTI-TTA) are specific fire
smoke alarms;

e MFA 513-3M - manual fire alarm.

452



Journal of Theoretical and Applied Information Technology ...
31% January 2015. Vol.71 No.3 N

© 2005 - 2015 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

This is the minimum required configuration for a
fully functioning "Bolid C2000M" fire alarm
system. Thus, this configuration will reduce the
complexity of the analysis, allowing the testing to
be performed in full.

2.2 Intruders and Threats Classification

Due to the urgency of the problem of information
security of automation engineering systems [15],
[16] the problem of fire alarm system protection
from unauthorized access was solved first.
Different ways of obtaining unauthorized access
can be divided into two fundamentally different
classes by type of access (Figure 2):

¢ Inside access, i.e. when the intruder attempts to
gain access from inside the system. This intruder
may be, for example, the security officer of the
enterprise on which the system is installed, staff
or someone who illegally resides on the site.

e Outside access, i.e. when the intruder attempts to
gain access to the system from the outside world
by means of cutting into external communication
channels.

Intruder

Inside Qutside

With access With no access
to the control to the control
equipment equipment

Figure 2: Intruders Classification Scheme.

Usually fire alarm systems, including "Bolid
C2000M", are isolated to the automation object, i.e.
have no external communication links. It eliminates
the possibility of the access from outside the
system. Thus, fire alarm systems can be accessed
only from within. Insiders can also be divided into
several types according to the access level [17]:

e Insider has access to the control equipment.
Typically, the control panel of such systems are
located in isolated areas. Therefore, personnel
and site security have access to it.

e Insider does not have access to the control
equipment. In this case, the harmful effects may
be directed to the communication links of the
system located in the building. This type of
insiders is the most likely one. In addition, in this
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case, the attacker can act secretly, which
increases the risk associated with his activities.

The most interesting case from the security point
of view is the case of the insider that does not have
access to the control equipment, as such insider is
much more difficult to detect [18]. The most
dangerous threats [19] originating from this type of
insiders are presented below (see Figure 3):

e Bringing communication channels of the fire
alarm system out of operation, which violates
fire security of the protected object.

e Substitution of data transmitted in the data
transfer system, with the purpose of obtaining
unauthorized access to the control equipment.
The result of it may be:

o Full control over the system.

o Substitution of sensor signals to cause
false alarms or incorrect system response
in case of alarm.

Types of
threats

Bringing
communication
channels out of
operation

Transmitted data
substitution

Full control

over the system False alarms

Figure 3: Types of Threats.

Considering the threats listed, it may be noted
that intelligent security tools of automation systems
based on hardware-software electronic means may
not be applied to protect against threats of physical
disruption of communication links, as well as from
threats of gaining full unauthorized control over the
system. These threats should be eliminated by
organizational measures and functional safety.
However, it is possible to detect the substitution of
signals from sensors and smart devices in the
network using a hardware-software complex for
automation systems protection. In addition, such
harmful impacts on the automation system can be
hidden and hard to detect using standard
automation tools. Therefore, next we will focus on
the detection of such malicious actions.
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2.3 Formal Packages Problem

Specification

Analysis

Due to the use of closed communication protocol
in data transmission line (“‘Signal line” according to
manufacturer specifications) of any complex fire
alarm systems, it is necessary to analyze the signals
of the sensors of this system as per normal and in
case of a fire alarm. Signal analysis is performed by
identifying consistent patterns in the waveform of
the signal from the sensors.

The waveform represents a set of 111 time series
X;, ] = 1,m, m is the number of sensors in the

fire alarm system. In practice, these time series
contain a finite set of values. For each sensor

X; = {xj-l, X2, e xj-n}with discrete intervals

T, dependent on the configuration of the
oscilloscope. Where n is the number of captured

signal values. x;; = {0,1}, 1 = 1,n.

As two-wire communication line are exclusively
used in bus bars in fire alarm systems (this reduces
the cost of installation and maintenance of system)
[11], the sensors' scanning in the system is repeated
after a certain interval of time AT, and the
sequence is strictly defined — from the first to the

last sensor '™t Based on the physical features of the
two-wire line, it can be concluded that between
scanning every next sensor there will be a time
delay At, that is different from AT, associated with
the need to charge sensors (during the delay time
the capacitors of the sensor is charged).

It is important to note that the pauseAr is
definitely longer than the informative signal [20].
The informative signal of each sensor is a time
series S; = {sh,, si g;, sth;}, which begins with
a start bit £b;, and ends with a stop-bit st b; gig,

is a data package, where sb;, sig;, sth; are some
time series. Moreover, the duration of the
informative signal of each sensor is denoted by
AS;. In addition, because any system must uniquely
differentiate each iteration of the sensors' scanning
cycle from one another, we can draw the following
conclusion, which will form the basis for further
analysis:

AT = At = A5
Thus, for the analysis of packages it is necessary

AT, At AS

to determine i, as well as to receive the

signal Si, £ =1, M extract the start and stop bits

5b;, 5tB; and the informative signal 519 itself.

2.4 Algorithm Description

In order to analyze directly the informative
signal, it is first necessary to set the time pauses
between packages At and between scannings AT.
The Algorithm consists of the following steps:

e In accordance with the specification of each
protocol (any system must notify the fire in no
longer than the critical time 1), it is necessary to
scan no less than two full scanning cycles of the
sensors S with sufficiently small discrete
intervals T, i.e. the time of data scanning should
be no less than 2t. In addition, the length of the
signal scanned must be 3t to ensure that at least
one set of signals was surrounded by pauses
between sets.

o After this time interval, it is necessary to identify
all intervals consisting of zeros, and save their

— 1
duration AZ ={Azy,Az;, ..., ﬁsz.Then all
lengths sequences should be sorted in descending
order, removing repetitive.

e The Az, obtained after sorting will be the desired
pause length AT

o Selecting a time interval AT, we can identify
period ST petween two sequences of zeros of AT

duration in the source signal 5.

o Inter-signal intervals At are denoted in the

calculated signal S1 in the way similar to the

steps 2 and 3.
o After getting At value, it is necessary to denote
all possible 5 similar to the step 4.

The block diagram of the algorithm can be seen
in figure 4A.

Having received all informative signals from

each sensor = - it is necessary to analyze a set of
signals and to identify the start and stop bits

Sbir'gtbz', I = 1,7M. 1y addition, in accordance
with the wire line specification length of each data

package S8 is fixed, as the time for charging each
sensor is fixed.

1. It is important to note that in such systems it is
possible to implement additional start or stop bits
for the entire scanning cycle. To search for the start
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and stop bits of informative signals, informative

signals 51 and S should be excluded from

consideration.
2. Having received a set of
signals Sut=2,m—1 of equal length ‘&5, we

combine a different set of signals from them
5 = {lsj_sa |r|53 _Sqlr'--rlsm-j -

Sm—j_lr |5m—1 - 52|}
Meanwhile, the duration of each signal is fixed.

nn

Operation means bitwise diminution of the

5; .
signal 7 from the signal 5‘.
3. Checking every signal SI-',E =1m—2in

the set 5, it is necessary to identify the first non-
zero bit from the beginning and the signal end. The

structure in the form of a bit sequence of

components can be seen in table 1. Thus, the first
bits are start bits, and the last n-u-e bit is the stop

bit. The ] package structure can be seen in table 2.

Table 1: S'Set Structure

Bit No 1 2 .| u | utl | ut2 | ut3 ute-1 | ut | ute | ute | ... n
e +1 +2

Thefirst | 0 0 0 0 sig',. sig’ sig’ 0 0 0 w 0

element 91 "W 1 F1e1

TH : : :

seceond 0 0 . 0 0 sig’,, sig',, sig',, 4 0 0 0 w 0

element

The g-th g’ g’ g’

ele;gm 0 0 . 0 1 sig’,. sig’ . s1g' o4 0 0 0 w 0

The g-th g’ g’ g’

elefnim 0 0 w0 0 sig’ . sig’, sig' .4 1 0 0 . 0

4. By calculating the values of u and n-ute, we
can find start bits, stop bits, and the signal S, the
structure of which can be seen in table 2.

5. Considering the fact that in step 1 signals S;

and 5, were excluded, it is necessary before
analyzing the signals to conduct a check of these
signals in order to reveal difference between start
and stop bits.

Table 2: Structure of the Informative Signal S

Bit No 1 2 | ... u | utl [ ut2 | ut3 ute- | ut | ute | ute | ... n
1 [ +1 +2
Sensor sby sby sb, sigyq Sigqs sigas S5ig1e— SiLgy sthy  sthy sth;
No2
signal
Iien;Of shy sby sb, Sigsq Sigss Sigas Siga._ Sig, sthy sth, sthy
o
signal
Sensor | shy shsy shy  figg Sigg Sifgs Sifge— Stg, Sthy sty sthy
Noq
signal
Sensor | shy sk sb, =i Sig g, SI Sig.._ Sig, sthy stb sth
Nog 1 2 x g1 Sl8g1 SlGg3 Gge Gg 1 2 1
signal

Block-diagram of revealing the start and stop bits
is shown in the picture 4b.
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After getting the very data package **&: of the o each element Zt of the set Z is searched for the
=1,m elements other then zero. The bit found are the
bits responsible for indicating every particular
fire sensor mode;

informative signal S i L , it is necessary to
reveal within the signal a part responsible for the
fire of normal mode. For this purpose the following

should be done: o all the other bit consequences are left unchanged
as only the input mode fire-norm changed.
o the set of informative signals = from the sensors Block-diagram of the algorithm is shown in the

in normal mode and the set of informative picture 4c.

signals 5 from the sensors in “fire” mode should
be obtained;

o data packages ~ 9710 1= 1Lm
from each of the informative signals;

e after receiving data package, a set of signals

Z={Z}={5-5.i= L_misbuilt;

Scan sensors’, A
duration 3t Reveal the

¢ informative signal S
from the scanned data

are received

Reveal the
informative signal S
in fire mode and in

Search for continuous

intervals of zero value i normal mode
¢ Combine sets S* from
Sort the intervals by the informative signal |
length S (excluding S1 and
3 Sm) Reveal data packages
Reveal pause between from the signals
scanning (length of A
the longest sequence) Reveal start and stop
¢ bit from the signal
Reveal the initial . Build a Z-set
signal Search for start and
v stop bit of the
Calculate the interval scanning
between signals Reveal bits
¢ i responsible for mode
- : indication
Reveal informative Reveal data package
signal
v
End End End
Figure 4a. Block Figure 4b. Block Figure 4¢. Block
diagram for revealing diagram for revealing diagram for revealing
informative signal data package mode indicator bits

Figure 4: Package Analysis Algorithms.

Thus, all the data necessary for system protection was
obtained.
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3. "BOLID C2000M" FIRE ALARM
SYSTEM PROTOCOL ANALYSIS

The testing steps are the following:
e system assembly;

e sensors' addresses are programmed in a given
range. For example, for 3 sensors we give
addresses from 1 to 3;

e the algorithm is tested ensuring the coincidence
of obtained address and the specified range;

e the sensors are reprogrammed to a new range;

e the actions are repeated 50 times from the step
No3;

¢ the conclusions about the correct performance of
package parsing algorithm are made.

To test the algorithm we used the stand, based on
the fire alarm system "Bolid C2000M". The
discrete intervals of data scanning by oscilloscope
are T=10 ps.

First, the pause between scanning circuits was
calculated, then the pause between signals was, and
then the length of the informative signal was
calculated. The results of the calculations are
presented in table 3.

Table 3: Lengths Values of the Signal Key Parts.

AT 400 ms
At 200 ms
AS 160 ms

Based on the lengths, the input signal was
divided into informative signals, examples of which
can be seen in figure 5. After receiving input
signals, on the basis of the previously described
algorithm, the start and stop bits and then part of
the signal responsible for "fire" - "norm" mode are
identified.

Figure 5: Waveforms of the Signal Line.

The following sequences of start and stop bits,
presented in Table 4, were revealed in the "Bolid
C2000M" system.

Table 4: Sequences of Start and Stop Bits.

Scanning start bit 11100010
Informative signal start bit 1100010
Stop bit 011

After identifying the start and stop bits the search
for sequence responsible for "fire"-"norm" mode
indication was conducted (Figure 6).
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Figure 6: Informative Signal Analysis.

Based on the results of the analysis, commands
for each of the sensors can be seen in Table 5.

Table 5: Commands for Sensors.

Package Mode
1010101010101001 1 norm
1010101010010110 1 fire
1010101001101001 2 norm
1010101001010110 2 fire
1010100110101001 3 norm
1010100110010110 3 fire
1010100101101001 4 norm
1010100101010110 4 fire
1010011010101001 5 norm
1010011010010110 5 fire
1010011001101001 6 norm
1010011001010110 6 fire
1010010110101001 7 norm
1010010110010110 7 fire
1010010101101001 8 norm
1010010101010110 8 fire
1001101010101001 9 norm
1001101010010110 9 fire
1001101001101001 10 norm
1001101001010110 10 fire

The following can be concluded from the
experiment:

e The signals in the system "Bolid C2000M" are
easy to identify and dismantle;

e On the basis of the received signals, any intruder
can simulate any sensor signal, both in "norm"
and "fire" modes, modern technical tools allow
to control the signal remotely.

4. CONCLUSION

In the modern world many vital and production
processes are implemented using information
systems and automation systems in particular. The
architecture of these systems often does not provide
mechanisms to protect against harmful impacts
from outside. This is particularly dangerous for
APCS and engineering automation systems in
particular.

Currently implementation of the data line in
popular fire alarm system does not provide
protection mechanisms against unauthorized
intrusion and signals substitution.

Based on the system "Bolid C2000M" data
transfer protocol analysis we can conclude that
modern technical means allow development and
implementation of  protection means for
communication links of fire alarm systems from
unauthorized intrusions. In addition, the necessity
of such means becomes obvious. For this reason, as
the next step of work, development of devices to
protect data links of the system from unauthorized
access and signals substitution by intelligent
devices is planned. Such a device must be
connected to the data lines of the fire alarm system
and analyze traffic for the connection to new
sensors with previously unregistered addresses,
producing commands from illegitimate addresses.
The full functionality of the protection devices will
be approved during the development of this means
of protection for fire alarm system "Bolid C2000M"
in accordance with the selected architecture.

As the paper highlights the vulnerabilities of the
"Bolid C2000M" data channel it is planned to
develop the protection means for the Bolid
communication channel.
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