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Wireless networks are very common today because of their flexibility, portability and ease of installation.
Users working through wireless connections have to be aware of the environments due to the vulnerability
of the infrastructure and various types of attacks that can be made by the intruders to compromise valuable
and critical data. Denial of Service attack (DOS) is the most significant attack in the wireless 802.11
WLANSs. Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) security protocols are used
to protect wireless network infrastructure against intruders. Despite remarkable advances, both WEP and
WPA protocols still suffer from DOS attack because their management and control frame is not encrypted.
Integrated Central Manager (ICM) algorithm was proposed to detect and prevent DOS attacks. However, in
ICM, time needed to detect DOS attack is too long. The algorithm maintains five tables for observing
activities in the network. When a client requests for a connection, all the five tables needs to be processed;
this is increases both network overhead and latency. In This paper, we proposed an algorithm called
Enhanced Integrated Central Manager (EICM) to enhance DOS detection and prevention time. The
algorithm was evaluated by gathering MAC addresses using Wireshark software and MATLAB was used
for simulation. The obtained results demonstrate that that the proposed algorithm outperforms its

predecessor in terms of DOS detection and prevention time by decreasing network overhead.
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1. INTRODUCTION

Recently, Wireless Local Area Networks (WLANS)
have gained increased acceptance as compared to
wired networks due to its flexibility, low cost and
easy deployment plans. WLANSs are generally used
by laptop and smart mobile devices users in
companies and educational environments for their
convenience. However, the weaknesses of wireless
access medium makes the infrastructure more
vulnerable to attacks[1].

A wireless network enables one or more devices to
communicate without using physical connections.
The main  differences  between  wireless
technologies and wired networks can be
summarized as follows: Wireless technologies use
radio frequency transmissions for transmitting data,
while wired technologies use cables either copper
or fiber [2].

WLANSs offer permission to move in the cell of a
network device while maintaining the connection,
which is not available in wired LAN. Roaming
capability is also available through linkage of
access points. In spite of this flexibility, WLAN is
exposed to large number of security threats. The
most critical attack is spoof attack which further
facilitates many other forms of security threats [3].

The security methods for securing communications
in 802.11 wireless networks are based on the
following protocols:

. Wired Equivalent Privacy (WEP);
. Wi-Fi Protected Access (WPA);
. Wi-Fi Protected Access (WPA2).

IEEE 802.11 is the adopted standard for WLANS.
The standard was approved in 1999 and reasserted
in 2003. WLAN uses Wired Equivalent Privacy
(WEP) as the security protocol to achieve
Confidentiality, ~Authentication and Integrity
services. WEP offers two authentication schemes —
open system authentication and shared key
authentication. It uses Rivets Cipher 4 (RC4) for
confidentiality and Cyclic Redundancy Check 32
(CRC 32) for integrity [4] but the architecture does
not provide solutions to the discovered security
weaknesses[5].

All three protocols described earlier provide strong
key management and authentication access control
for wireless LANs. In spite of the fact that WPA2
is the best one of the three protocols in security and
controlling wireless LANs, unfortunately, it misses
the goal of (DOS) attack. Thus, it is clear that all of
the three protocols are unable to protect WLAN
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from denial of service attacks because of the
unprotected management and control frames [6].

Denial of service attacks try to spoof MAC
addresses of wireless clients or access points and it
is a vital vulnerability of wireless networks[7].

There are many types of Denial of Service attacks
such as de- authentication/disassociation, power
saving attack, session hijacking [8] [9].

This paper focuses on Extensible Authentication
Protocol over LAN (EAPOL) attacker in WLAN
802.11 infrastructures where a solution is proposed
to detect and protect WLAN users against DoS
attacks.

The rest of this paper is organized as follows.
Section 2 discusses main DoS types in WLANS.
Section 3 highlights significant related work. In
Section 4, we provide the description of the
proposed EICM algorithm. Experiment setup and
parameters ate elaborated in Section 5. Results
analysis is carried out in Section 6. Finally,
concluding remarks and future work are reported in
Section 7.

2. DENIAL OF SERVCE ATTACKS TYBES

Denial of Service (DOS) attack is a crucial problem
in WLANSs. There are many types of DOS attacks
in WLANS. In this Section, we describe three types
of these attacks: De-authentication/Disassociation
DOS, power saving DOS and EAPOL Attack.

Access point
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l
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t
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|
Attacker

—> Forgery frame -

disconnected

Figure 1: Logical development of DoS attack

2.1 Authentication/Disassociation Dos

The IEEE 802.11 standard provides DE
authentication and disassociation frames for the
STA or AP to terminate the connection between
them. Unfortunately, the DE authentication and
disassociation frames themselves do not come with
sender authentications. Consequently, an attacker
can send a spoofed DE authentication and/or
disassociation frame on behalf of the AP to STA or
vice versa and eventually stop the data
communication between the STA and AP. When a
STA receives a spoofed DE authentication frame, it
will stop communicating with the AP, scan all
available APs and repeat the authentication and
association process. By repeating this attack on a
STA, the attacker can effectively prevent the STA
from transmitting or receiving data indefinitely
because repeated re-authentication and re-
association  disrupt  transport-layer  protocol
operation [10]

2.2 Power Saving Dos

The IEEE 802.11 standard provides a power save
mode to conserve a STA’s energy. In power save
mode, a STA can enter a sleep state during which it
is unable to receive or transmit. To enter the power
save mode, the STA informs the AP by setting the
power management bit within the frame control
field of a transmitted frame. Then the AP starts to
buffer frames destined to this STA. Periodically the
STA wakes up and examines the traffic indication
map (TIM)[11] In the power save mode, an attacker
can spoof a PS-Poll frame on behalf of a STA while
it is asleep. The AP then sends buffered frames
even though the spoofed STA cannot receive
frames in sleep state. As a result, an attacker can
block the victim STA from receiving frames from
the AP.

2.3 EAPOL ATTACK

This kind of attacks has four types which described
as follows:

2.2.1 Eapol Start Frame Over The Ap
Wireless stations gain access to the network after
sending an EAPOL start frame to the AP.
Communication between AP and legitimate station
starts after AP agrees to the legitimate station
request by checking the identity of the legitimate
station. While the legitimate station is
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communicating with the AP, an intruder sends a
fake EAPOL start frame to the AP by spoofing the
legitimate client’s MAC address to make the AP
busy with the intruder. Hence, the communication
between the AP and the legitimate client will be
discarded [12].

2.2.2 Eapol Start Frame Over The Client

The intruder sends a forgery EAPOL start frame to
the client in the mid of normal transmission by
spoofing AP’s MAC address.

2.2.3 Eapol Logoff Frame Over Ap

When a legitimate station needs to logoff from
WLAN, it sends EAPOL logoff frame to the AP.
By using this opportunity, an intruder spoofs the
legitimate station MAC address and sends EAPOL
logoff. In this case, the AP considers this request
from one of the client and responses with logoff
message to the legal client and disassociates it from
the transmission.

2.2.4 Eapol Logoff Frame Over Client

In this type of attack the attacker sends an EAPOL
logoff frame to the targeted legitimate station by
spoofing AP’s MAC address. The client thinks that
the legitimate AP wants to logoff because of heavy
traffic and accepts the logoff request.

3- RELATED WORKS

Many studies had introduced detection solutions to
DOS attack.

For instance, the study by authors of [13] proposed
Intruder Database (IDB) algorithm The simulation
results of this technique measures the probability of
denied service with respect to the number of attacks
and the maximum number of connections that the
AP allows. The simulation result shows that the
Probability of Denied Service (PDS) is decreased at
different attack rates and increases the number of
connections that the AP allows after using the IDB.
The IDB algorithm  cannot detect new intruder
which is not yet installed in the database. It can
only detect the intruder based on the MAC address
which it has. Usually intruders spoof the legitimates
MAC address and make the attacks.

Authors of [14] proposed algorithm to enhance the
performance of the correlation of two Wireless
Intrusion Detection Technique (WIDT) in detection
of MAC spoof DOS attacks. The two techniques
are Received Signal Strength Detection Technique

(RSSDT) and Round Trip Time Detection
Technique (RTTDT). The detection results can be
interrelated across the (WIDT) sensor this
technique also does not provide a complete solution
to prevent DoS attacks in wireless infrastructure
network.

The authors in [15] proposed a solution to avoid
DOS attacks for WLAN using Central Manager
(CM). CM s installed in the backend server which
controls the Access Point (AP). It is used to detect
the attack using three tables and a timer. Apart from
detecting DoS attacks, CM dynamically manages
Access Points and Clients In the case of Central
Manager, the CM itself can be hacked by an
attacker. By doing this, whole network transmission
may get collapsed.

The researchers of [11] proposed an algorithm to
detect spoofing by leveraging the sequence number
field in the link-layer header of IEEE 802.11
frames, and demonstrated how it can detect various
spoofing without modifying the APs or wireless
stations. The false positive rate of the proposed
algorithm is zero, and the false negative rate is
close to zero. Spoofed frames are detected by using
the sequence number technique. But it cannot
detect all the spoofed frames, only detect some.
Little modification is needed in WLAN interface
driver on every AP and station for sequence
number extraction and analysis. The disadvantage
is applying it to existing AP's and Station's is
difficult.

The study in [16] proposed a method against DOS
attacks which works as authenticated server by
maintaining five tables and a timer to make
detection and protection to the network. These
maintaining tables make the timer complexity very
high.

The study in [17] created new extension module is
to make OMNeT++ capable to simulate various
types of wireless DOS attacks using forgery control
frames. They designed a real 802.11 wireless
network test bed to experiment a wireless DOS
attacks as same as the simulation model . From
the test bed and simulation model, the performance,
throughput, end-to-end delay and packet loss ratio
are measured No complete solution to prevent DoS
attacks by using OMNeT++. It performs quite well.
DoS attacks by exploiting unprotected control
frames can highly degrade wireless network
performance.
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ICM algorithm is proposed in [16] to detect and
prevent WLANSs infrastructure from EAPLO start
& EAPOL logoff frame by maintaining a timer and
five tables. These maintaining tables make the
detection time for DOS attack too high. It takes
long time to check in the database when a client is
requesting for a connection. Maintaining duplicate
ICMs is a reason of high network overhead [18]

The proposed enhanced algorithm in this paper uses
two tables compared to ICM [16] which uses five

tables. The aim is to reduce the complexity
overhead and reduce the detection time.

4. THE PROPOSED (EICM) ALGORITHM

The proposed EICM algorithm is an enhapead

\/

Consider user MAC
address

If MAC
address in
attacker
tablel

Ignore
request

version of ICM proposed in [16]. The aim EIC
detect and prevent DOS attacks in W
infrastructure with minimum network over

1-Ignore request
2-move MAC to
attacker tablel

IfMAC
address in all
users table2

The algorithm uses two tables to observe
network activities of client and access point (AP)
instead of five (5) tables as in ICM. The
maintenance of duplicate ICM tables increases
detection time. Using two tables decreases
searching complexity and detection time.

In DOS attack, the attacker sends EAPOL
start frame to the AP by spoofing the authenticated
client’s MAC address. Then EICM checks the
MAC address in T1. If the address is found, the
request is ignored. Otherwise, checks T2. If the
particular MAC address is already in T2, EICM
infers that the request is from an attacker and it
spoofs the attacker’s MAC address and ignores the
request and moves the MAC address to T1. Else,
EICM grants the connection to the requesting
client. Figure 2 depicts EICM operation.

Allow the request

Figure 2: Eicm Operation Flowchart

4.1 Tables Description

As mentioned earlier, EICM deploys two tables to
detect and prevent DOS attacks in WLANSs. The
two tables are denoted as T1 and T2 respectively.
T1 contains the MAC addresses of attacker detected
by the algorithm, while T2 contains all
authenticated

Clients MAC addresses.

The motivations for using two tables instead of five
are to reduce complexity and time consumption
experienced by ICM [6]. Maintaining five tables in
ICM for detection DOS attack does increase time of
detection and searching of tables take more time.
We have eliminated table three in
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ICM algorithm arguing that attackers cannot spoof
MAC address in sleep mode [19].

5 EXPERIMENT SETUP AND PARAMETERS

To evaluate the performance of EICM, the MAC
addresses of WLAN under test were gathered using
Wireshark software and MATLAB was used for
simulation.

We implemented both EICM and ICM algorithms
in the real time and simulation environments. The
solution is validated by measuring the time
detection consumption in both algorithms.
Evaluation metric is detection time.

We used the paired sample T-test to test the
hypothesizes:

Null hypothesis: there is no difference between
ICM and EICM detection time against the
hypothesis that the EICM detection time is less than
ICM detection time. We found the P-value =0.047
which indicates the significance of the result with
95% confidence. Based on this result we concluded
that the EICM detection time is less than that of
ICM. Thus, EICM is better than ICM in terms of
detection time.

START

Logoff frame over
frame over AP

AP

START
frame over
client

Logoff
frame over
client

Figure 3: Attacks evaluation
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6. RESULTS AND DISCUSSION

This section discusses the results of the existing and
proposed solution which is approved out to be more
effective to detect and prevent DoS attacks. From
the results in figure3 and tablel, it is shown that the
proposed EICM is better in terms of detection time
of DoS attacks when compared to the existing ICM
method.

The solution is validated by measuring the time
consumption for detecting and preventing DOS
attackers in our network using ICM method and our
method. AP and client are in communication with
each other. At that time, intruder spoofs the MAC
address of client and makes attack after that the
EICM start the works. By using EICM, it is
observed that the detection time of attack is reduced
comparing with ICM. Numerical values are shown
in Table 3.

Table 3: Detection Time Comparison

Number | Detection Time (sec)

of users ICM EICM

10 0.01248008 0.00936006
20 0.007020045 0.00624004
30 0.006760043 0.005720037
40 0.005460035 0.005070033
50 0.005304034 0.004992032

In the case of ICM, the maintenance of five tables
makes the searching complicated

The authentication process is based on an open
shared key authentication. Since the key is open to
all, the intruder easily finds the key.

The EICM studies the history of attackers by
creating two tables and stores the MAC addresses
of attackers and authenticated clients in two tables.
This is observed through the graph generated by
MATLAB taking number of user in X axis and
detection time in Y axis. After implementing the
solution the attacker cannot do the attack because
the client authentication is based on the tables
maintained by EICM. Hence EICM can easily
identify the intruder and block him. The time
detection shown in the Figure 4.
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Figure 4: Detection Time Results

The time detection of DOS attack of the EICM and
ICM are compared and the result observed that
clearly our proposed EICM obtained better time
detection than ICM.

7. CONCLUSION

This paper introduces an enhanced integrated
central manager (EICM) algorithm to decrease the
time detection of the DOS attack of the network.
The obtained results indicate that, the proposed
algorithm outperforms its competitors in terms of
detection and searching time due to the decreasing
of network time detection. The results show that the
EICM has the ability to protect wireless
infrastructure network against denial of service
attacks by studying the history of the attack and
storing the MAC addresses of intruders and the
authenticated clients in tables. The results shows
that the detection time was decreased compared to
integrated central manager (ICM) and, moreover it
prevents users of wireless local area networks
(WLANSs) from DoS attackers
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