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ABSTRACT 

 
This paper focuses on proposing a framework for security control that based on ISO 27001 and ISO 27002, 
which is a standard of Information Security Management System (ISMS). This framework helps to mitigate 
internal threats for data centre meant for public sector adoption. The ISMS implementation scope in the 
public sector normally comprises of data centre and information security services. Previous research 
indicates that there is no specific framework being develop to mitigate internal threat in the data centre. 
Findings from the previous study generally show that human resource security, access control, physical and 
environmental security, and operation and communication security are used to mitigate internal threats. 
Hence, this paper aims to identify the most important security elements to develop internal threats 
framework for data centre, as well as to formulate a guideline based on the identified elements. Finally, an 
internal threats framework based on the elements and the guidelines is developed. A qualitative research 
technique, such as an interview has been conducted to study the suitability of the identified security control 
elements. After the result of the first interview, a second interview is conducted to validate the proposed 
framework. A methodology used to establish the framework includes planning, analysis, design and 
validation. It is hoped that the establishment of the framework, may guide the public sector to manage 
internal threats for the data centre, as well as to reduce security incidents which may cause by human 
factors. 
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1. INTRODUCTION 

 
ISO/IEC 27001/27002 is widely used in 

international standard for information security 
management. The standard consists of a framework 
used as a guideline for any organization to 
implement ISMS. The adoption of this standard is 
to protect critical information, particularly in the 
public sector. The standard is designed in such a 
way that it is easy to understand and implemented 
by the stakeholders. The stakeholder in this term 
refers to top management, staff, suppliers, 
customers and regulators [1]. Currently, the ISMS 
implementation in the public sector mainly focuses 
on data centre and information security services. 
The implementation of ISO standard has been 
recognised in the financial sector due to its 
requirement to comply with the regulations of the 
financial. The ISO 27001 and ISO 27002 can be 
automated easily for policy development and 
managing risk assessment [2]. Periodical awareness 
session on the importance of implementing ISMS 
may reduce security breach faced by organisations. 
Other benefits of the ISMS implementation are 

minimizing internal and external security threats 
and enhance management confidence levels. These 
benefits can only be achieved if security risks have 
been identified and managed efficiently. Internal 
threats such as data sabotage, network sabotage, IT 
equipment theft, data stolen and e-mail that 
misused by staff and vendor might be the main 
source of a security breach in organisations [3]. In 
order to implement ISMS, we need to consider 
eleven security controls which are security policy, 
organizing information security, asset management 
security, human resource security, physical and 
environmental security, communication and 
operation management, access control, information 
system acquisition, development and maintenance, 
information security incident management, business 
continuity management and compliance. The 
choice of security controls depends on the 
organization’s preference. This preference is based 
on several criteria such as risk acceptance, risk 
treatment options, and the general risk management 
approach. It is also subjected to all relevant national 
and international legislation and regulations [4]. To 
design the internal treat security framework, this 
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paper is organised as follows: Section II discusses 
the research background which is the key issues in 
this research. Section III explains the related works 
from past literatures on the research topic. Section 
IV discusses on the research design and section V 
explains the analysis and design, while section V 
concludes the paper. 
 

2. ISMS IMPLEMENTATION 

 
The government agencies normally are aware 

about the importance of implementing ISMS to 
ensure information security protection is in placed 
and adequate in the public sector. The 
implementation of ISMS in the public sector should 
be aligned with the government direction. 
Although, the ISMS standard is continued to be 
implemented in the public sector, however based on 
previous research it is found that there is no specific 
research being conducted in developing a 
framework specifically focusing on data centre 
environment to mitigate internal threat. This study 
focused on the information security control to 
mitigate internal threat problems in the public 
sectors’ data centres, which may cause by human 
factors such as the staff and vendors. This study is 
in accordance with the previous research on the 
internal threat issue. It is found that most researches 
on the internal threat issues highlighted human 
factor as critical elements contributing to the 
internal threat [5]. Internal threat is the main 
problem faced by many organizations. Internal 
threat can be classified as:  

• Bad intention of the privileged user, such as 
sabotage, stealing of intellectual property right, 
committing fraud and national security crimes 
by revealing confidential documents; 

• Unintentional threat includes negligent use of 
computing resources [27].  

 
Both internal threat issues such as bad 

intention of privileged user and unintentional threat 
relate to any dangerous activities by the staff and 
vendors is a crucial elements that needs to be 
emphasized in the framework design. To study on 
the existing issues of internal treats, reviewing past 
related documents and journal is conducted. 
Literature reviews have been conducted involving 
three main categories of sources, namely (i) data 
centre policy documents, (ii) academic journals on 
ISMS and internal threat framework and (iii) 
documents and academic journals on internal threat. 
These reviews are deemed necessary in order to 
understand the current issues on the internal threat 

and the existing frameworks on ISMS.  The 
findings are reported in the following sections. 
 

2.1 Data Centre Policy 

 
Several data centre policies have been 

reviewed from existing documents in order to 
identify important security elements in the policies. 
Several security elements have been identified in 
the policies [6] and are reported as follows: 

• Human resource security 

This element is used in the implementation of 
Non-Disclosure Agreement (NDA) as the main 
control for managing staff and vendors. 

• Access control 

This element is used in the mainframe and 
database at the access level. Access approval is 
obtained from various stakeholders through an 
online system. 

• Physical and environmental security 

This element is used for managing physical 
access to data centre using biometric access 
control. Access approval is obtained from 
various stakeholders through an online system. 

• Communication and operation management  

This element is used for managing change 
management in the data centre in terms of 
hardware movement as well as software, system 
configuration and infrastructure changes. Access 
approval is obtained from various stakeholders 
through an online system. 

 
It is important to consider the above security 

elements when designing the internal treat 
framework. 

 

2.2 ISMS and internal threat framework 

 
Several existing ISMS and internal threat 

framework have been studied in order to compare 
the security elements and features that consist in 
each framework. Five frameworks on ISMS and 
internal threat have been considered and the 
findings are reported as follows: 
 

A. ISMS framework  

 

This framework is a general framework for 
ISMS implementation. This framework used all the 
eleven security elements exist in the literature. The 
main element of the framework which relates to 
internal threat is a risk management element. The 
framework stated that the implementation of ISMS 
aims to reduce security threats and vulnerabilities 
impact in organisations. Small businesses manage 
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their risks as and when needed while big 
organisations such as banks, telecommunication 
companies and governments address risk 
management seriously. Therefore, there is a need to 
emphasis on the protection of sensitive information 
or personal data in determination of information 
security risk [7].  
 

B. ISO Based Security Framework  

 
This framework is a general framework being 

developed based on ISO 27001/27002 for 
Information system domain, namely payroll and 
pensioner system. This framework used all the 
eleven security elements available in the literature. 
Plan-Do-Check-Act (PDCA) is the main element in 
the framework. The phases in the framework are as 
follows: 

• Plan phase – to identify risks through risk 
assessment.   

• Do phase – to implement risk management plan 
and identify the most appropriate security 
controls. 

• Check phase- to evaluate and establish effective 
management criteria of the selected corrective 
action. 

• Act phase – to improve and implement the 
corrective action. 

 
This study briefly mention about internal 

threats such as user identity impersonation. This 
internal threats has a high implications and risk, and 
being classified under the risk of loss and 
modification of data by the user [8].  
 

C. Integrated Solution for Information Security 

Framework (I-SOL)  

 

This framework addresses both issues on 
external and internal threat. I-Sol consists of six 
components, namely organisation, stakeholder, 
tools & technology, culture, policy and knowledge. 
This framework applied three security elements 
related to the internal threat. These elements are: 

• Human resource security as part of stakeholder 
component. 

• Information systems acquisition, development 
and maintenance as part of tools and technology 
component. 

• Information security incident management as 
part of the culture component [9]. 
 
However, issue in the data centre is not being 

highlighted in this framework. 
 

D. The Insider Threat Security Architecture 

Framework (ITSA)  

 
This framework addresses internal threat 

issues. ITSA has been used as a mechanism to 
mitigate internal threat caused by authorised users. 
The main criteria of the framework are as follows: 

• Access control enforcement must be in 
accordance with security control compliance, 

• User access control must be in hierarchy such as 
system owner and user. 

• Compliance control by recording audit trails to 
monitor and control actions [10]. 

 
This framework applies two security elements 

related to the internal threat which is access control 
elements. This framework also complies with one 
additional element which is policy. However issues 
on data centre is not being highlighted. 
 

E. Insider threat Framework 

 
The framework for controlling insider threats 

to information security is a framework that explains 
internal threat issues. The framework recommends 
two methods to enhance security policy 
effectiveness. These methods are as follows: 

• Integrative approach of existing non-IT policy 
such as corporate and personnel policy with 
information security policy; and  

• Integrative human resources policy such as 
hiring and termination procedures with security 
policy to avoid any opportunity for threat. This 
framework uses access control as the security 
elements [11].  

However there is no issue on the data centre 
domain being highlighted in this study. 
 

As a conclusion of the reviews on the existing 
ISMS framework, two common security elements 
such as human resource security and access control 
are being used as a component in the framework. 
The policy and risk have been identified as 
additional elements to support the implementation 
of the security controls. Therefore, it is important to 
include these common elements when designing the 
ISMS framework. 
 

2.3 Internal Threat Elements 

 
It is important to study other existing internal 

threat elements that mention in the literature. 
Several security elements highlighted in the 
documents and journals and are reported as follows: 
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• Human resource security elements 

This element is required to prevent any misuse 
of policy, process, procedures or application by 
insiders [12]. 

• Physical and environmental security  

This element used in biometric system and is 
required for protection of data and privacy 
[13]. 

• Access control management  

This element is required to minimize security 
risk due to attack or threat. Access control in 
large companies consists of (i) distribution of 
roles and responsibilities for business users to 
create and determine level of access (ii) 
immediate revoke access, in the case of 
employee dismissal [14]. 

• Communication and operation management  

This element is used in change management 
for continuous monitoring in managing and 
identifying the system security level. There are 
three main elements of continuous monitoring 
such as IT asset inventory, configuration and 
change management and managing internal 
threats due to vulnerability. Configuration and 
change management include changes to the 
hardware, system software, communication 
equipment and all documentation and 
procedures related to the operation, support 
and maintenance of the system [15]. 

 
As a conclusion from the reviews on the ISMS 

and internal threat framework, two common 
elements on security control have been identified, 
which are: human resource security and access 
control security. The reviews also identified two 
other common security control elements with 
regards to the previous study on data centre policy 
document. These elements are physical and 
environmental security.  These elements normally 
used in biometric system and communication, and 
operation management in change management. 
 

3 RESEARCH DESIGN 

 

In order to propose an ISMS framework, the 
methodology of this study consists of four phases.   

Phase 1: Planning  

The activity of this is phase is to understand the 
problems and issues on internal threat control in the 
data centre. Four categories of research area were 
identified and included in this research, which are: 
i. Literature review of ICT security policy in 

public sector. 

ii. Literature review of the existing ISMS 
framework and internal threat. 

iii. Literature review on internal threat. 
iv. Formulation of interview questions based on 

the literature reviews. An interview conducted 
with three respondents, who are the expert in 
the data centre environment. 

 

Phase 2: Analysis  

The activity of this is phase is to analyse ISMS 
security control elements for mitigating internal 
threats in the data centre. Further recommendation 
is made on guidelines for internal threat control 
based on the selected security elements. 
 

Phase 3: Design  

This activity of this phase is to design a conceptual 
framework for internal threat control based on the 
selected security elements and recommended 
guidelines. 
 

Phase 4: Validation  

The activity of this phase is to validate the 
conceptual framework for internal threat control. 
The validation phase is conducted by interviewing 
the data centre experts, which are the same experts 
during planning process. 
 
The research design showed in Figure 1 states the 
activities and the output in each phase.  
 
 

 
 

Figure 1. Research Design 

 

3.1 Analysis And Design 

 
Gap analysis has been conducted to analyse the 

suitability of the security control elements. This 
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analysis is conducted by reviewing past research on 
security control elements [11, 12, 13, 14, 15, 16, 
17, 18, 19, 20, 21, 22, 23, 24, 25, 26]. The findings 
are summarized in Table 1. Based on the findings, a 
list of security control elements and additional 
elements are identified to support the security 
elements. The list is as follows: 

• Identified security elements: 
- Human Resources Security 
- Physical and Environmental Security 
- Access Control 
- Communications and Operations 

Management (Change management) 

• Selected additional elements: 
- Policy 
- Risk 
- Stakeholder 
- PDCA 

 
Table I: Gap Analysis Interviews 

 
From this finding it is concluded that the four 

elements such as human resource security, access 
control, physical and environmental security and 
communication and operation management are the 
most important elements in mitigating internal 
threats in data centre. Implementation of the 
security controls needs to be supported by these 
four security elements such as policy, risk, 
stakeholder and PDCA. 
 
 
 

4. THE PROPOSED FRAMEWORK  

 
The conceptual framework has been developed 

during the design phase. This framework is 
designed based on the findings from analysing 
various academic journals on the internal threat 
issues. The findings are supported by the gap 
analysis interview. The interview is to examine the 
suitability of the selection of the most important 
security element to overcome internal threats. 
Subsequently, two frameworks have been selected 
as a basis to establish a new conceptual framework 
for mitigating internal threats in the data centre 
environment, namely ISO based security 
framework and Integrated solution for information 
security framework (I-Sol). The conceptual 
framework is designed based on a combination of 
these two frameworks. ISO Based Security 
Framework has been used as a main reference for 
the basic design of the conceptual framework, 
while I-Sol serves as a complementary framework. 
The adoption of the ISO based framework is in line 
with this research aim which is to develop a 
framework based on ISO 27001 and ISO 27002. 
The combination with I-Sol framework is required 
to complement the conceptual framework in terms 
of internal threat risk management. The 
components of PDCA elements in the framework 
are follows: 

• Plan -  Identify risk cause by internal threat 

• Do- Identify appropriate security controls to 
mitigate internal threats.   

• Check-Select and implement security controls. 

• Act-Implementation and monitoring of the 
security controls based on outline policy and 
procedures by the stakeholders. 

 
Stakeholder roles and responsibilities are also 

stated in the framework. The roles and 
responsibilities are as follows: 

• ICT Security Officer (ICTSO) - Responsible in 
approving non-disclosure agreement sign by 
staff and vendors to ensure implementation and 
compliance of the security policies.  

• Data Centre Manager and Data Centre Officers 
– Ensure data centre operation is based on 
outline security policy and procedures.  

• ISMS Manager – Ensure any risk and 
vulnerabilities is identified and resolved. 

• System Administrator – Implement data centre 
activities based on approval by all stakeholders 
such as ICTSO, data centre manager and ISMS 
manager.  
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All the components, which are the policy, 

security elements, the stakeholders’ roles and 
responsibilities, are embedded in the proposed 
framework. The conceptual framework for 
mitigating internal threat in data centre is shown in 
Figure 2. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2. Internal Threat Framework 

 

5 FRAMEWORK VALIDATION  

 
The conceptual framework has been validated 

via interview by the data centre experts.  A further 

analysis regarding the questionnaire has been 
derived in order to validate the framework. Five 
questions are constructed based on the elements of 
the framework as shown in Table 2. Each question 
emphasis on the most importance security control 
elements in order to mitigate internal threat in the 
data centre. Based on the feedback, all respondents 
agree with the proposed security elements in the 
framework as shown in Table 2. Based on the 
finding from the interview it is confirmed that the 
framework as proposed in Figure 2 is suitable to 
mitigate the internal threat for the data centre 
domain in the public sector. 
 

Table 2: Validation Interview Questions 

 
 

6 CONCLUSION 

 
The contribution of this study is a framework 

for mitigating an internal threat for data centre in 
the public sector based on the ISMS standard. Even 
though the development of this framework is based 
on one specific organization in the public sector, it 
is general enough to be adopted by other 
government agencies as well. This framework is a 
generic framework developed based on 
ISO27001/270002, a standard widely adopted by 
the public sector. In the future, the internal threats 
research domain can be expanded to other research 
domains which include information security 
services for network security monitoring and 
management of security incidents in the public 
sector. 
 
 
 
 
 
 

LAYER 1 : ISO/IEC 27001 : 2005 
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