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ABSTRACT

In the subsequent generation of wireless networks, mobile nodes can move across heterogeneous networks
and gets the best connectivity using multiple access interfaces. The network based protocol like Proxy
Mobile IPv6 (PMIPv6) gives better performance when compared with the host based protocols since the
serving network in PMIPv6 manages the mobility management on behalf of the mobile node (MN). The
wireless Internet services are commonly accessible, when mobile nodes able to use different Internet
services without any limitation. Though, if a mobile node uses different wireless networks, much limitation
occurs, when they move a network different from each other. Many parameters such as packet loss,
handover latency and delay affects the overall handover performance during the vertical handover process.
However, there are many existing techniques to conquer, but still, it’s a challenging task. This paper
enhances the functionality of PMIPv6 by introducing a multicast enabled handoff technique to improve the
performance during handover with minimum delay by eliminating the false handover initiation and provide
seamless handover among heterogeneous wireless networks. The obtained simulation results show a
reduction in packet loss and handover latency which improves the handover performance. It also addresses
the out of sequence packet problem.

Keywords: PMIPv6, Heterogeneous networks, Multicast manager, Packet loss, Handover Latency.

1. INTRODUCTION responsible for capturing the packets and forwards
them to the current location of the mobile node.
The fast growth of mobile wireless When the MN is in home network, all packets from
communications over the most recent years has CN are intended to MN’s Home -of-Address
generated many wireless networks [2] [12]. These (HoA). If the MN enters into a foreign network, it
networks will be incorporated to identify network obtains a Care-of-Address (CoA) using stateful or
user access in all-IP design. Different wireless stateless address configuration. Then MN registers
technologies such as WLAN, Wi-Fi and UMTS are its CoA with the HA in the home network. MIPv6
interconnected to offer internet access to mobile suffers from high delays and triangular routing
users anywhere anytime. In order to meet seamless  problem, because home agent always intercepts a
connectivity, two protocols have been proposed. packet from the correspondent node. The higher
Host based mobility management and Network latency problem occurs when the distance between
based mobility management protocols, in which ~MN and HA increases.

MIPv6, HMIPv6 and FMIPv6 are host based Hierarchical Mobile IPv6 (HMIPv6) [16]
protocols where PMIPv6 is a network based [17]is an extension of MIPv6, where the Internet is
protocol [3]. separated into segments and each segment is self-

Mobile IPv6 (MIPv6) [3] [17] [14] has  governing of subnets. Each segment is maintained
three functional entities such as a mobile node by a separate authority like a site and contains an
(MN), the correspondent node (CN) and the home  access pointer. In each segment, a definite node is
agent (HA). A mobile node is an IPv6 node which  assigned to the role of Mobility Anchor Point
changes its point of attachment and gets its new (MAP) which gives the connection to the Internet.
address when it reaches a new location. In addition, the MAP is the anchor point for any
Correspondent node is a node that communicates MN within the segment. When a mobile node
with a mobile node. Home Agent is a router that is  enters a new segment, it desires to configure two
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Care-of-Addresses: the Regional Care-of-Address
and the On-Link Care-of-Address. When the MN
moves across segments, the MAP changes its point
and a new MAP is required for registration, so that
Regional Care -of-Address and On-Link Care-of-
Address are needed to reconfigure. A Regional
Care-of-Address is obtained from the new MAP
and a new connection is established between the
MAP and the MN. Due to the configuration of two
new addresses, more signaling and processing is
needed to achieve.

Fast Handover for Mobile IPv6 (FMIPv6)
[17] [20] is another extension of MIPv6, used to
reduce the handover delay and service disruption.
The Idea of FMIPv6 is to quickly detect the
movement of MN and able to send its packets as
soon as possible. When MN obtains IP connectivity
on the new subnet that usually depends on the
movement detection latency and new Care-of-
Address configuration latency. In FMIPv6 Fast
Binding Update (FBU) and Fast Binding
Acknowledgement (FBACK) messages are used.
When the MN leaves its point of attachment, the
previous access router is not processed. Hence fast
binding update message is lost. FMIPv6 is less
advantageous in Predictive mode when compared
to Reactive mode.

Proxy Mobile IPv6 [5] [8] [20] is a
network based protocol to maintain all the mobility
related signaling without the mobile node (MN)
involvement. Being a network based protocol it
includes many features such as Deployment,
Performance and Controllability. In Deployment,
the Mobile Node does not require any modification
and it allows the service provider to permit the
services to many users as possible. In Performance,
MN is not required to participate in any of the
mobility-related signaling, so that extra tunneling
overhead and the number of messages exchanged
are reduced on behalf of the Mobile Node (MN). In
controllability, it controls the network in terms of
traffic and QoS. The functional entities involved in
PMIPv6 are as Local Mobility Anchor (LMA) and
Mobile Access Gateway (MAG). The LMA acts as
the home agent (HA) of the MN and also manages
the mobility location of MN [16]. The MAG is to
detect the mobile node’s (MN) movements by
initiating the binding registration message with
LMA [13]. In PMIPv6, the MN does not have an
IPv6 protocol stack, because all the mobility related
signaling is handled by Mobile Access Gateway
(MAG) [19].

1.1 Handover

When a mobile node changes from one
network to another network or from one base
station to another base station, it is termed as
Handover [14] [13].1t is used to forward the mobile
node service from active network to a new one and
to select the appropriate network [6]. Horizontal
handover (HHO) and Vertical handover (VHO) are
two types of handover [9].In Horizontal handover,
the mobile node shifts between the same network
domains (Wi-Fi to Wi-Fi) whereas in Vertical
handover, the mobile node shifts between different
network domains(Wi-Fi to WiMax).

In  heterogeneous  wireless  network
environment, the vertical handover [10] process
will be Dbenefited from different network
characteristics such as network coverage, available
bandwidth, cost etc. but cannot be compared
directly. A handover decision method is needed to
choose the appropriate time to initiate the handover
towards the suitable network and also to satisfy
both network and user requirements by determining
access network to connect at any point of time [4].

Handover Execution

3

Handover Decision

1

Infxmmation Gathering

!
& Ewetwmksﬂcrﬂubilﬁ A

Figure 1. Vertical Handover Process

Three main steps involved in vertical
handover process [7] are information gathering,
handover decision and handover execution phase is
shown in Figure 1.

Three phases in handover mechanism [4]
are: Information gathering and System discovery,
Handover decision and Handover execution. In
system discovery, the mobile nodes are
incorporated with multiple interfaces to determine
the current network and the services. In Handover
decision phase, the mobile node determines in
which network it can be connected to, from a set of
available visited networks to continue data delivery.
In Handover execution phase, the connections are
redirected seamlessly from the existing network to
the new network.
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2. RELATED WORK

Handover is one of critical issues in wireless
networks since it is required to maintain uninterrupted
services during Mobile Node’s movement from one
location to another. In this section, we evaluate a
few related works based on the detection of
network condition and handover mechanism. In
vertical handover, handover decision algorithms
have to face the following challenges such as signal
strength comparison-based handover decision
algorithm.

2.1 Fast Handover with MIH Support in
PMIPvV6

Hyung Heon Kim et.al, proposed [1] a fast
handover with MIH support in PMIPv6 to make the
handover of mobile nodes between heterogeneous
networks with minimal latency time. It does
seamless handover by forwarding the data packets
without the loss of packets and also addressed the
out of sequence packet problem.

LMA Buffering

b
3 WLAN Network
& >

Figure 2. Architecture design of fast handover with MIH
support in PMIPv6
Here they considered the handover process between
IEEE 802.16 (WiMax) and IEEE 802.11 (WLAN),
which is shown in Figure 2.
The steps involved and Message Signaling flow is
shown in Figure 3 and is as follows,

e The mobile node in IEEE 802.16 (WiMax)
triggers LINK_GOING_DOWN event needed
to prepare for handover process.

e Before the handover process, the mobile node
obtains a selected beacon message of N-APs
(IEEE 802.11 WLAN) whose signal is strong.
Based on the higher probability of AP signal
strength, the next handover could be targeted.

e Then mobile node sends the profile
information and MAC address of N-AP with
base station ID (MOB_HO_ IND message) to

Wimax Network

e
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Figure 3.Message Signaling Flow

e Then P-MAG sends MIH HI messages to
LMA. After that LMA starts buffering the
data packets forwarded to the mobile node
until the binding update procedure between
LMA and N-MAG gets over. Concurrently,
LMA sends MIH_HP message to N-MAG.

e The proxy binding wupdate process is
performed by LMA with N-MAG
immediately, where the proxy binding update
procedure is equal to general proxy binding
update which is defined in RFC 5213.

e Then LMA flushes buffered data packets to
N-MAG and N-MAG buffers those packets.

e Finally N-MAG sends buffered data packets
to the mobile node after the completion of L2
handover between N-MAG and the mobile
node.

This method reduces the packet loss and
handover latency time by using Beacon message
to get AP’s information in future before the
handover happens, but signaling overhead and
network cost increases during the handover
process and only few parameters are considered
for selecting a best available network..

2.2 Agent Based Technique

Atiq Ahmed et.al, introduced [11] an agent
based technique, which uses an agent in the mobile
node and at the Access point to collect all the
information about the network. The Agent will
expect the handover, based on the information
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collected and it reduces the handover latency and
packet loss. The three agent behaviors used here are
information gathering, decision making and
selecting a network. In network monitoring, the
MN and the Access point collect all the necessary
information such as RSS, distance, load, and
velocity of MN etc. Based on the available
information, the agent will work. The algorithm
processes involved in network monitoring and
decision making are described below.

2.21 Network Monitoring

1:  Scanning for the new

networks
Measure the Received Signal
Strength (RSS) Levels
if RSScur < Tmin then
allow decision process
else
if RSSnew > Tmax then
insert new network to Database
else
discard the network
0: end if
1 end if

N

(DB)

el AR

Decision Making

1: if RSScur < Tmin then

2: Imperative Handover using
Pr[mUi = ANj] = 1/n

3: endif

4: if RSScur > Tmax then

5: continue connected in network

6: endif

7: if Tmin < RSScur < Tmax then

8: measure user preferences (if any)

9: if AppP riority = High &&
Bandwidthcur = High && Costcur = Low
then

10: continue connected to the current network
with the networkscanning process

11: else

12: if Bandwidthcur = Low_Costcur
then

13: permit network selection process

14: if AppP riority = Low &&
Bandwidthcur =High && Costcur = Low
then

15: continue connected in network

16: else

17: permit network selection process

18: end if

19: end if

20: end if

21: end if

= High

2.23 Network Selection

Network selection process plays a major role to
select the best network, and yet an important
process before the handover execution phase.
Information that are processed in network
monitoring phase and decision making phase are
given as the input data to the network selection
process, where the information that are processed
can be related to: a set of measurements reflecting
the availability, quality of the signal and other
parameters (technology used, number of mobile
nodes attached) and set of user preferences in which
bandwidth and cost are prioritized.

Preferences
by user

Assign weights Handover

decision
10 parEmaters

Algorithm for

selection of network

I( Information
| gathering

Terminal Contesxt
Handover i

Na

Mew network

1k

Figure 4. Network Selection process
Network selection process consist of the following
steps as described in the Figure 4.

This method reduces the handover latency
and packet loss by using agent database such as
information gathering, decision making and
network selection, but the processing delay will
increase when the number of available networks in
the agent database increases.

3. PROPOSED MULTICAST ENABLED
HANDOVER TECHNIQUE

3.1 Overview

In this paper, we proposed a mechanism
by multicasting the data packets to both pMDD and
nMDD instead of setting up the tunnel between
pMDD and nMDD , which wastes the resources of
bandwidth.

Entities involved in this process are
Multicast Manager, Mobile Detecting Device and
AAA server. The Mobile Detecting device plays a
role of both Mobile Access Gateway (MAG) and
Local Mobility Anchor (LMA) which are
answerable for maintaining the mobile node
movement and update the current status of the
mobile nodes location using its prefix and id. AAA
server is  responsible for  Authenticating,
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Accounting and Authorization of MN before
entering into the network.

Buffering

Multicast Manager

Figure 5. Multicast Enabled Handover Technique

Multicasting Manager acts as a server
between the WiMax and Wi-Fi networks. All the
necessary information about the MN’s and MDD’s
are stored in the Multicast Manager.AAA server in
Multicast Manager checks the MN whether it is
authorized or not based on the information
available before entering into the network are
shown in Figure 5.

In IP, multicasting enables the user to
send data packets to more than one device
simultaneously, but in broadcasting all the devices
receive data packets whether they require data
packets or not. Multicasting avoids the unnecessary
data transmission in networks and aids to keep the
bandwidth resources, because it can send data
packets to multiple devices simultaneously [18]. Tt
has more advantages when compared to unicasting.
Unicasting enables us to send packets to multiple
devices simultaneously, but a connection must be
established with every device before the
transmission. It needs to maintain a list of unicast
addresses so that the bandwidth and network
resources are wasted which leads to excess time.

False Handover Initiation [17] occurs
during the handover process in heterogeneous
wireless networks. If handover initiation is false, it
results in an unsuccessful handover. The current
handover initiation process becomes false if one of
the following scenarios occurs.

Scenariol : The MN indicates that RSS from the
pBS is greater than current BS, since the MN
switch back to the cell covered by the pBS.

Scenario 2: The RSS from the pBS is still
weaker than current BS and the MN indicates that
the RSS from another BS becomes greater than the
nBS, hence the MN varies its moving direction to
the BS unlike from the nBS.

Due to this packet loss and out of sequence
packet problem which occurs frequently, the
Multicast Manager transmits the packets of data to
both pMDD and nMDD using multicasting. Here
the handover process is performed between two
domains WiMax to Wi-Fi and the data from the
correspondent node, transmitted to the network by
multicast manager.

3.2 Proposed Algorithm

3.2.1 Information Gathering

During the information gathering phase
[10], the system checks periodically for a suitable
network to which mobile nodes can handover. An
Information gathering phase only starts, when the
active network cannot be able to handle the
connections because of signal weakness or the QoS
is below the threshold value of the network. The
main Criteria considered for information gathering
phase are Received Signal Strength (RSS), Network
coverage, Bandwidth and Security. RSS from the
mobile node is closely related to the network
coverage. Based on this information, comes to
know that whether a network is available for the
given mobile nodes or not. Bandwidth is an
important criterion for networks which affects the
QoS. Security is also one of the important criteria
in wireless networks. Here for the security purpose,
we used Authentication, Authorization and
Accounting server, which check the MN whether it
is authorized or not before entering into the
network and also uses the Host Identity Protocol
(HIP), which is an establishment of key and
parameter negotiation protocol. Its main purpose is
to authenticate node messages based on node
identities and establishing security associations
(SAs) for the Encapsulating Security Payload (ESP)
transport format. It also supports to decouple the
transport layer from the inter-networking layer by
using public/private key pairs such as Host
Identities (HI), instead of IP addresses.

3.2.2 Handover Decision

During the Decision Making Process, all
the available wireless networks are examined. The
end result of this process is to select a network, to
which a Mobile node should be handed over while
considering the criteria gathered during the
information gathering phase. The proposed work
focused mainly based on the mechanism of function
based decision algorithm. The goal is to connect the
best network which maximizes the functions of user
preferences and parameters. By using this decision
making process, mobile nodes are connected to the
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network which maximizes the functionality that is
satisfied by both the user and the networks. It also
minimizes the degradations that are occurred during
higher load and congestion state and maximizes the
utilization of users.

3.2.3 Handover Execution

Handover Execution is the last phase in
the handover process, where the messages switch
between two networks to redirect the connection
from one network to another. Handover is executed
based on preplanning and implementation issues by
considering the strategies such as Network
controlled handover, Mobile controlled handover,
Mobile Assisted handover and Network assisted
handover.

Network controlled handover is initiated
and managed by the network for balancing the load
and traffic. Mobile controlled handover is initiated
and managed by the mobile nodes to measure the
signal and to initiate the handover process. Mobile
assisted handover is mainly used in wireless
networks. The network decides to make handover
based on the signal monitoring by the mobile node.
Network assisted handover is mainly used when the
network collects all the information about the
handover process.

Wilex

WiRi

| N | | 220D | Mulicsst ansger (A1) ¥ADD o
Attt MY | o0 auenicsion
iz P Updsting MN's &  P{MDD addrass
Daliversic o NN Backets to BJMDD Traremitting packats tofmoldcast managse
" u u
Link deched
H
Paquast to buffer packetjits=f
¥ Locae MY basad on the addrees obmined
M
Updating curent locatipn of MN address
Buffrs packet tranamifing from OV
Linkwp s
L
Deliversitto MN Dalivers bufared packets from B-MOD &multcest panager o N-MDD
IFRSS s weak "
Mulficast manazar multicast 2 ppckats to both Network
>

Figure 6. Message Signaling Flow

The message signaling flow for the handover
process between WiMax to Wi-Fi network is shown
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in Figure 6. The step by step processes involved
are,
1.  When Mobile node (MN) attaches to P- MDD
in WiMax domain, P- MDD sends a request
to Multicast manager for authenticating the
MN using MN’s id and HNP (Home Network
Prefix) option, by using Host identity protocol
(HIP).
After a Mobile node is authenticated by
multicast manager, and sends
Acknowledgement to Correspondent node
(CN) for updating a MN’s and P-MDD’s
current location.
The Correspondent node (CN) transmits the
data packet to the Multicast manager and then
it is forwarded to P-MDD and finally
delivered to the MN.
During the Link detachment event, a MN
finds its attachment with N-MDD in Wi-Fi
domain. Multicast manager makes a request
P- MDD to buffer the packets by itself using
the effective buffering scheme.
The N-MDD find its position in Multicast
manager by obtaining a MN’s id and P- MDD
address, because Multicast manager contains
all the information about MDD’s and their
configuration mode.
Then the Multicast manager requests the
Correspondent node (CN) to update the MN’s
id and N-MDD’s address, then further the
data packets which are transmitted from the
Correspondent node (CN) to the Multicast
manager are buffered by itself using an
effective buffering scheme.
After a Link up event, the connection is set up
between MN and N- MDD; the packets
buffered in the P- MDD are delivered to
the N-MDD through the Multicast manager.
And finally packets are delivered to the
mobile node (MN).
When the Received Signal Strength is weak
after the handover process, which leads to
False Handover Initiation. To overcome this
situation, the Multicast manager multicasts
the data packets to both the P- MDD and the
N- MDD. Finally data packets are delivered to
the MN based on the current address and its
position. Then effective buffer in multicast
manager clears its storage and starts buffering
the further transmitting data packets.

3.2.4 Effective Buffering Scheme
The effective buffering scheme [15]
predicts mobile node’s (MN) movement using the
information obtained and starts to buffer the
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packets which are anticipated to loss during
handover process. Here packets are buffered based
on time-stamp. If the lifetime of the packets
exceeds the time stamp value it will be discarded.

Hence  the  proposed  mechanism
eliminates the wastage of bandwidth resources and
tunnel setup processes between pMDD and nMDD.
It also avoids the unnecessary data transmission in
networks by multicasting the data packets to both
the pMDD and nMDD. This mechanism mainly
focuses on handover performance related issues
among heterogeneous wireless networks and in
future security related isssues will be considered.
The proposed handover mechanism is not suitable
for constantly moving MN’s.

4. SIMULATION AND EXPERIMENTAL
RESULTS

Network Simulator (NS2) is an open
source event driven simulator specially designed
for Computer Networks where the physical
activities are translated into events. Events are
queued and processed based on their scheduling.
NS2 gives support for simulation such as TCP,
routing and multicast protocols over wired and
wireless networks. Two languages used in NS2 are
C++ and Otcl (Object Oriented Tool Command).
C++ defines the inside mechanism of the simulation
objects and used for detailed protocol
implementation where every packet flow has to be
processed. The Otcl programs are done by
assembling and configuring the objects, and allows
fast to write and change the code.

Table 1: Assignment of Nodes in Simulation

Nodes Number | Assignment in Simulation

Nodel5 Multicast Manager (Red
color)

WiMax nodes A Group of nodes enclosed
with Blue color

WiFi nodes Group of nodes with Black
color

Old MDD/P- | Node 23 Brown color

MDD enclosed with Blue

New  MDD/N- | Node 7 (Brown color)

MDD

Source Node 9 Green color
enclosed with Blue

Destination Node 3 Green color

Handover Latency computes the maximum
interval of time in which the MN does not receive
any packet due to handover. To analyze the
handover latency, we define that tMN-MDD,
tMDD-MM and tP-MDD- N-MDD are the packet

117

transfer delays between an MN and an MDD, an
MDD and a MM respectively. The handover
latency of the proposed multicast enabled handover
technique is compared with the handover latency of
basic handover in PMIPv6. For basic handover in
PMIPv6, the average handover latency is given in
Equation (1),

Thcndnuer‘ Ecrenr}'=TL-ink Fw-irch+2TAAA,RE—RA
+Trec M
The average handover latency for the proposed
Multicast enabled handover technique is given in
Equation (2),

Ti':cr!douer Er.'rer!r}'uj;lrn;lmedj=TL-ink 5‘wirch+
Tysa-mmrs-ra tTREG 2)
Link switch delay defines the delay that occurs
during layer2 (i.e.) when the mobile node attaches
to the network during handover and detaches from
the network after the handover process is over and
it is shown in Equation (3).

TL-ink Switch T,w,vm,,hmm +

MNgerachment (3)
Router solicitation and router advertisement delay
defines the delay that the HNP (Home Network
Prefix) are sent to the mobile node from MDD or
the delay that occurred during the exchange of RS
and RA message and it is shown in Equation (4).

Trs-ra = Tmwn-mop 4)
Authentication delay defines the delay between the
MN and the MDD for authenticating the MN in
Multicast manager (MM) before entering into the

network and it is shown in Equation (5).

Tasa-un = (Tyy-mpp—-sm) )
Registration delay is the delay that is occurred
during the binding update process, because mobile
nodes(MN’s) have to get register its information to
the corresponding MDD and it is shown in
Equation (6).

Tree = Tuw-moo (6)
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Figure 8. Transmission of Packets from P-MDD to N-
MDD

Figure 7 and Figure 8 describes the
simulation scenario. The domain consists of two
networks (Wimax and Wi-Fi), Multicast Manager,
Mobile Detecting Device (MDD) and also Mobile
Nodes (MNs). The MNs are associated with any
one of MDDs according to their position and
Received Signal Strength (RSS). Multicast
Manager (MM) consists of all the details about
MDDs and the MNs associated with them.

Transmission of packets from source to P-
MDD and from P-MDD to Multicast Manager is
shown in Figure 7. After the Link Detachment the
mobile nodes moves to the Wi-Fi network where

L1}

the transmission of packets from P-MDD to N-
MDD is shown in Figure 8 and then the packets are
delivered to their Destination.
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Figure 9.Performance Analysis of Handover Latency
Figure 9. Shows the comparison of handover
latency of Fast Handover with MIH Support in
PMIPv6 and Agent based handover Technique and
the proposed multicast enabled handover technique.
The handover latency of the proposed method is
lower than the handover latency of the existing
handover method.
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Figure 10. Performance Analysis of Packet Loss

Figure 10. Shows the comparison of packet loss of
Fast Handover with MIH Support in PMIPv6 and
Agent based handover Technique and the proposed
multicast enabled handover. The packet loss of the
proposed method is lower than the existing
handover method.
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Figure 11. Shows the comparison of out of packet
sequence problem of Fast Handover with MIH
Support in PMIPv6 and Agent based handover
Technique and the proposed multicast enabled
handover .The out of packet sequence problem of
the proposed method is lower than the existing
handover method, because proposed method uses
an effective buffering scheme in both P-MDD and
Multicast manager (MM) in order to reduce the
disordering of packet sequence.

5. CONCLUSION

In wireless mobile communication,
handover latency is one of the important issues. So
we mainly focused on reducing the handover
latency of the mobility management. The proposed
Multicast Enabled Handover Technique, multicast
the packets of data during the handover process
from the Multicast manager to the N-MDD and
the P-MDD. So that the tunnel establishment
between P-MDD and N-MDD can be avoided. This
reduces the handover latency, packet loss and out-
of-packet sequence problem. The performance of
the proposed multicast enabled handover technique
is proved to be better than the existing techniques
for heterogeneous wireless networks. In future, this
technique can be further enhanced with more than
two heterogeneous wireless networks in real time to
improve the vertical handover performance much
better.
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