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ABSTRACT

Networks must be able to transfer data from onécdeto another with acceptable accuracy. For mbst
the applications, a system must guarantee thaddke received are identical to the data transmiitexy
time data are transmitted from one node to the,ribgy can become corrupted in passage. Many factor
can alter one or more bits of a message. Some capiphs require a mechanism for detecting and
correcting errors and some applications may reqeir@nsmission of error data packets. In this papes
proposed to implement Hamming (7, 4) code for dateoding and decoding in LPC1788ARM Cortex
boards .The proposal is aiming for detecting andexting the error without any retransmission aber
data. As RISC processor is used, the speed of Bancis high and also QoS (Quality of Service)
Parameters are used for measurement purpose wiatteethis proposal can be useful for high speatl re
time applications.
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1. INTRODUCTION removed at the receiver.[2] If ‘n’ represents binar
digits and ‘m’ represents bits associated with

Data communications are the exchange of da{gformatlon then redundancy 'r'is defined as,

between two devices via some form of transmission R =n/m Q)
medium such as a wire cable. [1]The effectiveness Redundancy is the central concent of error
of a data communications system depends on foHEtection andycorrection As in error co?rectionz w
fundamental characteristics: delivery, accuracy, - 4"+ know number (')f bits corruoted and {heir
timeliness, and jitter. The transmitting data may g Lo . P )
corrupted in passage between one node to the njacg%atlon, it is clear that correction of error i®ra

and resulting that can alter one or more bits ef th " |cglt than error d_etectlon. There are two
the data. principles are in practice for error correction and

they are, forward error correction (FEC) and
Whenever bits flow from one point to anothergorrection by retransmission. In FEC, the receiver
they are subject to unpredictable changes becausges redundant bits to estimate the presenceaf err
of interference. These unpredictable changes anereas in correction by retransmission method, the
also called as errors and in data communicatiaieceiver detects the error and asks the transmhitter
and there are two types of errors available they aretransmit the message again.

single bit error and burst error. In the case nls

bit error the interference causes a bit change fro’%smt]hgf fC:eré%(glinbz}[lwzgr?rr;gehisgeaasd rt(:grl:grlr?i?te?
‘0’ to ‘1’ or vice versa, whereas in burst error ’

fgc is preferred applications for which feedback is

means that two or more bits in the data unit hav : . . :
changed. A burst error is most likely occur tharﬁ10t feasible. [3,4] quality of service(QoS) is ded
; ot only for ensuring better delivery of the

single bit error and number of bits affected id! / ;

depends on duration of noise and data rate. D péormatl_qn qarrled by the network but also for
: . : étter utilization of the resources.

rate and error are directly related,if the date iat

high then error is also more. As failure to meet QoS is acceptable,soft QoS is

oposed where speed and throughput are chosen

To detect or correct the errors, extra bit%os arameters alond with file size
(redundant bits) are added at the transmitter an P 9 '
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2.2 Decoding:
. . . A 3x7 parity check matrix [H] is used for validagin
LIngthgSPaApR?I(/,I tv(\:lgrtlzzerl.)(?;zgei\%;ﬁ 'T_iﬁruexatgjslﬂwle parity. [6]This matrix [H] may be constru_cted
installed) for message transmission and reception Wlth three fows such that_m egch row 1 contains 1s
any error is present then it is identified an'n. the position of the parity b't. and all Of. thetala
corrected without the need for retransmission its that are included in its parity calculatiorhen
' by multiplying the 3x7 matrix [H] by a 7x1 matrix
representing the encoded data produces a 3x1
2. DATA ENCODING AND DECODING matrix. In this matrix if is all the elements are
zeros, then the encoded data is error free. If the
Hamming (7, 4) is a linear error-correcting codenatrix has a non-zero value, then flipping the
that encodes 4 bits of data into 7 bits by adding &nrcoded bit that is in the position of the column i
parity bits. It is a member of a larger family of[H] that matches the matrix will result in a valid
Hamming codes, Richard W. Hamming introducedode word.
in 1950. The Hamming code adds three additiona|
check bits to every four data bits of the messagg: METHODOLOGY
Hamming (7, 4) algorithm can correct any single- _ ) ) )
bit error, or detect all single-bit and two-bit@rs.  The Hamming (7,4) encoding and decoding logics
[5] it means, the minimal Hamming distanceare implemented in LPC178X/177X ARM boards.
between any two correct code words is 3.thé/] The LPC178x/177x is an ARM Cortex-M3
received words can be correctly decoded if they afased microcontroller for embedded applications

at distance at most one from the codeword that w&&duiring a high level of integration and low power
transmitted by the sender. dissipation. The bare ARM boards are loaded with

Linux operating systems and then two layer
architecture (DLL and UDP) is built on the boards

2.1 Encoding with Matrices . . .
The trick to encoding with matrices is realizingth based on F.'gl and Fig2 and_these are respectively
for encoding and decoding parts of the

all the values that we need to deal with can bg .
packed into right justified bytes (unsigned Chars)l_mplementanon.

Pack the data to be encoded into a byte and pack .

the columnof the generator matrix into another3.1 Transmitter

array of unsigned chars. THebit of a code word The transmitter part of the implementation is based
equals the data word times tifecolumn of the ©n Fig 1.In this, the input data (either text oage)
generator matrix, which is th¥ entry in the array. bytes are encoded as Hamming (4, 7) using
Because of the way modulo 2 arithmetic works, thigenerator matrix. In the data link layer, theses bit
is just a bitwise AND operating of the two bytesare packed in to frames, so that each frame is

followed by an XOR of each of the bits in thedistinguishable from another and in this variable
results. size framing is used. For QoS purpose the file, size

throughput and number of packets to be sent are

According to the discussion in [6], a 4x7 generatofeasured.
matrix [G] can be used to transform four bits of

data in to a seven bit Hamming code word. If we

define'd’ to be the 1x4 vector {d, d; d ] then it is

possible to create a 4x7 generator matrix [G] such

that the product modulo 2 of d and [G] (d [G]) is

the desired 1x7 Hamming code word.

[6] In Hamming (7,4) code there are three parity

bits PP, and R which are defined as,

Pi=d + 0g + dj-------mmmmmmoo- (2)
P2 =0 + G + Cy-mmmmmmmmmmmeeee- (3)
P3 =0 + Gy + O —---mmmmmmmmmeeee- (4)

Now for encoding, the 4 bit data [1x4] bits are
multiplied with 4x7 generator matrix.
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Figure 1: Transmitter Part Of The Two Layer Architecture
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The receiver part of the implementation is
based on Fig2.In this, deframing action is done ove
the received packets by the built Data Link Layer.
Then Hamming decoding is done for extracting the
data from the matrix. Error detection is done over
the received data and if any error present then it
will be removed and the corrected data is taken for

the further use.
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Figure 2: Receiver Part Of The Two Layer Architecture
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4. IMPLEMENTATION CODE FLOW

There are four file names are used in the main
functions and their roles are given below,

The function takes the input from filename2. It
reads the encoded data, and transmits through
UDP to destination.

4.2 Receiver Part

e Filename_1 is input file of the user, needs
to change this filename same as user input

file name.

* Filename_2 is temporary file name of the
Hamming code, which receive the
Encoded data

« Filename_3 receives any send data.

- After decoding, receive the decoded
(Original) data to the Filename_4.

The nature of Hamming code input is 4 bit binary

values and that will give the output as a 7bit bina

value. In our Hamming code program we can give
input as (alphabets, special characters, numbers,

images, text doc, etc).

4.1 Transmitter part

The number of bytes send through UDP and

from UDP is defined as,
#define udp buf_size 1024

» Hamming transmit(char filenamel[ ],char
filename2[ ])

The function will read the data from user file

each byte by byte and it send to Hamming code
function to get the Hamming code and the

Hamming code is written to temporary file

(filename?2). Each and every byte form input we
have to convert as a nibble (4bits) then encode

the each nibble.

. Hamming code(char data, unsigned

char * buffer)
The function will convert each nibble as

encoded byte that means one byte data will get
two bytes of encoded data. That each two byte
of encoded data going to be store in user

filename2.

» Get string from nibble(a, buff)

The above function get input as a nibble of

data and it will return as a char buff.

. Hamming udp
filename2][])

transmit(char

151

HammingUDPReceive(charfilename3| |,
Unsigned long int file size)

The above function receives data through
UDP and it will store the data in flename3.
The data is received till the entire file size
(count==file size).

» HammingReceive(char filename3 [ ],char
filename4[ ])

The above function will read byte
by byte data from the filename3 and then
send it to Hamming_decode function.

. Hamming decode(unsigned char
edata[ ],char filename4[ ])

The above function will process
the Hamming code data and generate actual
data with error correction by calling the
Decode function and saves the data in
filename4.

. Decode (tmp,&correctdata)

The above function checks the data
for errors and returns the corrected data if
error is found or else will return the original
data.

. Print Data From Hamming
This function will take two bytes of
data and then it will do concatenation of the

last 4 bit of two bytes to get the original
data that iseturned.
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5. EXPERIMENTAL SETUP AND
RESULTS

Then the encoder and decoder parts are
The simulation part of encoding and decoding argnplemented in two Linux OS loaded ARM boards.
first implemented and checked in computer witiThe boards are connected through an Ethernet
Linux Platform. The simulation results are showrtable. The connection diagram is shown in Figure

in Fig 3 and Fig 4 respectively.

root@sundar-ThinkPad-R500: ~/Desktop/hamming
2. Receive Data

Hamming code Encoding

< ) [Enter your choice
{3 1.Hamming code without error
| |2.Hamming code with error
2

Input file opened sucessfully
Encoded file opened sucessfully
Encoded file re-opened sucessfully

Size of the file is = $204734 bytes
% File Size sent
Number of byte sent :
204734 bytes

Total Number of packets sent 200 packets
L ) [Total Time Taken in HH:MM:SS = © : © : 20
W‘ Throughput = 10236 bytes/sec

Enter your choice

1. Send Data
' 2. Receive Data
3. Exit

Figure 3:.Smulation result of Encoder

Terminal

root@sundar-ThinkPad-R500: ~/Desktop/hamming
2

Hanming code Decoding

Waiting for the file size

)| File size received,Size = 204734 bytes
= Ml received file opened sucessfully

Number of byte received :

204734 bytes

Total Number of packet received = 200 packets

Total Time Taken in HH:MM:SS = © : © :

Throughput = 10236 bytes/sec

= Received file re-opened sucessfully

Decoded file opened sucessfully

dMe

B
]

Hamming data Error
B8 | Error recieved at every bit number 7
YError decteded and corrected in hamming data

=)

#

== Enter your choice
1. Send Data

2. Receive Data
(2384

W

Figure 4: Smulation result of Decoder

5.

Figure 5: Experimental Setup

For communication, the boards are configured in
hyper terminal as,

Board 1:

~ # ifconfig eth0 192.168.0.1

~ # ./hamming 192.168.0.2

Board 2:

~ # ifconfig eth0 192.168.0.2

~ # ./hamming 192.168.0.1

After completion of above steps the decoded image
must be copied from root to sd-card or pen-drive. |
this paper pen drive is used and to run with pen
drive the following steps are executed.

~# cd decoded.jpg /usb/

~# unmount /dev/sdal

Upon execution using hyper terminal the result is
shown below,
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& ss - HyperTerminal = =] x & kk - HyperTerminal ==
File Edt View Cal Transfer Help File Edt View Cal Transfer Help
D& » 3 DB & 0@ ~3 08 &
Al sd 0:0:0:0: [sdal Assuming drive cache: write through
=»xHamming Codex»x sddB:B:B:O: [sdal Assuming drive cache: write through
sda:
sdal
Enter your choice sd 0:0:0:0: [sdal Assuming drive cache: write through
1. Send Data sd 0:0:0:0: [sdal Attached SCSI removable disk

2. Receive Data
8. (23l " # ifconfig eth® 192.168.0.2
1 ~ # mount /dev/sdal /mnt

~ # cd mnt

Hamming code----- Encoding
Enter your choice

1.Hamming code without error
2.Hamming code with error

/mnt # cd hammingl
/mnt/hammingl # ./hamming 192.168.0.1

1 =xxHamming Codex»x

Input file opened sucessfully

FAT: Filesystem error (dev sdal)
fat_free_clusters: deleting FAT entry beyond EOF Enter your choice
File system has been set read-only 1. Send Data

Encoded file opened sucessfully 2. Receive Data

Encoded file re-opened sucessfully 3. Exit

Size of the file is = $3276 bytes 2

File Size sent

Number of byte sent :

3276 bytes

Hamming code---—- Decoding

Total Number of packets sent = & packets Waiting for the file size
Total Time Taken in HH:MM:SS =0 : 0 : 1 File size received,Size = 3276 bytes
Throughput = 3276 bytes/sec Received file opened sucessfully
Number of byte received :
Enter your choice 3276 bytes
1. Send Data Total Number of packet received = & packets
2. Receive Data Total Time Taken in HH:MM:SS =0 : 0 : 0
3. Exit
_ /mnt/hammingl # _
< > < >

Connected 0:15:24 Auto detect 115200 8-N-1 NUM

| Connected 0:50:01

Autodetect 115200 8-N-1 NUM

Figure 6: Experimental Result

7. CONCLUSION
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