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ABSTRACT

Internet is a useful source of information in ewery's daily activity. Internet becomes a globalsed
public network. Significance of Intrusion detectisgstem (IDS) in computer network security is well
proven. In order to protect the organization datusion Detection System (IDS) offers protectioom
external users and internal attackers. Intrusickedi®en is the processes of examining the evenishwh
happens in a computer system or network and ewaltegm for signs of possible events, which are
imminent threats of violation of computer secugipflicies, standard security practices and acceptabéd
policies. In this paper a new algorithm is introddcdo find out the protocol and their attacks aastF
Hierarchical Relevance Vector Machine (FHRVM). Téedgorithms are formed by the combination of
RVM with LM-AHP. The main goal of the paper, thaicsessful identification of attacks in reduced dals
alarm rate. To demonstrate this by exploiting abphilistic Bayesian learning framework, in this pap
derive an accurate prediction models which typycaitilize dramatically fewer basis functions than a
comparable KSVM and FHELM. These include the besefif probabilistic predictions, automatic
estimation of "nuisance' parameters and the fadiitutilize arbitrary basis functions. The expegithis
carried out with the help of MATLAB by using KDD @ul999 dataset and the results indicate that the
proposed technique can achieve higher detection aatl very low false 7alarm rate than the regular
KSVM, FHELM algorithms.

Keywords. Intrusion Detection System(IDS), Support vector machine (SYM), Extreme Learning Machine
(ELM),Relevance Vector Machine (RVM), Levenberg-Marquardt (LM)

1. INTRODUCTION « Host-based attacks [3-5] and

Information security could be a matter of * Network-based attacks [6, 7].
significant  worldwide concern because the |n case of a host-based attacks, the intruders aim
incredible  development in connectivity andat a particular machine and attempts to get adoess
accessibility to the web has generated an incredibbrivileged services or resources on that particular
security threat to information systems worldwidenachine. Detection of these kinds of attacks
[1]. Security is turning out to be a significansi® typically uses routines that acquire system cath da
because the web applications are developifgom an audit-process which monitors all system
continuously. The major security systems mostlgalls made with the support of each user. In cése o
focusing on encryption, firewall and access controhetwork-based attacks, it is extremely complicated
However all these approaches cannot promiggr legitimate users to use various network sesvice
perfect security. Hence, the security of a systam chy purposely occupying or disrupting network
be improved with the introduction of intrusionresources and services. Intruders attack these
detection system. systems by transmitting huge amounts of network

The capability of IDS in categorizing a Widetraﬁi_c, utilizing f_amiliar faults in networking
range of intrusions in real time with correct resul Services, overloading network hosts, etc.
is more significant. The patterns of user behavior petection of these kinds of attacks uses network
and inspection records are observed and thgffic data (i.e., tcp dump) to look at traffic
intrusions are traced [2].Intrusion detection &$ac addressed to the machines being monitored.
are segmented into two groups namely, Various types of intrusion detection have developed
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and it does not recover the needful for the internéevenberg-Marquardt (LM) learning and tested
atmosphere [8, 9]. Nowadays modern computersing KDD Cup 1999 dataset based on the detection
systems are mostly used by IDS and it is necessagte and very low false alarm rate.

also. This type of Intrusion detection technologlei LITERATURE REVIEW

are classified into two major groups:
A model is obtainable by Zhang Hongmei [11] to
produce a solution for the crisis of low accuratsne
«  Anomaly detection. and high false alarm rate in network model of SVM
with the assistance of rough set feature that is

A misuse detection system traces intrusioBynioved to reduce. Rough set approach will be
activities that follow recognized patterns. Thes€qaq to take care of the reduction of original

patterns justify a suspect collection of sequerice Qaasets, the initial dataset is computed and is
activities or operations that probably is dangerougmpioyved to train individual SVM classifier for
The most important disadvantage of this detectiofsgortment and increase the variability between

is that it doesn't have the potential to trace etedt ;. jividual classifiers, and to extend the possipili

new reasonable intrusions, i.e., certain events th@f discovering accuracy increasing as a result
have not occurred the past. An anomaly detection

system examines event knowledge and identifies SYM has been confirmed to be an efficient
pattern of activities that seem to be standaranif classifier in several applications, however its
event lies outside of the patterns, it's thougturab practice is still imperfect as the data allocation
as a potential intrusion [18]. information is underutilized in determining the
) ) . . result hyper plane. The majority of existing kemel

But this type of method is not sufficient to f'ndare working in nonlinear SVMs establish the

out the new kind of attacks. So to overcome thigy oness hetween a pair of pattern images depending
Support Vector Machine (SVM) are handled in thigy the Eyclidean inner product or the Euclidean
paper are used in IDS. It is one of the type Qigiachment of equivalent input patterns, that omits
machine learning method and it plot the in highy,iq sharing tendency and makes the SVM

dimensional feature space, labeling each vector lﬁXndamentally a classifier. Toward a paradigm of
its class. SVMs categorize data by finding out ﬁz)

*  Misuse detection and

- ¢ ernels, Defeng Wang et al., [12] gives some idea
collection of support vectors, which are members gf, eyact data knowledge into existing kernels. By
the set of training inputs that outline a hypempla using Agglomerative Hierarchical Clustering

in the featurespace.SVM are the kind of classifiersapicy to locate out the data structure primary for
in this paper SVM is reinitialize developed forgach class adaptively in the input space, aftar thi
binary classification [10] and it can be exploited o ess by using data distribution information buil
classify the attacks. up the Weighted Mahalanobis Distance (WMD)

Relevance Vector Machine (RVM) and Extremekernels. With the help of cluster size also find ou
Learning Machine (ELM) has been used irthe Similarity between two images not only by
modeling, control and several other application¥lahalanobis Distance (MD).However WMD
[21],[22],[23] and [24]. The significance of this kernels are not assured to be Positive Definite) (PD
research work is to provide effective machin®’ Conditionally Positive Definite (CPD),
learning using several mechanisms. Since RVMicceptable categorization outcome can still be
ELM have contributed high in various researctachieved of regularizes in SVMs with WMD
dimesions, this research work provides networkernels are empirically optimistic in pseudo-
intrusion detection system to learn intrusions anBuclidean (pE) spaces.

other perspectives. Analytical Hierarchical Process g ingividuality of security attacks has to be one
(AHP) method [25] also used for decision SUPPOrt. ¢ the aims to develop the intention towards novel

Speed and scalability is one of the majointrusion detection approaches, different from éhos
advantages of SVM, so SVM is used IDS. Mor&Xists in conventional networks. Josephet al., [13]
over the classification complexity of SVM does nofleveloped an autonomous host-dependent IDS for
based on the dimensionality of the feature spade alflentifying malicious sinking behavior. With the
hence they can potentially learn a huge colleasibn help of cross-layer features, the detection acgurac
patterns. Also SVM provides a standard mechanisi increase by the system and also it examines the
to fit the surface of the hyper plane to the data bouting behavior.

utilizing the kernel function. In this paper, radia g |earning and adjustment to new kind of attack
basis kernel function of SVM is tuned usinguircymstances and network surroundings, two

e ——
70




Journal of Theoretical and Applied Information Technology
10" April 2014. Vol. 62 No.1 B

© 2005 - 2014 JATIT & LLS. All rights reserved-

" A mmmm—
F7aYTTI]

ISSN: 1992-8645 www.jatit.org E-ISSI¥17-3195

machine learning approaches are exploited. SVMsbjective function Kf), discover the optimal choice
and Fisher Discriminate Analysis (FDA) arefor . The search process begins from the initial
utilized collectively to develop better accuracy opoint E(c,) = Q3, The value ofs, is transformed
SVM and quicker speed of FDA. Rather than usingased on the minimization of the leave-one-out
all cross-layer features, features from MAC layetuning error, instead of directly minimizing the
are connected/interrelated with features fronraining error (Figure 1.1).

additional layers, in that way reducing the feature
set without reducing the information content.

Random gaage variable

3. METHODOLOGY

For information sharing networks are used by _— Sigma-bming procedure
various multi-level organizations. On the other > L Sigm
hand, the usage of networks has paved the way fer ol
intruders to attack the communication path and to
steal the valuable asset (data) of any organization Leave
Therefore necessity of Intrusion Detection System ;T—"il
developed in to an essential and significant fifld e
research. =

More number of techniques is present today and
gives more security to the network, but most of

these techniques are static. To overcome this bne o Tuned I
the dynamic state is the intrusion detection it
preserves the network security by examines the
attack. Three methods are carried on this section t Figure 1: Process flow for Sigma Tuning in RBF
provide a potential solution for IDS problem. Kernel of SYM using LM Training

3.1Kernelized SVM (KSVM) Based on the Newton’s rule for finding a least
A kernel function and its parameter have t@mount in a multi-dimensional space, the relation
be chosen to build a SVM classifier. Three maitetween ef) ando at the minimum can be given as,
kernel functions have been used to build SVM o
classifiers. They are o=0,-H"0E(g,) (1)
» Linear Kernel FunctionX (x, z) = (x, z)

Sigma

Where h is the hessian matrike(c,) represents
« Polynomial Kernel Function, K(x,z) = a vertical vector, as represented as:
({(x,z) + 1)%, d is the degree of polynomial.

OE
+ Radial basis functiof (x,2) = exp(—22, 35 197 %

o is the width of the function. (E(0.)=CE(0)|0 =0, = !

0 0

This section introduces a novel Levenberg- oE lo=0,
Marquardt learning for tuning the sigma) (in a oo 0

RBF kernel of SVM. In this case, each attribute has m
its individual sigma constraint related with it. &h (2)

values of the tuned are then utilized as a measure After

. . rearranging, the equation can be
for variable selection [15]. ging q

transformed as

3.1.1 Sigma Tuning Algorith
gma Tuning Algorithm HAU:_DE(JO) )

In this section, the sigma tuning algorithm ) ) )
is explained. Metric®is selected as an error metric, WhereA(0 = 0 =0, . With the intention of
represented as &), which is based on the vectey efficiently proceeding towards a converged
Leave-One-Out (LOO) Kernel Partial Least Squaresolution, Levenberg-Marquradt learning is utilized.
(K-PLS) is used to obtain an initia®3, value

depends on an initial starting guess for the sigm Levenberg-Marquardt (LM) leaming developed

vector rep[resented asg, a second-order gradient . :
descent technique is exploited to reduce thféOm ‘xpansion of Error Baqk Propagauon.(EBP)
algorithm dependent techniques. It provides a

312 Levenberg-Marquradt L earning
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significant exchange between the speed of the speed up the calculation process, the second-

Newton algorithm and the strength of the steepestder partial derivatives are approximated.

descent technique. There are the two fundamentalA is th ved ically f i 6

theorems of LM algorithm. In the back-propagation . 6 IS then solved numerically from equation (6)
with a fast conjugate gradient based equation solve

algorithm, the performance index F(w) to bel order to avoid calculating the inverse of the

reduced is defined as the sum of squared err 'Rssian matrix, H. As a result of the fairly actara

between the target outputs and the network . . e o
simulated outputs, evaluation of the Hessian, a heuristic coefficient

will be introduced in the iterative updating
F(w)= ee (4) procedure for the elements.

3.2 Proposed Fast Hierarchical Extreme
Learning Machine (FHELM)
In this section, a FHELM approach using ELM
and LM algorithm. The Proposed FHELM which
The increment of weightsw, when training with makes use of both the advantage of ELM and LM.

where w = [w,Ws...,w,] includes all weights of
the network, e indicates the error vector compgisin
the error for all the training samples.

the Im method is calculated as follows: First calculate the output weight by using the ELM
. N algorithm then update the parameter with the help
Aw=[J J]+d]-1]'e (5) of LM algorithm.

where J denotes the jacobian matrixepresents 3.2.1 Extreme Learning Machine
the learning rate which is to be updated usingpthe
depending on the resultant. Especially, is
multiplied by decay rat@(0<p<l) whenever F(w)
diminishes, whileu is divided byp whenever F(w)
increases in a new step.

With in the case of learning an arbitrary
function with zero training error, Baum had offered
several constructions of SLFNs with adequate
hidden neurons [14]. Though, in practice, the
number of hidden neurons required to accomplish

This is achieved by adding a small scalao the an appropriate generalization performance on novel
diagonal elements in the HessianH, as expressed Bytterns is much less. The resulting training error

may not approach to zero have been minimized.
+ =-
(H /“)AJ DE(UO) ) ELM at random allocates and fixes the
In this method, the algorithm begins with a firsti"Put weights wand biases jbsupported on some

second-order approach outlined below. Thef learmning a structured function. The exceeding

equation (6) is solved fofo. It is to be noted that problem is finely established and acknowledged as
a linear system optimization problem. The overview

in the right side of of performance of a SLFN leans to be enhanced
with smaller magnitude of output weights.

equation (2) will be computed by numerical

perturbation as given below:

o= =T )
ao_ o=00 £ o=00 £ o=00

Where ¢ represents a small perturbation value (ii) Evaluate the hidden layer output matrix H.

acting on the "t component inc. E() is the (iii) Evaluate the output weights
performance metric Qbtained from the change in
the " component o6 only. In addition to the probability density

o ) ) function is a standardized distribution function in
A second approximation will be introducedine range from -1 to 1. Then LM is applied here to

before solving the above equations. Because thgmpare LM for each input from ELM classifier.
elements of the Hessian are expensive to evalaate,

fast and efficient approximation for the Hessiard.3 Proposed Fast Hierarchical Relevance Vector
matrix is introduced. Machine (FHRVM)

In general, the second partial derivatives can be The Relevance Vector Machine (RVM)

numerically computed. On the other hand, in ordé¥as introduced by as a Bayesian counterpart. fn thi
section, a FHRVM approach using RVM, LM and

oE
each element—|, _,,

ELM Algorithm known to be a training of

(i) At random assign input weights and biases
b, according to some constant probability density
function.
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AHP algorithm. The proposed FHRVM makes use The AHP is a decision support tool which can be
of both the advantage of RVM with LM and AHP.used to solve complex decision problems. It uses a
The hierarchical model is formulated using AHPmulti-level hierarchical structure of objectives,
which is most helpful for decision support. Thecriteria, sub criteria, and alternatives. The peitik
Relevance Vector framework provides a means falata are derived by using a set of pair wise
solving regression and classification problems, butomparisons. These comparisons are used to obtain
in this paper look for models which are highlythe weights of importance of the decision criteria,
sparse by selecting a subset from a larger pool ahd the relative performance measures of the
candidate kernel functions (one for each example alternatives in terms of each individual decision
the training set). A key concept is the use ofriterion. If the comparisons are not perfectly
continuous hyper parameters to govern modebnsistent, then it provides a mechanism for
complexity and thereby avoid the in- tractablémproving consistency.

problem of searching over an exponentially large

discrete space of model structures. The basic procedure to carry out the AHP

consists of the following steps:

In order to reduce the dimensionality of the hyper . .- .
parameter space, specify a prior structure Whicgrite?igucwrmg a decision problem and selection of
reflects the possibility of correlation between the
hyper parameters of the coefficients distributiod a  « Priority setting of the criteria by pair wise

hence it is possible to segregate a unique solution comparison (weighing)

RVM has been used for classification in the « Pair wise comparison of options on each
proposed method. Relevance vector machingiterion (scoring)
(RVM) is a special case of a sparse linear model in
which the basic functions are formed by a kernel
function. AHP is used for hierarchical model thaf
aid in decision support. 3.3.2 Significance of Levenberg-Marquradt
Learningin FHRVM

« Obtaining an overall relative score for each
ption

The sparseness property of the RVM enables . . o
choosing proper kernel automatically at each Thet_LM falq[orlthmt gombmtes t’?he d&gn(;fugnt
location by pruning all irrelevant kernels; hentisi properties ot steepest descent method an auss-

possible that two different kernels remain on thglewton algorithm by mhermng the spggd
same location. advantage of Gauss-Newton algorithm and utilizes

the stability nature of steepest descent method. Th
RVM has several advantages which includes tHeM algorithm is a combined training process that
number of relevance vectors can be much smallswitches the steepest descent algorithm towards
than that of support vectors , RVM does not neeguadratic approximation along with speed
the tuning of a regularization parameter (C ) as iconvergence.
SVM during the training phase. Thus the propose
dataset can be classified using RVM classifier. RESULTSAND DISCUSSIONS
The proposed IDS are experimented using

ATLAB and the dataset used is KDD Cup99
taset. MATLAB is used to evaluate the intrusion
etection. KDD Cup99 dataset comes from DARPA
8 Intrusion Detection Evaluation handled by
incoln laboratory at MIT [17].

At first the input weights are generated an
followed by hidden biases. This method uses t
analytical hierarchy process method to select t
input weights and hidden biases. Then, th
corresponding outputs weights are analytic
computed by using the RVM algorithm once an
randomly generate the output hidden biases. Then,It shows how the results that have found in this
update these parameters (all weights and biases) fiwposed FRVM. This gives the way to highlight
using LM algorithm. research reflects, differs from and extends current
knowledge of the area intrusion detection. Results
provided by the performance analysis explain the
findings.

3.3.1 Significance of Analytical Hierarchical
Process (AHP) in FHRVM

AHP is a multi-criteria decision-making

approach has attracted the interest of mangThe performance measure used to evaluate the

oposed KSVM, FHELM and FHRVM against

researchers mainly due to the nice mathematic M. SVM and ELM. KDD Cup99 is an audited

properties of the method and the fact that th
required input data are rather easy to obtain.
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set of standard dataset which includes training ance True Negative (TN): Corresponds to the number
testing set. of detected normal instances and it is actually
normal.

The data has been tested in the following three
major protocols such as TCP, UDP and ICMP. The performance measure used to evaluate the

Data has the following four major groups ofproposed KSVM, FHELM and FHRVM is

attacks such as DoS, R2L, U2R and Probing. The « Detection rate and

metrics that are taken into account are as below,
 False-alarm rate

* False Positive (FP): Corresponds to the number

of detected attacks but it is actually normal. The accuracy of an intrusion detection system is

computed based on the detection rate and false
» False Negative (FN): Corresponds to thelarm rate.

number of detected normal instances but it IS petection rate indicates the percentage of

really an atta(_:k. These_ atiacks are the M)A etected attack among all attack data, and is given
target of intrusion detection systems. as
» True Positive (TP): Corresponds to the number

of detected attacks and it is in fact attack.
Table 1: Comparison Table for Detection Rate of Protocols and Attacks

DETECTION RATE FALSE ALARM RATE
METHODS | 1cp | UDP | ICMP | DoS | Probe | U2R | R2L T,f UDP | ICMP | DoS | Probe | U2R | R2L
(%) | (%) (%) (%) (%) (%) (%) (%) (%) (%) | %) | %) | (%) | (%)
SVM 89.59 | 81.24 | 80.89 | 8584 | 89.09 | 85.84 | 1590 | 1.98 | 289 | 267 | 192 | 068 | 132 | 1.92

KSVM 91.56 | 8324 | 8319 | 90.12 | 90.26 | 90.12 | 26.95 | 1.62 | 2.64 245 126 | 031 0.84 | 1.26

ELM 90.19 | 85.27 | 8332 | 85.84 | 8584 | 66.67 | 159 | 174 | 247 248 134 | 045 0.79 | 1.34

FHELM 9246 | 8751 | 86.34 | 93.39 | 89.39 | 73.65 | 2695 | 1.54 | 216 213 124 | 0.30 0.75 | 1.24

RVM 91.67 | 86.24 | 8395 | 87.65 | 90.04 | 86.24 | 33.12 | 0.95 | 1.97 201 [ 089 | 025 | 069 | 0.89

FHRVM 9322 | 89.25 | 87.64 | 9589 | 9324 | 9153 | 3742 | 0.82 | 1.85 196 | 085 | 0.21 059 | 0.85

Detection Rate =— " x 100 o
TP + FN o

uTC = UDP IC:
90
FP 88
False Alarm Rate =————x 100 86
FP +TN g
Table 1 gives the comparison table for the &
detection rate and false alarm rate of protocols 7s

SVM

Protocols are TCP, UDP, and ICMP and the attack ™

taken are DoS, Probe, U2R and R2L. Thes FEUMELMCFEELM - RUM - FHEOM
protocols are detected by proposed system «
KSVM, FHELM and FHRVM. From the table it is
clearly noticed that the proposed FHRVM proves Figure 2: Comparison Graph for Detection Rate
the better results against proposed KSVM and
FHELM.

Detection Rate(%)

Protocols

Figure 2 and 3 shows the detection rate for
protocols and attacks. It can be concluded that th
detection rate of proposed FHRVM shows
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maximum percentage when

ELM and RVM.

100 -

90 - uDoS mProb U2R 2L
~ 80
S 70 -
5 60
= 50 4
8 40
©
£ 30
|20

10 -

D |

SVM  KSVM  ELM  FHELM RVM  FHRVM

Attacks

Figure 3: Comparison Graph for Detection Rate

comparing witth. CONCLUSIONSAND FUTURE WORKS
proposed FHELM and KSVM and also with SVM,

At present, security inside the network
communication is of a major concern. Being the
fact that data are considered as the valuable abset
an organization, providing security against the
intruders is very essential. Intrusion detection
system utmost identifies security attacks of
intruders by investigating several data records
observed in processes on the network. But since an
efficient mechanism is still in need. This research
proposed an Efficient Intrusion detection system
that is formed by using Modified Classification
process of SVM, ELM and RVM. RVM
Classification is for good generalization
performance. LM algorithm is used to obtain a
converged solution. AHP is the method which is
capable enough for qualitative and quantitativea dat

Figure 4 and Figure 5 shows the false alarm rag@assification with decision support.
for protocols and attacks. It can be concluded that
the false alarm rate of the proposed FHRVM shows Hence the proposed FHRVM method proves
lesser percentage when comparing with proposdttter result against proposed KSVM and FHELM.
KSVM and FHELM and also with SVM, ELM and The experiment is carried out in MATLAB by using

RVM.
35 =TCP =UDP =ICMP

g 2

¥ 25 4

& 2

£ 15 |

1>

= 14

a
] I I ||
o || | || || || ||

SVM KSVM ELM FHELM RVM FHRVM
Protocols

Figure 4: Comparison Graph for false alaramrate

Protocols

3
231 ®DoS WProbe ®U2R WR2L
¥
-
&
s
g
=
g 11
B
=

05 1

0

SVM  KSVM  ELM FHELM RVM FHRVM

Attacks

Figure 5: Comparison Graph for False Alarm Rate of
Attacks

KDD Cup 1999 dataset and the results indicate that
the proposed system of FHRVM can provide better
detection rate and low false alarm rate than the
proposed KSVM and FHELM. As a future work,
the proposed mechanism can be implemented in
real time scenarios.
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