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ABSTRACT

A Wireless Sensor Networks (WSNs) is a network ehsers which sense the surroundings and
communicates the information gathered from the tooed field through the virtual medium. The system
designed for communication should utilize less gpeBSensors in the field are very small and calizati
the energy for constraints like receiving, transfegy, and data processing. Based on the contextual
information during data transmission, the locatiddnrmonitored objects and sinks has been disclosexaht
adversary. So that protecting the location frororggradversary is an important task.In general pingi
location privacy from a strong adversary will com&s high energy and also reduction in networkitifet
This paper aims at reducing energy consumptionsiding the clustering technique. For this, we use
hotspots generating routing paths in areas away ok which balances energy consumption in divera
network. The analysis and simulation upshot thatdlister based Cyclic Diversionary Routing (CDR) ¢
significantly increase the security for location f®ducing the energy consumption without effecting
network lifetime.

K eywords. WSNs, CBCDR, Source-Location privacy, Energy, Network Lifetime.

1. INTRODUCTION In general the data over any network consist of
content as well as contextual information, where
A WSN is a network with a distribution of the content of the data is moving over the network
sensor nodes where the data can be sensafter performing encryption, which can reach the
processed and conveyed to its interested nodesink efficiently and accurately with the help of
Now-a-days Sensor Networks plays a vital role iproper keys. Whereas the contextual data does not
many applications such as military surveillancehaving any security. By using the contextual
environment monitoring and security. Sensomformation a trespasser can explore either the
networks are used in data transmission ansburce location or sink by tracing the path of the
gathering from source to sink in efficient way.contextual information. For example consider a
However these networks are encountered by mamgtwork consisting of n nodes, the data is
threats such as lacking of security, directionransmitted between sources and sink via these
disrupting, target tracking and data modificationnode. While the data is transferring among nodes in
These threats are of two types i.e., first one ishe network, the adversary can collect the
Active attacks [14], where the data can be modifiethformation related to the path and can identify th
by injecting additional data or duplicate messagdscations of source and sink that depends on the
can sent to the sinks resulting the data receiged ¢apacity of the adversary.
malfunctioned. To reduce these attacks we are Recently we have many techniques such as fake
having many encryption and decryption techniquegacket generation, proxy nodes to protect the
and Second one is Passive attacks, where tleration against strong adversary, but these
message stream can be observed by thmeethods leads to degradation of the network
eavesdropper but cannot be modified, resultinifetime. So along with the location privacy,
tracking the path of data. These passive attacks caetwork lifetime is also to be considered as
be overcome by using location privacy techniques.important criteria.
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In this discussion our focus is on locationthe receiver's location where they assumed that
privacy and network lifetime which gives balancedadversary as a local.
energy consumption of a network with the help of Mehta et al. [5] presented two techniques for
diversionary routings [6]. In this diversionary source location privacy — periodic collection, in
routings we are confusing the adversary to protegthich nodes send packets to destination that it has
the location and increasing network lifetime. Theactual data to send or not and source simulation, i
following are the techniques used in this paper:  which we create multiple paths to divert the
1. Forming of clusters, selecting the clusteradversary. Similarly they proposed two techniques
head and cyclic based diversionary routingfor sink location privacy — sink simulation, in
2. We conduct extensive simulation, Analysiswhich they hide the traffic of original sink and
and simulation results shows theobjects by creating the multiple traces in the
improvement in security towards locationdirections of dummy sinks and back bone flooding,
privacy and also gives better network lifein which they send the packets to the selected
time with balanced energy consumptions portion.
The residual of the paper is as follows - Related Yang et al. [7] proposed a technique proxy
work, System model, proposed work, Results anfiltering, it include the proxy sensors which can

algorithms, Conclusion and References. filter the fake packets while arriving to sink,
placing the proxies optimally leads to NP-Hard

2. RELATED WORK problem which shows the impact on the network
lifetime.

In recent years data transfer over networks is
increasing rapidly moreover the threats for theadatlo
also increasing in the same order. One of the may
threats is location privacy. Here the attackerd Wi|d
locate the source or sinks location based on t

contextual _information. There are two types o BCDR scheme will form the clusters which can
attackers I.e. Local eavesdroppers and GIObﬁ ovide the cyclic diversionary routing paths, wher

eavesdroppers. Locgl eavesdroppers are the o2 cluster heads (CH) are selected and these CH
who can perform their attacks in small areas ais th%vill acts as a dummy to refine the fake packets

coverage is limited to some area where they, . :

initiatesg the task from sink and comes towards théélhICh are delivered by dummy sources.
source hop-by-hop by gathering the previous nod? SYSTEM M ODEL
information. The strong adversaries are the oné
who are effective when compared to local
adversaries. The methods used in location privacl%/et
against local eavesdropper cannot affect the
schemes of global eavesdroppers.

To provide the privacy for the location there are
many technigues some of them are discussed here:

k-anonymity [1] and private information for
Location-based services and fake packet generation
[2] which uses dummy packets to confuse the
adversary.

Phantom single path routing [2], in which the
packets travels through different random paths
before reaching to the destination.

Li and Ren [3] proposed a three two phase
dynamic routing, here they send the packets to t
far away node which is away from source and the
to destination by using a single path routing
technique.

Deng et al. [4] introduced a technique for
location privacy by means afulti parent routing  Providing a security to the content of data is afut
scheme, controlled random walk scheme, hot spot  scope.
scheme, and fake packet scheme [15] which protect

The above mentioned techniques will provide
cation privacy against the strong adversaries but
e consumption of energy is high which leads to
egradation of network lifetime. Considering

ergy as a main constraint of the network, our

The following are the assumptions in sensor

work:

(1) The WSNs consisting of sensor nodes that
are dispersed in a 2-dimensional space and
unable to get the energy resources after
deployment.

(2) We assume nodes to be defined with GPS
connection so that they can know about the
location whenever they need.

(3) We assume that adversary cannot attack the
nodes which are in one hop range of
distance away from the sink and we need
not maintain uniform energy absorption in
between the nodes.

e following are the constraints needed to neglect

(1) Size and density of the network.

(2) Spreading of energy between nodes and
node probability of cluster head.
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3.1 Energy Consumption M odel network will always maintain the system at

A network comprises of many nodes in whichmoderate level [6]. By using this scheme, everrafte
every node perform transmitting, receiving andliversionary routing energy levels of the system ar
processing, main constraint consider for thi®alanced. _ o _ _
process is energy consumption. In our work we are We split the entire region into rings depending
going to consider energy which is being used foPh the hop count that is from source (sensor)rtb si
transmission and receiving of data. As per thearad@nd establish the CBCDR at various levels (with
model [8] energy consumption for transmission ivariable probability). The main theme of the work

given as follows is as follows: (i) select certain area as hotspot
around the sink and divide the remaining area in
_ IE.,  + lg. d2 ifd< d rings into clusters apart from the hotspot andctele
— glec femo o (1) the cluster heads. One of the cluster heads i oute
‘ IE,. + le,,.d° ;if d=> d,, most rings can be labeled d@orwarder. (ii)

whereEqe is circuit loss during transmission. FreeWhenever the object appears in a ring it will form
space ¢%) and multi path fadingd() are taken as an interference route while the nodes in hotspét wi
channel models.es and e, are the energy act as a relay that can pass the real data to Bivek.
parameters of power. The usage of energy fdgemaining rings are suppose to form the CBCD
receivingl bit packets is route that have the probabilify at the same time
| the sensors will send the dummy packets to the
Er=IEec (2) cluster heads with probability. (iii) At last data
transmission will start to sink with one fake packe
4 THE CLUSTER BASED CYCLIC When the data packet arrives, it will .establish a
DIVERSIONARY ROUTING SCHEME CBCDR and travel ar.ound.to gather |nformat|o.n
(CBCDR) from all cluster heads in a ring. Then t_he c.iatla wil
get transferred to cluster head of next ring imext

Here, we discuss about CBCDR SChem?n?rFr){eollifatglc;/t’ it route the data to inner ring
for providing location privacy and optimizing the ) )
lifetime of the network. The principles to bel'f {_Advantages of CECDR' Increased network
followed for this CBCDR are: (1) All the lietime, more secured.
diversionary routing tracks [6] and original data4.2. Description of CBCDR scheme
routing tracks must be homogenous such that there /o proposed a cluster based CDR for location

may be no chance to distinguish the nodes by theit.| siveness and increasing the network lifespan.
sizes and shapes. By this, in at any time duringere this scheme is divided into 3 sections, (1)

gathering period the security for a network gerbeneration of clusters and selecting cluster hgd,

improved. (2) We know that the energy life time ofiyi5 cluster data aggregation, (3) establishmént o
whole network depends on the energy at hotspots, jie.

our scheme don't lay the over burden on the As we described in the overview of CBCDR

hotspots. (3) The area far away from sink willscheme here we consider an area which is divided

consume less energy; it must be reduced by makifg, several rings with certain count of nodes in
the use of large amounts of energy. Thesgach ring. But here we considered rings as hotspot

principles will provide us a maximum life t0 ajng outermost ring and other rings between them,
network along with security. - )
to represent the total area as shown in figure:1
4.1. Overview of the CBCDR scheme 42.1. glin;r;thogadof Clusters and Selection of
To perform the fake packet traffic without Every network with sensor nodes has bounded

affecting lifetime of the network, here Iifetimee ergy, increasing the network's life and scalgil
means the duration of last hotspot node to run ot €Y 9

of the power [9]. Also we know that the fake packekS a main task which will improve the performance
traffic directly effects the whole network lifetime S\f/et'hﬁt wgc;llgegetvl\zltr)]rel? HerEeﬁ.\év.Zn;JseH.I;)thrré?]gégij
directly. In order to maintain the security at pgak '9 9y \ct ! .

the fake packet traffic must be high which Showglust(_arlng protocol | (DWEHC) [12 _14]._In th|_s
: o algorithm, each and every node finds it neighboring
impact on network lifetime. In CBCDR scheme, the .

odes and selects one among the neighbors as

cluster heads are used to dribble fake packets. 15 .
this case, considering the intercluster data flol a cluster head. The procedure for selecting the elust

neglecting the data generated for interferencéén thead is: first we calculate the weights of neighbor
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nodes based on its residual energy and how mu
far the node is, second is the largest weighte
cluster node is selected as cluster head. Tl
remaining nodes other than cluster node in a alust
will join the hierarchy. The cluster process
described in the algorithm below takes O(1) proces /. ..
which does not depend on network size an / ;
structure. The structure of cluster is as follows: ;

In clustering, let R be the radius of a cluste
where radius means the distance of farthest noi
from the clusterhead throughout the network
Selection of the clusterhead mainly depends ©
weight of nodes. The calculation of weights
depends on the distandebetween the source and
neighboring nodesN and also depends on the
remaining constraints, initial energies of sourct

node E,... and E;,; respectively, the formula to

calculate the weiéjﬁt of node is:
R—d

Weight = (Zy () 2= )

\ BR S

Features of clustered network:
Clusterhead will collect the data from its child . In a C|uster, every node is either a CH or a

nodes and transfer it to neighbor cluster, which child for CH.
consumes more energy. The residual energy plays a . Tnhe clusterheads are distributed all over
key role in selecting the clusterhead. And also the the network.

energy rely upon number of nodes in a single . cjyster is designed with a topology having
cluster; hence one must maintain a cluster with minimum energy with limited number of

limited number of nodes in it. In each cluster, the

child nodes.
distance between each child node must be located
in the range of clusterhead. Theange of After clustering, the clusterhead is labeled as
clusterhead is given as “Forwarder”. By using token ring protocol [10,

11],

range =,/(CH_c— x> + (CH.y—y)? (4

dist is the distance of minimal energy towards .
clusterhead -
dist = neighbours dist + (distance towards & L
neighbour} (5) P

Fig.2. Belay through node r

Fig.3. Lewvels in DWEHC

s
313




Journal of Theoretical and Applied Information Technology

20" March 2014. Vol. 61 No.2 B
© 2005 - 2014 JATIT & LLS. All rights reserved- L ———
7Y TT]
ISSN: 1992-8645 www.jatit.org E-ISSN17-3195

Notations

id, (X, y) — represents id, (x, y) X and y axis
node.

level, weight, range — node’s level and wei
range is the distance to the CH

dist — distance with min energy towards the C
tmp_CH - a node will be temporary he
tmp_CH =1;

CH_num - assigns temporary CH id for t
neighbor nodes

per — proportion of node becoming temporary
tmp_CH_id — temporary cluster head id
CH_x, CH_y — coordinates for the cluster head
direct_parent — id of the direct parent node
maxlt : maximum limit for the neighbors

)

direct_parent = id of neighbour;
CH_x and CH_y = neighbour's CH_x & CH_y;
distribute level, dist, CH_x, CH_y;

Df

}
MYlend5.2
Ylend 5
d 6- Do the above process for one more time;

héhe Forwarder in outermost ring can be selected

which can passes the token hold by it to the

Celusterheads in the course of clustering.

Algorithm:

1- Plot the two dimensional coordinates;
2- Gather the cluster nodes;

3- Find the neighbors in a cluster:

4- Find the weights and distribute them;
Generation of clusters

5- For(i=0; i<maxlt; i++){

5.1. Iflevel=-1{
5.1. a. If weight is highest compared to neighb
then
{
tmp_CH =1,
CH_num =id;
}
Else
{
tmp_CH = 0;}
CH_num =tmp_CH id;
}

5.1. b. distribute CH_num;

5.1. c. If ((per= maxlt-i/maxit & tmp_CH = 1) |
(zero neighbours) | (neirgbour’s levell}y)
{
level = dist=0; CH x=x; CH_y=Yy;
/[for original CH
distribute level, dist, CH_x, CH_y;
}/lend 5.1.c.
Ylend 5.1
5.2 If (level <> 0)
{

Receive data from neighbor;
range =/ (CH_x—x)* + (CH_y — )%
dist_new = neighbors dist + (distance towards
neighbouf)
If((dist_new<dist & level > 0)|(range <= rangke
cluster & level = -1))

DI

level = level of neighbor + 1; dist = dist_new;

At the beginning of all periods, first ring and all
other rings except the ring at which the object
appears will perform the CBCDR with probabilfty
depending on this the sink will get an idea abbet t
routing information and distribute the data oves th
network.

4.2.2. Intra cluster Data Aggregation:

Based on the information at the beginning, the
clusterhead which is in the rings with interference
begin to collect the information from the cluster
nodes. Here the cluster members rather than the rea
data will convert to fake packet generators with a

robability ofp that can forward fake messages to

heir respective clusterheads. Here the nodes which
are participating in intracluster communicationlwil
confuse the adversary. However fake packet
generations will consume high energy, so to
maintain a trade-off between consumption of
energy and security. It can be reached by
interference routing where the dummy packets
generated by randomly selected nodes will send the
message to cluster head, cluster head will dump the
fake packets and holds only the real messages
where the data can be sent safely.

4.2.3. Establishment of route

After completion of data aggregation which is
intracluster, the data forwarding is started by the
Forwarder in outermost ring. Initially the network
will decide to generate the interference basecen t
information during initial stage. If a network
decided to schedule the interference in the rieg th
the Forwarder will start data transmission to ggtn
hop and the hop that receive the data will forward
to the next hop which is continued for all iterago
While forwarding to next hop, clusterhead will
check for the data whether it is correct or nothé
received data is real then it will release the dymm
packet and transfer the original data that it neseti
else the received data will directly transferred to
next hop. The CBCDR is said to be completed
when the data received to the Forwarder again. The
promoter in the present ring will try to forwardeth
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data to a ring which is nearest to the sink antitha
ring must be an adjacent one. The clusterhead t

received the data from its upper ring will also mak/ 3.5- transmit = 1;

a decision as the clusterhead in upper ring3.6- else If

performed. During this if no interference route is € receives data from its upper ring)
existed then the data will be forwarded to the inné then

ring which is nearest to the sink. By followingghi If(Interf; == 1)

pattern of routing, the data will reach the sin Then '

safely.

However in the first iteration the interference
routing is done, but in next iteration there is
chance for an adversary to depict the locationdas
on the strong properties such as correlation oé tim
and rate of monitoring, by which the ring tha
generates the real object can be detected. To av
this, a distribution scheme is included in CBCDR
where the interference routing can be generat
even if the object is in the corresponding ringeTh
whole algorithm is as below:

"

A

e If not
the fake data is transferred.
Else

pid  If( sreceive real packets)

) then

ed

s will transfer the data to the CH in th
lower ring which is nearest to sink;// End

Ifsreceives original data then it leaves the
dummy packets and sends the original
packets which is received to next hop,

it leaves the dummy packets and sends the
real data which is received to lower ring

If not fake data is transferred to lower

ring.//End if;
CBCDR routing 3.7- transmit = 1;
Stage-1: 3.8- else Ifgreceives data from same ring)
1.1- Let L, be the ring with objects Inter then _
fi. = 0,and Interf, — 1; If (transmit ==1)
1.2- Perform the following: for all levels except thSetnransfer the data to lower ring
Lo andL, Else
1.3-  Decide the probability; for Inter £ ; If (s has real packets)
1.4- End for; then
1.5- From outer most ring select a nodd releases the received dummy and send the
randomly for holding the Forwarder’s token If0fi§tlina| packets to next hop of same ring,
ie.pt=N; no .
1.6- Distribute Interf and pt among all the 3.9 Stre;ndsgﬁtrimly to next hop;//End if;
sensor nodes; 3'10_ End if '
Stage-2: ' .
2.1- Clustering starts with the help of DWEHC 21;: E?}g Iffor
Algorithm; :
2.2- After performing clustering, the Forwarder
node delivers the token to cluster head;
2.3-  For (all cluster nodes in each cluster) 5. ANALYSIS
{ 5.1. Analysisfor energy
Fak_e message is_transmitted to clustad he By using CBCDR we can easily confuse the
having a probability; adversary from tracking the location. For this the
Stage—}3' ring wiI_I generate the routing of interference with
31. I.:or each sensewhich stays in ring do probab|llf[y P and_ the cluster_ must send the fake
3'2_ transmit = O: packets in ring vv_|th a probabl_lmy. In CBCDR we _
3'3_ If(s:cluster,head) then have three sections: clustering, data aggregation
' and route establishment. The energy consumption
3.4- |f (Interﬁr ==1) in a network is discussed as follows:
then Let the energy consumption for the nodes in a
s transfer the data to its neighbour QHcluster beEyues for nodes in'f ring the average
which is right side o$ energy consumed by the nodes is given by,
Else
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Ifi =1 then,
Y-
E avg) . ;
else

L =L Rl PN )LL)

w
ilawg) i i

!
3

Where, N, = 4.p = ma(2i — 1)*

NP = :—= m(2i — V)r?fn(r/2)?

network. The density of nodes in the network must
be in the way, that high densities near the sirk an
less dense in the area far away from sink. The firs
ring will acts as hot spot due to its dense
distribution of nodes. The nodes apart from the hot
spot area must be distributed in such a way that
each and every ring must contain a count of nodes.
Then clustering will come into action where the
area in the every ring is divided as clusters eixcep
the area which is in hotspot such that the outestmo
rings is communicated with the inner rings and
sink. The parameters required for the network are

radius of the ring (R), cluster range (r), dengjty

no. of bits ) and we define the radius of cluster as
4.= Area of each cluster, half of its transmission. The total circular netor
N = Number of clusters in each ring, is taken in a square region with an area of 4 times

The cluster and clusterhead will consume somhe range of the ring. According to location priyac

amount of energy which is given by, scheme [5, 16] the network is divided into number

L of cells using two level trees. By considering
energy as criteria general packet generators are
e : selected and remaining are fake packet generators

For routing the average energy consumptiontin iwhich is in the ratio of 4:1. The buffering timer f@
ring is proxy node is taken as 5 times of delay in

gtfdr — p© (E:r.." + EZ)/N, transmission.
When the probability?; is taken into consideration In <_:Iu_ster|ng accqrdmg to I"?‘WS of vv_|rele|ss
then the energy consumption of CBCDR of tHe itransmlssmn attenuation power is proportional to
square of range covered. If the range of cluster is

fing 1s . . less the attenuation factor is in a linear manmer a
EFf" = ef°"P, cluster head selection will also forms an energy
Energy consumption for the routing the data teriteria based on energy remained. By using
inner ring is DWEHC algorithm we can perform clustering
EF™ = (E]" + E7)/N, where inter and intra cluster transformation takes
By adding all the equations given above we wilPlace which is explained in algorithm above. The
obtain the total energy equation. ranges of energy utilization for inter and intra
For improving the location privacy cluster transformation is plotted in the graphsegiv
without disturbing network lifespan [9] energyP€low with respect to HEED which creates
consumption should meet the following criteria: ~ Overhead between cluster heads and sink while
transmission. Due to the overhead between cluster

A, = Area of the'f ring with diameter r,

claster iy
E:-I.I_A._I.L'. = qE‘- &

clusterhead — ES

gevg _ 2vyg : vy
E, avg Eisa avg be2tom—1 head and sink the interference routing is decreased
E~° = E~ rE2tom which results in higher energy utilization. By ugin

AI‘though several routes are present, wWOWEHC in clustering process the network will
observe that lifetime of the network is same asemains for higher period which shows network is
shortest path routing. energy efficient.

6. RESULTS

In this section, we first form a network with the
help of a simulator where the network looks like a
circular area, this area is partitioned into ciscle
and these circles are taken as ring. The nodes are
distributed over the network that covers whole
region which are homogenous in nature. The
properties of nodes are considered to be unique.
Establishing the sink in the middle of the network
by which it can receives the data from whole

s
316




Journal of Theoretical and Applied Information Technology
20" March 2014. Vol. 61 No.2 P

© 2005 - 2014 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645 www.jatit.org E-1SSi817-3195
80
o7
£ 70
A 2 ¢
06k ," g 60 & 'y & &
i o e o, g ® 4 .
/ i PO a%a
/ H A x &
’r' =] 50 A a &
05- ’l( E a 4
P A E 40 mcase 1
L 'r, 3 s Lo

04 {,; ,"" 3 30 s mlg @ case 2

/ F w B E e Acase3
[k .‘"’ IIJ E 20 & o
; /.n ”/ E s l

’Jl ’_:/ a 10 5]
02 l“‘ "‘__" 0 5]
e
> 0 5 10 15 20 25 30
| _,a”:"/ 1 Distance (m)
gariea
_;;;::::“’"-
0 i = 35 = % e Fig.6. Energy Consumption Along The Distance Of Rings

Cluster range

_ Regarding the security, due to fake packet
Fig.4. Average Energy For Intracluster generation during data aggregation the transmission
delay is high in one period. Due to this delay and
5 : : : : ‘ . fake packet generators the adversary gets confused
by which the security is achieved. If we increase
1S | the range R then the security is decreased. So, we
want to maintain the range in limited value.

Y 7. CONCLUSION

af | In this paper, we proposed cluster based cyclic
% | diversionary routing scheme (CBCDR) which
b | depends on clustering and diversionary routing
S N - against strong adversaries in WSN which provide
! location privacy. This scheme utilizes the energy
e O which is remained in areas far from sink by which
"""""" o many cyclic routes are created that confuses the
! ., adversaries and provide the privacy with balance
_ _ _ R | energy utilization and also we increase network
o0 150 R L= W 0 @ lifetime with the help of last hotspot running aft
power.

Above works specifies that network is very
strong against strong adversary. The directions tha
we have a chance to focus are: the delay of the

For diversionary routing, fake generators argouting is not taken into consideration that is
created to improve security in network. Even, fooptimization of network latency and location
improving security the energy is highly utilized privacy for moving nodes.
which can be analyzed by verifying relations of
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