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ABSTRACT

Effective governance in an organization does n@pka by coincidence. The success of implementing
effective governance in an organization associatiégldl the right pattern or fit for the organizatien that
they can be a complement or supplement of orgdaizatstrategic focus. Information technology (IT)
governance is not a static concept but rather gemse inherent in the organization. Decentralized
organizations such as a university need a regeeiew to renew the IT governance structure to take
account of changing business and technologicalrenwient. However, the mechanism IT governance in
an organization will depend on the characterisdicd needs of the organization. ISO/IEC 38500 Hadp t
people at the highest levels in the organizationrtderstand and fulfill their legal obligationsguations
and ethics in relation to the use of IT in theigamizations by providing key principles. COBIT 5
framework provides guidance how IT governance ghdé built by taking into account the area of
enterprise governance and management of goverraaeas that both have their roles within the scdpe o
IT governance. Conceptual model of IT governandmiik based on the main principles that shouldteixi

the process of governance with COBIT 5 frameworklgas a reference how the governance of IT must be
organized with attention to area governance ancagement areas, each rendered in a particular desuain
that it will be a guide for higher education forvé®ping IT blueprint that not only seen as suppgrthe

IT aspects of academic and non-academic actibgdook at the overall aspects of the scope ofemsity
governance.
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1. INTRODUCTION strategic objectives and good management in line
with expectations.

As happens in most organizations, informatior
technology become part of a higher educatior
institution. The challenge is how to understand IT
governance and implement governance structur
that is expected with the potential of IT can be
realized. The importance of enterprise governanc

ENTERPRISE GOVERNANCE

and IT governance has been recognized based ”
. Corporate Governance Business Governance
the results of several studies. Governance 1 @ frreran O e
organization, and leadership in the top 10 top I1
issues related to the university's strategic suscces l
Enterprise governance is a term that appears !

describe a framework that includes corporate Accountability Value Creation
governance and business management aspects of Assurance Resource Utilisation
organization. [1]. The achievement of good

governance relating to enterprise strategies qed th Figure 1: The enterprise governance framework [ 1]
achievement of performance measures, allowing the

enterprise focus on what will be the key drivers of Scope of enterprise governance is accountability
the business in the future. Enterprise governasceffamework across the organization includes two
an overall picture of the aspects of management afiimensions, conformance or corporate governance

governance with the goal is achieved alignmer@hd performance or business governance.
Compliance or conformance covering issues

relating to corporate governance such as the role o
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CEO, the role and composition of the board ofT governance is part of corporate governance. IT
directors, control assurance, and risk managemegavernance involves an evaluation form and directs
to compliance. Performances include things thdhe use of IT to support and monitor the use of the
will be faced by the enterprise forward with a fecuorganization in order to achieve the expected goal.
on strategy and value creation. IT Governance will include strategies and policies

. L for using IT within an organization [6]. IT
The _second dlmensmn_ indicates t_hat the ro!g ?overnance is part of corporate governance and
enterprise governance is to provide a unifie

framework to balance and maintained both of the fesponsibility of the board ~of directors and
. . . . ’xecutive management which included leadership
It will certainly be obtained through an increase

; 2 . grganizational structure and processes to ensure
focus on value creation as the driving organizatio P
. at the IT organization is able to support and
forward and the proper maintenance and adequate gt : P
o . 1 eXpand the organization's strategies and objectives
control. Organization that is able to maintai 9]
stability of performance and compliance have long-"-"

term prospects are better [4].
prosp 4] IT governance as a framework for decision-

Based on the two dimensions, enterprisehaking and accountability to encourage behavior in
governance framework is built and its functionshe use of information technology is expected [12].
related there, including information technologyT governance as an organizational capacity is done
(IT). It means that IT governance as part opy the board, executive management and IT
enterprise governance integration can’'t be separatanagement with the goal of controlling the
from the other enterprise functions (financejmplementation of the IT strategy with the hope of

marketing, etc.) so that the IT governance must hgtegration between business and IT [11].
able to reflect the principles of IT governance not

only widely view as part of IT, but also attached
overall of the enterprise. This justification hasbe
one of the triggers why in COBIT 5 framework, IT
governance is not only seen as part of th
management function but also part of the over
enterprise governance functions.

Effective governance in an organization does
not happen by coincidence. The success of
implementing effective governance in an
rganization associated with the right patternior f
r the organization so that they can be a
complement or supplement the organizations
2. IT GOVERNANCE AND ENTERPRISE strategic focus. IT governance is not a static
GOVERNANCE concept but rather the processes inherent in the

) ) organization.
IT Governance is a part of enterprise governance.

Mechanism of IT governance in an organization

will depend on the characteristics and needs of the I?jecentralllzed 0fgan;zat|ons Sltjr?h ;’%I'S universities
organization. ISO/IEC 38500 help the people at thec€d a reguiar review o renew the 11 governance
tructure to take account of changing business and

highest levels in the organization to understardl aqs

fulfill their legal obligations, regulations andhéts echEoqumalIT Genwronmen_t. Howev_er,t_ th‘?”
in relation to the use of IT in their organizatidng Lnec aorlnsm th O\tgernar;cg LT‘ an ocrjganlzzé lon fW'Ich
providing key principles epend on the characteristics and needs of the

organization [5].
2.1 IT Governance

As the highest educational institution N2> Conceptual Model  for  Enterprise
Indonesia, university is expected to be a role rhode;oyernance of Higher Education
in the implementation of good university
governance. Some of the reasons underlying it iSggnterprise governance for higher education can be
symbol of the value of higher education as well ageen  as arrangements that include various
the guardian of values. There was nothing thgniversity assets in order to support the stratagy
institution or agency that has the resources is thhchieving the goals and objectives of the
case are very superior knowledge as there is @iganization. University asset in this case is the
university , the university portion of the budgat i hyman resource, financial, physical facilities,

ministry of education and culture of Indonesia isntellectual property rights, information technojog
very large achieve 50.7 percent.[13] and collaboration.

Information technology is an inseparable part of
the effort to implement good university governance.
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The soundness of university can be seen from hotve game and keep harmonization between the
the governance run by universities to achieve thglayers and coach who provide strategic direction
goals and objectives that were defined as part chosen.

accommodating the interests of both internal and

external stakeholders. The conceptual model fd&.3 |IT Governancein | SO 38500

enterprise governance of higher education can be

seen in Figure 2. The objective of ISO 38500 is to provide a struetur
Higher of principles for directors (including owners, boar
members, directors, partners and senior executives)
' to use when evaluating, directing and monitoring
? the use of IT in their organizations. This standard

Human
Resources

provides a structure for effective governance of IT
to assist those at the highest level of organiratio
to understand and fulfill their legal, regulatonyda
ethical obligations regarding their organizations’
structure use of IT. The scope of the standard is to provide
guiding principles for directors of organizations o
. the effective, efficient and acceptable use of IT
Information L . . . . .
Trdharma Technology within their organizations. It is applicable forl al

Activities in Higher H H
C: Educaton N organizations, from the smallest to the largest,
regardless of purpose, design or ownership

structure [2].

Operational
Management

—

Finance

s |( )| @ @
OOO Qj HAKI

Governance
Alignment
Between Asset

Mechanism

Main Asset Governance

Evaluate,
Monitoring,
Control
Function

~—

Figure 2: Conceptual Model of Enterprise Governance in

Higher Educati 3 . . - .
Igher Education [3] IT is not getting sufficient coverage in the

University establish goals and objectives to bloardroom or at executive meetings. Discussions
achieved based on the needs of stakeholders. TR@ T are viewed as complex and are at the wrong
necessarily goals and objectives should be in lil§Vel- There is a need to talk about the use of
with the vision and mission of university is usyall téchnology, not the technology itself, e.g.,

stated in the statute. To achieve the goals ad@iProved productivity as opposed to the latest
targets, university requires a set of organizationd©rsion of technology. IT governance is also given
structures that contain specific tasks and funstion!lP Service at higher levels in the organizatione&

To achieve the goals and objectives of thdhough the boa_rd_ _an_d executives outwardly support
university are usually set strategy outlined in th&T governance initiatives [2].

strategic plan document. ] o
The standard sets out six principles for good

Strategy formulated is also expected to encourad@"Porate governance of IT. The principles express
functional units and their personnel were include@réferred behavior to guide decision making. The
to work in accordance with the strategic directiopt@teément of each principle refers to what should
of management. To ensure that the strategy s&gPPen, but does not prescribe how, when or by
produces the desired behavior, it is necessary Y§om the principles would be implemented; these
control, monitoring, and evaluation functions.@SPects are dependent on the nature of the
Control, monitoring, and evaluation functionsPrganization implementing the principles. It is
designed to ensure the achievement of thesdmilar to a capability maturity model descriptioh
processes through several of Tridharma activitied" ideal state. Each of the principles is then tied
(teaching, research, and community service) in dfto the model to provide a best practice for each
effective and accountable. principle [2].

The role of IT governance is to provide a

framework for all the efforts made by university to

achieve the desired goals. As an analogy to a
football team, to win in every game, a team not
only requires hard work and concentration during
the game but also establish the right strategy and
the corresponding formation, and choosing the right
players to face the characteristics of opponents in
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3. COBIT 5 FRAMERWORK
9 3.1. Introduction
9’/ Sovemance “ Information is a key resource for all enterprises,
y” r S .) and from the time that information is created te th
y D ¥ moment that it is destroyed, technology plays a
—I IA m significant role. Information technology is
| — |

increasingly advanced and has become pervasive in
enterprises and in social, public and business
environments.

Proposals

—

—

Performance \|
Conformance //

Plans
Policies

[k

.~~~ Business Processes

‘ Over the past decade, the term ‘governance’ has

moved to the forefront of business thinking in
Source: Intemational rganization for Standardzation (1S0), ISO/IEC 38500.2008, Corporate response to examples demonstrating the importance
" ' of good governance and, on the other end of the
scale, global business mishaps. Successful
enterprises have recognized that the board and

The followi he si inciples f . _executives need to embrace IT like any other
e following are the six principles for enterprise ignificant part of doing business. Boards and

IT governance can be applied to the majority o anagement—both in the business and IT

organizations. These principles indicate that thﬁmctions—must collaborate and work together, so

preferred behavior to aid the decision makingyai |1 js included within the governance and

process. Statement on each principle _refers to Whﬁfanagement approach. In addition, legislation is
is supposed to happen, but does not include, wh

or by whom these principles should be'f'rﬂ'l:reasmgly being passed and regulations

implemented. These include the six principles [5] implemented to address this need.
Principle 1: Responsibility
Principle 2: Strategy
Principle 3: Acquisition
Principle 4: Performance
Principle 5: Conformance
Principle 6: Human Behavior

Figure 3: 1SO/IEC 38500:2008 Model for Corporate
Governance of IT

COBIT 5 provides a comprehensive framework that
assists enterprises in achieving their objectiars f
the governance and management of enterprise IT.
Simply stated, it helps enterprises create optimal
value from IT by maintaining a balance between
realizing benefits and optimizing risk levels and
|fesource use. COBIT 5 enables IT to be governed
Ee‘:nd managed in a holistic manner for the entire

SRR RSN

There are three main task of directors in
governance at the international standard 1SO / |

38500-2008 enterprise, taking in the full end-to-end business
1 Evalnuate and IT functional areas of responsibility,
2: Direct considering the IT-related interests of internatl an

external stakeholders. COBIT 5 is generic and
useful for enterprises of all sizes, whether

The role of top level management is providinﬁzommercial, not-for-profit or in the public sector

guidance in the form of planning and implementin 6].

policies in IT-related business processesz.2. COBIT 5 Process Reference M odel

Management also evaluates related activities are

carried out with the involvement of IT. This COBIT 5 is not prescriptive, but it advocates that

evaluation will conclude with performance enterprises implement governance and management

evaluation and compliance with existing regu|ati0n§rocesses such that the key areas are covered. An

and policies as part of the monitoring processs Thienterprise can organize its processes as it geas fi

process is necessary to ensure that activities dtthg as all necessary governance and management

carried out in line with the organization's visiand objectives are covered. Smaller enterprises may

mission that has been set [6]. have fewer processes; larger and more complex
enterprises may have many processes, all to cover
the same objectives.

3. Monitor
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Business Needs Each domain contains a number of processes.
' ~ Although, as described previously, most of the

processes require ‘planning’, ‘implementation’,
‘execution’ and ‘monitoring’ activities within the
process or within the specific issue being addksse
(e.g., quality, security), they are placed in darsai

J in line with what is generally the most relevargaar
of activity when looking at IT at the enterprisgdé

= JI

Ve
Governance

Evaluate
Management Feedback Monitor

\

Management

, 4. PURPOSE M ODEL OF IT
Areas EDUCATION BASE ON COBIT 5

. FRAMEWORK
COBIT 5 includes a process reference model,

which defines and describes in detail a number éfonceptual model described in the previous section
governance and management processes. lfpistrates that enterprise governance at a higher

represents all of the processes normally founchin g£ducation effort to achieve the goals and objestive
enterprise relating to IT activities, providing a(Pusiness goal) from the universities. Based on the

common reference model understandable tbaW of the Repub"c of Indonesia Number 12 Year

operational IT and business managers. Th&012 on Higher Education chapter 5, university as a
proposed process model is a completdorm of higher education in Indonesia has goal as
comprehensive model, but it is not the only possiblfollows: _

process model. Each enterprise must define its own Development students potential to become a

process set, taking into account its specific Man of faith and fear of God Almighty and
situation. noble, healthy, knowledgeable, skilled, creative,

independent, skillfully, competent, and cultured
for the benefit of the nation.

Incorporating an operational model and a commo
P 9 b Produce graduates who master branch of

language for all parts of the enterprise involved i’ : .
IT activities is one of the most important and _SC|ence and or Technology to meet the na.t|onal
critical steps towards good governance. It also Interest and Increase the nation's

rovides a framework for measurin and competitivengss.
b 9 3. Generate Science and Technology through the

monitoring IT  performance, providing IT ~° .
assurance, communicating with service providers, researc_h_ that takes into account and app!y t'he
Humanities value for the benefit of the nation's

and integrating best management practices. L
9 9 9 P progress, and the progress of civilization and

- human welfare.
The COBIT 5 process reference model divides thg Realizing Community Service-based reasoning

governf_;mcleT _and  management g Processes Ol and research works that are useful in promoting
enterprise IT into two main process domains: the general welfare and national life.

1. Governance, contains five  governanceFrom this goal of university that set out in the
processes; within each process, evaluate, direlelgislation, basically a university goal cannot be
and monitor (EDM) practices are defined. separated from its function to realize the three

2. Management, contains four domains, in lingesponsibilities of universities, education and
with the responsibility areas of plan, build, runteaching, research, and community service.
and monitor (PBRM), and provides end-to-encdUniversity governance is basically an effort to
coverage of IT. These domains are an evolutiomaintain the balance of goal relating to
of the COBIT 4.1 domain and process structurgsonformance and performance that have been
The names of the domains are chosen in lingirected by the board in the senate and assembly
with these main area designations, but contaipustee. COBIT 5 framework is used to build
more verbs to describe them: Align, Plan angnodels of IT governance in Higher Education
Organize (APO), Build, Acquire and Implementprovides guidance on how it should be managed to
(BAI), Deliver, Service and Support (DSS),realize the benefits of IT, resource optimization,
Monitor, Evaluate and Assess (MEA). and risk optimization.
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Governance functions will be translated in the form

of evaluate, direct, and monitor the pressure that
will accommodate business and stakeholder

requirements that can be translated into the
development plans in the area management. In the
management area, the direction of governance will

be translated in the form of planning, development,

implementation, and internal evaluation.
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