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ABSTRACT 
 

Effective governance in an organization does not happen by coincidence. The success of implementing 
effective governance in an organization associated with the right pattern or fit for the organization so that 
they can be a complement or supplement of organization's strategic focus. Information technology (IT) 
governance is not a static concept but rather processes inherent in the organization. Decentralized 
organizations such as a university need a regular review to renew the IT governance structure to take 
account of changing business and technological environment. However, the mechanism IT governance in 
an organization will depend on the characteristics and needs of the organization. ISO/IEC 38500 help the 
people at the highest levels in the organization to understand and fulfill their legal obligations, regulations 
and ethics in relation to the use of IT in their organizations by providing key principles. COBIT 5 
framework provides guidance how IT governance should be built by taking into account the area of 
enterprise governance and management of governance areas that both have their roles within the scope of 
IT governance. Conceptual model of IT governance is built based on the main principles that should exist in 
the process of governance with COBIT 5 framework guide as a reference how the governance of IT must be 
organized with attention to area governance and management areas, each rendered in a particular domain so 
that it will be a guide for higher education for developing IT blueprint that not only seen as supporting the 
IT aspects of academic and non-academic activities but look at the overall aspects of the scope of university 
governance. 
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1. INTRODUCTION  
 

As happens in most organizations, information 
technology become part of a higher education 
institution. The challenge is how to understand IT 
governance and implement governance structure 
that is expected with the potential of IT can be 
realized. The importance of enterprise governance 
and IT governance has been recognized based on 
the results of several studies. Governance, 
organization, and leadership in the top 10 top IT 
issues related to the university's strategic success. 

Enterprise governance is a term that appears to 
describe a framework that includes corporate 
governance and business management aspects of an 
organization. [1]. The achievement of good 
governance relating to enterprise strategies and the 
achievement of performance measures, allowing the 
enterprise focus on what will be the key drivers of 
the business in the future. Enterprise governance is 
an overall picture of the aspects of management and 
governance with the goal is achieved alignment 

strategic objectives and good management in line 
with expectations. 

 

Figure 1: The enterprise governance framework [1] 

Scope of enterprise governance is accountability 
framework across the organization includes two 
dimensions, conformance or corporate governance 
and performance or business governance. 
Compliance or conformance covering issues 
relating to corporate governance such as the role of 
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CEO, the role and composition of the board of 
directors, control assurance, and risk management 
to compliance. Performances include things that 
will be faced by the enterprise forward with a focus 
on strategy and value creation. 

The second dimension indicates that the role of 
enterprise governance is to provide a unified 
framework to balance and maintained both of them. 
It will certainly be obtained through an increased 
focus on value creation as the driving organization 
forward and the proper maintenance and adequate 
control. Organization that is able to maintain 
stability of performance and compliance have long-
term prospects are better [4]. 

Based on the two dimensions, enterprise 
governance framework is built and its functions 
related there, including information technology 
(IT). It means that IT governance as part of 
enterprise governance integration can’t be separated 
from the other enterprise functions (finance, 
marketing, etc.) so that the IT governance must be 
able to reflect the principles of IT governance not 
only widely view as part of IT, but also attached  
overall of the enterprise. This justification has to be 
one of the triggers why in COBIT 5 framework, IT 
governance is not only seen as part of the 
management function but also part of the overall 
enterprise governance functions. 

2. IT GOVERNANCE AND ENTERPRISE 
GOVERNANCE 

IT Governance is a part of enterprise governance. 
Mechanism of IT governance in an organization 
will depend on the characteristics and needs of the 
organization. ISO/IEC 38500 help the people at the 
highest levels in the organization to understand and 
fulfill their legal obligations, regulations and ethics 
in relation to the use of IT in their organizations by 
providing key principles  

2.1 IT Governance 
As the highest educational institution in 

Indonesia, university is expected to be a role model 
in the implementation of good university 
governance. Some of the reasons underlying it is a 
symbol of the value of higher education as well as 
the guardian of values. There was nothing the 
institution or agency that has the resources in this 
case are very superior knowledge as there is in 
university , the university portion of the budget in 
ministry of education and culture of Indonesia is 
very large achieve 50.7 percent.[13] 

Information technology is an inseparable part of 
the effort to implement good university governance. 

IT governance is part of corporate governance. IT 
governance involves an evaluation form and directs 
the use of IT to support and monitor the use of the 
organization in order to achieve the expected goal. 
IT Governance will include strategies and policies 
for using IT within an organization [6]. IT 
governance is part of corporate governance and 
responsibility of the board of directors and 
executive management which included leadership 
organizational structure and processes to ensure 
that the IT organization is able to support and 
expand the organization's strategies and objectives 
[9]. 

IT governance as a framework for decision-
making and accountability to encourage behavior in 
the use of information technology is expected [12]. 
IT governance as an organizational capacity is done 
by the board, executive management and IT 
management with the goal of controlling the 
implementation of the IT strategy with the hope of 
integration between business and IT [11]. 

Effective governance in an organization does 
not happen by coincidence. The success of 
implementing effective governance in an 
organization associated with the right pattern or fit 
for the organization so that they can be a 
complement or supplement the organizations 
strategic focus. IT governance is not a static 
concept but rather the processes inherent in the 
organization.  

Decentralized organizations such as universities 
need a regular review to renew the IT governance 
structure to take account of changing business and 
technological environment. However, the 
mechanism IT Governance in an organization will 
depend on the characteristics and needs of the 
organization [5]. 

2.2 Conceptual Model for Enterprise 
Governance of Higher Education 
 
Enterprise governance for higher education can be 
seen as arrangements that include various 
university assets in order to support the strategy in 
achieving the goals and objectives of the 
organization. University asset in this case is the 
human resource, financial, physical facilities, 
intellectual property rights, information technology, 
and collaboration. 
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The soundness of university can be seen from how 
the governance run by universities to achieve the 
goals and objectives that were defined as part of 
accommodating the interests of both internal and 
external stakeholders. The conceptual model for 
enterprise governance of higher education can be 
seen in Figure 2. 

Figure 2: Conceptual Model of Enterprise Governance in 
Higher Education [3] 

 
University establish goals and objectives to be 
achieved based on the needs of stakeholders. The 
necessarily goals and objectives should be in line 
with the vision and mission of university is usually 
stated in the statute. To achieve the goals and 
targets, university requires a set of organizational 
structures that contain specific tasks and functions. 
To achieve the goals and objectives of the 
university are usually set strategy outlined in the 
strategic plan document. 
 
Strategy formulated is also expected to encourage 
functional units and their personnel were included 
to work in accordance with the strategic direction 
of management. To ensure that the strategy set 
produces the desired behavior, it is necessary to 
control, monitoring, and evaluation functions. 
Control, monitoring, and evaluation functions 
designed to ensure the achievement of these 
processes through several of Tridharma activities 
(teaching, research, and community service) in an 
effective and accountable. 
 
The role of IT governance is to provide a 
framework for all the efforts made by university to 
achieve the desired goals. As an analogy to a 
football team, to win in every game, a team not 
only requires hard work and concentration during 
the game but also establish the right strategy and 
the corresponding formation, and choosing the right 
players to face the characteristics of opponents in 

the game and keep harmonization between the 
players and coach who provide strategic direction 
chosen. 
 
2.3 IT Governance in ISO 38500 
 
The objective of ISO 38500 is to provide a structure 
of principles for directors (including owners, board 
members, directors, partners and senior executives) 
to use when evaluating, directing and monitoring 
the use of IT in their organizations. This standard 
provides a structure for effective governance of IT 
to assist those at the highest level of organizations 
to understand and fulfill their legal, regulatory and 
ethical obligations regarding their organizations’ 
use of IT. The scope of the standard is to provide 
guiding principles for directors of organizations on 
the effective, efficient and acceptable use of IT 
within their organizations. It is applicable for all 
organizations, from the smallest to the largest, 
regardless of purpose, design or ownership 
structure [2]. 
 
IT is not getting sufficient coverage in the 
boardroom or at executive meetings. Discussions 
on IT are viewed as complex and are at the wrong 
level. There is a need to talk about the use of 
technology, not the technology itself, e.g., 
improved productivity as opposed to the latest 
version of technology. IT governance is also given 
lip service at higher levels in the organization. Even 
though the board and executives outwardly support 
IT governance initiatives [2]. 
 
The standard sets out six principles for good 
corporate governance of IT. The principles express 
preferred behavior to guide decision making. The 
statement of each principle refers to what should 
happen, but does not prescribe how, when or by 
whom the principles would be implemented; these 
aspects are dependent on the nature of the 
organization implementing the principles. It is 
similar to a capability maturity model description of 
an ideal state. Each of the principles is then tied 
into the model to provide a best practice for each 
principle [2]. 
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Figure 3: ISO/IEC 38500:2008 Model for Corporate 

Governance of IT 

 
The following are the six principles for enterprise 
IT governance can be applied to the majority of 
organizations. These principles indicate that the 
preferred behavior to aid the decision making 
process. Statement on each principle refers to what 
is supposed to happen, but does not include, when 
or by whom these principles should be 
implemented. These include the six principles [5] 

1. Principle 1: Responsibility 
2. Principle 2: Strategy 
3. Principle 3: Acquisition 
4. Principle 4: Performance 
5. Principle 5: Conformance 
6. Principle 6: Human Behavior 

 
There are three main task of directors in IT 
governance at the international standard ISO / IEC 
38500-2008. 

1. Evaluate 
2. Direct 
3. Monitor 

 
The role of top level management is providing 
guidance in the form of planning and implementing 
policies in IT-related business processes. 
Management also evaluates related activities are 
carried out with the involvement of IT. This 
evaluation will conclude with performance 
evaluation and compliance with existing regulations 
and policies as part of the monitoring process. This 
process is necessary to ensure that activities are 
carried out in line with the organization's vision and 
mission that has been set [6]. 
 

3.  COBIT 5 FRAMERWORK 

3.1. Introduction 
Information is a key resource for all enterprises, 
and from the time that information is created to the 
moment that it is destroyed, technology plays a 
significant role. Information technology is 
increasingly advanced and has become pervasive in 
enterprises and in social, public and business 
environments. 

Over the past decade, the term ‘governance’ has 
moved to the forefront of business thinking in 
response to examples demonstrating the importance 
of good governance and, on the other end of the 
scale, global business mishaps. Successful 
enterprises have recognized that the board and 
executives need to embrace IT like any other 
significant part of doing business. Boards and 
management—both in the business and IT 
functions—must collaborate and work together, so 
that IT is included within the governance and 
management approach. In addition, legislation is 
increasingly being passed and regulations 
implemented to address this need. 

COBIT 5 provides a comprehensive framework that 
assists enterprises in achieving their objectives for 
the governance and management of enterprise IT. 
Simply stated, it helps enterprises create optimal 
value from IT by maintaining a balance between 
realizing benefits and optimizing risk levels and 
resource use. COBIT 5 enables IT to be governed 
and managed in a holistic manner for the entire 
enterprise, taking in the full end-to-end business 
and IT functional areas of responsibility, 
considering the IT-related interests of internal and 
external stakeholders. COBIT 5 is generic and 
useful for enterprises of all sizes, whether 
commercial, not-for-profit or in the public sector 
[6]. 

3.2. COBIT 5 Process Reference Model 
 
COBIT 5 is not prescriptive, but it advocates that 
enterprises implement governance and management 
processes such that the key areas are covered. An 
enterprise can organize its processes as it sees fit, as 
long as all necessary governance and management 
objectives are covered. Smaller enterprises may 
have fewer processes; larger and more complex 
enterprises may have many processes, all to cover 
the same objectives. 
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Figure 4: COBIT 5 Governance and Management Key 

Areas 

COBIT 5 includes a process reference model, 
which defines and describes in detail a number of 
governance and management processes. It 
represents all of the processes normally found in an 
enterprise relating to IT activities, providing a 
common reference model understandable to 
operational IT and business managers. The 
proposed process model is a complete, 
comprehensive model, but it is not the only possible 
process model. Each enterprise must define its own 
process set, taking into account its specific 
situation. 

Incorporating an operational model and a common 
language for all parts of the enterprise involved in 
IT activities is one of the most important and 
critical steps towards good governance. It also 
provides a framework for measuring and 
monitoring IT performance, providing IT 
assurance, communicating with service providers, 
and integrating best management practices. 

The COBIT 5 process reference model divides the 
governance and management processes of 
enterprise IT into two main process domains: 

1. Governance, contains five governance 
processes; within each process, evaluate, direct 
and monitor (EDM) practices are defined. 

2. Management, contains four domains, in line 
with the responsibility areas of plan, build, run 
and monitor (PBRM), and provides end-to-end 
coverage of IT. These domains are an evolution 
of the COBIT 4.1 domain and process structure. 
The names of the domains are chosen in line 
with these main area designations, but contain 
more verbs to describe them: Align, Plan and 
Organize (APO), Build, Acquire and Implement 
(BAI), Deliver, Service and Support (DSS), 
Monitor, Evaluate and Assess (MEA). 

Each domain contains a number of processes. 
Although, as described previously, most of the 
processes require ‘planning’, ‘implementation’, 
‘execution’ and ‘monitoring’ activities within the 
process or within the specific issue being addressed 
(e.g., quality, security), they are placed in domains 
in line with what is generally the most relevant area 
of activity when looking at IT at the enterprise level 
[7]. 
 
4. PURPOSE MODEL OF IT 

GOVERNANCE FOR HIGHER 
EDUCATION BASE ON COBIT 5 
FRAMEWORK 

Conceptual model described in the previous section 
illustrates that enterprise governance at a higher 
education effort to achieve the goals and objectives 
(business goal) from the universities. Based on the 
Law of the Republic of Indonesia Number 12 Year 
2012 on Higher Education chapter 5, university as a 
form of higher education in Indonesia has goal as 
follows: 
1. Development students potential to become a 

man of faith and fear of God Almighty and 
noble, healthy, knowledgeable, skilled, creative, 
independent, skillfully, competent, and cultured 
for the benefit of the nation. 

2. Produce graduates who master branch of 
Science and or Technology to meet the national 
interest and increase the nation's 
competitiveness. 

3. Generate Science and Technology through the 
research that takes into account and apply the 
Humanities value for the benefit of the nation's 
progress, and the progress of civilization and 
human welfare. 

4. Realizing Community Service-based reasoning 
and research works that are useful in promoting 
the general welfare and national life. 

 
From this goal of university that set out in the 
legislation, basically a university goal cannot be 
separated from its function to realize the three 
responsibilities of universities, education and 
teaching, research, and community service. 
University governance is basically an effort to 
maintain the balance of goal relating to 
conformance and performance that have been 
directed by the board in the senate and assembly 
trustee. COBIT 5 framework is used to build 
models of IT governance in Higher Education 
provides guidance on how it should be managed to 
realize the benefits of IT, resource optimization, 
and risk optimization. 
 



Journal of Theoretical and Applied Information Technology 
 20th February 2014. Vol. 60 No.2 

© 2005 - 2014 JATIT & LLS. All rights reserved.  

 
ISSN: 1992-8645                                                       www.jatit.org                                                          E-ISSN: 1817-3195      

 
221 

 

IT Governance in Higher Education

Corporate Governance Business Governance

Governance Principles Mangement

E
nt

er
pr

is
e 

G
ov

er
na

nc
e 

of
 

H
ig

he
r 

E
du

ca
ti

on

Governance Area 6 Key Principles Management Area

1. Evaluate
2. Direct
3. Monitor

1. Responsibility
2. Strategy
3. Acquisition
4. Performance
5. Conformance
6. Human Behavior

1. Plan (APO)
2. Build (BAI)
3. Run (DSS)
4. Monitor (MEA)

IT Ogranization

Costumer Employee Supplier Competitor
 

Figure 5: Purposed Model of IT Governance for Higher 
Education 

 
IT governance is basically constructed based 
governance principles contained in the document 
ISO 38500, namely responsibility, strategy, 
acquisition, performance, conformance, and human 
behavior. These principles should run well for 
governance practices or management practices. 
Governance practices consist process evaluate, 
direct, monitor (EDM) and management practices 
consist process plan (APO), build (BAI), run 
(DSS), and monitor (MEA). Processes contained in 
the governance or management area must meet six 
key principles previously described governance and 
IT organizations in it must complied with the 
processes that have been established. 
 

This proposed model illustrates how IT governance 
should construct aligned with enterprise 
governance. It means that IT governance is no 
longer purely the responsibility of the IT unit but 
became an integral part of university so that 
corporate governance relating to conformance can 
be run with better and business governance relating 
to performance are also able to produce something 
useful for university. The implementation of the 
key principles in the IT governance process will 
ensure that every step taken in line with the vision 
and mission of the college stakeholder needs. 
 

Governance functions will be translated in the form 
of evaluate, direct, and monitor the pressure that 
will accommodate business and stakeholder 
requirements that can be translated into the 
development plans in the area management. In the 
management area, the direction of governance will 
be translated in the form of planning, development, 
implementation, and internal evaluation. 
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