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ABSTRACT 
 

Monitoring of the marine environment has come to be a field of research in the last ten years. Wireless 
sensor network has been one of the most emerging techniques for the application of surveillance. Wireless 
Sensor Nodes are highly attractive for oceanography because they are easy to deploy, operate and 
inexpensive.  Currently used methods for ship intrusion detection are costly. In this paper, we emphasize 
advantages of Wireless Sensor Networks (WSN) in oceanography. We propose Reconfigurable SoC 
(RSoC) architecture for ship intrusion detection. The proposed FPGA-based Wireless sensor node is 
interfaced with tri-axis digital accelerometer sensor. Signal processing techniques are used to detect any 
unauthorized ships by distinguishing the ship-generated waves from the ocean waves. A three-level 
intrusion detection system has been designed, with which we can detect the intrusion of any ship 
irrespective of their sizes. The proposed system is simulated using Xilinx ISE simulator.  
 
Keywords: Wireless sensor network, Surveillance, Oceanography, Accelerometer sensor, Reconfigurable   
                     SoC, 
 
1. INTRODUCTION 

 
The advances in Reconfigurable System on 

Chip (RSoC) technology offer the possibility of 
realizing the function of wireless sensor network 
node in a single chip. Based on the environment of 
applications, wireless sensor networks can be 
divided into different types and With the 
combination of static and dynamic node, all 
networks are more flexible. Reconfiguration is an 
important feature and sensor networks can take 
advantage of it in order to improve the 
performance. A reconfigurable platform for sensor 
networks has features that allow easy reuse of node 
in several applications avoiding redesigning the 
system from scratch. Thus, one of the main 
applications of WSN is surveillance and in our 
work we have used WSN in the surveillance of 
ships. 

Surveillance is a critical problem for harbor 
protection, border control and the security of 
commercial facilities. The effective protection of 
vast near-coast sea surfaces and busy harbor areas 
from intrusions of unauthorized marine vessels of 

pirates, smugglers or, illegal fishermen, is 
particularly challenging.  

Ship intrusion detection method is classified 
into three types: 

• Radar based ship intrusion detection 
• Satellite imaging for ship intrusion 

detection 
• Intrusion detection using terrestrial sensor 

 
Radar Based Ship Intrusion Detection 

High-Frequency (HF) radars are operated in 
the 3-30 MHz frequency band and are known to 
cover ranges up to several hundred kilometers [1]. 
Low power HF radar systems have been developed 
especially for oceanographic applications. They use 
electromagnetic surface wave propagation along the 
salty ocean. The WERA HF radar system transmits 
an average power of 30 watts but it achieves 
detection ranges up to 200 kilometers, which are far 
beyond the conventional microwave radar 
coverage. Due to external noise, radio frequency 
interference, and different kinds of clutter, special 
techniques of target detection using the WERA 
system have to be applied. For a 12-hour period HF 
radar data were recorded and processed. The target 
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locations detected by the HF radar using the 
proposed adaptive technique are passed to a 
tracking filter to track the ship position. It is 
difficult for it to detect a small ship or boats due to 
the noise generated by the uneven sea surface 
which leads to a number of false alarms. Hence the 
detection ratio decreases resulting in a number of 
false alarms. 

 
Intrusion Detection Using Satellite Imaging 

The architecture of a ship detection prototype 
based on an object-oriented methodology to support 
the monitoring tasks is based on satellite imaging 
[2]. The system’s architecture comprises a fully-
automatic coastline detection tool, a tool for fully or 
semi-automatic ship detection in off-shore areas 
and a semi-automatic tool for ship detection within 
harbor areas. Satellite images at times do not give 
the correct detection because satellite images are 
easily affected by cloud cover. As a result, the 
intrusion of small sized ship or boat cannot be 
detected. Further they are very expensive.  
 
Intrusion Detection Using Terrestrial Sensor 

Intrusion detection using terrestrial sensor is 
widely discussed [3], [4], [5].Terrestrial intrusion 
detection with Wireless Sensor Networks (WSNs) 
has recently been developed. These networks 
deploy magnetometers, thermal sensors, and 
acoustic sensors in monitored areas to detect the 
presence of intruders [6]. Though such networks 
may work well on land, it is challenging to deploy 
these sensors on the sea surface for ship detection. 
The main challenge is that when sensors are 
deployed on the sea surface, they are not static and 
get tossed by ocean waves, which makes them 
move around randomly. The random movement of 
the node makes it difficult for most sensors to 
detect an intrusion. Due to stability requirements, 
camera sensors cannot work well either. 

 
Here, we propose an innovative solution for 

ship intrusion detection by taking advantage of the 
characteristics of ship-generated waves with WSNs. 
The sensor used for ship intrusion detection is 3-
axis accelerometer as the sensors can sense any 
slight variation or disturbances that occur on the 
ocean. Based on this, we have proposed a three 
level detection system for ship intrusion detection. 

 
The contents of this paper are explained as 

follows: In section 2 we explain the related work. 
In section 3, we propose RSoC Architecture for 
ship intrusion detection system. In section 4, we 

discuss the simulation results. Concluding remarks 
and future work are presented in the last section. 

 
2. RELATED WORKS 

 
The study about Lightweight Detection and 

Classification for Wireless Sensor Networks in 
Realistic Environments [3] explores how to design 
efficient sensing and classification algorithms. 
Considering the demanding requirements and strict 
resource constraints, a hierarchical classification 
architecture that naturally distributes sensing and 
computation tasks at different levels of the system 
is designed. Such a distribution allows multiple 
sensors to collaborate on a sensor node, and the 
detection and classification results to be 
continuously refined at different levels of the WSN.  

 
The application of sensor networks to the 

intrusion detection problem and the related 
problems of classifying and tracking targets is 
described [4]. This approach is based on a dense, 
distributed, wireless network of multi-modal 
resource-poor sensors combined into loosely 
coherent sensor arrays that perform detection, 
estimation, compression, and exfiltration. They 
explore the design space of sensors, signal 
processing algorithms, communications, 
networking, and middleware services. 

 
Wireless sensor networks (WSNs) play a 

crucial role in audio and visual surveillance for 
automatic object detection [7], [8]. In this paper a 
WSN framework based on line sensor architecture 
capable of capturing a continuous stream of 
temporal one Dimensional image (line image). The 
associated one Dimensional image processing 
algorithms are able to achieve significantly faster 
processing results with much less storage and 
bandwidth requirement while conserving the node 
energy.  

 
In our first work [9], we proposed a two-level 

architecture for the surveillance application in 
WSN. The first-level nodes are composed of a 
microcontroller interfaced with an array of basic 
sensors that detect a change in the environment 
variables. The typical sensors needed for detecting 
the presence of any intruder consist of a proximity 
sensor - to detect a change in the magnetic field in 
the vicinity, ultrasonic sensor - to detect an intruder 
in its line of sight, and vibration sensor – to detect 
footsteps, movement of vehicles and other similar 
disturbances. The PIC microcontroller is chosen for 
this purpose as its input ports can be configured to 
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accept signals in analog form as well as TTL logic 
levels. The microcontroller continuously monitors 
the output signals from all the sensors. As a 
microcontroller does not consume as much power 
as an FPGA does, keeping it in power on for long 
periods of time is feasible. Upon exceeding the 
threshold limit of each of these three sensors, the 
microcontroller sends an alert signal through a 
wireless interface to the FPGA nodes. The 
specifications of the wireless interface between the 
microcontroller and the FPGA include an RF 
encoder whose serial output is sent to a 433.92 
MHz ASK modulation RF transmitter. At the 
second level node, an RF receiver tuned to the same 
frequency feeds the output to an RF decoder chip. 
The alert signal thus obtained is transmitted to the 
FPGA. 

 
In our second work [10], we proposed a new 

reconfigurable WSN node for video sequence in 
surveillance application. The main aim of this 
reconfigurable node is to detect the presence of an 
intruder in the environment and to determine the 
number of intruders in the environment. The 
proposed node in the application is composed of a 
high performance FPGA that can be dynamically 
reconfigured for different applications, interfaced 
with the camera. The algorithm for Histogram 
equalization is implemented in the proposed node 
for enhancing the clarity of the captured video 
frames. 

A three-tier ship intrusion detection system 
using tri-axis digital accelerometer sensor has been 
proposed [11]. In this paper, the PXA271 processor 
based iMote2 sensor node is used to detect ship 
waves. In our work, we have proposed a 
Reconfigurable System-on-Chip sensor node for 
ship intrusion detection. The module for network-
level detection to detect unauthorized ship as 
intruded ship in the region under control is included 
in our work. Our proposed algorithm for node-
level, cluster-level and network-level were 
simulated in Xilinx ISE 9.1i Simulator.  

 
After a thorough review of literature, it was 

identified that works reported in this field do not 
include FPGA-based reconfigurable sensor node to 
detect ship intrusion. Hence, in our work, 
reconfigurable wireless sensor node is proposed. 
Our Reconfigurable SoC architecture for ship 
intrusion detection interfaced with 3-axis digital 
accelerometer sensors can be deployed onto the sea 
surface to detect unauthorized ships.  

 
3. RSoC ARCHITECTURE 

 
 The aim of this proposed system is to develop 
an architecture for the detection of ship intrusion 
based on the Kelvin’s ship wave pattern. The 
proposed system consists of three levels of 
detection they are described as follows:  

• Node-level detection   
• Cluster-level detection   
• Network-level detection 

 
Figure 1: Reconfigurable SoC Architecture 

 
The proposed three-level detection system is 

developed in order to find effectively the intruding 
ship on the sea surface with the help of a 3-axis 
accelerometer sensor. Compared to the existing 
methods, the proposed system is cost efficient and 
easy to deploy as it occupies less area. A functional 
diagram of the modules implemented in the FPGA 
device is presented in Figure 1. The important 
modules are: 
 
3-Axis Accelerometer Sensor 

A 3-axis accelerometer sensor is a single 
monolithic measuring system. It has a measurement 
range of ±3 g minimum. It contains a polysilicon 
surface, micro-machined sensor and signal 
conditioning circuitry to implement an open-loop 
acceleration measurement architecture. The 
proposed architecture contains a 3-axis ST-Micro 
LIS3L02DQ accelerometer. It is a 3-axis digital 
output linear accelerometer that includes a sensing 
element and an IC interface able to take the 
information from the sensing element and to 
provide the measured acceleration signals to the 
external world through an I2C/SPI serial interface. 
The sensing element, capable of detecting the 
acceleration, is manufactured using a dedicated 
process called Thick Epi-Poly Layer for 
Microactuators and Accelerometers (THELMA) 
developed by ST to produce inertial sensors and 
actuators in silicon.  
3-Axis Accelerometer Sensor Controller: 

It controls all operations performed by 3-Axis 
Accelerometer sensor. It acts as an interface 
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between Accelerometer sensor and SDRAM 
Controller. 
SDRAM Controller: 

The SDRAM controller, located between the 
SDRAM and the bus master, reduces the user’s 
effort to deal with the SDRAM command interface 
by providing a simple generic system interface to 
the bus master. It consists of three modules: the 
main control module, the signal generation module 
and the data path module. The main control 
module, containing two state machines and a 
counter, is the primary module of the design which 
generates proper outputs according to the system 
interface control signals. The signal generation 
module generates the address and command signals 
required for SDRAM. The data path module 
performs the data latching and dispatching of the 
data between the bus master and SDRAM. 
SDRAM: 

SDRAM is the conventional Single-Data-Rate 
(SDR) SDRAM memory interface. The SDRAM 
interface allows the storage of a large amount of 
data. This data can be accessed in bursts at 
133MHz allowing the FPGA to process that data in 
real time, or to create a storage element such as a 
large FIFO. The SDRAM is organized as 32-bit 
wide memory. Its interface always runs at 133MHz. 
Therefore, once a row is opened, data can be 
written in a burst of consecutive clock cycles at a 
data rate of 532Mbytes/sec. 3-Axis accelerometer 
readings are stored in SDRAM in our proposed 
architecture. 
LCD Controller: 

The LCD controller acts as an interface 
between the module for network-level detection 
and the LCD display unit. 
LCD Display Unit: 

Ship intrusion is detected and it is displayed in 
the display unit. If the intruding ship has an ID, the 
message “Authorized ship” is displayed in the 
display unit. If the intruding ship does not have an 
ID, the message “Unauthorized ship” is displayed 
in the display unit.   
I2C Interface: 

The I2C is a bus slave. The acceleration data 
may be accessed through an I2C interface thus 
making the device particularly suitable for direct 
interfacing with FPGA. The I2C is employed to 
write the data into the registers embedded in 
LIS3L02DQ digital 3-axis accelerometer. The 
content of the register can also be read back. 

 
3.1   Region under Surveillance for the Proposed 
System 

The experimental setup for this proposed work 
is explained with the help of the following diagram: 

 

 
Figure 2: Region Under Surveillance 

 
Figure 2 shows the region under surveillance. 

The red line indicates the Line of Control (LOC) 
which means that any ship entering that particular 
area is under surveillance. For our experimental 
purpose we select 2000m x 2000m region which is 
denoted by the black line. The entire region is 
divided into 5 clusters. Each cluster in the region 
consists of 4 buoys. The buoys on which the 
sensors are fixed are uniformly distributed along 
the region of interest. Based on this model the 
various levels of ship intrusion detection algorithm 
are implemented and their corresponding results are 
explained in section 4. 

 
3.2   Kelvin’s Ship Wave Pattern 

A V-shaped wake and its resulting waves are 
generated by a ship passing through water [12]. 
Every ship irrespective of its size and shape makes 
this V-shape pattern. Ship intrusion detection is 
achieved by considering the characteristics of ship-
generated waves with WSN.  

 
When a ship moves across a surface of water, it 

generates waves which comprise divergent and 
transverse waves as shown in Figure 3. The V-
shaped patterns are formed by two locus of cusps 
whose angle with the sailing line is 19˚28’ in deep 
water [12], and the angle between the sailing line 
and the diverging wave crest lines at the cusp locus 
line is 54˚44’. This pattern is independent of the 
size and velocity of the ship. 

 
When the ship’s waves spread out sideways 

and propagate from the sailing line, both the height 
and energy of the waves decrease. The research in 
[13] pointed out that the transverse waves decrease 
inversely proportional to the square root of the 
distance from the vessel, which means that 
transverse waves decline much faster than 
divergent waves. In addition, when we observe 
ship-generated waves at a fixed spatial point, the 
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ship-generated wave train has a limited duration 
[14]. The maximum wave height Hm at distance d 
from the sailing line can be expressed by the 
following equation:                             

3/1−
= cdH m                                     (1) 

Where c is a parameter related to the speed of the 
passing ship. The speed of the ship-wave W

ν
 can be 

predicted by the following equation. 

θcos×= VW v                        (2) 

Where V is the ship speed and θ=35.27(1-e12 (Fr-1)). 
Fr is the Froude number related to the traveling 
ship. For a ship, the Froude number is defined as 
[15], 

gL

v
Fr =                                                          (3) 

Where v is the velocity of the ship, g is the 
acceleration due to gravity, and L is the length of 
the ship at the water line level. It is an important 
parameter with respect to the ship's resistance, 
including the wave making resistance.  

 
Figure 3: Ship Generated Wave Model 

 
The sensors deployed are responsible for 

identifying the waves with this property. Based on 
this wave pattern our proposed architecture is 
designed. 

 
3.3 Node-Level Detection 

In node-level detection, the task of a single 
node is to detect ship waves generated by a nearby 
passing ship. In order to do that, the individual node 
periodically samples the event and processes the 
sampled data to extract features for node-level 
detection. The node first samples for a period of 
time T after being deployed, then filters out any 
frequencies above 1 Hz. We assume the sample 
signal value at time t1 as a1. Similarly, the samples 
for various time periods such as t2,t3,…etc and the 
corresponding sample signal values a2, a3,…etc are 
determined. The average sample value of time 
period T is computed as follows:  

∑
=

=
n

i
ia

n
nodeA

1

1

           
                       (4)

  Where nodeA represents the average sample 

value at node A and a1, a2, a3 …etc represent the 
sample values collected at various time intervals 
and n represents the total number of sample values 
collected during time period T. Threshold value is 
determined by finding the median value from the 
obtained sample values. The median value can be 
computed as follows: 

                                                                                                  (5) 
 Where MA is the median value of samples 
collected from node A during the time period T. 
The sample values collected from node A are 
arranged in ascending order and the median value 
MA is computed using equation (5). The threshold 
value is defined as Dth = MA. If the average sample 
value nodeA > Dth, intrusion is detected in node A. 

 
However, we cannot conclude that there is an 

intrusion based on one single node because this 
may be a false alarm because of the external 
changes or external disturbances. In order to reduce 
this problem, the other neighboring nodes present 
near them are considered. An analysis is made 
based on the report obtained from the other nodes. 
This method is explained by means of using the 
following diagram. 

 
Figure 4: Working Of Node-Level Detection 

 
Figure 4 shows the working of the node-level 

detection. The first diagram shows that there are 
four sensor nodes placed at distance d from each 
other and a ship is arriving. In diagram b, Node A 
detects the ship’s arrival which indicates an 
intrusion is said to have occurred. As the ship 
moves continuously on the sea surface the other 
node B which is near to the node A also detects the 
ship’s intrusion which is shown in diagram c. 
Average sample values and median values for each 
neighboring nodes are computed similar to node A. 
A term known as deviation is calculated for the 
individual nodes. The expression for deviation is     

                        (6)  
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Where i=1, 2, 3, 4.                                          
 
In (6), N is node designation and nodeN is the 

average sample value of node N. Let us consider 
four nodes A, B, C and D. Once the average sample 
values are calculated for every node we have to 
check if it crosses the threshold value, then their 
corresponding deviation value is set to ‘1’. If the 
value does not cross the threshold, then the value is 
set to ‘0’ as in equation (6). Now, the intrusion on 
the ship is calculated based on the deviation values 
as follows. 

 (7) 

Based on the equation (7),  ship intrusion in 
node level is calculated. If the output value equals 
‘1’an intrusion of ship is said to have been detected. 
If the output is ‘0’ it indicates that there is no 
intrusion of ship. In this way, the number of false 
alarms can be reduced as much as possible at node-
level detection. However, due to hardware failure, a 
few nodes may not able to detect the intruded ship. 
This problem of node-level detection can be 
overcome by the cluster-level detection.  

Figure 5 shows the flowchart for node-level 
detection. The first block is the input sample block 
where the sensor sample values are collected over a 
regular interval of time. The next block finds the 
average for all the sample values collected. 
Computing deviation block computes the deviation 
for each and every node where deviation is 
represented as Di, where i range from 1, 2, 3, 4 
representing the number of nodes considered. The 
threshold (Dth) is set in the threshold setting block. 
Then the module intrusion detection detects the 
ship’s intrusion. If the output is 0, it indicates that 
there is no intrusion and if it is 1 it shows that a 
ship’s intrusion is detected.  

 
 

Figure 5: Flowchart For Node-Level Detection 
 

3.4 Cluster-Level Detection 
In spite of the fact that a passing ship might be 

discovered by a single node, many factors influence 
the discovery results. A case in point is that wind 
might influence the sensors and make a flurry of 
false positives by straightforward moving sensors. 
Creatures, for example winged animals or fish, 
might additionally upset the sensor readings.  Also, 
a few nodes with hardware failures may not locate 
the ship when it is passing. Indeed, with 
immaculate location, its sure report may not be 
transmitted exactly because of wireless 

Nodes initialized  

Parameters initialized 

number of n data sampled 

Average (nodeN) computed 
 N=A,B,C,D. 

Threshold (Dth) defined 

Deviation (Di) computed 

        If  

 

Intrusion detected 
No intrusion 

N Y 

Detection reported to 
temporary cluster head 

Start 

        If 
nodeN>Dth    

Di=1, Where i=1,2,3,4.  

Y 

Di=0, Where i=1,2,3,4.  

N 
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communication failure [16] and conceivable 
network congestions [17]. 

To improve the detection performance we use 
cluster formation of nodes, i.e., four nodes form a 
cluster. In this manner, five such clusters are 
formed along the surface of the sea in the region 
under control of 2000m x 2000m. Each node 
present in the cluster performs the same as in node 
level detection. The working of the cluster level 
detection is explained in Figure 6 and Figure 7. 
 

 
6(a)  Ship-Generated Waves Detected by Node b in 

Cluster 2 

 
6(b) Node b as The Temporary Cluster Head. 

 
Figure 6: Cluster-Level Detection Scenario-I 

 
Figure 6 shows the cluster level detection. 

There are three clusters with each cluster having 
four nodes. Figure 6 (a) shows that a ship comes in 
contact with node b in cluster 2. The ship moves 
further and is detected by another node c in cluster 
2. Now the node b sets itself as the temporary 
cluster head as shown in Figure 6 (b). The 
temporary cluster head is responsible for the 
transmission of information to the Network 
Coordinator. 

 
Now let us consider Figure 7 (c) which shows 

that node d in cluster 2 also detects the intrusion of 
the ship. Thus, two nodes, i.e. node c and node d 
report to the temporary cluster head in one hop as 
shown in Figure 7 (d). The temporary cluster head 
sends the information to the Network Coordinator 
for further processing. Each node present in the 
cluster performs the same as in node level detection 

and computes required parameters using equations 
(4) to (7). 

 
7(c) Node d in Cluster 2 Detecting the Intrusion of the 

Ship 
                 

 
 

7(d) Node c and Node d Reporting to the Temporary 
Cluster Head b 

 
Figure 7: Cluster-Level Detection Scenario-Ii  

 
In case the intrusion of ship is detected by two 

or more cluster nodes, the node which has the 
highest energy will be assigned as the temporary 
cluster head. An average detection ratio is 
calculated in order to obtain better results for 
detection. The threshold for cluster-level detection 
is defined as  
 

                                                               (8) 

Where n is the total number of nodes in a cluster. 
Intrusion detection in cluster-level can be computed 
using equation (9).  
 

        (9) 

In (9), Cp is the total number of active nodes that 
report positive detection in a cluster. If the total 
number of node that detects the intrusion is more 
than a half of the total number of nodes in a cluster, 
then it can be a true alarm; else they are considered 
as false alarm.  
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Figure 8 shows the flowchart for cluster-level 
detection. The first block in this level of detection 
is the cluster declaration where the grouping of 
nodes to form a cluster and the processing of cluster 
numbering are done in this module. The next block 
is processing of nodes in the cluster. In this block, 
each node works as mentioned in the node-level 
detection and finds the average detection energy. 
Total number of nodes that report positive 
detection, CP is computed. Threshold Cth is defined. 
Once the ship’s intrusion is detected, the local 
cluster head reports to network coordinator. In this 
way, we can detect the intrusion of a ship in cluster-
level. However, more advanced detection would 
make the result more accurate and is achieved in 
network-level detection. 

 
3.5 Network-Level Detection 

As surveillance in oceanography is required to 
be an accurate detection system, we have proposed 
a network-level detection. In this particular system 
of detection, the entire network details are stored in 
a data base. In this level of detection, a specific ID 
is given for every authorized ship. As our main aim 
for ship’s detection is to identify an enemy ship or 
any unauthorized ship from the authorized one. 
Thus in the network-level detection the 
unauthorized ships are detected and declared as 
intruded ships. We have designed a system that will 
report a ship’s intrusion only when it finds an 
unauthorized ship. 

Here, as in cluster-level detection the clusters 
are considered. The size of the clusters can be made 
smaller, thereby making the detection more 
effective. Once the cluster finds the intrusion, the 
node will see if the intruding ship has an ID or not. 
If the ID is not present, it will indicate that there is 
a ship’s intrusion. In this way, any unauthorized 
ship can be detected from the other group of 
authorized floating vessels. Thus, when compared 
to the traditional methods of ship’s intrusion 
detection, this proposed method is cheaper and 
efficient in the detection of smaller ships and boats. 
The various limitations in the traditional methods 
are overcome by this proposed method. 

 

 
Figure 8: Flowchart For Cluster-Level Detection 

 
4   RESULTS AND DISCUSSION 
 
4.1 Node-Level Detection 

The proposed algorithm for ship intrusion 
detection is implemented using VHDL, with 
behavioral description language. The VHDL code 
was simulated by means of the Integrated Synthesis 
Environment (ISE) simulator. The design unit 
consisted of 12 adder/subtractors circuits, 6 
registers and 4 comparators were created using 102 
LUTs. The device property is shown in Table 1. 
 
 
 
 

Static cluster formed 

Temporary cluster set up 

Temporary cluster head initialized 

Average detection energy for each node 
in a cluster computed 

Node having highest detection energy 
identified as local cluster head 

 

Total number of nodes reporting 
positive detection (CP) computed 

If Cp > Cth 

Intrusion detected 
in a cluster 

Intrusion not 
detected in a cluster 

N 
Y 

Local cluster head 
reporting detection to 
network coordinator 

Threshold (Cth) defined 
 

Start 
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Table 1: Design Utilization Summary For Node-Level 
Detection 

Device 
parameter 

Used Available Utilization 

Selected 
device 

- 3s400pq208-4 - 

Total slices 58 3584 1% 
Total LUTs 102 7168 1% 
Total IOs 114 - - 
Total Bonded 
IOBs 

114 141 80% 

 
The functionality of the proposed module was 

verified using ISE simulator. The simulation result 
is shown in Figures 9 and 10. In the design module 
of single output signal, intrusion is evaluated based 
on the input values. The intrusion is calculated as 
follows: when the node’s value is greater than the 
threshold value, then an intrusion is said to have 
occurred as in Figure 9; else there is no intrusion or 
can be considered as the false alarm as shown in 
Figure 10.   
 

 
Figure 9: Node-Level Detection During A Ship’s 

Intrusion 
 

 
Figure 10: Node-Level Detection In The Absence Of A 

Ship’s Intrusion 
  

In Figure 9 the brown line indicates that there 
is a ship intrusion which is represented by means of 
logic 1. Similarly, in Figure 10 the red line 
indicates that there is no ship’s intrusion which is 
represented by means of logic 0. In this way, the 
node-level detection is simulated in Xilinx ISE 9.1i. 

 
 
 

4.2 Cluster-Level Detection 
The second level detection is the cluster level 

detection. In cluster level detection, four nodes 
together form a cluster. The design unit consists of 
16 adder/subtractors circuits, 32 registers, 4 
comparator and 4 latches have been created using 
34 LUTs. The device property is shown below in 
Table 2. 
 
Table 2: Design Utilization Summary For Cluster-Level 

Detection 
Device 
parameter 

Used Available Utilization 

Selected device - 3s400pq208-4 - 
Total slices 23 3584 0% 
Total LUTs 34 7168 0% 

Total IOs 26 - - 
Total Bonded 
IOBs 

26 141 18% 

 
The simulation result for cluster-level detection 

is shown in Figure 11. The outputs from all the 
nodes inside a cluster are observed to check if there 
is an intrusion of the ship. The detection in each 
node is the same as that of a node-level detection. 
The number of nodes that report the detection is 
calculated in order to reduce the false alarm rate.  

 

 
Figure 11: Simulation Result For Cluster-Level 

Detection 
  

The yellow line points to an intrusion at cluster 
A and B. In this way, the cluster level detection is 
simulated. 

 
4.3  Network-Level Detection 

The third level of a ship’s detection is the 
network-level detection. At this level, the cluster 
sizes are made smaller and a unique ID is given for 
the authorized ship for surveillance purpose. The 
design unit consists of 16 adder/subtractors circuits, 
28 registers and 4 comparators have been created 
using 36 LUTs. The device property is shown in 
Table 3.  

 
 
 

 



Journal of Theoretical and Applied Information Technology 
 10th February 2014. Vol. 60 No.1 

© 2005 - 2014 JATIT & LLS. All rights reserved.  

 
ISSN: 1992-8645                                                       www.jatit.org                                                          E-ISSN: 1817-3195      

 
104 

 

Table 3: Design Utilization Summary For Network-Level 
Detection 

Device 
parameter 

Used Available Utilization 

Selected 
device 

- 3s400pq208-4 - 

Total slices 26 3584 0% 
Total LUTs 36 7168 0% 
Total IOs 51 - - 
Total Bonded 
IOBs 

51 141 36% 

 
The simulation result for network level 

detection is shown in Figure 12. The output of 
network level is similar to cluster level detection. 
The Ship ID is given for all authorized ship in 
network level detection. The intrusion detection is 
reported only when the intruding ship does not have 
an ID which means an unauthorized intruding ship 
is detected. This is shown in the simulation result in 
Figure 15. 

 

 
Figure 12: Simulation Result For Network-Level 

Detection 
  

The red pointer indicates that cluster a and c 
detect a ship because the average node’s detection 
inside their corresponding cluster is above the 
defined value. The ship’s ID is also not present 
which is indicated by the low line (logic 0). Thus, 
an intrusion of ship is detected by means of 
network-level detection. 

 
5. CONCLUSION AND FUTURE WORK 

 
We present a three-level intrusion detection 

system by using Digital 3-axis accelerometer sensor 
to detect ship intrusion in oceanography. We device 
a frame work to implement the existing Ship 
Intrusion Detection Algorithm in Reconfigurable 
System on Chip (RSoC). In [11], the PXA271 
processor based iMote2 sensor node is used to 
detect ship waves. In our work, we have proposed a 
Reconfigurable System-on-Chip sensor node for 
ship intrusion detection. The module for network-
level detection to detect unauthorized ship as 

intruded ship in the region under control is included 
in our work. Compared with the traditional ship 
detection methods which can monitor a large area 
(e.g., radars or satellites) but cost a lot, our methods 
can be cheaper. Moreover, the satellites cannot 
perform real-time monitoring. With radar, we need 
some place to set up the equipment, and it is 
difficult to detect small boats. The schemes with 
WSNs are cheaper and can be deployed almost 
anywhere we want. More importantly, it can 
perform real-time monitoring and provide more 
information of the monitored targets. Node-level, 
Cluster-level and Network-level models for ship 
intrusion detection have been simulated using 
Xilinx ISE 9.1i simulator. 

 
Our future work will mainly concentrate on 

implementing a system with less power 
consumption and developing a model under faulty 
conditions of the sensor. Further, we may design a 
system to support online intrusion detection in 
future. 
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