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ABSTRACT 
 
Firewall is one of the most widely utilized component on any network architecture, since that a deployment 
is a very important step to turn the initial policy to a target policy. This policy requires automated tools in 
order to create a suitable environment for configuring or deploying safely a policy target. Most researchers 
are interested in detection of conflicts or the problem of optimization of policies firewall while few of them 
have proposed deployment strategies for two important types of edition policies. We have already proposed 
a correct algorithm for the deployment type I [0]. In this work we study one of these strategies that falls 
within the type II edition policies. We show that the proposed solution of type II edition [1] is not fully 
correct and lead to security vulnerabilities, and then we offer a few corrections and improvements for this 
type of editing. 
 

Keywords: Security Policy (SP), Firewall Policy Management (FPM), Security Vulnerabilities (SV), 
Network Security (NS) 

 

1.   INTRODUCTION 
 

A firewall is a physical device or logic for 
system protection for home computers. Due to 
insecurity of Internet and intranet, the use of 
firewalls is still a very important step. It can also 
serve as an interface between   one   or   more   
enterprise   networks   to monitor and possibly 
block the flow of data by analyzing the 
information contained in the data stream. On one 
hand, it allows you to block and trace  attacks  
or  suspicious  connections  may originate from 
viruses or others. On the other hand, a firewall is 
used in many cases also to prevent the 
uncontrolled leakage of information to outside. 
Its principle for operation is simple; it is a set of 
rules defined by an administrator based on the 
principle: everything that is not explicitly allowed 
is prohibited, which means that these rules are 
part of the configuration firewall must allow or 
dismiss an action or a data stream in order to 
establish or block a connection. Several firewalls 
deployed Policies containing 10K rules are not 
uncommon in commercially deployed firewalls, 
and we have seen a firewall configured with 50K 
rules. Manually configuring such policies has 
clearly become mission impossible even for guru 
network administrators. These rules in general 

[2] are: (i) accept   a   connection   (enabled),   
(ii)   blocks   a connection (deny). 

 

A firewall policy deployment should have 
following characteristics [1]: correctness, 
confidentiality, safety, and speed. 
 

Different  firewalls  support  different  policy 
editing commands. The set of policy editing 
commands  that  a  firewall  supports  is  called  
its policy editing language. In [1], the authors 
classify policy editing languages into two 
representative classes,  Type  I  and  Type  II,  and  
provide deployment algorithms for both types of 
languages. 
 

In this paper, we analyse the algorithm “Greedy 
- two-Phase Deployment” provided in [1] and 
show that this algorithm have serious flaws. We 
present an improved safety formalization that 
can be used as  a  basis  for  formulating safe  
deployment strategies. We provide most-efficient 
and safe algorithm for Type II languages. 
 
2.   FIREWALL BACKGROUND 

A firewall is generally placed at the 
borderline of the network to act as the Access 
Controller for 

 

all incoming and outgoing traffic (see Figure 1). It's basically the first line of defense for any 
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