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ABSTRACT

Mobile IP is an open standard protocol designedBil to allow users to move from one network to
another while maintaining their own permanent IRiradses. However, the seamless connectivity in
different IP networks has introduced new securitingrabilities. One of the most critical concerrithwhe
IPv6 is IPv6 routing header. IPv6 routing headem ba used by an IPv6 source to list one or more
intermediate hosts to be visited on the way to ekets destination. Nevertheless, the feature obIP
routing header which has serious vulnerability banused by attacker to bypass security policiediexpp
on filtering devices such as firewall. This studyalyzes the IPv6 routing header feature which can b
exploited by attackers to access the protectedsimettvorks. Thus, the current study provides a
comprehensive view regarding the scenario of atiaclvithin the different IP wireless networks whioh
turn provide the researchers and practitioners thighthreats of attackers. The scenario analyscslabds

to developing new mechanisms for covering the sgcproblem of routing header type 0/2 which idl sti
under investigation.
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1. INTRODUCTION ensures that a roaming individual could continue
communication without sessions or connections
Mobile IP (MIP) security has always abeing dropped. MIP which is based on Internet
high concern in any internetworking environmentProtocol - IP is more scalable for the Internet @and
However, it has special significance to beoffers a wide connectivity for users, whether they
implemented in different IP networks (IPv4/IPv6)are roaming within their home network or traveling
[1], since there is no compatibility between théhbo away from home. MIP is a part of IPv4 and IPv6 as
protocols. Thus, the security concern in differéht well.
networks is considered to be one of the most atitic The rest of this study is organized as
issues in MIP networks. MIP is an open standarfbllows: In Section 2, IP mobility support is
protocol designed by Internet Engineering Taskummarized. Section 3 introduces the main MIP
Force (IETF) to allow users to move from onesecurity concerns in different IP networks. Section
network to another while maintaining their own4 gives a brief overview of IPv6 extension headers
permanent IP addresses [2]. and then presents various types of IPv6 extension
In IP networks, routing is based on fixedheaders and then describes the different types of
IP addresses, similar to a postal letter delivenge routing header (type 0 and type 2). Section 5
the mobile node moves away from its homaliscusses the attack scenario using routing header
network and is no longer reachable using normal IBpes 0/2. Finally, the conclusions are drawn in
routing, the mobile node asks its home post offic&ection 6.
to forward the mail to its new attached network
through the local post office there [3]. Thus, wher2. IPMOBILITY SUPPORT FOR IPV6/IPV4
the mobile node leaves its home network to another In 141 and 151 th bilit ¢ and it
network, it remains using the same IP address while n [4] and [] the mobility support and its

roaming over a different network. Therefore, MIPSOIU'['OHs have been explained in details. The
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following subsections briefly introduce the exigtin C. MIPv4/MIPv6 Comparison

mobility solutions, which involves the basic |5 comparison to the design of MIPv4 protocaol,
operations of Mobile IPv4 and Mobile IPV6 to giveypye protocol has inherited a number of features
a clear understanding of both protocols. Moreovegnd added many other improvements over MIPv4
the main differences between the both protocols afgitations. Thus, it is significant to highlight ihis
introduced. subsection such essential differences between two
A. Mobile IPv4 protocols; MIPv4 and MIPv6 [5]:

Mobile IPv4 (MIPv4) is the most common ) ) _
solution for mobility on the current IPv4 Internet * Foreign Agent is considered to be one of the

[4]. IETF has developed MIPv4 to provide the major MIPv4 elements that are required for
Internet connectivity to mobile devices and users ~ Optimum functionality, while in MIPv6 such
that are attached along with the Internet. MIPv4 element is not required since simple stateless
introduces three functional entities: Mobile Node auto-configuration procedure is provided by
(MN), Home Agent (HA), and Foreign Agent (FA), IPv6. In particular, this procedure allows
as illustrated in Figure 1. MN to seamlessly acquire its care-of address

from any foreign network without the need
for any intermediate IP support of a
Dynamic Host Configuration Protocol
(DHCP) [7].

* Route optimization capability is embedded
in all MIPv6 nodes as a basic part of the
protocol, rather than being added as an
optional extension with MIPv4 protocol.

* In mobile IPv6, packets sent to a MN while
it is away from its home network using an

B. Mobile IPV6 IPv6 routing header rather than IP

. . . encapsulation, whereas in mobile [Pv4,
Mobile IPv6 (MIPv6) has inherited a number of packgts sent using encapsulation technique
{fn%t:lor\?snl?\rtz X/LF:VJIS\TS [E;))]rowdes several other for all packets. However, the encapsulation
D o . technique is still applicable in mobile 1Pv6
Route optimization capability is embedded in all and tr:guHAl canl usgri)tlfor tunL\eIing ! v
MIPV6 nodes rather than being added as an optional The MN's HA intercepts the ir.1c0ming
E)e(tgr?SIgrr:)r\)l\:)lgle(Ij\Alz)V4br§3iLg§ Otﬁgmlfﬂa’\tllor:,vi[g htﬁz packets that are destined for a MN which is
capability to avoid the problem which is called the ilvgﬁyhb(IL?mDisltt_:?)ve?omlfrotgg\llvcz:\ll(DPl;_SI[?;]]
triangle routing problem for any of its CNs. This instgad of Addressy Resolution Protocol
problem occurs when the MN is apart from its HA. (ARP) [9] as is used in MIPv4
The CN will not be aware of the MN’s current '
location. Therefore, the CN must tunnel the packets
through the MN’s HA in an indirect path. While the3: MIP  SECURITY CONCERNS IN
MN can tunnel the packets to the CN directly b)P'FFERENT IPNETWORKS

updating a CN of a MN's new CoA using a Binding Several studies have been extensively
Update message (BU), a CN can forward thgvestigated on security concerns and implications
packets directly to a MN without the need for theyt MIP such as [10-13]. However, the security
HA to redirect the packets. Furthermore, theogncerns of both MIP protocols (MIPv4 and
essential entities involved in the operation ofv|Pv6) have been considered separately since their
MIPv6 are the MN, HA, and CN are depicted indesigning period, but a little attention has been
Figure 2. given to these protocols in the different
environments  (i.e., mobility over different IP
networks IPv4/IPv6).

Authors in [14] discussed some security
issues of IPv4 and IPv6 and also analyzed different
security threats that have may emergence due to the
Figure 2: the MIPv6 componentsand itsroamingover a  implement of various transition mechanisms. The

foreign network most critical vulnerability related to IPv6 extemsi

Figure 1: MIPv4 components and its roaming over a
foreign network
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headers was identified in [15]. This vulnerability
can be occurred due to exploiting the IPv6 routing
header (RH) feature which has been more
demonstrated and analyzed in many recent studies
[10, 16, 17]. According to the IPv6 specification
[18], all the nodes that are supporting IPv6 must b

Packets protected

vulnerability potentially can be used by attackiers
bypass network security through avoiding Access
Control Lists (ACLs) on destination addresses [19]Figure 3: Atopology of protected BU messages
In this concern, [20] suggested that the
firewall policy must block forwarding packets with Some of the IPv6 security issues have been
type 0 RHs and permitting other types of RHs taliscussed in [12, 20]. The feature of IPv6 RH can
pass through. Whereas blocking all IPv6 packetse used to bypass security policies applied on
containing RHs is not a worthy solution as thidiltering devices such as firewall. The authorséav
could have serious implications for the IPv6 futurguggested some solutions to avoid such
development. Recently, most of firewall policiesvulnerability. These solutions should be handled
are blocking all packets containing type 0 RHs. Imanually by the network managers to assign
addition, the default firewall configuration preven specific set of hosts to act as MIPv6 HAs and also
the forwarding of IPv6 traffic with type 0 RHSs. they should to configure their security systems to
As defined earlier in [2], MIP is an open prevent any traffic that consist the RH.
standard protocol designed by IETF to allow users
to move from ~one network to another whiley, |pyveEXTENSION HEADERS
maintaining their own permanent IP addresses.
RFC 6275 [5] provided new extension headers and Deering and Hinden [18] defined the IPv6
some modifications for MIPv6 such as mobilityextension headers which comprise encoded optional
header, type 2 RH and home address option. Thaternet-layer information in separate headers. As
specification also provides some security featuredarified in this RFC specification the headers may
of MIPv6 which are protect the binding updatede inserted between the IPv6 header and the upper-
messages to both HA and correspondent noddayer header such as TCP, UDP or ICMP in an IPv6
protect the mobile prefix discovery, and besidegacket.
that protect the mechanisms of MIPv6 that uses for Any IP header is followed by an extension
carrying data traffic. The following is two methodsheader contains a next header specific value that
uses for protecting the binding update messages: a@ms to identify the type of the immediately
A binding update message to a HA isfollowing extension header. Table 1 presents a list
secured by the Internet protocol security (IPsedf most commonly used extension headers. The
[21]. IPsec is defined as a mechanism of securirgext header value of the immediately preceding IP
data traffic between a MN and HA for MIPv6. header refers to the next extension header. The nex
MIPv6 data traffic that is protected by IPsedeader values of the successive extension headers
includes the binding update and acknowledgemedpinting to the next extension header and endsiup i
messages [22]. the last extension header.

A binding update message to alABLE1: EXTENSON HEADERS

correspondent node is secured by the Retm;rf:rf‘:"' /Bxtension  Header o orq Lheiimal;/a'”e
Routability Procedure (RRP). [5] has standardiz A
. . . . op-BY-Hop HBH 0
and defined the RRP to provide basic protection a]rcp Tep &
MIPV6 binding update messages between a MN arg Datagram UDP 17
a correspondent node. | Routing Header RH 43
Figure 3 describes a topology of bindingrragmentation Header FH 44
update messages exchange that are protected Hifapsulation Security Paylogd o, 50
IPsec and RRP and carried on the new MIPvBeader
extension headers. Authentication Hgader AH 51
Encrypted Security Payload ESP 52
ICMPVv6 ICMPv6 | 58
No next header NULL 59
Destination Options Header - 60
Mobility Header MH 135
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Figure 4 shows two examples of an IPv6TABLE 2. EXTENSION ROUTING HEADER FIELD DESCRIPTIONS

header; the first example depicts an IPv6 datagram Field

Description

when it has no extension headers conveying itg

encapsulated TCP segment data. Second examp|d\ext Header

shows an IPv6 datagram with a RH (RH/43 as

Contains the next header val
which is immediately following the
RH.

ne

Hdr Ext Len

Identifies the RH length.

listed in Table 2.1), an authentication header
(AH/51) and TCP segment data (TCP/6).

Routing type

Defined for a particular RH type,
here two values used are 0 and 2|

Next Header 6

[

1Pv6 Header

TCP

TCP Segment Data

Payload

Next Header 43

Next Header 51

Next Header 6

[ l l

1Pv6 Header

AH

TCP Segment Data

IP Payload

Figure 4: Example of IPv6 chaining extension headers

4.1 IPv6 Routing Headers

Specifies the number of the
intermediate hosts remaining in the

fgfgt;ments rout to be visited before reaching
the final destination. It refers to ja
list of IP addresses (up to 25).

Type- variable-length field, of a format

specific data | determined by the routing type
Contains the next header val
which is immediately following the

RH.

le
Next Header

A) Type 0 Routing Header

The IPv6 Type 0 RH (RHO) is analogous to loose
source and record routing option in IPv4 [23]. sThi
functionality which is originally provided by IPv6
can be used to list one or more intermediate Hosts

The IPv6 RH is identified by a next headerpe visited on the way to a packet’s destination. On
(NH) value of 43 in the immediately precedingthe other hand, it can be exploited by the attacker
header. There are two types of RHs supported g bypass the traffic filtering mechanism and
IPv6, type 0 RH and type 2 RH. IPv6 type O RH igjenerate a Denial of Service (DoS) attack [12, 20,
analogous to loose source and record routing optigny]. Figure 6 provides the format of the RHO.

in IPv4 [23]. IPv6 type 2 RH is used in the

implementation of MIPv6.

The IPv6 RHs can be used by an IPv6

Next Header | Hdr Ext Len | Routing Type = 0 | Segments Left=N

Reserved

source to list one or more intermediate hosts to b

visited on the way to a packet's destination [18].

Address [1]

The next header value in the immediately precedin
header indicates the next header type of packe

Address [2]

extension header (e.g., the value of 43 in the IPv

next header indicates the RH). T

o
S

IPv6 RH comprises of four fields. The size

of each field is 8 bit, as illustrated in Figureagd

Table 2:

Next Header

Hdr Ext Len

Routing Type

Segments Left

type-specific data

Figure 5: Extension Routing Header Format

Address [N]

Figure 6: Type 0 RH format

B) Type 2 Routing Header

IPv6 Type 2 (RH2) was originally defined in
RFC 3775 [25]. It proposed to be used by the
correspondent node or the HA to carry only the
MN’s own home address when it is roaming away
from home network. This specification has also
restricted the number of IPv6 addresses that fave t
be carried by RH2 to be only one IPv6 address.
However, the [26] extends the format of RH2 to be
able to carry number of IPv6 addresses. The
following Figure 7 provides the format of RH2.
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i Rowing AT Such this vulnerability enables attackers to
EelEg ilYpeez Leftz] bypass the protected network, and then it might

Reserved eventually be possible to create the opportunity fo
Denial of Service attack (DoS) or Distributed
Home Address Denial of Service attack (DDoS). This vulnerability
results in such case: with every new attachmeat of
MN with an IPv6 network, all the clients of its HA
would become susceptible to attacks. Thus, all
packets which are received and passed through the
HA must be subjected to inspection process.

Next Header

Figure 7: Type 2 Routing Header format

The RH of type 2 could be employed in5 5 v/yinerability of Using | Pv6 Routing Header
such cases: a node sends a binding (Scenario )

acknowledgement message, a HA / a correspondent
is performing route optimization, or a HA sends a

mobile prefix advertisement message. network can be attacked. Figure 8 presents the

The MN would not be able to receive themovement of MN between different IP networks. It
packet directly that refers to the destination addr - : .
also reveals the possibility for attacking the

of its home address. This occurs when it is faryawa etwork through using routing header. It is clear

from its home. The MN’s home network receive t the MN moves from its 1Pv4 home network to

such a packet. If packets are needed to be direc,1 .

sent to the MN that is apart from home by {0 otlher qetworfk shupportetlj( by l.l:V?]' W'.th. r%galllrad éo
. . . e location of the attacker, if the visite v

correspondent node, a RH2 is required by this nodgétwork is under attack then the attacker can launc

ﬁ)c?r(]) ;dllaﬁ:};' (t:r;er e?g;: I;e;cdsr ed S?“.?ﬁgogﬁg dg;frisef til s attack towards the IPv4 home network based on
: information obtained from visited mobile.

home address. Hereby, such a packet is routé

directly to the MN. The MN processes the RH by

replaces the packet's destination address with its &N

5. CRITICAL ANALYSIS Qe
)

Figure 8 illustrates a scenario of how the home

home address involved in the RH2.

Victim 2
o IPv4333.3
.‘_,-" 1Pv6:2001:2222
Intermediate Network .
(.9, Internef) " NAFRouter

In this section, the researchers view the problem
that might encounter mobile home networks due to
the IPv6 RH exploiting. A new policy that could ,
cover the problem is also suggested toward iz
assisting the network specialists in the deteotibn
such security bug.

3 1Pv41111
......... ¥ 1PV6:2001 1111

The attcker bypass
thesecuriy poiicies
of HN andatack the
it clients (C14C3)

5.1 Vulnerability of Using I Pv6 Routing Header

Attacka
Sre:2001 :db8: 2:2:64
Des2001 db8:1:1:1

An attacker can exploit the functionality
provided by IPv6 RHO in order to generate® smuit
malicious packets which performed through &
specifying the victim IP address in the RH. These Figure 8: Routing Header Attack Scenario |
kinds of packets will be routed through public
accessible IP address (e.g., network server) amB \ulnerability of Using |Pv6 Routing Header
some intermediate hosts to be finally delivered by  (Scenario 1)
the victim host. Certainly, the malicious packets
will be subjected to check process via the ser¥er o Figure 9 shows the second scenario
the intended network. Then the server forwardfb,llowed by the attacker in case of RH2. This

these packets based on the IP addresses spenified ionarig is different from the one presented in the

the RH. Thus, the malicious packets will reach ty.e\ious section. In this concern, the attack can

victim host without breaking any of the security,..r whenever the MN moves from IPV6 to IPVA.
policies.
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Intermediate Network
(e.g., Internet)

vulnerability of the IPv6 RH relating to MIP in

different IP networks (IPv4/IPv6) is analyzed
through scenarios. For this reason, we provide two
analytical scenarios in order to approach the
security problem resulted in different wireless
networks.

The worth mentioning, the scenario analysis of
attack indicates that there is a considerable
possibility to have security problem in the
coexistence different MIP networks which in turn
brings forth for suggesting and developing new

&>

eless Rowter
:\)
8, IPV-FNHN

Figure 9: Routing Header Attack~Scenario Il

techniques
connectivity. Finally, this helps in covering ofeth
problem of

environments.

to be consistent with seamless

IPv6 RH in different network

REFRENCES:

When the MN moves away from its IPv6
home network to a new location (IPv4 network) a$1]
illustrated in Figure 9, it must detect whethemot
it has attached with a different network. Once the
MN obtained the IPv6 care-of address, it updates it
HA by sending binding update message then t
attacker located at IPv6 network can exploit the
obtained information in the attack of the home
network, and particularly, the attacker uses Type %]
RH.

5.4 Suggested: Filtering Processes [41

In this study, we suggest that, a packet
filtering process should be take place. When the
MN moves to a different IP network the tunneling[s]
connectivity to the HA is accomplished by using IP
encapsulation mechanism. Whenever this technique
is used, the first receiver node forwards the packe
to the final destination based on the inner IPvéf]
header, and then, the packet is decapsulated and
forwarded to the next nodes, whereas; the lisPof |
addresses attached in the RH justifies this process[7]

A packet filter is used to examine and
make decisions about the recipient packets. It

should be designed to inspect packets based on type

of IP version, source IP, type of the next extemsio[g]
header, IPv6 RH type and on RH IPv6 destination
addresses to determine that packet should be
allowed through or denied. Whereas the key
security policies of a packet filter either allowior 9]
denying packets based on IP address.
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