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ABSTRACT 
 

The audit of information system is conducted to check the level of readiness of the organization in 
managing Information Technology (IT) governance. Measurement of level of maturity in procurement of 
application in one of the universities in Indonesia using framework COBIT 4.1 toward several IT processes 
related with procurement applications process by mapping the identification of business goals, information 
technology goals and information technology process COBIT 4.1. Best practice is given using ITIL V3 
standard which is  obtained by mapping IT process of COBIT 4.1. Results of audit that has been conducted 
show the current maturity level index is in 2.85 which means in 3-defined of maturity level with the 
readiness level of expectation at the level of 5-optimized. This shows the readiness gap, thus, needs to be 
given improvement strategies that contain the steps to achieve the expected level of maturity. 

Keywords:  Audit of Information System, IT Governance, COBIT, Maturity Level,  ITIL 
 
1. INTRODUCTION 
 

 Governance of information technology 
(IT) is a process of planning to implement the use 
of information technology by directing and 
controlling a corporate by providing a structure that 
links processes, resources and information of 
information technology for strategy and corporate 
objectives [1]. To obtain the good information 
technology governance, thus, the company needs a 
framework that can fulfill the needs for facilities 
and infrastructure in information technology 
gradually in each year. 

Audit procurement governance application 
in this university is focused on the application of 
procurement processes and procedures that could 
affect toward quality of the applications which is 
held or developed. Testing can be done through the 
proper value of internal and external control, so that 
the deviations that occur can be known in advance 
and can be fixed according to best practice 
guidance in the application of procurement 
governance. 

IT has become critical in all aspects in 
University. It has become benefit as a strategic 
instrument for universities and other educational 
institutions [2]. Auditing is very important to 
increase the performance of academic information 
system. Academic information system audit model 
development using COBIT allows higher education 
to measure its full performance [3]. 

Control Objectives for Information and 
related Technology (COBIT) is one of the standards 
in IT governance that is developed to assist the 
corporate in control of the business needs that 
includes all information technology activities and 
an emphasis on what should be accomplished and 
effectively controlled [4]. The Information 
Technology Infrastructure Library (ITIL) is a 
framework for IT service management technology 
services to create high-quality information [1]. 

COBIT 4.1 framework is used as guidance 
in the implementation of management control 
processes and procedures in achieving good 
governance. Governance condition currently is 
known by measuring in accordance with the 
COBIT 4.1 standards. If the condition of the current 
maturity of the organization still has not reached the 
level of maturity of the maximum, thus, the 
expected maturity of the targets is set by the 
organization. The difference between current 
conditions and the maturity expected then if found a 
gap in the level of maturity, which is used as a 
reference in determining the suggestions of 
improvement by adding the use of ITIL V3 
framework order to have better governance. 

COBIT and ITIL framework provide an 
effective way in understanding the needs and 
priorities of the IT governance by completing each 
other if it is applicable. COBIT roles in the 
performance measurement process through IT 
process maturity measurement, by measuring the 
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level of current maturity and the improvement of 
the future process by setting the target of maturity 
achievement toward great improvement [5]. ITIL 
describes whatever the key success factors in the 
performance of the service to improve satisfaction 
of the user [5]. ITIL support best practices of IT 
management and focus more on methods and define 
the process flow have to be done. As of the both 
framework can be combined to apply in the 
organization. 

In recent years various groups have 
developed world-wide known IT Governance best 
practices and frameworks to assist management in 
measuring the maturity of IT. Contemporary IT 
Governance frameworks are COBIT, ISO 27000, 
ITIL, IT BSC (IT Balanced Scorecard) [6]. 

 
2. METHODOLOGY 
 
2.1. General Overview of The Audit Process 

This research meant to perform audit for 
the application procurement governance in the 
university, to measure the current maturity, also to 
fix the maturity gap. This is an improvement effort 
for the IT governance in the university.  

Procurement governance application audit 
in this university assess how governance of 
maturity level of application procurement services 
in this university today with the audit process using 
COBIT 4.1 framework.  

COBIT framework was used as a tool to 
audit because the management guidelines of 
COBIT 4.1 provide information to control, measure 
and organize certain IT processes [2]. ITIL provides 
the definition of the best practice on how to plan, 
design, and implementing the ability of effective 
service management. ITIL is based on 5 
foundations which is the focus of customer, service 
life cycle, process concept, continuous 
improvement, communication [7].  

Application procurement (software) is an 
activity to obtain an application (software) required 
by university academic community by making or 
buying, which the process starts with planning 
needs until the completion of all activities to obtain 
application (software).  
  COBIT 4.1 IT process is related with the 
procurement business process application is used as 
a reference for the preparation of a questionnaire 
distributed surround university. The questionnaire 
results are used as source of data to measure how 
the maturity level of the current application of 
procurement services and determine the expected 
maturity targets. Maturity gap as a reference to 

provide recommendations steps based on ITIL V3 
as improvement of existing governance. 
 
2.2. Stage of Audit Process 

 Stages of the audit process using COBIT 
4.1 framework consists of several stages. Audit 
process steps are gradually shown in Figure 1.   

 
Figure 1: Stage of Audit Process 

 
Stages conducted which are includes the 

selection IT process on the COBIT 4.1, as well as 
data collection which is consists of interviews, 
observations and questionnaires, processing 
questionnaires, data analysis include the current 
maturity and the expected maturity level, strategy 
improvements based on COBIT 4.1 and best 
practices of ITIL V3 framework with COBIT 4.1 
mapping and final conclusions. 

 
3. AUDIT DESIGN 
 
3.1. Mapping Business Goals, IT Goals and IT 

Process 
COBIT defines as business objectives 

related to information technology activities that 
generally exist in a company. To identify business 
goals by analyzing the business goals and 
objectives of the procurement application in the 
university which is later mapped in the COBIT 4.1, 
by aligning goals and objectives in accordance with 
the business goals of COBIT 4.1. 

There are 28 goals and 17 information 
technology business goals of mapping information 
technology and business objectives based on 
COBIT 4.1 standards. Identification of previous 
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business goals results obtained are used as 
reference to get the relationship with IT goals. 
COBIT framework also maps the relationship 
between IT goals with COBIT IT process. Every IT 
goals can be composed of several related IT 
process, and vice versa [4].  

It was based on the identification that has 
been made in the business and IT goals and there is 
found some related information technology 
processes. The results of IT process of the mapping 
between IT goals to IT based on COBIT 4.1 process 
is as shown in Table 1 [4]. 

 
Table 1: IT Process 

IT Process 

Plan and 
Organize 

(PO) 

PO2 
Define the Information 
Architecture 

PO3 
Determine Technological 
Direction 

PO6 
Communicate Management Aims 
and Direction 

PO8 Manage Quality 
PO10 Manage Projects 

Acquire 
and 

Implement 
(AI) 

AI1 Identify Automated Solutions 

AI2 
Acquire and Maintain Application 
Software 

AI5 Procure IT Resource 

AI7 
Install and Accredit Solutions and 
Changes 

Deliver, 
Service 

and 
Support 

(DS) 

DS3 
Manage Performance and 
Capacity 

DS4 Ensure Continuous Service 
DS7 Educate and Train Users 

DS8 
Manage Service Desk and 
Incidents 

DS11 Manage Data 

DS13 Manage Operations 

 
Results of identification produces 15 IT 

process that has been linked to the application of 
the procurement process in this university. 
 
3.2. Questionnaire Draft of Importance Level 

Questionnaire of Importance level of IT 
process aims to obtain the opinion of the 
respondents to determine the importance level of 
each IT process which also represents a process that 
has a high degree of risk. This questionnaire was 
developed from the results of the identification IT 
process on standard COBIT 4.1. Questionnaires of 
importance level of IT processes is distributed in 
the top management of each business unit in  the 
university which is considered more aware of the IT 
processes related to the applications procurement in 
the university. This questionnaire has 5 levels of 
calculations, namely not applicable, not sure, not 
important, somewhat important and very important 
[8].  

 
3.3. Questionnaire Draft of Maturity Levels 

The questionnaire was designed to 
determine the maturity level of governance 
procurement applications recently, by analyzing 
responses from the respondents. Preparation of the 
questionnaire is based on IT process result of 
COBIT 4.1 of questionnaires of maturity levels. 
Questionnaire to measure the maturity level of 
governance is composed of several statements, 
which statements are made based on COBIT 4.1 
maturity models from level 0 (non - existent) - level 
5 (optimized) for each IT process. 

The first thing that needs to be done to 
create a questionnaire that is by taking a statement 
of maturity models for each level. Each statement 
in maturity level, broken down into a single 
sentence and is adapted with object audit namely 
application of procurement in the university, then 
which is included in the audit questionnaire form 
based on COBIT standards [9][10]. Design 
questionnaire of maturity level for PO2 namely 
defining the Information Architecture at level 1 can 
be seen in Table 2 and Table 3 [4]. 

 
Table 2: Level 1 Maturity Statement of PO2 

Level 1 Initial/Ad hoc - Management recognizes the need 
for information architecture in application development in 
the respective work units. At the level of management has 
developed several components of the architecture in order to 
improve the quality of information. Defining the complete 
and accurate data are clear and driven by software 
application offered by vendors compared with the 
information obtained. Defining the complete and accurate 
data are clear and driven by software application offered by 
vendors compared with the information obtained. 

 
Table 3: Maturity Level Questionnaire Result of PO2 

No Statement 

1 
Management recognizes the need for information 
architecture in application development in the 
respective work units. 

2 
At the level of management has developed several 
components of the architecture in order to improve 
the quality of information.  

3 
Defining the complete and accurate data are clear and 
driven by software application offered by vendors 
compared with the information obtained. 

4 
Defining the complete and accurate data are clear and 
driven by software application offered by vendors 
compared with the information obtained. 

 
Statements for the questionnaire obtained 

needs standards of assessment answers for each 
statement. There are 4 answers available with 
assessment standards set by COBIT and each 
answer has a value of its own opinion that does not 
agree with the value 0, doubt with the value 0.33, 
agrees with the value 0.66 and strongly agree with 
the value 1 [9][10]. 
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Questionnaire is distributed to 75 
respondents around university. Selected 
respondents were respondents representing a RACI 
(Responsible, Accountable, Consulted and 
Informed) chart on the data processing. 
Questionnaires will be given to the respondent in 
accordance with IT processes related with 
respondents based on the RACI chart. 

 
3.4. Calculation of Important Level 

Data processing to calculate the important 
level of the IT process is done by using one of the 
methods measure the concentration mode, which 
calculates the amount of data that most often appear 
in the data group [11]. Thus, the important level 
will be seen from the number of the dominant 
answer for every IT process. Quantity of answers to 
the most crucial value is predominantly considered 
to represent the important level of each COBIT IT 
processes can be applied later. Besides the 
important level as well as to describe the level of 
businesses risk faced that is related to the 
performance of information technology owned. 
 
3.5. Calculation of Maturity Level 

The maturity model allows management of 
a company to evaluate and determine the location 
of their internal control spectrum, especially with 
the worry of the senior manager about IT 
management and what needed to be done in the 
future to reach a satisfying level of management 
and control over IT function [12]. 

Administration of the data to determine the 
maturity level is conducted by the following 
calculation steps [9][10] : 
a. Calculating the value and the compliance level 

of each level 
The compliance level of each level ��� obtained 
from the division of compliance value per level 
��� with a number of statements ��� per level. 
While the compliance values  are obtained from 
the total value of the opinion that the results 
given by the respondents to the IT process. 
Where � is the level of maturity 

�� �
∑��

��

  (1) 

b. To normalize the level of compliance  

 Normalization ��� is conducted by dividing the 
value of each level of compliance with the total 
value of compliance.  

�� �
��

∑ ��

���

       (2) 

c. Calculating the value of the level of maturity 
The final step is to calculate the contribution 
�	� of each level and then sum them together, 
thus, we get the maturity value �
�. 

	� � � ∗ ��  (3) 

 � ∑ 	�

���    (4) 
Results of calculating the value of the 

maturity level is maturity index to obtain the level 
of maturity in accordance with Table 4. 

Table 4: Maturity Level Assessment Criteria 
Maturity Index Maturity Level  

0 – 0,50 0 – Non-Existent 
0,51 – 1,50 1 – Initial/ad hoc 
1,51 – 2,50 2 – Repeatable But Intuitive 
2,51 – 3,50 3 – Defined Process 
3,51 – 4,50 4 – Managed and Measurable 
4,51 – 5,00 5 – Optimized 

  
 Proper level is determined based on the 
COBIT framework which provides capability 
grouping of the company in managing the IT 
processes from zero (Non-Existent) to five level 
(optimized) [13]. 
 
3.6. Mapping COBIT 4.1 and ITIL V3 

COBIT and ITIL are two approaches in IT 
Governance and governance of information 
technology services that complete each other, 
which the relevance of ITIL can be mapped to 
COBIT area in general. COBIT set an objective 
problem that must be achieved by an organization 
in providing IT services, while ITIL is a best 
practice that provides ways of IT managing to 
achieve organizational objectives. In the use of 
COBIT as the control standard IT management, it 
can be implemented in an effort to increase the 
level of IT maturity of company. 

ITIL V3 comprises of five volumes 
namely Service Strategy (SS), Service Design (SD), 
Service Transition (ST), Service Operation (SO) 
and Continual Service Improvement (CSI). The 
mapping process is taken by mapping COBIT 4.1 
and ITIL V3 published by Information Technology 
Governance Institute (ITGI). Mapping processes of 
COBIT 4.1 and ITIL V3 as shown in Table 5 [14]. 
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Table 5: Mapping COBIT 4.1 and ITIL V3 
COBIT 4.1 Process ITIL V3 Process 
PO2 - Define the 

Information Architecture 
SD 3.6 - Design Aspects 

PO3 - Determine 
Technological Direction 

SD 3.6.3 - Designing 
Technology Architectures 

AI2 - Acquire and 
Maintain Application 

Software 

SD 3.6.1 - Designing service 
solutions 

SD 5.3 - Application 
Management 

AI5 - Procure IT 
Resource 

SD 4.7.5.3 - Establishing New 
Suppliers and Contracts 

AI7 - Install and 
Accredit Solutions and 

Changes 

ST 4.4 - Release and 
deployment management 

ST 4.4.5.2 - Preparation For 
Build, Test and Deployment 

DS4 - Ensure 
Continuous Service 

SD 4.5 - IT service continuity 
management 

SO 4.6.8 - IT Service 
Continuity Management 

DS7 - Educate and Train 
Users 

SO 5.14 - Improvement of 
Operational Activities 

DS11 - Manage Data 
SD 5.2 - Data and Information 

Management 
SO 5.2.3 - Backup and Restore 

 
At the mapping of ITIL V3 towards 

COBIT, ITIL V3 processes have various types of 
coverage, where ITIL processes covering COBIT 
process thoroughly, partially and no area covered. 
 
4. RESULT AND ANALYSIS 
 
4.1. Data Processing of Importance Level 

Recapitulation questionnaire results of the 
level of maturity more clearly shown in graphical 
form as shown in Figure 2. 

 
Figure 2: Importance Level  Chart 

 
From the graph above, it can be seen that 

there are eight IT processes. They are in very 
important level based on the results of 
questionnaires with respondents of top management 
of each unit of work at the university. Eighth IT 
processes, which later will be applied to look for 
the level of maturity. 
 
4.2. Maturity Level Data Processing 

Maturity model is one of the methods of 
information technology processes measurement 
through mapping each process towards maturity 

status. The maturity level represents the IT process 
maturity in an university that shown in the form of 
value. Maturity level calculation is conducted by 
calculating the compliance of each level, and then 
normalized to the level of compliance is obtained, 
and finally calculate the value of contribution. 
Maturity value obtained from the value of the 
contribution of each level is summed. The results of 
calculations on PO2 define the information 
architecture towards a respondent, as shown in 
Table 6. 

 
Table 6: Maturity Level Calculation of PO2 

(i) (A) (B)  (C) (D) (E) 

0 0 2 0 0 0 

1 0.50 4 1.98 0.16 0.16 

2 0.66 3 1.98 0.22 0.44 

3 0.66 6 3.96 0.22 0.66 

4 0.62 9 5.61 0.21 0.83 

5 0.57 7 3.96 0.19 0.94 

Total 3.004   1 3.03 
 
Where (i) is the level of maturity, (A) is 

the level of compliance, the total (A) is the total 
level of compliance at all levels, (B) is the number 
of representations of questionnaires, the total value 
of compliance is (C), (D) is the normalization of the 
level of compliance, (E) is the contribution level 
and the total of the value of (E) is the maturity 
value. 

 Calculation of questionnaire for all IT 
processes performed on all respondents can be seen 
in Table 7. Results of the maturity index is the 
average value of each respondents overall IT each 
process. 

 
Table 7: Maturity Level Data Processing 

IT Process Maturity 
Index 

PO2 Define the Information Architecture 2.86 
PO3 Determine Technological Direction 2.79 
AI2 Acquire and Maintain Application 
Software 

2.83 

AI5 Procure IT Resource 2.75 
AI7 Install and Accredit Solutions and 
Changes 

2.71 

DS4 Ensure Continuous Service 2.83 
DS7 Educate and Train Users 2.74 
DS11 Manage Data 3.09 

Average maturity level 2.85 
 
 From the table above it can be seen the 

current average of maturity level index currently is 
2.85, so it is in 3 – defined of maturity level. 
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4.3. Maturity Analysis of Current and Target 
Processing of data obtained from the 

average over the entire IT process has current 
maturity level in maturity level 3 - defined. In 
general, it is meant that there’s already a standard 
procedure for the application procurement process 
in the university which was documented. This 
procedure is communicated through seminars and 
trainings. Application procurement procedures are 
well defined, but the implementation still given to 
each individual in the work unit, so that the 
deviations may not be known. In general, these 
procedures have not been perfect yet; however it is 
just a formality on existing practices. 

Targets or expectations of IT process 
maturity are the conditions of process maturity 
level that are expected and used as a reference in 
the IT governance model in the university. IT 
process maturity target is determined by looking at 
the internal environment procurement applications 
in the university such as vision and mission, goals 
and objectives. So of these things can be 
determined that in order to support the achievement 
of at least the expected level of maturity that is at 
maturity level 5 or optimized standard which is also 
the maximum maturity level.  

The differences between the expected level 
of maturity and level of maturity are obtained when 
this gave rise to a gap. Maturity gap can be seen 
more clearly in the form of graphical diagram as 
shown in Figure 3. 

 
Figure 3: Maturity Level Chart 

 
 Of the results graph of maturity gap can be 

seen that all IT processes have maturity gap, it 
indicates that the entire process is in the 
applications procurement of IT in the university 
have not reached the expected level of maturity is 
the 5 (optimized) maturity level. To overcome the 
gaps that exist in the entire maturity of IT 
processes, it is necessary to do some steps to 
overcome the maturity gap. 

 

4.4. Repair Strategies Based on COBIT 4.1 and 
ITIL V3 

The steps in overcoming the differences 
(gaps) maturity levels of IT process are actions that 
need to be done on each IT process of applications 
procurement in the university who has the maturity 
level of current (current maturity level) below the 
expected level of maturity (expected maturity 
level). Remedial steps of application  procurement 
governance towards the expected level of maturity 
is the maturity level 5 - optimized, from the lower 
level to the higher level of maturity respectively.   

Recommendations to overcome the 
maturity gap are also provided in accordance with 
the guidelines of the ITIL framework mapping of 
IT processes of COBIT 4.1. ITIL V3 provides 
guidance from the perspective of the service 
provider to anticipate needs and improve outcomes 
through service strategy. ITIL supports IT 
management best practices and focuses more on 
methods and defines the process flow that must be 
done. Improvement strategies based on COBIT 4.1 
is given as shown in Table 8. 

 
Table 8: Repair Strategy Based on COBIT 4.1 

PO2 Define the Information Architecture 
a. Increase more complex data models can be applied to 

utilize the contents of the database. 
b. It is necessary for the development of the information 

architecture equipment in accordance with its 
development in a sustainable manner. 

PO3 Determine Technological Direction 
a. It is necessary for the identification of deviations and 

maintenance of existing technology infrastructure. 
b. It is necessary to be a reference in determining the best 

practice technical direction, such as by using the ITIL V3 
framework. 

AI2 Acquire and Maintain Application Software 
a. It is necessary for classification of applications required 

in each work unit and the application will be developed in 
accordance with the work function. 

b. It is necessary for skilled human resources in the 
implementation, maintenance and acquisition of software 
applications efficiently in each unit. 

AI5 Procure IT Resource 
a. It is necessary to be a standard IT policy for the 

acquisition of IT resources that are used extensively on 
all work units. 

b. It is necessary to establish a good relationship with 
suppliers on an ongoing basis and the importance of 
proper communication acquisition strategy and contract 
management of the entire IT function. 

AI7 Install and Accredit Solutions and Changes 
a. It is necessary for standardization of formulation 

installation procedures that meet both environmental 
testing. 

b. It is necessary to be an evaluation of the standards of 
users need and measurement to ensure the satisfactory 
quality of applications. 
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DS4 Ensure Continuous Service 
a. It is necessary to be set of mature versioning standard 

enforced on application to the entire application in the 
university, and are consistently applied. 

b. It is necessary to assess toward the achievement of IT 
services and continuous at each stage (assessment of the 
goals and objectives). 

DS7 Educate and Train Users 
a. Has the responsibility and clear ownership of the process 

that was set out in the training and education in work 
units. 

b. It is necessary to understand each individual that through 
education and training the use of applications is important 
component for employees’ career in each work unit. 

DS11 Manage Data 
a. It is necessary to have a high level of responsibility on 

the ownership and management of the data clearly 
communicated to each unit of work and management. 

b. Maximize the use of advanced tools for automation of 
data management and training for data management 
staffs. 

 
Mapping of ITIL V3 has done a miraculous 

result on ITIL processes corresponding to the IT 
processes in COBIT 4.1. ITIL processes are used to 
provide a reference point of view of improvement 
strategies based on ITIL V3 to reach maturity 
expected. Improvement strategies based on ITIL V3 
is given as shown in Table 9 [15][16][17]. 

 
Table 9: Repair Strategy Based on ITIL V3 

Current Maturity Expected Maturity 
PO2 - SD 3.6 Design Aspect 

The awareness of the 
importance of information 
architecture in development 
and procurement of 
application in the university.  

The existence of the value 
or warranty (warranty) of 
the IT services provided 
for users. 

There is already the 
identification of  IT services. 

There is management 
system such as service 
portfolio. 

PO3 - SD 3.6.3 Designing Technology Architectures 

Technology infrastructure 
planning, implementation 
cannot be applied 
consistently. 

There is management of IT 
infrastructure architecture 
which consists of the 
management architecture 
and architectural products. 

Planning direction of 
technology infrastructure is 
in line with the strategy 
planning and communicated. 

The existence of a 
centralized IT 
infrastructure with top- 
down design, 
implementation bottom up 
and unify both approaches. 

Selection of vendors selected 
by understanding the long -
term planning and 
technology development 
application plan consistently. 

IT can manage costs, and 
lead the business in the use 
of technology. 
 
 
 
 
 
 
 
 
 
 

AI2 - SD 3.6.1 Designing service solutions and SD 5.3 
Application Management 

Acquisition and maintenance 
of software applications has 
been well understood and 
clear, and has been aligned 
with the IT and business 
strategies. 
 

The implementation of the 
SDLC approach (Service 
Development Lifecycle) in 
application management. 

There has been a documented 
process consistently across 
different applications and 
different working units. 

The concept of a mature 
application framework. 

There is already a 
maintenance plan that has 
been scheduled and 
coordinated the work units.  

Ensure the content SAC 
(Service Acceptance 
Criteria) was established 
and desired achievement 
has been planned in the 
initial design. 
Supplementing with the 
assessment to ensure that 
the IT services can be 
operated effectively to 
meet agreed targets. 

AI5 - SD 4.7.5.3 Establishing New Suppliers and 
Contracts 

There is already the 
establishment of IT 
procurement policies and 
procedures which are 
documented and 
communicated to the work 
units 

Assessment of the pre - 
contract risk and the 
methods of the Business 
Impact Analysis (BIA) to 
assess the impact on 
various fields. 

Supplier of IT resource 
management mechanism is 
integrated in project 
organization, depends on the 
existence of a contract 
management perspective. 

There is management of 
SCD supplier (Supplier 
and Contract Database) 

AI7 - ST 4.4 Release and deployment management and 
ST 4.4.5.2 Preparation For Build, Test and Deployment 

There are already formal 
methodologies in installation, 
migration, conversion and 
acceptance as well as 
appropriate in its place. 

There is management of 
the installation for each 
new application, for 
example by Big bang 
approach or phased 
approach. The existence of 
the application deployment 
method gradually into the 
work units 

Training, testing and 
transition have been  
determined yet based on 
individual decisions 

Determining existence of 
training programs, the 
determination of the 
number of people who 
require training and how to 
provide education. 

Quality of the system often 
lead to new levels of 
problems of post-
implementation issues 

There is corresponding 
simulation and related 
training and education 
programs. 
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DS4 - SD 4.5 IT service continuity management 
There is already 
accountability in the 
management of ongoing 
service to the application, but 
has not been clearly defined. 

The existence of a mature 
standard setting versioning 
enforced on application to 
the entire application 

Work unit has already had 
the initiative to follow the 
standards and receive 
training to handle a larger 
problem. 

Presence in the life cycle 
management of ITSCM. 
There is management of 
the risk management 
framework based on ITIL 
V3 
The existence of the active 
service desk so it can be 
the key in communicating 
with staff and user 
(student). 

DS7 - S0 5.14 Improvement of Operational Activities 
Training and education have 
been programmed and 
communicated. 

The existence of 
automation manual tasks in 
work units. 

Training and education of 
application procurement have 
been standardized and 
documented. 

There are operational 
audits of all processes. 

Training and education 
programs of the application 
procurement are already 
supported by budget, human 
resources and facilities. 

The existence of incident 
and problem management 
so it has rich opportunities 
of operational 
improvement. 

Not all deviations identified. 

The existence of a 
consistent education and 
training and conducted 
regularly as well as the 
monitoring and measuring 
the performance of the 
results of training and 
education in order to know 
the result of training and 
education . 
 

DS11 - SD 5.2Data and Information Management and 
SO 5.2.3 Backup and Restore 

Needs of the importance of 
data management in IT in all 
units, have to be understood 
and accepted. 

There is process of data 
management in managing 
the data assets. 

There is the establishment of 
data management 
responsibilities. 

There is existence of a data 
administrator which played 
an active role. 

Already, there are means of 
backup and restore. 

There is existence of 
strategies for backup and 
restore data. 

 
4.5. The order of Improvement of The IT 

Process 
Conditions of application of procurement 

governance maturity recently indicates the need of 
an improvement to achieve the maximum level of 
maturity. One way to implement the improvement 
of the governance strategy effectively and 
efficiently is to make improvements based on the IT 
processes that have the highest critical level. 

 From the research that has been done it 
can be seen by the level of critical IT processes, as 
shown in Table 10. 

 
Table 10: The Order of Improvement of the IT Process 
No. IT Process 
1. DS11 Manage Data 
2. AI7 Install and Accredit Solutions and Changes 
3. DS7 Educate and Train Users 
4. PO2 Define the Information Architecture 
5. PO3 Determine Technological Direction 

6. AI2 
Acquire and Maintain Application 
Software 

7. DS4 Ensure Continuous Service 
8. AI5 Procure IT Resource 

 
 Measuring the critical level of IT 
processes is obtained from the questionnaire were 
distributed in the top ranks of management in the 
university, by noticing the critical level of IT 
processes condition towards the application of 
procurement services. 
 
4.6. Key Performance Indicators (KPI), Key 

Goal Indicators (KGI) and Critical Success 
Factors (CSF) 

 Determination of KPI and CSF are needed 
to determine the direction to be given to the 
management, both general and specific, about what 
should be done. This includes the extent to which 
IT moves, a good indicator of performance, or 
factors that are created for success.  
 Key Performance Indicators (KPI) is used 
to monitor the performance of each IT process, 
which is the major indication of the defining 
measurement of how well the IT process 
performance enabling objectives to be achieved. 
Critical Success Factor (CSF) contains a collection 
of activities that must be done to ensure the success 
of any process to achieve its objectives. Key Goal 
Indicators (KGI) is used to monitor the acquisition 
of IT process goals in order to determine whether 
the management of the IT process has achieved its 
business requirements. KGI is divided into 2 
namely KGI to process (PKGI) and KGI for IT 
(ITKGI). 
  Table 11 contains the form of KPI, CSF 
and risk for the ITIL V3 ST 4.4 release and 
deployment management process is the result of 
mapping the COBIT 4.1 AI7 Install and Accredit 
Solutions and Changes, which is based on ITIL V3 
service transition and COBIT 4.1 acquire and 
implement [4][16]. 
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Table 11: KPI, CSF and KGI 
Key Performance Indicators 

Customer or business perspective : 
� Decrease in the number of problems on application 

procurement procedures and the use of post-
implementation application. 

� Increased satisfaction of the application performance in 
work unit and use by student. 

 
Service providers perspective : 
� Reduction of the use of human resources and costs in the 

application procurement and maintenance of applications. 
� Minimize audit result difference with the facts that 

related to the application procurement. 
Critical Success Factors 

� The application resources and capabilities developed 
according to the target. 

� Testing of the application design. 
� Application capability has proven post-installation. 

PKGI 
� Reworking application post-installation. 
� Lack of training for service desk. 
� Application downtime of the work unit caused by 

inadequate testing. 
ITKGI 

� Percentage of the top management satisfaction towards 
data integrity of the new application system. 

� Implementation of the application percentage that achieve 
the targeted goals. 

  
 KPI, CSF, PKGI and ITKGI is given in the 
IT processes that have critical levels in the 
organization. Thus, in the development of a model 
for the governance of IT processes, which is 
necessary to be done by setting the KPI, CSF, 
PKGI and ITKGI. 
 
5. CONCLUSION 
 

The conclusion obtained from the 
governance audit process of procurement 
applications include planning, the selection of the 
domain consists of the identification of business 
goals, IT goals and IT processes, data collection, 
data calculation, data analysis and improvement 
strategies. There are 15  IT processes COBIT4.1 are 
aligned with the goals and objectives of the 
applications procurement business and 8 process 
were considered to have very high level of 
importance by respondents, including PO2, PO3, 
AI2, AI5, AI7, DS4, DS7 and DS11. 

The research that had been done has attain 
the purpose of the research which can measure the 
procurement governance current maturity level 
which is on maturity levels of IT processes in the 
application of procurement in the university was 
average maturity level 3 - defined and the expected 

level of maturity is the maturity level 5 - optimized, 
which is the standard expected level of maturity. 

 Remedial strategies are given to overcome 
the maturity gap based on COBIT 4.1 and ITIL V3 
for procurement governance applications at the 
university. Process for improvement strategy 
according to ITIL is based on the mapping is being 
done by one-way mapping from COBIT towards 
ITIL and is irreversible. 

 
6. FUTURE DIRECTION 

 
 This study is expected to be a reference in 

performing governance managing of the application 
procurement in a university so it can achieve the 
maximum maturity level which at the level 5 - 
optimized. Audit that has been done still refers to 
just a few IT process, it will be better if on the 
future it developed by referring to all the 
standardized domain in COBIT 4.1 and with the 
improved matter in a university, the framework that 
being used currently as an improvement strategy 
are COBIT 4.1 and ITIL V3 so that on the future, 
the research can use more than just 2 frameworks as 
comparison.  
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