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ABSTRACT

Wireless sensor networks consist of some nodeshthat limited processing capability, small memang a
low energy source. These nodes are deployed ragdammal often densely in the environment. In order to
avoid malicious activities, the secure authentigascheme is required. Here, we have proposedeatar&
Authentication based Multipath Routing Protocol (BRP) for improving network lifetime and providing
data integrity in WSNSs. It consists of three phasedirst phase, multipath route is integratedettsure
load balancing and avoid isolated failures. In secghase, encryption and decryption scheme is
implemented to provide better authentication. Haree types of iterations are used during authatiic
phase. In third packet format is proposed for nainiy integrity and authentication status. So tfieient
secure multipath route can be chosen to improventtevork performance. By simulation results, the
proposed SAMRP achieves better data delivery nagroved network lifetime, high packet integritytea
less end to end delay and overhead in terms oflityolmause time, throughput, and number of noties t
the our previous scheme EMRTEM and existing schaDAaPT.

Keywords: WSN, SAMRP, Encryption And Decryption, Multipatlutitg, Packet Integrity Rate, Network
Lifetime, End To End Delay, Communication Overh&dupughput And Data Delivery Rate.

1. INTRODUCTION B. Design goals of Wireless Sensor Networks
WSNs)
Wireless sensor networks (WSN's) have attractedBased on the application, different architecture,
great deal of research attention due to their widgoals and constraints have been considered for
range of potential applications. Applications ofWSNs. The design goals are given below.
WSN include battlefield surveillance, biologicale Unattended operation — Sensor networks can
detection, medical monitoring, home security and be deployed in unattended environments,
inventory tracking. This type of network consists o therefore there is a risk of physical attacks on
a group of nodes and each node has limited battery the sensor nodes. Also, the sink might not be
power. There may be many possible routes present at all times. The sensor network has to
available between two nodes over which data can continue its operation in the presence of
flow. Assume that each node generated some compromised and/or destroyed nodes and when
information and this information needs to be the sinkis not present.
delivered to a destination node. Any node in the Resource limitation — The nodes have limited
network can easily transmit their data packet to a memory which has to be considered both when
distance node, if it has enough battery powemjif a collecting data and when developing software
node is far from its neighbour node then large and security solutions, e.g., keying material
amount of transmission energy is required to might require a lot of storage for a long period
transmit the data to distance node. After every of time.
transmission, remaining energy of this node Computational power — Sensors usually have
decreases and some a counts of data transmission |imited computational power which limits the
this node will be eliminated from the network  choice of security mechanisms.
because of empty battery power and in simila¥  Power consumption — As sensor nodes are
situation there will be a condition that no node is  pattery driven, all applications running on
available for data transmission and overall lifetim nodes should try to limit their energy
of network will decreases. consumption as much as possible. One of the
most energy consuming tasks is transmitting
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and receiving messages. The meaning of the malicious messages it sends

é. Security goals and threats

protocols/applications used should not only
minimize the power consumption of individual
nodes, it should also try to minimize the power »
consumption in the entire network. Many
security protocols, especially the ones using

public key cryptography, require long
messages, and has therefore high power
consumption.

Wireless medium — All communication in a
sensor network is wireless. The wireless
medium is prone to interference, resulting in
unreliable communication, and it is also easy to
eavesdrop on. The eavesdropping is further
made easy by the fact that a sensor network &
usually deployed in an unattended

may heavily impact the final result computed
by the sink.

Denial of Service: A compromised node may
stop aggregating and forwarding data. Doing
so, it prevents the data sink from getting
information from several nodes in the
network. If the node still exchanges routing
messages despite its unfair behavior, that
problem may be difficult to solve. Smarter
attacks also involve dropping messages
randomly. It is also difficult to detect when an
attacker sends garbage messages.

RELATED WORK

environment. It is also quite easy to inserfling Deng et.al [1] focused on the design of a
messages on the wireless channel. secure and INtrusion-tolerant routing protocol for
Reliability — Due to the nature of the cheapwireless Sensor NetworkS (INSENS). INSENS
hardware, node failure is a concernconstructs secure and efficient tree-structured
Redundancy is a good solution for dealing wittrouting for WSNs, and is tailored for the
cheap and unreliable hardware. A securitasymmetric architecture and resource constraints of
protocol should therefore not count on allWSNs. A key objective of INSENS is to localize
nodes being able to reply at all times and bthe damage caused by an intruder who has
able to use the redundancy in the system. compromised deployed sensor nodes. Such an
Multi-hop communications — The risk for intruder could inject, modify, or block data packet
messages to be modified or dropped increasasd in the worst case could bring down the entire
with the number of hops the message mustensor network, e.g. by flooding malicious packets.
travel. INSENS is therefore designed to tolerate intrusions
limiting the ability of an intruder to cause misehi
through a combination of distributed lightweight

Ideally, one would like the network security tosecurity mechanisms.

degrade

gracefully with the number of

compromised nodes. We consider three types of Sasikala V and C. Chandrasekar [2] developed
attack and assume that some link-level security technique which combines energy efficiency and
mechanism is implemented to protect the networkuultiple path selection for data fusion in WSN. The
against these attacks in the absence of nodetwork is partitioned into various clusters and th

compromise.

node with highest residual energy is selected @s th
Eavesdropping: Eavesdropping occurs when cluster head. The sink computes multiple paths to
an attacker compromises an aggregator nod#&ch cluster head for data transmission. The
and listens to the traffic that goes through igdlistributed source coding and the lifting scheme
without altering its behavior. Since anwavelet transform are used for compressing the
aggregator node processes various pieces @ata at the cluster head. During each round of
data from several nodes in the network, itransmission, the path is changed in a round robin
does not only leak information about amanner, to conserve the energy. This process is
specific compromised node, but from a grougepeated for each cluster.

of nodes. Yang Yuwang et.al [3] proposed a Reliable
Data tampering and packet injection: A  Braided Multipath Routing with Network Coding
compromised node may alter packets that gipr underwater sensor networks (RBMRNC)
through it. It may also inject false messagedlisjoint multipath algorithm is used to build
Since an aggregate message embeddependent actual paths, as called main paths.
information from several sensor nodes, it igS0me braided paths on each main path are built
more interesting for an attacker to tampe@ccording to the braided multipath algorithm, which
with such messages than simple sensge called logic paths. When a data packet is
readings. An attacker that controls thelransmitted by these nodes, the nodes can employ
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network coding to encode packets coming from the Venkata Sumanth Mareedu et.al [8] explored
same group in order to further reduce relativithow broadcast how broadcast trustworthiness
among these packets, and enhance tigeracts by flooding in wireless networks. Whereas
probability of successful decoding at the sink nodghere is an immense deal of prior work in the arka
Braided multipath can make the main paths to beliable broadcast, the majority of it focuses on
multiplexed to reduce the probability of long paths efficient flooding, in simulated topologies, freauly
Mary Cherian and Gopalakrishnan nair [4]With multi-hop topological info_rm_a_tion. We i_nstead
proposed a multipath routing algorithm whichfocused on the end-tp-end.rehablllty of floqdlngda
enables the reliable delivery of data. By contnglli the Study of topologies with erratic density as we
the scheduling rate, it is possible to preven?”g'nate,'n our testbed. In gddmon, it is propdsa
congestion and packet loss in the network. Th ery straightforward mechanism that uses only local

algorithm provides an efficient way to prevent th&enSity information, ~ sometimes augmented by
. ; hdications from instant neighbors of significant
packet loss at each node. This results in CONGeStiQ, - vions

management in the sensor networks. This protoco‘? Saleem etal [9] proposed an enhanced ant
prevents packet clustering and provides S‘mommeéélony inspired self-organized routing mechanism

to the traffic. Through monitoring and controllingfor WSNSs. The specified mechanism is based on
the scheduling rate the flow control and congestioaelay, energy and velocity. The adopted factors and

control are managed. reinforcement learning (RL) feature help WSN in

S. Sa_lqaeeyan and M. Roshanzadeh [5] presenﬁ?ﬁproving the overall data throughput; especiatly i
the reliable and energy aware packet dehverxase of real time traffic. The algorithm is also

mechanism to ensure quality of service in ‘_’Vireleséapable to avoid permanent loops which promotes
sensor networks. In the proposed algorithm t

. . Bead lock problem in the running networks. The
ensure that a packet of information sent to th

fead lock problem i db igni i
destination, the multi-path forwarding method issgguencz:ce lp[))rotoeg\wlérsy C]‘l;rrsvardy Aaﬁilg;rl]ggalljsnclqltj:

used; SO. that several copies of an mformatlogearch ANT. Simulation results clearly demonstrate
pack_et Via separate routes are sent to tr{ﬁe protocol efficiency and also verify that the
destination, als_o routing deC|s_|0_ns n th|s_wa rotocol is practicable. Furthermore, this algarith
occurs by considering the remaining energy in th enhanced with the multipath feature to reduce
neighborhood of nodes that are located in two ho@ongestion situations in WSN. Finally, this
of sender node. autonomic routing mechanism will come up with

Senthil kumar et.al [6] analyzed the base statioB tter data th hout rate while minimizi ket
which is used to provide individual base statio eor dala fhroughput rate hle minimizing packe

attacks or sensor node compromises problem to Song Han et.al [10] explored novel coding-aware

des_ig.n a sensor network _routing protocol thaItnulti-path routing protocol (CAMP), which
satisfies the proposed security goals. One asrjethBrwards packets over multiple paths dynamically

sensor networks organized hierarchically, with @564 on path reliability and coding opportunity.
base station serving as a gateway for collectirig d AMP employs a route discovery mechanism

from a multi-hop network of resource-constraine hich returns to the source multiple paths along

sensor nodes. with ETX (Expected Transmission Count) of all

Hamid reza Hassaniasl et.al [7] proposed SCOlflks on each path. Using a novel forwarding
aware routing algorithm which consists of five echanism, CAMP splits the traffic among

parameters namely closene?fg tob sink and_e’ nho Itiple paths and actively creates instead of
remaining energy, sent traffic by node in t assively waiting for coding opportunity by

previous phase, number of successful and fault-fr ?Nitching its path to maximize the switching gain.

sent packets, and the number of observed sources Nranveer A Zia and Albert Y Zomaya [11]

one node for scoring to the node during routing, ocenteq a computationally lightweight security
process. The nod(_as with higher score have high Bmework to provide a comprehensive security
Ch"’?“ce for _selectlon as path middle nodes. T lution against the known attacks in sensor
main objgctlves of this method_are; dgcr_eas_e etworks. The proposed framework consists of
consumption energy a_nd_the uniform d|str|but|o_nfour interacting components: a secure triple-key
increase of network I|fet|m(_e,_ _decrease of traf_f'cscheme (STKS), secure routing algorithms (SRAs),
load and load balance, possibility of more effecetlva secure localization technique (SLT) and a
aggregation of data and improving the reliability O malicious node detection mechanism. Singly, each

formed paths. of these components can achieve certain level of
security. However, when deployed as a framework,
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a high degree of security is achievable. Theluster formation, data transmission and re-
framework takes into  consideration theclustering and re-routing.
communication and computation limitations of Xiaoxia Huang and Yuguang Fang [15]
sensor networks. Once the network is deployedhtroduced QoS multipath routing to provide soft
base station builds a table containing uniqu€oS to different packets as path information is not
identity of all the nodes in the network. Afterfsel readily available in wireless networks. The muéipl
organizing process base station knows the topologpaths are utilized between the source and sink pai
of the network. Nodes use our secure triple-kefor QoS provisioning. Unlike E2E QoS schemes,
management scheme to collect the data, pass ostft-QoS mapped into links on a path is provided
the cluster leader which aggregates the data abdsed on local link state information. By the
sends it to the base station. estimation and approximation of path quality,

Wenjing Lou [12] proposed a distributed N-to-1traditional NP-complete QoS problem can be
multipath discovery protocol, based on a hybridransformed to a modest problem. The idea is to
multipath scheme to achieve both more reliable arfdrmulate  the optimization problem as a
more secure data collection task in wireless sensprobabilistic programming, then based on some
networks. While most of multipath routing approximation technique, we convert it into a
protocols are source-initiated and aim to finddeterministic linear programming, which is much
multiple disjoint or partially disjoint paths betere easier and convenient to solve. More importantly,
a single source-destination pair, the distincthe resulting solution is also one to the original
feature of N-to-1 multipath discovery protocol isprobabilistic programming.
that it is receiver-initiated (i.e., BS initiatedhd at Tao Shu et.al [16] proposed randomized multi-
the end of one route discovery process, the prbtocpath routing algorithm which can be applied to to
finds every sensor node a set of node-disjointgatiselective packets in WSNs to provide additional
to the BS simultaneously. It is highly efficientittv = security levels against adversaries attempting to
an average overhead of less than one routiragquire these packets. By adjusting the random
message per path. A hybrid multipath datgropagation and secret-sharing parametBrard
collection scheme is developed which combine®l), different security levels can be provided by our
end-to-end multipath data dispersion and per-hoglgorithms at different energy costs. Considering
alternate path routing to improve both reliabilitythat the percentage of packets in a WSN that
and security. require a high security level is small, it is beéd

Ravindra Gupta and Hema Dhadhal [13}hat the selective use of the proposed algorithms
explored general security threats in wireless sensdoes not significantly impact the energy efficiency
network and made an extensive study to categorizd the entire system. The proposed work is based on
available data gathering protocols and analyzéne assumption that there is only a small number of
possible security threats on them. Due to limitadio black holes in the WSN. In reality, a stronger elta
of sensor devices, the networks exposed to variogsuld be formed, whereby the adversary selectively
kinds of attacks and conventional defenses againstmpromises a large number of sensors that are
these attacks are not suitable due to the resourseveral hops away from the sink to form clusters of
constrained nature of these kinds of networkdlack holes around the sink. Collaborating with
Secure routing protocols in wireless sensor networmkach other, these black holes can form a cut around
were represented focusing on the problem and tllee sink and can block every path between the
methodology in order to solve the problem. source and the sink.

Suraj Kumar Sharma & Sanjay Kumar Jena [14]
proposed a secure cluster based multipath routingWenjing Lou and Yuguang Fang [17] proposed a
protocol (SCMRP). The SCMRP is thenovel approach to enhance data confidentiality
combination of these two sensor networksservice in the network. The idea is to integrae th
therefore, it provides efficiency as well assecret sharing scheme and multipath routing. The
reliability and the proper use of cryptographicsecret sharing scheme is described that how it is
algorithm provides sufficient security to the semsoapplied to the secure message to be transmitted.
network. SCMRP provides security against variougfter that the distributed multipath routing
attacks like altering the routing information,algorithm is developed to find the desired multiple
selective forwarding attack, sinkhole attackpaths. The algorithm takes path independence, path
wormhole attack, Sybil attack etc. SCMRP mainlyguantity, as well as path cost into consideration.
consists of five phase; neighbor detection andhe simulation is shown that with comparably low
topology construction, pairwise key distribution,complexity, the proposed algorithm is able to find,
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for each source destination pair in the network, a
set of disjoint paths.

Neighbor
Child ode

Hannes Frey et.al [18] proposed new multicast
generalization with fast recovery mechanism to Route CoOntrol M essages
achieve a delivery of multicast message, to improve k
energy efficiency and path to the destination
messages. The proposed solution is based ®&mnding Muttipath Route
minimum spanning tree (MST) which requires
information only on single hop neighbor#

L2 . Source
message replication occurs when the MST spanning
the current node and the set of destinations has
multiple edges originated at the current node.
Destinations spanned by these edges are groupet-----
together, and for each of these subsets the b¢ Encryption
neighbor is selected as the next hop. This selectig gr:(j:ryption
is based on a cost over progress metric, where t| scheme
progress is approximated by subtracting the weig
of the MST over a given neighbor and the subset ¢
destinations to the weight of the MST over the
current node and the subset of destinations.

Sink
Node

Neighbor
Child ode

heme

The paper is organized as follows. The Section 1
describes introduction about WSNSs, design goals,
security goals and threats of WSNs. Section 2 deals
with the previous work which is related to the
multipath routing and secure authentication models.  Figure 1. Process Flow Of Proposed Approach
Section 3 is devoted for the implementation of

proposed scheme. Section 4 describes ti&1Multipath Routing Scheme

performance analysis and the last section concludes
the work.

Neighbor
Child ode

Node supports with number of mobile nodes in
its neighbourhood without relying on a single node
3. IMPLEMENTATION OF PROPOSED to forward a message. If any failure of message
SCHEME arrival, it can be sent on alternative path or on

multipath in parallel. So the impact of isolated

In the proposed scheme, multipath route f@ilures is reduced. In the proposed scheme,
deployed to improve the load balancing and netwdfilltipath routing has been used mostly for fault
lifetime. The encryption and decryption scheme t@lerance and load balancing, and for failure
proposed to provide both authentication and d&ggovery. The communication between mobile node
integrity against the malicious activities. So tea@nd its neighbor node happens either through a
node can assure authenticated route as well as néd&ct communication path or through at most one
The following describes the proposed multipath apgighbor.  This  guarantees that on any

secure authentication scheme. The flow of SAMA¥@MMunication path between two nodes, there exist
is illustrated in figure 1. two disjoint authentication paths. The following

procedure is for message forwarding in multipath
routing. Consider a message travelling a pagh A
A A2....... A, is authenticated twice before it is
forwarded. A creates Message Authentication
Code (MAC) intended for nodes, &and A. A, can
only reach A directly and relies on S1 to transmit
the MAC intended for S2. Before S1 forwards the
message, it creates two new authentication codes
itself for A, and A. It is continued until the
message reaches its final destination. Before & nod
forwards a message, it checks the authentication
codes from the two preceding nodes. If both codes
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indicate that the message has not been manipulatéd, Z4. 1T n"is on the START Tist and the exisfing onefs

the node forwards the message. An exception arises asd bett
when a message is created, where only one MAL 9307 Of PEHer

needs to be checked _by the_immediate neighl_)our Df  56. discard n* and continue

the source node. It is obvious that two adjacerft 27. ifn'is on the STOP list and the existing one
nodes can cooperatively compromise the 28. isas good or better then

communication path. It is able to manipulate ang  29. discard n"and continue

inject arbitrary messages that are routed through 30 g_?gg"e occurrences of n" from START and
them. Th|s seems to be only a sl|ght_|mprovement 31. Add ' to the START list

over simple hop-to-hop authentication at first| 35 | aturn failure

Instead of compromising one node, an attacker now

has to gain control over two of them. And since A  secure Authentication Scheme

they are co-located, an attack should be easys Thy, this phase, both encryption and decryption
it seems nothing much is gained. The followingchemes are implemented. Here three types of
figure shows the representation of multipathterations are used while converting plaintext to

routing. ciphertext. In first iteration, plaintext is conted
‘ PSEC:
\)\ 2. ENC is the encryption function for a symmetric-
Figure 2. Multipath Routing Approach 3. MAC is a message authentication code algorithm

~ — 5 into BCD value. In third, BCD is converted in to
/ Hexadecimal value.
The following cryptographic primitives are used in
constructed from a hash function.
is the decryption function.

into ASCII value. In second, ASCII is converted
W) 1. KDF is a key derivation function that is
‘)\U key encryption scheme such as the AES, and DEC
such as HMAC.

Procedurefor Route discovery processin Multipath Encryption phase

Routing
INPUT: Domain parametei@ = (q,FR, S,p,q,
S wants to establish a connection with D P,n,h) public keyQ, plaintextm.
Initialize START list OUTPUT: Ciphertex(R,C, s, t.)

Initialize STOP list ; ;
Set start node as node_start 1. Selecr €R{0,1}I, wherel is the bitlength oh.

Set stop node as node_stop 2. (K, kK1, k)«—KDF(r ), wherek has bitlengtH
for each node K between node_start to node_sioo+128-
Estimate Delay and authentication status for eddt8. Computek = k' mod n.

node 4. ComputeR = kP andZ = kQ.
8. Calculate energy level and data integrity of each | 5 Computes=r L] KDF(R, 2)

NogokwhE

node — —
9. Store all values in routing table of each node 6. ComputeC = ENGk1(m) andt = MACK2 (C).
10. end for 7. ReturnR,C, s, t)

11. Add node_start to the START list .
12. while the START list is not empty Decryption phase
13. Get node n off the START list with the lowest I(M)[ INPUT: Domain parametei® = (q,FR, S,p.q,

14. Add n to the STOP list ; ;
15. if nis the same as node_stop it is found the P.n,h) private keyd, ciphertexi(R,C, s, )

solution: OUTPUT: Plaintexim or rejection of the
16. return Solution(n) ciphertext.
17. Generate each descendant node n' of n 1. Comput&Z =dR
18. for each descendant node n' of n 2. Compute = sl KDF(R, 2)
19. Setthe parentof ' ton 3.(k_, kL, k2)—KDF(r ), wherek_ has bitlength

20. Set h(n") to be the heuristically estimate +128
21. Delay and authentication status to node_stop ’ ,
22. Set g(n) to be g(n) plus the packet loss rate ang 4. Computek = k" modn.
data integrity to get to n' from n 5. ComputeR’ = kP.
23. Set f(n") to be g(n'") plus h(n") 6. IfR = Rthen return(“Reject the ciphertext”).
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7. Computa’ = MACK2(C). Ift  =tthen Simulation Time 60 sec
return(“Reject the ciphertext”). Traffic Source CBR

8. Computan = DECK1(C). Packet Size 512 bytes

9. Returnfn). Mobility Model Random Wav Point
Proof for Decryption: If ciphertext(R,C, s, t\was To . O: I 1a5% Ogrl]b't/?:ﬁy oin
indeed generated by the legitimate entity when ransmitter Amplifier P/l
encryptingm, thendR = d(kP) = k(dP) = kQ. Thus Package rate 5 pki/s

the decryptor computes the same kéys ki, k2) Protocol LEACH

as the encryptor, accepts the ciphertext, and A performance Metrics
recoveram.

B. Proposed packet format We evaluate mainly the performance according

to the following metrics.

Source | Destination | Authentication | Packet Energy CRC End-to—end delay The end_to_end_de|ay iS
ID ID Status Integrity Conservation ) L.
Status | Rate averaged over all surviving data packets from the
2 2 4 4 4 2 sources to the destinations.
Figure 3.Proposed Packet Format Packet Delivery Ratio: It is the ratio of packet

In fiaure 3. the oroposed packet format is show received to packet sent successfullyhis metric
9 : prop P Nndicates both the loss ratio of the routing protoc

Here the source and destination node ID carries d the effort required to receive data. In theide
bytes. Third one is authentication status of thgcenario the ratio should be equal to 1'

node. The authentication status induces the WhetherCommunication Overhead: It is defined as the

the transmission of packets are travelled throughy,| hymber of routing control packets normalized

authenticated route. In fourth field, the paCkebythe total number of received data packets.
integrity status is indicated. It determines how

much of the genuine packets are transmitted Throughput: It is defined as the number of

between source and destination node. It alseackets received successfully.

determines whether packet contains authorized The simulation results are presented in the next

information. In fifth, the energy conservation cati Part. We compare our proposed scheme SAMRP

is allotted to ensure minimum energy consumptioith EMRTEM, ADAPT in presence of secure

The last filed CRC i.e. Cyclic Redundancy Checlauthentication.

which is for error correction and detection in petck ~ Figure 4 shows the results of packet integrity

while route maintenance process. rate for varying the speed from 20 to 100 msec.
From the results, we can see that SAMRP scheme

has more packet integrity rate than the EMRTEM

We use Network Simulator (NS2.34) tojm— = = e
simulate our proposed algorithm. Network PktIntegrityrate(%)
Simulator-3 (NS2.34) is used in this work form[IEIEI —
simulation.NS2 is one of the best simulation tool{ ™ e
available for Wireless sensor Networks. We caj #0000 = SENFP

T

easily implement the designed protocols either by snmm
using the otcl coding or by writing the C++| g b \\
Program. In either way, the tool helps to prove ou - - -

/

theory analytically. In our simulation, 250 mobile
nodes move in a 1600 meter x 1600 meter squg 70000
region for 60 seconds simulation time. All node{ 7y
have the same transmission range of 250 mete
Our simulation settings and parameters af

/

£5.0000

summarized in table 1. £0.0000
Table 1. Simulation Settings And Parameters Of | “"
SAMRP 500000
No. of Nodes 250 45,0000
Area Size 1600 X 1600 40,0000 ‘
Mac 80211 20,0000 40.0000 50.0000 80.0000 WDD.DDDDSPeEd(mSJ
Radio Range 250m Figure 4. Speed Vs Packet Integrity Rate
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Figure 5 shows the results of communication Figure 7 presents the comparison of data
overhead for varying the mobility from 20 to 100.delivery rate. It is clearly shown that the data
From the results, we can see that SAMRP hagelivery rate of SAMRP is higher than the
communication overhead than the EMRTEM andEMRTEM and ADAPTS schemes.

ADAPT schemes.

o

CommunicaionCverhead. pkts)
1.400

xgraph X

CommunicationOverhead(pkts)
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Figure 5. Mobility Vs Communication Overhead Figure 7. No. Of Nodes Vs Data Delivery Rate

Figure 6 presents the network lifetime comparison Figure 8 shows the results of Time Vs End to
for SAMRP, EMRTEM, ADAPT. It is clearly seen €Nd delay. From the results, we can see that
that number of epochs consumed by SAMRP iSAMRP scheme has slightly lower delay than the

high compared to ADAPT and EMRTEM.
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Figure 9 Pause Time Vs Throughput
Figure 9 presents the comparison of throughput.
It is clearly shown that the throughput of SAMRP is
higher than the EMRTEM and ADAPTS schemes.

5.CONCLUSION

In this research work, we have developed a
Secure Authentication based Multipath Routing
Protocol which attains Establishment of Multipath
Routing and Authentication scheme to make a
correct balance between network life time, data
integrity and throughput to the sensor nodes. én th
first phase of the scheme, multipath routing is
proposed. In second phase, secure authentication
scheme is deployed to protect data against
malicious activities. In third phase, packet fornsat
proposed. It contains following factors packet
integrity status, authentication status to favour
better route selection and reduce the effect of
malicious activities by maintaining high secure
authentication for each node. We have
demonstrated the multipath route discovery
procedure of each node. By simulation results we
have shown that the SAMRP achieves good
throughput, high network lifetime, high packet
integrity rate, good data delivery rate while
attaining low end to end delay, low overhead than
the existing schemes EMRTEM, ADAPT while
varying the number of nodes, speed, mobility and
pause time.
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