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ABSTRACT

Now-a-days Cryptographic smart cards are being fmechost of the online transactions in many fields
But the security and the privacy of usage of th@wart cards have been threatened by various attacks
hack the passwords of the smart card users. Sinta) length passwords are easily accessible tkehsc
users and organizations adapt to longer passwartts @hange their passwords frequently. But thie ais
having longer passwords or changing passwords drgtyis that the passwords could be easily foegott
Researchers have got this into their main concerh feve worked on improving the security of these
Cryptographic smart cards. They have employed aséeeyptographic techniques to embed the card holde
details and the password into the smart card. Hewdliose methods invented to improve the smad car
security are not up to the requirements. In thiskwave have designed a secure technique by iniagrat
both Cryptography and Steganography which can le=l der Smart Card Security. Initially, user’s
confidential details are encrypted using the mestee Elliptic Curve Cryptography (ECC) techniquel a
then the encrypted cipher is embedded into thesug@otographic image using a novel proposed
steganographic technique named Optimized Modifiedtrid Encoding (OMME) algorithm. While
embedding the encrypted user details into the inwgihe user, in order to reduce distortion of eteg
image, an Optimization algorithm, Atrtificial Bee IBay (ABC) technique is used to select the imagelsi
where the secret data should be embedded. Onhibe end, the secret data embedded into users’ ilsage
extracted and it is de-ciphered. If the match ogcdihen user will be authenticated. This proposed
technique increases the level of security and fhuisn be used for the security of smartcards when
compared to existing methodologies, since ECC irersecure than any other cryptographic algorithth an
the modified matrix encoding using ABC algorithm keds more number of message bits and
simultaneously reduces distortion in stego image.

Keywords: Elliptic Curve Cryptography (ECC), Optimized Modii Matrix Encoding (OMME), Artificial
Bee Colony (ABC)

1. INTRODUCTION national defense. The security field uses three
different types of authentication: (i) a password,

Today’s applications require more functionalityP!N, or piece of personal information (ii)a card/ke
and security and are much more complex. Securifgmart card, or token (like a SecurelD card); aiid (i
is basically the protection of something valualole ta biometric [1]. A smart card, a type of chip casd,
ensure that it is not stolen, lost, or altered. Teren @ plastic card embedded with a computer chip that
“data security” governs an extremely wide range o$tores and transacts data. This data is associated
applications and touches everyone’s daily lifewith either value or material or both and is stored
Concerns over data security are at an all-time,higgnd processed within the card’s chip, in the
due to the rapid advancement of technology intBemory of a microprocessor [2]. France was the

virtually every transaction, from parking meters tgiation to invent smart card technology earlier, but
because of its limited technical infrastructures an
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as it was expensive, consumers were not interestedThe password guessing attack can be classified
to adopt these cards. These cards provided oniyto online and offline password guessing attack.
limited capability to store the user's personallhe attacker uses the guessed passwords iteratively
information securely [3]. To ensure theto pass the verification of the server in an online
development of smart card technology, it ismanner in online password guessing attack. While
necessary that the users must be made to trust thatoffline password attack, the attacker intercepts
their personal information’s are not passed on tsome password-related messages exchanged
third parties. It could be ensured by the use dietween the user and the server, and then itelative
formal techniques for the specification andguesses the user's password and verifies whether
verification of smart card applications [4]. Thehis guess is correct or not in an offline manndj.[1
smart cards used in early days were limited t®articular attention is needed when security is
mechanisms that prevented the card from beirgsked to be adaptive and when privacy is asked to
filled up again. Today's smart cards are reusablbe preserved. Adaptivity requires flexible
holds large amount of data with high transactioprocedures of control being able to react to
rates. These smart cards are equipped wisituational changes in a non-intrusive way [12].

microprocessors which are capable of performing Logical attacks on smart cards focuses on

on-card operations [5]. It can provide identifica] different aspects of potential logical flaws that

authentl_catlon, data storage and t'leplIcatlogxists on the Hidden Commands, Parameter
processing.

Poisoning and Buffer Overflow, File Access,
The smart cards are very useful in theMalicious applets, Communication Protocol, Weak
commercial security world, because most of ther@ryptographic protocols. Side-Channel attacks on
are developed with cryptographic tools. Smart cardsmart cards represent the attacks which observe the
have the remarkable benefits over their magnetitbehavior and characteristics of the smart card
stripe associates of being able to executgansactions through various parameters like power
cryptographic algorithms in their internal circyitr consumption, electromagnetic radiation, time, and
This means that the user's secrets (be these Pibltage. Hence, the basic functionality of
codes or keys) never have to leave the boundari€syptographic Smart card security system is being
of the tamper-resistant silicon chip, which bringconsidered obsolete. Based on the above details, it
maximum security to the overall system in whichwvas very clear that any smart card security system
the cards participate [6]. Some of the domains thé breakable. However, there is usually an estimate
are currently using smart cards arefor the cost required to break the system, which
telecommunication industry, banking industry forshould be much lesser than the value of the data
credit cards and debit cards, healthcare domaibeing protected by the system [13].
audiovisual industry, identification industry,

transportation industry, access control industry et The ‘combination of a smart card and a PIN

[7]. These cards are built-up with cryptographic(e'ther represents a secret key or password)

computations based on secret keys embedded F{:F‘owdes Two-Factor Authentication, where two

their non-volatile memories. Usually the attacks o en;;g;s cnaer?j(;e:; dS:?nig?ng p?gg'cfslérek:c‘:‘v%rs h(zs
smart cards are performed to extract these sec g

keys from the tamper resistant card in order toI )- Since something physical and something non-

modify the contents in the card and perform aRhyS'Cal are both required, th? V?S“" IS a mu<_:h
more secure means of authenticating users. Logins

authorized transaction [8]. An authenticationb
. L ased on usernames and passwords are not as
technique would be more effective in such cases.

An authenticated smart card operates only whenséglrjr:zm: ;\r,(veo egsﬁact;)éte'ra\rzmggucflOtnheSIn;?e
PIN is fed. After authentication, the smart card’ y y

signs a time-stamped certificate to delegate agiart essenu:_;\IIy single-factor authentication  (i.e.
user's authority for a particular time period [9]"some.th|ng you know — the password or personal
There are many password authentication schem ggnuﬁcauon number (PIN).
A remote password authentication scheme used in Two-factor authentication offers identity theft
remote networks is also a password authenticatiqggrotection by making it difficult for attackers to
scheme. In remote password authenticatiosteal users' online identities. Two-factor
schemes, the communication links among logimuthentication requires the user to physically
points and the system are long and insecure [10]. possess something in addition to something the user
knows [14]. Generally speaking, two-factor
authentication protocols should consist of
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registration, login and verification phases. Therus communication cost of authentication includes the
and server share a secret, which is stored ingbe ucapacity of transmitting message involved in the
smartcard, by combining it with the user passworduthentication scheme.

in the registration phase [15] [16]. The remaining

section of this paper describes about the works Manoj Kumar [21.] h"?ls proposed an enhanced
remote user authentication scheme with smart card

;?I:tfri to smart card security and the ProPOS&Rat not only rgsolves all the security problems of
' Hwang and Li's scheme, but also adds mutual

2. RELATED WORK authentication, session key generation and
password change phase and provides forward

I-En Liao et al. [17] have presented a newsecrecy to the long term secret key of the remote
password authentication scheme to solve theerver. In this scheme, the server and user
problem of password authentication in insecurauthenticate one another and then generate a secret
networks. This scheme employs some basisession key for secure communication. Also, the
concepts, such as one-way hash function, e.gemote user is free to change his/her password

MD5, or SHA-1, discrete logarithm problem, andwithout connecting to server.

Diffie—Hellman key agreement protocol. The

security of this scheme is based on having both the YongSoo Chqet al. .[22] hav_e propos_ed an
. . . mproved modified matrix encoding technique on
properties of discrete logarithm problem and

secured one-way hash function. This scheme dogtseganography. _They proposed_ this technique_ to
not add too much computational complexity. In thi [Mprove the qua_hty O.f the stego image _by reduqng
scheme instead of having verification table fo he amount of distortion that occurs while applying

storing encrypted user password the server kee oem Sr;[aes%aerc]iogc;grpnr;?n mritQOdcotr?ce:\r;reatelzinagr? tlr?e
only one secret key ‘X’ known and maintained by P ' Y

the server. This scheme is a better approach and %uantization table to reduce the distortion of the

primary merit is in its simplicity and practicalifgr image in compressed domain, while the previous

: . : . echniques were concentrating on the change of the
implementation under insecure networks. But if théoefﬁcients to hide the data and then reduce the

Zzgregyle(gy is known to others, this scheme Iistortion. The Modified Matrix Encoding
' algorithm (MME) reduces the degradation
Rajaram Ramasamgt al. [18] have proposed a occurring during embedding process of the JPEG
password authentication scheme for smart cambefficients. But their proposed technique proved
using RSA. In this scheme, the login request fer ththat, there is some more possibility to reduce the
user was generated based on password, current tidistortion by making changes to MME. Here, they
and user’s secret information. The server does nbave considered the effect of the quantizationetabl
maintain any password table and instead ivhile modifying the JPEG coefficients. The
maintains only the registration time for every userexperimental results of their proposed technique
This scheme also restricts well-known attacks withas shown that considering the quantization fastor’
a reasonable computational cost. effectiveness rather than considering the erranfro
modifying coefficients results in stego object with

Yadholla Eslamiet al. [19] have proposed a igh image quality.

hardware implementation of three standaré‘
cryptography  algorithms on a universal S. Brindhaet al. [23] have proposed a LSB
architecture. The micro-coded cryptographysteganographic technique based smart card
processor targets smart card applications aralthentication system in which the finger print
implements both private key and public keyimage of the user is hidden in the face image ef th
algorithms such as DES, AES and ECC in terms afser. This system had used an encryption technique
simple logical operations and also meets the powand a steganographic technique. They have used a
and performance specifications. 24 bit colour image as the cover image. The
Sandeep Kumar Sood [20] has proposed a nef\i,\r)gerprint image of the user is encrypted along

dynamic identity based authentication scheme thét\f'th the password provided by the user using an

uses the nonce and timestamp at the same time ncryption algorithm before embedding it into the

resolve the problem of stolen smart card a\ttacﬁgVer image. Then the encrypted finger print image

keeping the merits of Liet al’ s scheme which is a = embedded into the cover image by using a
ping ST .Scattered LSB steganography method, which
nonce based mutual authentication scheme STlaTe A - .
smart cards. In the obroposed brotocol. thd difies the least significant bits of the cover
' prop P ' image. But this technique did not embed the
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fingerprint image bits linearly. Instead the3. PROPOSED SYSTEM
encrypted fingerprint images were embedded into
the cover image bits based on Psuedo RandomThe smart cards are embedded with integrated
Number Generator (PRNG). The values of theircuit (IC) chips, mostly microprocessors which
PRNG were based on the password provided by tlaee capable of storing data and at the same time
user. The performance of this scattered LSBhey can perform operations using the data stared i
technique was compared with the performance dhese cards. Most of the manufacturer’'s desigm thei
ordinary LSB technique in terms of PSNR values o$mart cards with microprocessor chips having
the stego image. inbuilt encryption techniques like DES, 3DES and
RSA. But as mentioned above, those cryptographic
Igorithms are vulnerable to attacks of hackers and

:tlgcgggl_zr vcit(;ngr]asziscterrrr:oggseldn (t)r?ei?nwgrnlf rtoh\gel truders. So an alternate mechanism combining a
9 yptograp ’ Ynore effective encryption technique and a

have presented the application of bc_>th cryptograph eganographic technique is proposed here. This
and steganography to develop an improved m0d§roposed technique provides a two factor

for secure remote electronic voting system. The djthentication where the first factor lies in

have used a general private key cryptographic an ' : .
LSB steganographic technique in their work. Theencryptmg the user detalls_ using ECC and f[he
Second factor of authentication lies in embedding

vote of the_ voter is the secret message and it {Re encrypted cipher into the digital photographic
embedded into the cover image. This work reSUIteﬁlnage of user using optimized modified matrix
e B o o 2 S*0scocing steganograptic techique. Then at tr

Y- i i fminal end, the hidden message is extracted from
from the cover media only with the help of the

. . the digital photographic image of the user and
stego key. They have implemented their propose crypted. Only if both image and user details are

model on a client-server based architecture mod atched, the user is authenticated and granted

which is three-tier architecture. permission to perform required operations.
H S Manjunatha Reddst al.[25] have proposed

. The trigger for implementing this technique to be
a wavelet based non LSB steganography. In th'ussed in smart card by integrating both

work they have initially segmented the cover imag%:yptographic and steganographic technique were

Olaniyi. O. Met al.[24] have proposed a secured

into 4x4 cells. Then DWT was applied to these 4x e attacks made on cryptographic smart cards. The

cells. Among that, they have considered the 2xmain vantage of using steganography is that the

cells of the HH band of DWT. These cells WerSidden information is not known to naked eyes.

manipulated with a payloa_ld bit pairs using ident.i'%lso since the microprocessor embedded in smart
gqxatl:gété% %(;?nerakt: Sitr??r?elrggs%?ﬁal—ircﬁ p.%'g?\‘/j a\tl)gle'csards can perform operations on the data stored on
g Key : it, both cryptography and steganography are used

basedd r;on bLSB bst?ganograﬁ?y tecrmgu%.twfa}gr additional levels of security. This proposed
2;2;2 d dez int% th; gf)veflinnigge ien di?gé,t?a AIsc|> th'%ystem consists of two main operations, the first
PSNR values are high when steganogra)p/;hy s dc)%ne is encryption of secret data using EIIipt?c@ur_
using IWT when compared to steganographle?yptography (I.ECC) _and the_ second part Is h|d_|ng
erformed by DWT the encrypted cipher into digital photo image using
P y ' optimized modified matrix encoding steganography
technique. The structure of proposed novel
technique is illustrated in Figure. 1.
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User Details Compute cipher
B.g. by ECC

Password algorithm .
Embed the cipher

into selected
cover block Compute
pixels using distortion

OMME technique

Select random
cover blocks
using ABC
Optimization

Image I:[>

F 3

Figure 1: Structure Of Proposed Secure Smart Casthiy ECC And Optimized Modified Matrix Encoding Ard@que

Initially, the users’ data is encrypted using ECQs known only by that particular user. In ECC the
algorithm to obtain the cipher. By applying ECCpublic key is any point on the curve and it is
algorithm over a prime field f~an encrypted cipher obtained by multiplying generator point G along
is obtained. Later this cipher is embedded intosusewith private key. Private key is any random
digital photographic image using an optimizechumber.
gqlsglr?[?\?n. r?%te”x m :(;]i:‘:izgmgm atﬁ;egagﬁg(r)%pi): éCAs mentioned above, the security and secrecy of a

steganographic technique is optimized usim‘(l:r:yptographic algori_thm_lies in the_ <_:omp|ex
Artificial  Bee Colony (ABC) optimization athematical operations it performs. Similarly the

algorithm. Initially this modified matrix encoding efficie_ncy of ECC lies in e_IIiptic curve Discrete_
technique assumes to modify all the image pixels OL,ro_ganthm Problem. The main operation of ECC is

digital photograph to embed the encrypted ciphep.gl(;].t. multlgl|cat|og V\g}.'Ch involves both point

When all cipher is embedded into all image pixels"fl ftion and point doubling.

the distortion in the stego image will be high.t8o . .

reduce distortion, the optimal image pixels aret L FCCdovgraPrr]|me|F|<e_ld '|:P .

selected to embed cipher using ABC optimization By foundation, the elliptica curve operations are

algorithm. very.slow. But a cryptographl_c algorlthm must be
fast in computation to make it more efficient. So,

3.1. Elliptic Curve Cryptography (ECC) the operations of the elliptic curve cryptographic
algorithm are defined over two finite fields (i)

Initial process in this technique is encrypting théPrime Field and (i) Binary Field. For our

user details along with their password using amplementation, we have used the ECC over prime

effective cryptographic algorithm. Here, encryptiorfield F,. The equation for elliptic curve over, 5

of the user's secret data is done using the mogiven by eq (1).

secure Elliptic Curve Cryptography (ECC)

algorithm. The efficiency of a cryptographic y2 modp = x

algorithm is based on the complex mathematicgjhere,

operations it performs which are not easy to solve. 3 2

ECC is a public key cryptographic algorithm were 4a” + 270" modp#0 (2)

the cryptographic operations are described over anand the value of p is chosen such that there are

elliptic curve y2=)3+axtb where 433 +2m2 20  large number of points on the elliptic curve to mak

. .. the cryptographic algorithm more secure.
Based on the values & and b different elliptic yptograp 9
curves are generated and all the points (x, y) that. Point Multiplication:
satisfy the above equations lie on the elliptioveur The point multiplication is the main operation of

. . : ECC algorithm. In this operation, a point on the
Public key cryptography is a cryptographic SYSteMve is multiplied with another scalar value to
where all users taking part in the communicatio%btain a new point

makes use of a public key and a private key. Only
the public key is known to all users and privatg ke

3+ax+b 1)

e —
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kp=Q (3) < Generate secret message

Wher?’hk is thef[ scalltz_;\rl_antq P is abpoint h(_)n tt;em =(M.xj,Yj).c9)) | If size s is not equal
curve. This point multiplication can be achieved 2 ox) Z gvi) £ gc
only by performing two other main operations"e"s(m ) i) # o g|)’ then append
namely the point addition and point doubling. zeros to the actual value.

B. Point Addition: 3.2. Optimized Modified Matrix Encoding (Data
Point addition is the process of adding two points hiding technique)

on the elliptic curve to obtain another point oe th
same elliptic curve. Let J and K be two points on For this proposed technique, to embed the cipher
elliptic curve. These two points are added to obtainto the users’ digital photographic image, an
another point L on the same elliptic curve. optimized modified matrix encoding data hiding
L=J+K technique is used. Usually in modified matrix
- encoding technique, all the pixels of the image are
C. Point Doubling: _ o ~ modified with secret data. Because of this, a fot o
In point doubling, a point on the elliptic curve isgjstortion occurs in resulting stego-image, which
added to itself to obtain another point on the samguld be easily detected by Steganalysis. Hence,
elliptic curve. Let J be a point on the ellipticree,  selected pixels must be used to embed the cipher
and it is added to itself inorder to obtain anothefext into cover image. For this selection of pixels
point L on the elliptic curve. It is given by, ABC optimization algorithm is used. By using this
L=2] technique, the system assumes to embed the cipher
) i ®) into different pixels of cover image and selects th
In ECC over prime field, the elements of theyixels where the distortion is low. The following

prime field are the numbers between 0 and p-kection describes the ABC algorithm and Modified
Also the domain parameters for this ECC ovefatrix Encoding technique.

prime field F constitute the coordinatesa, b,

generator poinG, prime numbep and the order of 3.2.1. Artificial Bee Colony (ABC) Optimization
elliptic curven. T'e main advantage of using this Algorithm

ECC as the cryptographic algorithm is its key size

which is small and constant. A 160 bit key used in The Artificial Bee Colony (ABC) algorithm is a

ECC is considered to be as strong as 1024 bit k&warm optimization algorithm which is based on
used is RSA cryptographic algorithm. the behavior of honey bee. In ABC algorithm, three

] ] o kinds of bees are involved.
3.1.2. Encryption via Elliptic Curve Cryptography
(ECC) » Employed Bee
* Onlooker Bee
This section briefs about the process of Scout Bee
encrypting user information using elliptic curveAmong these, the employed bees are the worker
cryptography. In ECC, we randomly select a basibees and both onlooker bees and scout bees are
point P; that satisfies eq.1 mentioned in previousinemployed bees. The steps of functioning of ABC
section. To perform encryption on the givemalgorithm is given below.
message (eg. Password), we need to selectea |nitial food sources are assigned to each
private keyPy which is a randomly selected integeremployed bee.
less tharN and we generate a public keyP*P;. «  Repeat
: P ; . 0 Employed Bees Phase
gé%ger};tin((j?agﬁgﬁgr ;rr: steps involved in = Each employed b_ee finds the food source
allocated to it and registers the nectar amount in
% Choose a random integerfrom N (k< N), Kis  that food source.
a prime number) * Calculates the fitness value of the food source.
% Calculate €91 = k(M = pPk*Xj): here ml O Onlooker BeesPhase

represents the message bit ahds the number of * Depending on the waggle dance performed by

characters in the message. (6) the employed bee an onlooker bee selects its food
. L vi) = pL * ' source and finds the neighborhood of that food
< Compute(Xj+¥j) = Pk * (%.Yi) (™) cource.

= Find the nectar amount in the neighbor food
source and calculate its fitness value.

e —
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= Compares the fitness of both the food sourceslects a pair of valuest and B such that
and selects the food source with best fitness value g 0 g=b

0 Scout Bee Phase '

= |t selects a food source randomly based on the Let EB be the embedded block, and if the value

onlooker bees selection of b is 0 there is no need to change the cover block.

= Food sources that cannot be improved ardlse the bit positiona andp of the cover block are

neglected or abandoned. changed based on the ABC optimized bit positions.

0 Memorize the best food source. _

+  Until (Requirements are met). EE{ CBifb =0 9)
Similarly, to select the best pixels from the cover ¢ cbz.... = cby . =Cbg -, cby, if b#Oanda 0 =D

image for embedding the secret value (eg. PIN,
Passwords, Private keys), optimization using thg.2.3. Embedding Cipher into Digital Image using
ABC technique is deployed in the modified matrix Proposed Technique
encoding algorithm. Instead of food sources, it
selects the pixel values in digital image and makes Image steganography is the art of hiding secret
changes by embedding the cipher and then tests fg4ta into digital images as carrier, where the main
distortion. The algorithm is repeated until araim should be to make the hidden data more secure
embedding with less distortion is gained. against the effect of steganalysis by reducing the
3.2.2. Modified Matrix Encoding rate of distortion in the stego-image. Usually in
T images, the pixel values of nearby pixels will be
The Modified Matrix Encoding technique is the.Cltjse'y relgted. But when some dat.a is embedded
steganographic algorithm which implements matri{"© thgse images by changing the p|er§ values and
encoding. F5 steganographic algorithm [26] was thi the dlf_ferepce. between_the chan.ged_ plxell _and the
first steganographic algorithm to implement matrixaICtual pixel is high, then it results in high drsitn

encoding. In F5 steganography, there are two step%;sggga'l?;g;sn?_@ﬁgge tﬁeczog:ge?: ?r?s\l,%i?;?efrfg

i. Permutative Straddling secret message is to be embedded should be
ii. Matrix Encoding selected with more care, inorder to prevent the
In permutative straddling, initially the image stego-image from steganalysis and distortion.
pixels are shuffled using a permutation which
depends on a key. Then it performs matrix
encoding on the shuffled pixels and after encodin
the pixels are rearranged based on the permutati
sequence. S

To provide the ability of high level security in
mart cards, this proposed work has been
plemented in such a way that the data to be
ecured is initially processed with public key
cryptography using ECC and then the encrypted
This matrix encoding makes use of (1,nKkipher is embedded into the digital photographic
encoding to embed k number of secret bits into image of user. Here, steganography is performed by
number of cover block bits by changing one biusing an optimized modified matrix encoding
position. The bit positio to be changed in cover technique. This optimized data hiding technique is

block CB is found by, a unigue mechanism combining modified matrix
encoding technique and artificial bee colony
b=MByjt LI CByj (8) algorithm. In this optimized data hiding technique,

If the value ofb is 0, then there is no need toinitially a cover block is selected and the secret
change any bit position in the cover block. Else thmessage (i.e. cipher) in the message block is
bit positionb in the cover block is changed eitherembedded into the cover block by changing its
from 0 to 1 or from 1 to O. binary pixel values.

In modified matrix encoding technique, instead Let | be the digital photographic image of the
of (1,n,k) we make use of (t,n,k) where the valtie quser of sizeM xN and let S be the secret

t=2. In this technique, k numbers of message bloc#ﬁ Th trix f fi o
(MB) bits are embedded into n number of bits o essage. The matrix form of imageis given as,

the cover image blocks by changing two bits of the
cover block CB. This increases the choice of
selecting the bits to be changed. In F5 matrix
encoding, the bit positiob in cover block will be
changed. In modified matrix encoding, the bit
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17 l12 . R P1N process continues until the fitness, i.e, the dista

YR ] ) Ion between the original cover block and modified
- _ . _ . cover block becomes very low. Finally when the
optimal blocks for embedding secret message are
| | | found, the index values of those blocks are
M1 M2 .- TMN embedded either at the initial or final pixels bét
Then based on the size of the messaggage.
blockMB, the cover blockCB in which the bits .
3.3. Image and Infor mation recovery

of MB are to be embedded is selected randomly

using a sliding window. Let the size B be L At the receiver side, the following steps are
and hence &£B of same size is selected. performed to recover the secret message.
L ., Divide the stego-imagé,, into M number of
CB:ZCQ (10) °n g g M
i=1 blocks, which is denoted :hgl , and extract the
The cover block pixels can be selected by, initial pixel value which contains the index values
of the modified cover blocks.
ch, ch,,, ch,., «  Perform vertical raster scanning process on
CB=| Chun  Chnugy  Chugn (11) the imagel V'\\fl based on the index values.
Chon  CBroney  Chionin) %  Select the modified cover blocks by index

where @ is any initial random pixel value and based oneq.11.
the remaining pixel values of the cover block aré® Extract the pixels from the selected cover
based on this representation. Wh&B has been blocks and compute their binary values and then the

selected, the cipher is embedded into it based &§C” values to retrieve the encrypted cipher.

XOR functionality of matrix encoding. The Decrypt_ the C|p_her to obtain the orlglnal_
message by using public key, and allow access if

modified image pixelM, after embedding the the user is authenticated.
secret message either by changing the pixel value
or without making any change could be derived. RESULTSAND DISCUSSION
from,
. The proposed secure technique using ECC and
_ —_— 12y an Optimized Modified Matrix Encoding technique
Men ;{((mh Deby).ch)+(mh Dey).ch )} (12) is implemented in the working platform of
- . MATLAB version 7.12. The given input
tht\a,v?g\szrnt])?o(?l?(g)itcsbrggiézgvr;issage block bits a ormatioq is encrypted .by ECC_: and.the secret
: message is embedded in the input image. The
Now the modified cover blocks are obtained angample image used for this implementation is
if the secret messages were embedded into cowrown in figure 2.
block by changing their values, then this resuits i
distortion of the cover block pixel values. Hente i
is necessary to find the amount of change between
the actual cover block pixel values and the
modified pixel values. This distance is calculated
using the following equation.

13)
Figure 2: Sample Input Cover Image

Similarly, the distortion level in each modified The encrypted cipher message is embedded into
cover block is calculated and the overall averaghe sample input cover image and we obtain the
distance is set as the fitness value. Then usinG ABmessage embedded stego-image, which is shown in
evolutionary optimization algorithm, a new set ofFigure. 3.
cover blocks is selected and the secret messages ar
embedded and its overall fitness is evaluated. This

e —
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Steganography Image The performance of this proposed method is
analyzed by embedding the secret message into five
images and their PSNR values and Distance values
(fitness) are demonstrated in Table 1.

Figure 3: Stego-Image

Table 1: Performance Results Of Proposed Technique

Retrieved Maximum Minimum Extracted
Message Cover Images Stego-Images Image PSNR Distance Distance M o
value values values &g

Steganography Image

' 45.8603 60.4318 47.0319 HELLO

"I 40.2438 60.6877 51.1566 HELLO

Steganography Image

‘ a 41.6862 60.0417 54.754 HELLO

Steganography Image

’ 36.3978 66.453 55.6507 HELLO

Steganography Image

41.6944 61.4898 40.6448 HELLO
e

This proposed methodology is compared with the guerdnce of Least Significant Bit (LSB)
steganography. The result of the existing LSB tapnis demonstrated in Table 2. As can be seen fro
table 1 and 2, our proposed technique performanbagh in terms of PSNR value and distance valoas t
the conventional technique, which means that tbpgsed technique reduces distortion in stego-image.

HELLO

B e
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Table 2: Performance Results Of Existing Technique
Retrieved Maximum Minimum Extracted
M essage Cover Images Stego-Images Image PSNR Distance Distance M
essage
value values values
' I 25.0452 169.1449 169.0739 HELLO
’7 Y
:! ) 25.1568 169.136 169.0739 HELLO
HELLO !g ! [ !g 25.4688 169.1538 169.0621 HELLO
ia ga 25.1888 169.1213 169.0710 HELLO
27.3910 169.1153 169.0592 HELLO

By comparing the results of our proposedhe most secured cryptographic algorithm. The
technique and the existing conventional techniquenain advantage of using ECC is its small key size.
it is undoubtedly very clear that proposedAlso for embedding the cipher optimized modified
technique’s performance is comparatively highematrix encoding technique has been used and this
than existing technique. The results exhibit thembeds more number of secret bits and at the same
maximum distance values and minimum distancéme reduces the distortion in the stego-image.
values between the original image and the stegérom the results of this implementation, it is clea
image. The proposed optimized embeddingo conclude that this proposed secure technique has
technique has reduced the distance between theercome the conventional technique in terms of
original image and stego image from 60.4318 t®SNR values and Distance values. Also this
47.0319 for the first image, 60.6877 to 51.1566 itechnique has optimized the distance values to a
second images and so on, whereas the conventiopaktty great extent. Hence this technique can be
techniques distance values are very high and it hased for the purpose of security in conventional
also failed to optimize the distance valuescryptographic smart cards where security is under
Similarly, the PSNR value of the conventionalgreat threat.
technique is also very low compared to th
proposed secure technique. %EFERENCES
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