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ABSTRACT

Pattern mining increases extra awareness due furatgical relevance in many fields, such as, lgglo
medicine and so on. Recently, a few researches Iheae presented in the literature about the mining
privacy preserving patterns. There are more nunabedata mining techniques developed to find out
important information, yet the way of mining thetalfrom the database is not concerned about thaqyi

In this paper, we have selected the medical da¢abad created the privacy on the patient's medical
database while the hospitals share their dataherairganizations. In case of sharing the medietéd,d
preserving the privacy of the data is also of iniece as it may lead to violation of individual tijpat)
highly personal information. Based on the orgaiorel need, the hospital can make the privacy on
particular datum alone, say on type diseases. dhréspective way, a choice is given to the hokpita
where to make the privacy and this may vary dependin the organization. Here, we have made the
privacy on four different types of diseases groupedsensitive diseases, frequent diseases, seasonal
diseases and geographical diseases. Privacy gfatent records are obtained by modifying the oagi
database. Here, Prefix span algorithm was usenhiioing important diseases from the database. Tédtre

of mining was not worthy comparing the result withe original medical database. Finally the
experimentation was made with the synthetic dataedt an analyzes on the difference among the four
types of diseases while make the privacy in terfiBeexecution time, memory usage, was done.

Keywords: Privacy Preserving, Medical Database, Prefix Span, Sensitive Diseases, Frequent Diseases,
Seasonal Diseases And Geographical Diseases.

1. INTRODUCTION regardless of the size of the dataset. Thirdlyadat
mining must handle noisy or missing data within a
Based on numerous research works it has beeataset and still be able to produce an accurate
found that, data mining concept generally dealsepresentation of the data in the form of a model.
with the extraction of potentially useful informati  Next, end users must be able to perform data
from large collections of data with a variety ofmining tasks without having an extensive
functional areas such as customer relationshimnowledge of data mining algorithms. Data quality
management, market basket analysis, and bits an important aspect of data mining. High quality
informatics [1]. Data mining can be used fordata that has been prepared specifically for data
predicting and analyzing the medical records ofnining tasks will result in useful data mining
hospitals in a town, for example, potentialmodels and output. Data which is inaccurate,
outbreaks of infectious diseases, analysis dhcomplete, insecure, ambiguous, or outdated may
customer transactions for market researche considered as a low quality data [3].
ggfalllﬁtr']?:g isetl(; ] gTeh: ngsits %Ljrﬁ)g Itlga;rc())r\:v?;(:)?;yf(i).r Currently, for effective sharing of medical data it

e years (2 Data mining can be a comple arff SSETA 10 proncte e colabaaton wine 1,
difficult process. For example, data mining must b Y P

able to handle different types of data as data dogg nr]ezen?(ra(;h |Zztlt:tsesioph:;w:ncg:tlgﬁé anﬂ;ﬂferir:]cc:j

not always exist in textual format. Secondly, dat& fficgc of,health care provision. For eqxam er a

mining algorithms must be able to handle data in aﬁ 1y P L PI€,
ospital may need to outsource clinical records in

efficient and scalable manner. Data mining, " S .
. ts independent databases to a research institute i
algorithms must be able to produce an accurat€

representation of the data in the form of a modél" attempt to find out a new drug or evaluate a new
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therapy. The widespread applications of medicaxchange the act also requires security mechanisms
data could also be used to satisfy legal requirésnerwhich are to be used in the electronic exchange for
[4]. In recent years the data mining community hasdividually identified health information.
faced a new challenge which has shown how . . : .
S . . In this paper, the privacy is made on the medical

effective its tools are in revealing the knowledge . .

o . . database, the data owner is the hospital. The
locked within huge databases, it is now required tRos itals may share their medical database to an
develop methods that restrain the power of the P y y

S A . .
tools to protect the privacy of individuals [5]. &h other organizations I|k_e drug manufagturlng

I L . ompanies and medical insurance companies or to
objective of data mining is to generalize acros§

populatons, raher than reveal formaton abou'Y OV N0SPLA The Pospial need o meil,
individuals. The drawback of data mining is that it{h P i >; . tﬁ ) data to the hospital t
works by evaluating individual data that is subjec € patients give their own data to the hosprial 1o
to privacy concerns. So, the true problem is nta daget the good treatment from them.

mining, but the way data mining is done. For The privacy pattern on the medical data of the
receiving an appropriate medical care a patient maatient are customized according to the
provide highly personal information to a healthecar organizational need. To provide the choice was
provider.The hospitals need to maintain the privacgiven to data owner on which part to be anonymize.
on the patient medical database because the [matieHere, the privacy was made on patient’s name and
give their own data to the hospital to get the goodisease’s name by ASCII code and on the privacy
treatment from them. The direct release of medicain sensitive disease, frequent disease, seasonal
data invariably violates individual privacy. In @d disease and geographical diseases. After which the
to overcome this problem [6] and [7] proposed th@refix span algorithm was used to mine the
concept of privacy preserving data mining (PPDM)mportance disease. The result of the mining did no
aimed at alleviating the conflict between dataffect the privacy of the patient.

mining and privacy. As a first introduction of
PPDM, the idea of [8] is to agitate individual date® REFATED WORKS

| 8].
values [8] Keng-Pei Lin et al.[2010] ,have proposed the

The need to share the data arises when mapyivacy-preserving outsourcing support vector
organizations  outsource their managemenhachines with random transformation [12]. In this
responsibility. The process of contracting arpaper, they presented a strategy for privacy-
outside company for providing a service which ireserving outsourcing, the training of the SVM
previously performed by a staff is known aswithout exposing the actual content of the data to
outsourcing. Outsourcing involves a transfer ofhe service provider. In the proposed system, the
management responsibility for delivery of servicejata sent to the service provider was troubled by a
and internal staffing patterns to an outsidgandom transformation, and the service provider
organization. ~ The healthcare  organizationrained the SVM for the data owner from the
outsources a variety of activities and, second;, th&oubled data. The proposed plan was stronger in
the major benefits of using outside services areecurity as compared to the existing techniques, an
improved performance, cost savings, and increasettained very few redundancies in communication
management time in core business [9]. Drugind computation cost.

companies come up with new medicines and _, .
decisions by studying and analyzing the medical Jieh-Sharet al.[2010], have discovered HHUIF

history of the various patients that is got frore th ar_“_j M_SI_CF algorithms for - privacy prese_rving
hospitals. utility mining [13]. Their study focused on privacy

preserving utility mining (PPUM) and have also
This may pave way for fraudulent activitiespresented two algorithms, HHUIF and MSICF,
happening in the drug companies. In order tattained the goal of hiding sensitive item sets so
reduce the fraud activities of the drug compéahg, that the adversary cannot mine them from the
hospitals need to make the privacy on theimodified database. The work also minimized the
database. The Health Information Portability angmpact on the sanitized data base of hiding semsiti
Accountability Act (HIPAA) of 1996 protect jtem sets. They showed that HHUIF attains lower
individually identifiable health information. The miss costs than MSICF on two synthetic datasets.
privacy and security of medical health informationOn the other hand, MSICF generally had a lower
are protected by means of certain standards whiclifference ratio than HHUIF between original and
are established by HIPAA. In case of the electroniganitized database.
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Maryam Khan et al.[2010], has presented necessary for fully understanding the scope of this
medical tourism: outsourcing of healthcare [14]important issue.

Their study examined whether the growth in . . . .

medical tourism will eventually have a result ie th Jlngquan_Llet aI.[201_2] .provided a tech_mque fc_)r
outsourcing of U.S. healthcare services. The}s(afe guarding the privacy of electronic m?‘d'ca'
showed that as long as people in develope(?c.ordS [17]. They_ developgd a formal privacy
countries lack affordable healthcare medicaﬁ)OIICy for safeguarding the privacy of EMRs. They
’ described the impact of EMRs and HIPAA on

tourism continues to grow. There were already an_.. .
; . atient privacy. They proposed access control and
outsourcing of manufacturing, technology an ; s : ;
udit logs policies to protect patient privacy. To

service related jobs. The U.S. healthcare maincﬂainéllI trate the best i in the health
its status quotient so that the healthcare servicgs orate the best practice 1n —ihe ~nheafthcare
may also be outsourced. industry, they presented the case of the Un|verS|t_y
of Texas M. D. Anderson Cancer Center. Where it
Yonghong YUet al.[2010], have proposed the has been demonstrated that it was critical for a
integrated privacy protection and access contrdiealthcare organization to a formal privacy policy
over outsourced database services [15]. Moreoven, place.
a solution to enforce data confidentiality has als
been explained, data privacy, user privacy an - PROBLEM DESCRIPTION

access control over outsourced database services.l_h dical datab DB ist of patient’
They started from a flexible definition of privacy e medical database(DB) consist of patient’ s

constraints on a relational outline, applied’@Me, disease’s narbg, time duratiorits, te) of
encryption on information in a parsimonious waythe disease like starting time and ending timenef t
and mostly rely on attribute partition to protectdiseasd;. To create the needed segregation of the
sensitive  information. ~ Their  approximation different diseases we need such data. The sensitive
algorithm for the minimal encryption attribute diseases has long time duration, the maximum
partitioned with quasi-identifier detection, theyqyration of the disease is shown Sasas a
e e v o o e, s ot e T
. .djfference between the starting time and ending
represented in encrypted format. Here, they appl:ﬁlme of the disease is denoteddd$ of D; if this
cryptographic technology on the auxiliary rando !
server protocol that can solve the problem oYalue is greater tharuiff of Dj >Spt threshold
private information retrieval to protect data paya then it should be subtracteB(t values) from the
user privacy and access control for outsourced ] ]
database services. Their analysis showed that ofiff of Dj.this process repeats until the value of
new model can provide efficient data privacydiff of D; less than sensitive threshold value and

protection and query processing, which is efficienfnake the changes in the original database named it
in computational complexity without increasing theas sanitized database. This sanitized database is
cost of communication complexity of user privacysent by the data owner to another organization from
protection and access control. this sanitized database they can’t mine the seasiti
Ken Barkeret al.[2009], gave the idea of data dgta. In order to find the frequent disease of each
privacy taxonomy [16]. They offered an explicitdiséase was counted from the database
definition of data privacy which was suitable for Di (CNT)and the maximum count value was got
ongoing work in data deposits such as, a DBMS drom the user denoted @gt. If the value of

data mining. Their work contributed by brieflytheDi (CNT)>Cntwas removed, the corresponds

providing the larger context for the way privacy . .
: clati ..~ disease was sort from the database. This process
was defined legally and legislatively but primaril ; o L
gaty 9 y b yrepeats until the above condition was not satisfied

providing taxonomy that is capable of thinking of

data privacy technologically. They demonstrate@‘f.te.r removing the fre_quent disease from .t_he
the taxonomy’s utility by illustrating how this original database then it was named as sanitized

perspective makes it possible to understand t%atabase. The s_egsongl diseases were fognd with
important contribution made by researchers to th € h_elp of the sliding window method, the W_lndow
issue of privacy. They declared privacy was indeed 2€ 'S nprmally 30, for every 30 days the d's?ases
multifaceted so no single current research effoifereé mined from the database; (eNT) and it
adequately addressed the true breadth of the issuggves to the window tabWT. Ratio between
counts of the disease on the window
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tableD; (CNT)WT to the size of the window table

WasS(V\fI'). From this result the seasonal disease The data owner may share their data to any
organization, according to the organization, theada

was arrived by set of the threshold value. Finallyyyner may make the privacy on the database. For
the prefix span output was checked with theyample the drug manufacturing companies need to
original database on how much was achieved fromine the frequent diseases from the shared database

the privacy on such diseases. and the insurance companies need to mine the

4. PROPOSED APPROACH OF EFFICIENT sensitive diseases from the database since the
ALGORITHMS FOR PRIVACY Pprivacy of the each patient has different basehen t
PRESERVING TEMPORAL PATTERN Organizations. By considering the above
MINING motivations, in this paper, the choice was given to

data owner where to make the privacy of the
edatabase. In this paper, the diseases were separate

The second type of problem that is likely to b @to four types like

faced while sharing data could arise, while sharin
two different data for two different outsourcing
group, say, drug company and insurance group. Sensitive diseases

There are so many drug manufacturing companies Frequent diseases

presented, they need the medical data to researghSeasonal diseases

on the existing medical condition of the patientst. Geographical diseases

since the privacy of the patient become affectatl an

so also the medical insurance companies withdraw Based on the organization, the hospital (data
their offers for some people who are affected bywner) anonymizes and makes the privacy on those
particular diseases thus privacy of the patiens getliseases. The data owner may choose any kind of
affected. A patient offers extremely personathe diseases as mentioned above and they can make
information to the hospital to make certain they gethe privacy on that disease by reducing the

a suitable medical diagnosis and treatmentsensitivity or the count of the diseases. The
Hospitals need to make the privacy on the patiemgllowing Table:1 shows that the medical data of

diseases while sharing the database t0 aRye data owner. The databddB consists of the
organizations. patient’s name, disease’s name and time duration as

starting time t;and ending timé, of the disease.
The diseases are classified by the time duratign an
the count of the diseases. By changing the time

duration and the count of the disease we can make

¥ the privacy on that. In order to make the privaay o
Dmg Insurance patient’s name and disease’s name of the database,
mamfacturing eompanies ASCII code is used to convert the patient's name

COpanies . . .
and disease’s name into the numeric format.

Figure: 1 Shows That The Sharing Of Hospital Data To
Other Organizations
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Table: 1 Describes The Database Of The Medical Data Of The Patients

Patient | Diseasename | Place Duration Patient | Diseasename | Place Duration

name name
David Biopsy North 0505-09 -- 0905-09 |David Autism North 25-08-09 — 30-08-09
David Cheilosis North 1301-09 — 21-02-09 |Suman Epilepsy East 02-08-09 — 9-08-09
David Dysphagia North 12-05-09 — 16-05-09 |Suman Autism East 0408-09 - 0908-09
David Autism North 0308-09 -- 0908-09 [Suman Dysphagia East 18-02-09 — 25-02-09
David Epilepsy North 02-02-09 — 10-02-09 [Suman Biopsy East 0605-09 - 0905-09
David Glaucoma North 18-08-09 — 27-08-09 |Suman Dysphagia East 02-08-09 — 12-08-09
David Felon North 06-06-09 —14-06-09 [Suman Hernia East 3607-09 - 0809-09

Patient Disease name |Place Duration Patient | Disease name [Place Duration

name name
Peter Cheilosis South 21-09-09 — 25-10-09 |Peter Epilepsy South 04-06-09 — 13-06-09
Peter Biopsy South 0305-09 -- 0805-09 |Lee Biopsy West 0405-09 - 0905-09
Peter Autism South 0508-09 -- 0908-09 |Lee Epilepsy West 13-03-09 — 21-03-09
Peter Felon South 21-12-09 — 30-12-09 |Lee Dysphagia West 21-11-09 — 30-11-09
Peter Hernia South 2103-09 -- 0805-09 |Lee Autism West 0508-09 -- 0908-09
Peter Glaucoma South 09-09-09 — 17-09-09 |Lee Epilepsy West 19-11-09 — 26-11-09
Peter Epilepsy South 05-04-09 — 11-04-09 |Lee Felon West 04-07-09 — 11-07-09

4.1 Making Privacy on Sensitive Disease

In order to make the privacy on the sensitiv

Example: To find the value of the sensitive
disease from the database, first the system gets th

sensitive threshold valigt from the user, after

database, the sensitive data were first sorted o@tting the value of threshold from the user, the

then a modification on the sensitivity (time

duration) of those diseases to change it into th@uration

non-sensitive disease was done. Each disease

significant time duration, the time duration heret

refers to the starting time and ending time of th
disease. The sensitive diseases were obtained

system fetches the diseases which has the time
greater than sensitive threshold

hafueS, tfrom the database. For example consider

he database as given in the above table 1 and the
reshold value is 15, now the system finds the
nsitive diseases as tabulated below

the indication of long time duration of disease

identified by the user defined sensitive threshol
value, the threshold value represents the maximt

d Table2: Shows That The Count Value Of The Sensitive

time duration of the disease, the modificationhef t

sensitivity of the diseases was repeated until t

sensitivity of the diseases were below or equal

the threshold value. At the end of this process, t

database had extracted the data on the sensiti#§101116101114

m Diseases.
Patient ID Disease ID Count
value
1897118105100 67104101105108111115105115 | 39
(8311710997110 | 7210111411010597 40
N 80101116101114 | 67104101105108111115105115 | 34
7210111411010597 48

disease.

Pseudo code

Input: original databadeB, sensitive
thresholdS;t

Output: sanitized databaSBB

1. Read DB

2. calculatediff of D; :(te—ts)Di
3. Get the value ofS;t

4. If diff of Dj >Spt

5. diff of Dj — Syt

6. Gotostep 4

7. Else

8. No change in duration

9. Update SDB

10. Return SDB

The privacy of the sensitive disease is obtained
through the modification of the count value of the
disease; the modification process is repeated until
the count value of the disease less than the \aflue
sensitive threshold value. The modification is done
by subtracting the sensitivity (count value) of the
disease from the sensitive threshold value, the
subtraction process is repeated until the sentitivi
value of the disease is less than the sensitigitynt
of the disease. After that the modifications, the
count values are updated and stored in different
database called sanitized database. From this
sanitized database the other organizations fegl ver
difficult to find or mine the sensitive diseasesnr
that since this sanitized database is shared tr oth
organizations by the hospital management.
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4.2 Making Privacy on Frequent Disease 6. Go to step 3
7. Else
In order to make the privacy on the frequens. No change in disease count
disease in the database, the frequent disease were Update SDB
first sorted out. Here, the frequent diseases weng. Return SDB

arrived at identifying the repetitive diseases the

diseases that have more number of counts in the3 \aking Privacy on Seasonal Disease
database. The frequent diseases were filtered from

the database by getting the count threshold |5 order to make the privacy on the seasonal
valueC, tfrom the user. After finding the frequentdisease from the database, the seasonal disease

diseases they were anonymized by modifying th&€'e identified first. The seasonal diseases have
count of those diseases to become normal ondBOré number of counts in a particular time period
Then for the modification process, the count valud! the database. Sliding window method was used

of frequent diseases was subtracted from the coul@ 'dentify seasonal diseases. Normally the window

size is 30 for every 30 days the diseases weredsort

threshold valu€nt. Thus reducing process repeatsout and the count value was calculated also. Then

until the count value of the frequent diseases WeLRa count threshol@.t value was got from the user

below than the count threshofd,t value. to find the frequent diseases from that. For every
Example: To find the value of the frequentWindOW the frequent diseases were selected with

diseases from the database, first the system iyets {1 help of count threshold value and plotted t in

Ct window table. Each disease in the window table
count threshol€L, tvalue from the user, after that, a5 counted and divided by the size of the window

the system fetches the diseases that have the cotable. By setting the threshold value the seasonal
value greater than the thresholddiseases were got. Threshold value was given by
valueD; (CNT) > Cptfrom the database. Considerthe user. After finding the seasonal diseases the

the database as given in the above table 1 and #dvacy was made by reducing the count of
count threshold valuB.t is 4 now the disease id seasonal disease to become the normal disease. In
n

order to reduce the count of that disease it was
69112105108101112115121  has the  couffemoved from the database. The removing of the
valueD; (CNT)= 6. The disease disease process was repeated until the count value
69112105108101112115121 is a frequent diseaves below the count threshold value.

from the database since the only disease thatleas t
count value more than the count threshold value. |
order to anoqymize frequent (_:lisease, the cou e sensitive disease from which the sliding
value of the diseadd; (CNT)=6 is subtracted by \ingow method finds the seasonal diseases. To
the count threshol@,t =4. Remove the disease elaborate, every 30 days sliding window calculates

Di up to Cpttimes after that check the countthe disease and its counts BY¢CNT), based on
value, if it is greater than the count thresholtlga value the count threshold val(et the selected
then remove the disease adg@jtelse move the diseases are moved to window table. From the

Example: To find the value of the seasonal
seases from the database, first the system finds

diseases into the sanitized datatZRB. window table the seasonal diseases can find out by
the ratio of the count of the disease in the window

Pseudo code _ table to the size of the window table. Get the

Input: ~ original - databaseB,  disease  count qo,q4nq) threshol®,t value from the user, if the

thresholdCt

Output: sanitized databaSBB seasonal diseases are greater than 8jéthen
remove the diseases from the database and make

1. Read DB s and calculate the count of eachthe sanitized database. This sanitized database doe

diseaseD; (CNT) not have any seasonal database.

2. Get the value oCpt Pseudo code

3 If D (CNT)>Cnt Input: original databadeB, size of the window

4. D, (CNT)—Cnt W and the count of the disea@nt seasonal

5 RemoveD;j up toCpt times countS, t

e ——
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Output: sanitized databaS®B diseases Iik(aFD)Da:{Dl,DZ,..Dn} . The next
process is to find the frequent disease in the
1. Read DB for every Wand calculate particular area. Each of the area has consistsfset
the count of each disead (CNT) frequent disease{ED)ai :{Dl, D2,..Dn} . The
2. Get the value ofC t diseases in the unique area are said to be a
geographical disease whenever the following
3. If D;(CNT)>Cut o g .
(o) i condition satisfiedGD)a; =(FD)a; \(FD)Oa.This
4. D, Go to the W'”qow table _ calculation leads to get the set of geographical
5. calculate the disease count in the diseases(GD)a; ={D;,D2,..D,} from which we
indow table Dj (CNT)Wr i :
win ! _ _ are reducing the privacy by reduce the count of the
6. calculate the size of window table geographical disease with the help of user defined
sfwr) count valueGD; (CNT)-(Cpt)a;. This process is
, D, (CNT)\M- repeated until the count value of the geographical
7. find D; (WT) =—S(Wr) disease becomes less than a user defined threshold

value; this leads to become the geographical diseas

it Dj (WT) > Spt into normal disease
D; (CNT)-Cpt
] Pseudo code
10. Remove D, up to C t times Input: original databas®B, count value of all
11. Go to step 8 area(Cnt)Da, count value of particular area
12. Return theSDB
(Cnt)ay
Sanitized database of sensitive disease Output: sanitized databaSBB
4.4 Making Privacy On Geogr aphical 1. Read DB and calculate the count ¢f
Diseases each diseas®; (CNT)I]a

Get the value o(Cnt)Da

With the aim of making the privacy on the
o Dol if Dj(CNT)Da>(Cpt)0a

geographical disease, we are calculating the

following things, initially we find out the ) D. moves to
geographical diseases from the medical database _'
and make the privacy on the geographical disease. FD)Da_{Dl'DZ'"Dn}
In order to find the geographical diseases, first w | 5. Get the value o(Cnt)ai
, : it Dj(CNT)a; >(Cpt)ay
database) subsequently we discover the frequent
. D, moves to

disease in the particular area. With the helphef t
two frequent diseases, we can calculate the (FD)a ={D;,D,,..D,}

geographical disease. After getting the geographica L _

disease, in order to make the privacy on Calcmate(GD)a* —(FD)a, \(FD)Da

geographical disease we reduce the count of the 2 The  geographical  diseases  gre

2
3
4
5
find the frequentdiseases from total area (whole |
7
8
9
(GD)ay ={P1,D2...Dn}

geographical disease with the help of user defined

threshold value to become a normal disease. 10. If GD; (CNT) > (Cnt)ai
Example: Consider there are n number of areas 11. GD; (CNT)—(Cnt)ai
a is presented in the med|call database ar!d eachqo Remove GD; up to (Cpt)aj times
area has some number of diseases. To find the
frequent disease, first we get the thresh@gt from aread,
value from the user after that we calculate coant f ﬁ SZ;O step 10

the area disease from all a@p(CNT). If the count 15. No change in disease count

of a disease is greater than threshold valug 16. Update SDB
D (CNT) > Cpt then the corresponding 17. Return SDB

Disease has considered as frequent disease the
result of this condition we get set of frequent

e ——
477




Journal of Theoretical and Applied Information Technology

20" December 2013. Vol. 58 No.2 B
© 2005 - 2013 JATIT & LLS. All rights reserved- o ———
-ll'\ [T
ISSN:1992-8645 www.jatit.org E-ISSI¥17-3195

5. MINING SEQUENTIAL PATTERNSBY
PREFIX PROJECTIONS

algorithm to mine the important patterns from the
databases. The hospitals only shares the sanitized
database to the organization, the organization svant

In this section, pattern growth technique wad0 mine the importance diseases from the sanitized

used for mining sequential patterns prefixspaflatabase.

Table: 3 Shows That The Sanitized Database Of The Sensitive Disease

Patient ID Disease place Duration Patient |ID Bise Place Duration
689711810510 [66105111112115(110111114116104 | 685-09 -- 0905-096897118105100 |6511711610511510 (11011111411625-08-09 — 30-
0 121 9 04 08-09
689711810510 [67104101105108(110111114116104 | 1B31-09 — 22-01-0§8311710997110 (6911210510810111 (10197115116 | 02-08-09 — 9-(8-
0 111115105115 IB 2115121 09
689711810510 [68121115112104[110111114116104 | 12-05-09 — 16-05[@#@ 1710997110 [6511711610511510 [10197115116 | 098-09 - 09
0 9710310597 9 08-09
689711810510 |65117116105115(110111114116104 | 638-09 -- 0908-098311710997110 [6812111511210497 (10197115116 | 18-02-09 — 25
0 109 10310597 02-09
689711810510 [69112105108101(110111114116104| 02-02-09 — 10-02 1710997110 |6610511111211512 (10197115116 | 085-09 - 09
0 112115121 |m 1 05-09
689711810510[71108971179911[110111114116104 | 18-08-09 — 27-08/@# 1710997110 [6812111511210497 [10197115116 | 02-08-09 — 12}
0 110997 1031059 08-09
689711810510 (70101108111110{110111114116104 | 06-06-09 —14-06-8311710997110 {7210111411010597 (10197115116 | 307-09 - 09
0 08-09
Patient ID Disease Place Duration Patient ID Bise Place Duration
801011161011 [67104101105108(115111117116104 | 21-09-09 — 25-09/@¥ 01116101114 |6911210510810111 (11511111711604-06-09 — 13-
14 111115105115 2115121 04 06-09
801011161011 |66105111112115(115111117116104| 635-09 -- 0805-0976101101 6610511111211512 (119101115116 0G85-09 - 09
14 121 1 05-09
801011161011 |65117116105115(115111117116104| 688-09 -- 0908-0976101101 6911210510810111 (119101115116 13-03-09 — 21t
14 109 2115121 03-09
801011161011 {70101108111110{115111117116104| 21-12-09 — 30-12{1101101 6812111511210497 (119101115116 21- 11-09 — 30-
14 10310597 11-09
801011161011 (72101114110105|115111117116104 | 223-09 -- 2403-0976101101 6511711610511510 (119101115116 088-09 -- 09
14 97 9 08-09
801011161011 [71108971179911(115111117116104 | 09-09-09 — 17-09f08101101 6911210510810111 (119101115116 19-11-09 — 26+
14 110997 2115121 11-09
801011161011 |69112105108101(115111117116104| 05-04-09 — 11-09{76101101 70101108111110 (119101115116 04-07-09 - 11
14 112115121 07-09

5.1 Makethe Sequential Disease Based On Time

Each of the patients has different diseases i

different ways with difference since the sequentla@897118105100

sequential disease with respect to the disfhse

Con5|der

the

sequential
and let the value of be

disease

of

of the diseases are differs from patients to peien 681211151121049710310597 then the postfix of

The diseases are in ascending order based on the sequential diseases ar@101108111110 >
time of occurrence. Consider that the above tabfb117116105115109 - 71108971179911110997

consists of patient id and disease id and duraifon = 6511711610511510 .
the disease, based on that the diseases were rdeskaced in the projected databaB¥ Bfrom that we

sequentially.

For

example

the

These are the diseases

patientcan find the frequent sequential diseases with the

6897118105100 has the sequential disease based dtelp of the various levels of support counts.

the time 67104101105108111115105115 - . .
69112105108101112115121 > 53 Support Countsin Proj ected Database
66105111112115121 > .
681211151121049710310597 - 70101108111110  Support countsSC are used to find the subset of
> 65117116105115109 - sequencedg,from the projected databaB®B,

patient

71108971179911110997 - 65117116105115109.
5.2 Projected Database

For each support count SCthe subset
sequences, L are different. The projected database

consists of postfix diseases of the selected prefix
disease. On counting the diseases of the projected
database if the diseases had the count value greate
than the support count then that diseases were
moved to subset sequences. The subset sequences

The projected databaseDB consists of set of
sequential diseasés. Consider the diseasg8

a disease from the sequential disedsthen the
projected databa$eDBconsists of postfix of the
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were combined with the prefix disease for nex6.2 Evaluation Metrics

projection. This process was repeated until the

count of the subset sequence became single. TheThe performance of the proposed event efficient
result of the prefixspan algorithm s algorithms for privacy preserving temporal pattern
69112105108101112115121s3-691121051081011 mining was evaluated by means of three evaluation
1211512142 681211151121049710310597s2=> measures. They are: 1) “Changing of original
70101108111110s1-65117116105115109s1 2661  database”- the original database converts into
05111112115121s1->71108971179911110997s1>  sanitized database for sharing other organizations.
681211151121049710310597s3->65117116105115 How many changes are made for each type of
109s2 >7210111411010597s1 diseases.2) Running time- the time taken to execute
the algorithm and it typically grows with the input
size and 3) Memory usage- the memory utilized by

Pseudo cc_)qe for prefixspan the algorithm to convert the original database into
Input: sanitized database -
. sanitized database.
Output: frequent sequential database
" wsasiivedine - Change of original databas
1 Make the DS&:]D p| ;;f ZE ] Sealsonal(l;wase
T °Y 7 mGeographical diseqs
2 SelectP,¢D; from the (Dgy ) £
3 SelectPy¢D; % fg |
4 CalculateC(P¢D;) =
5. Get the value ofSC §
6. If C(P4D;j)>SC 5]
7 Dj > Siq ol
8 PreDl + Sm o o Sizeuft?ﬁzogambase 00 10000
Figure: 2 Shows That The Percentage Of Changing The
9 If C(Sseq )>1 Original Database
10. Else
11. Go to step 2 The medical database consists details of sensitive
diseases, seasonal diseases, frequent diseases and
q
6. RESUL TS AND DISCUSSION geographical diseases. In order to make the privacy

on those diseases, some modifications were needed.
The experimental results of the propose(gased on the modification the privacy of the data

efficient algorithm for privacy preserving temporal hecomgg stronger. Here, the original database. with
pattern mining isdescribed in this section. Thi e sanitized database were compgred, accord".’g o
comparative analysis of the privacy preserving wit hat there were three types of dlsegses mod|f[ed
seasonal diseases, sensitive diseases, frequ%]‘v_be{re to become normal diseases. While comparing

diseases and geographical diseases is presented ¢ t‘)[hre? dlseasesh'_[hﬁ flrequlegt dlseaseihhasf [mubjectt
synthetic datasets. 0 be of a very high level because the frequen

disease has repeated many times since the
6.1 Experimental Design modification of each frequent disease was very
high. The sensitive disease were less than the

The proposed approach for making the privacfrequent diseases since the modification process

on different diseases is programmed using Java (jdlecame less than the frequent diseases. Finally the

1.6). The experimentation has been carried ogeasonal diseases that were of very less couhein t

using the synthetic datasets as well as the realiginal database were also very less in the

datasets with dual core processor PC machine withodification of that disease.

2 GB main memory running a 32-bit version of

Windows XP. We have generated the synthetic data

that comprises of three attributes like patient’s

name, disease’s name and duration of the disease.
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120000 | mSensitive discas
_::;:2;3:::: Memory usage 7. CONCLUSION
100000 - = seasonal disease
) ® Geogiaphical disease The present study has presented an efficient
ER algorithm for privacy preserving temporal pattern
Z50000 | mining. Hospitals sharing their medical data to

different organization for different purposes may
violate the privacy of the patient while doing $o.
20000 order to prevent that, the privacy on four diffdren
types of diseases of the patients like sensitive
5000 oo o o L0600 diseases, frequent diseases, seasonal diseases and
Size of the database H H H
. geographical diseases have been made. Hospitals
Figure: 3 Shows That The Memory Usage Of The -
Changing The Original Database can choose any of the a_bove four dlsea}ses and
make the privacy according to the organizations

The sensitive diseases take memory usage sinfdh whom their data is shared. Since every

it was calculated with the difference of the stagti organization needs some particular data, according

time and ending time and stored for future use. Th ttha|t_|the r]{ﬁSp'ta.‘ls can marlf'e thg Erlvahcy on Sl:ﬁh
sensitive diseases were found out by setting t a. riere, e privacy 1s achieved by changing the

threshold values. After changing the sensitiv riginal database into sanitized database, this
diseases format' was made different from thganitized database is used for sharing from hdspita

normal format since the sensitive disease také% any organizations. Here, the prefixspan

more memory space. Normally the season gorithm was used to mine the important data from
diseases take more memory usage but here Eﬂ'be original databaseinally the experimentation

seasonal diseases count was very less since it to ngjf?de with the synth(—;-]tlc ]fjataset and ?ncic}lyze for
very less time. The frequent diseases had ¢fge differences among the four types of diseases

moderate memory usage when compared with tﬁfghne making the privacy in terms of the execution
other type of diseases. time, memory usage.

Memor

40000 -

0 -
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