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ABSTRACT

In recent years Voice over Internet Protocol (VdiB¥ become a popular NGN (Next Generation Network)
technology. As this technology is built on interpebtocol it is affected by a critical security ptems .
The Session Initiation Protocol (SIP) is consideasdthe most used signaling protocol for calls dter
Internet for establishing, maintaining and termimgtvolP calls.

The security of SIP is becoming more and more intgudr The prime security service required by SIP is
authentication. This paper focuses on the SIP ggauechanisms of authentication. We survey thelpew
proposed methods of authentication then we prodeedvaluate these methods in view of security
efficiency and computational cost.
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1. INTRODUCTION SIP is an application-layer protocol. It can be run
on UDP [2] or TCP [3]. For voice media, SIP

In today's computer networks environment, theperates with RTP [4].
security of SIP is becoming more and more

important. SIP is a text oriented protocol based on the

HTTP protocol which defines two types of
Authentication is the most important securitynessages (SIP requests and SIP responses).
service required by Session Initiation protocol.
When a user requests to use a SIP service, he nee

to be authenticated. To enhance the SIP security,1)UAC and UAS:UAC runs on the user
several authentication schemes have been proposegtminal, generates and sends SIP requests while
}he UAS receives SIP requests and sends SIP
fgsponses.

d%IP defines four basic classes of network entities:

This paper is structured as follows: Section |
firstly presents the general components of the Si
architecture, then it presents the security attacks2) Register server: The register server accepts the
against SIP authentication which will be used aegistration request for particular user, and masag
evaluation criteria  of SIP  authenticationto add user agent's address to the location server.
mechanism, finally it presents the original SIP
authentication procedure. Section Il reviews lyief
the newly SIP security mechanisms o
authentication. Meanwhile section IV compare th
efficiency of these mechanisms by analyzing the
in view of security criteria and computational cost 4) Redirect server. The redirect server is a ldgica
.Finally the conclusion is given. entity which accepts calls from UA and indicates

2 SIP PROTOCOL OVERVIEW the redirected destination for UA through querying

the location server.
2.1 SIP: Background SIP defines the following request messages :
SIP [1] proposed by Internet Engineering TaskNVITE, ACK, CANCEL, BYE and REGISTER.

Force (IETF) is a signaling communications . N .
( ) 9 9 A user agent, which want to initiate a session,

protocol, widely used for controlling multimedia d INVITE Thi .
communication sessions. SIP defines messages tigfds an message. IS Message 1S
can be used for establishing, modifying an esponded by an OK followed by an ACK message.

L : . hen a UA wants to terminate the session, it sends
terminating a session between two endpoints. BYE. The CANCEL message cancels the
INVITE before the OK. REGISTER is used by the
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3) Proxy server. The proxy server is the element
]which is responsible for routing messages. It can
gccept UAC's requests and send them to
I;ﬁorresponding server.
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User Agent to be authenticated by the registrawith a view towards how they resist against these
server. A basic SIP session is presented in Fig. 1 attacks or not.

For any type of request sent by UA (apart fron2.2.1 Password guessing attacks
CANCEL, BYE and ACK), the SIP proxy or

: : ... Password guessing attacks means that when an
registrar server authenticates the User Agent with . S
: P attacker interposes the communication between
the mechanism presented in Fig.2

User and Server then he can guess the correct
secret password by repeatedly guessing possible

TAl pgsswords and verifying the correctness of the
!m_?hl gugs§ies.[34].
> ‘T%ﬁ’.-zﬁleplay attacks
Nwvite—__ Avreplay attack is an offensive action in which an
100 Trying————— —adyersary impersonates or deceives another
- a0 Ringina————  leditimate  participant through the reuse of
: - 200 OK-——" " information obtained in a protocol [34].
AR 2.23 Man-in-the-middle attacks

an-in-the-middle attacks means that the
cker makes independent connections with the
ims and relays messages between them, making
tmem believe that they are talking directly to each
othler over a private connection, when in fact the
entire conversation is controlled by the attacker

T8y .

P00 OK——

e

g————The session 15 terminalted

Figure 1. SIP Establishment Session 2.2.4 Stolen-verifier attacks

The stolen-verifier attack means that an
. adversary who steals the password-verifier from the
- server can use it directly to masquerade as a
‘._. |_?;_5 qu_i_tima?e user in a user authentication
Useragent Prdé’fggﬂ?gpon[g"l]'
2]2.5 Denning-Sacco attacks

& |The Denning-Sacco attack is when User or
Server compromises an old session key and an
_____— ajtacker tries to find a Iong-term private key (e.g
401 Unauthorized user password or server private key) or other
S
2

REGISTER

-— pssion keys [35].

2.6 Registration attacks

_‘_\_‘_\_‘—‘—-
REGHIER Registration attack is a new kind of a denial of

service attack on SIP servers.In this attack, the
aftacker sends a spoofed unregister message to a

—— Y|P server and cancels the registration of the atser
S OR that server [35].

=

2.2.7 Known-key security

Figure2. SP Registration Session . .
o egistral Known-key security, means that during

authentication between User and Server, they
should produce unique secret session key. If one

In this section we will present a set of securitysession key is compromised then neither the private
attacks; That is, when we analyze the SIReys nor session keys are compromised as a result
authentication mechanisms, we will analyze therf85].

2.2.8 Session key security

s
358

2.2 Security consideration
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Session key security means that at the end of tl -
key exchange, the session key is not known k

anyone but User and Server [35].

Client

2.2.9 Perfect forward secrecy Request

P
>

Perfect forward secrecy means that if long-terr
private keys of one or more entties are
compromised, the secrecy of previous session ke
established by honest entities is not affected.[35] Challaige fadainelakia)

Generate the nonce
value

4
-

2.2.10 Mutual authentication

Compute response

Mutual authentication means that both the use =
and server are authenticated to each other witlain t ff;:;cﬂeahn@a““mmm
same protocol [35].

Request
2.3 Review of HTTP Digest authentication
schemefor SIP

»

Nonce, realm_usemame, response

As mentioned previously SIP is a text orientec —— T
protocol based on the HTTP protocol. =

F(nonce realm. usemame password)

REGISTER and INVITE exchanges are the twc And then compare it with user’s ene
. If it is equal the user is authenticated
most used SIP exchanges, respectively used

if not the request is rejected

connect to the network, and establish a call. .

The authentication of communicating parties is Figure3. HTTP Digest Authentication Scheme
the most important security service in SIP. When a

user requests to use a SIP service, it needs to pedtep 3

authenticated. HTTP digest authentication [S5] & th  The client use a hash function of the nonce value

basic authentication mechanism. received in challenge, the username and the
HTTP Digest authentication scheme is based Og]asswordtpr(ter—]shared with tq_?] ser§;er andd tge rlf a:lhm

the challenge—Response mechanism, to challen compute the response. then It sends back the

the target a nonce value is used . Before the sehe figinal reqluest message  with tlhe C%mpUItEd
starts, the client and the server must pre-sharer%\Sponse value, username, nonce value and reaim.

password. Step 4:
Figure 3 is an example flow of HTTP Digest The server extracts the client's password
authentication mechanism in SIP. According to the username. Then it verifies
Step 1: whether the nonce is correct or not. If it is cotyé

computes a hash function of the nonce, username,
The client sends a REQUEST to the server. password and realm and compares it with the
Step 2: cIient’s_ response_z.lf _they matph, the server
' authenticates the identity of the client.

The server generates a nonce and sends a errorrhis mechanism have two important advantages;
message requesting for authentication .this message P ges,

contain the nonce value and a realm. s easy implementation and its high performa_nce.
However it has been proven to be insecure against a
number of attacks [11]. For this, more secure
authentication mechanisms are needed to deliver a
high security of users and servers.

3. SURVEY OF SIPAUTHENTICATION
MECHANISM S

In last decade, a number of authentication
mechanisms aiming to replace the basic security
scheme HTTP Digest Authentication have been
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proposed, using Diffie-Hellman [6], Elliptic Curve forward secrecy .They claimed also that their
cryptography, nonce, ID-based cryptosystems [¥cheme is secure against man-in-the-middle attacks,
and others. replay attacks, off-line password guessing attacks,
. . : nd server spoofing attacks. Regarding the
In this section we will present several advance@ . , .
C omputation costs Wu et al’'s scheme is more
methods of authentication. - o : .
efficient ~ for applications which require low
3.1 Authentication methods based on Diffie memory and fast computations.

Hellman: However, Wu’'s scheme is not completely safe

In 2005, Yang et al. [11] show that the basi@gainst off-line password guessing attacks [18].
SIP authentication scheme based on HTTP d|gestIn 2009,Yoon and Yoo [8,18] prove that Tsai's

Zﬂmgggggggg an dpi:oc\j/cl)deessnot r(()ersl,li)s/t o tl;]r(]a”?n}z?l authentication scheme is vulnerable to some attacks
like off-line password guessing attacks, stolen-

password guessing attacks and the server Spmf'\r/]grifier attacks and denning-Sacco attacks , and

slacks 1oy propose o e S cuhenlcatilo '« aoes rot provde pertct fovard
algorithm [6]. And present a message flgw of the%ecrecy.They also - demonstrate that the new
9 ' P 9 aythentication and key exchange protocol
method when a user requests to access the servel s O :
proposed by Wu et al. is still vulnerable to offdi
resources. :
password guessing attacks.
They pointed out that their scheme can resist the

: . They propose a new secure authentication
off-line password guessing attacks, the server o .
. scheme based on the elliptic curve discrete

. I’]ggarithm problem (ECDLP) which can resist to
the performance of the mechanism, they compaigs | security properties listed above .

their scheme with the HTTP digest scheme and
EKE (Encrypted Key Exchange) scheme and Regarding the computation costs, the proposed
conclude that their scheme is more efficient. scheme is more efficient than the previous related

However, Yang et al.'s scheme has still aauthentlcatlon schemes.

weaknesses; firstly, it need to maintain However, the scheme was demonstrated unsafe
preconfigured password table.Secondly, it need against password guessing attack and stolen-
exponential computation, which is not suitable fowerifier attack and replay attack [33] .

the user’s device with limited computing capability In 2011, R. Arshad et al. [20] show that Tsai's

[14] authentication scheme is still unsafe against
password guessing attack, stolen-verifier attack an
Curve cryptography does not provide perfect forward secrecy and
In 2005, Durlanik et al. [7] proposed a Slpknown-key secrecy. .They propose an efficient z_anq
secure authentication scheme based on elliptic

authentication scheme using elliptic curve . ) .
cryptosystem (ECC).This protocol provides a smaff!"ve discrete logarithm problem (ECDLP) which

key sizes and a fast computations. resist to the above attacks.

3.2 Authentication methods based on Elliptic

Regarding the computation costs, they

They compare their approach with DH and show, ;
that it has a significant advantages; it is fas demonstrate that the proposgd scheme is faster than
any other related authentication method.

DH by means of execution times and memory
usage statistics. Nevertheless, Arshad et al’s authentication
scheme is still vulnerable to off-line password

However, it is vulnerable to man-in-the middle .
uessing attack [15].

attack and it is not completely safe with untrusted
verifiers (proxy servers) due to the fact that the In 2012, Tang et al.[15] proposed a secure
servers keep user passwords in a plaintext. [16]. authentication scheme based on Elliptic Curve

In 2008, Wu et al. [16] also proposed a neWD|screte Logarithm Problem (ECDLP) .

authentication and key exchange protocol basedHowever, the Tang et al.’s authentication scheme

on elliptic curve cryptography (ECC), Theyis still vulnerable to off-line password guessing

claimed that their scheme can provide a set afttack and registration attack [35].

security services such as data confidentialitya dat

: : - In 2012, Sadat et al.[35] Demonstrate that the

integrity, authentication, access control, and gurf ' S ; )
gry. ' ' ot Tang et al.’'s SIP authentication schemes s still

s
360




Journal of Theoretical and Applied Information Technology
20" December 2013. Vol. 58 No.2 N

© 2005 - 2013 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645 www.jatit.org E-ISSN17-3195

unsafe against to off-line password guessing astacklisadvantages of this mechanism are seemed to be
and registration attacks. the large signature size.

They proposed a new secure SIP authenticationIn 2012, Rongwei Yu et al. [26] propose a secure
scheme based on ECC. They show that theidentity-based scheme to solve the SIP
scheme can resist the set of security servicesllistauthentication problem . Their scheme is based on
above. signatures.

Regarding The computation costs, they show that This solution can resist kinds of possible attacks
their method can provide high efficiency. It also satisfies the property of perfect forward
secrecy and provide a low computation cost.
3.3 Authentication methods based on nonces

In 2008, Tsai [19] proposes a secure3.50ther authentication methods

authentication scheme based on the random nonceln 2008, Cui Tao et al.[29]propose a mutual
They demonstrate that there scheme provide a loauthentication scheme based on improved HTTP
computation cost and so it is very suitable for lowDigest authentication scheme.This solution consist
computation equipment. in modifying Several values in digest headers of
HTTP Digest authentication method such as the

However, Tsai's scheme is still unsafe agamséddnmn of shared key .

some attacks such as off-line password guessing
attacks, Denning- Sacco attack and stolen-verifier The proposed scheme can resist many attacks
attacks.Also it does not provide perfect forwardsuch as identity spoofing and Denial-of-service
secrecy [18, 20]. (DoS) attacks [30].

This scheme does not incur so much performance
because it is based on Advanced Encryption
Standard (AES) which provide speed and security

ID authentication mechanism is generally basedt the same time.

g s entfcaton perametes such 82 11O 1 2006, Geneiatakis and Lanbrnouaks (32

The prlvate key is generated from the user's publferpose an auther_mcatlon schgme_ based on

key by a trusted third party TTP (Trusted Thlrd%ﬂproved HTTP  Digest authentication. 'I_'helr
scheme introduce a new SIP header, that is the

Party) and is safely imported to the user. Integrity-Auth header, which can resist to sigmali
The main advantage of the ID authentication isittacks. However, this method is still vulneralde t

that it does not suffer from security problems wittstolen- verifier attack and to the offline passavor

passwords such as the HTTP Digest Authenticatioguessing attack[14].

And it avoids difficulties with PKI certificates.he In 2009, Guillet and et al. [27] propose an

only disadvantage of this method is long S'gnature%uthentlcatlon mechanism based on the HMAC

In 2006, Ring et al. [21] proposes a SIPOne-time password authentication called HOTP.
authentication scheme based on Identity-basetheir scheme is based on Challenge-Response
cryptography. This method consist in computingnodel but it permits to reduce the handshakes to
the hash value of user's SIP identity as his publione only .this mechanism includes the password
key without the need of concrete certificates. generated by HOTP in the user request SIP header.

3.4 Authentication methods based on identity-
based encryption

This new scheme provides mutual The HOTP algorithm and the authentication with
authentication. However, it suffers from the heavyDTP's is very efficient, fast and resistant to the
computation load [14]. attack by brute force. The disadvantages of this

. solution are that authentication is a one way only

In 2009, H.H. Kilinc [22] propose a NEW and so it does not protect users against fraudulent

authentication scheme which combine the Ellipti ;
Curve Digital Signature Algorithm (ECDSA) anOl%lccess to the proxy server (the MitM attack). [28]

the ID based authentication schemes of Hess [23]In 2009,Yi-Pin Liao and Wang [14] present a
and Cha-Cheon [24] . new secure authentication scheme for SIP using

L self-certified public keys (SCPKs)[31] on elliptic
They show thgt there mechanism is significantl urves. The proposed scheme is based on the
faster and resistant to attacks like passwor

. ttack f ttack. H th riginal SIP authentication scheme using SCPKs on
guessing aftack, spoofing attack. However glliptic curve for verification instead of password

s
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table. the proposed scheme can resist a set of Our future work aims to propose a complete SIP
attacks but the main advantages of this method @ithentication approach which covers all evaluation
that it provides mutual authentication . criteria mentioned above.furthermore it guaranties

Regarding the computation cost , Liao andnteroperabnny and easy deployment.

Wang's scheme has been demonstrated to be more
efficient than the other’'s . So it is very suitalde !
the low computation equipment. REFERENCES:
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Tablel: Comparison Of The Security Efficiency And Computational Cost Of The Different SIP Authentication

Mechanism

Mechan | Diffie | Elliptic curve cryptography Nonc | ID authetication New HO SCP
isms - es SIP TP K

Hell heade

man r

Yang | Durlan | Wu[ | Yoo | Ars | Tan | Sad | Tsai[ | Rin Kili Rong | Geneit | Guil | Liao

[11] ik[7] 16] n had | g at 19] g nic wel akis let [14]

[18] [20] [15] [35] [21] [22] Yu[2 [27]
6] [10]

Passwor | insecu | insecure Insec| Insec | insec | insec | secur | Insecu | insec | secur insecur | Insec | secur
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