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ABSTRACT

Information, knowledge, and information security are indispensable in an organisation to ensure the
effectiveness of an organisation. An organisation needs people who have adequate information and
knowledge to run a business. Lack of knowledge especially in information security may jeopardise the
organisation such as the increase of internal security incidents. Human factors will also influence the
effectiveness of an organisation. Therefore, adopting the right behaviour in daily work routines may
increase the effectiveness of the organisation. There is a need to educate everybody in the organisation
regarding information security and security awareness, training, and education programme in cultivating
good behaviours in the organisation. The relationship between human factors, information security,
knowledge, and knowledge management can be encompassed by the term ‘information security
knowledge’. This paper has developed a clear definition of information security knowledge so that it can be
used to guide employees in implementing information security practices within the organisation. Applying
information security knowledge in the organisation may help decrease the internal security incidents that
are posed by humans hence will lead to the organisational information security effectiveness.

Keywords: Human Factor; Knowledge; Information Security; Information Security Effectiveness;
Information Security Knowledge; Knowledge Management

1. INTRODUCTION Data are raw materials which carry information
such as numbers, words, diagrams, images, sound,

In today’s life, information, knowledge, and  smell, touch, and taste [1]. Raw data are useless (do

information security play an important role not have any meaning) until they are organised or
especially in an organisation. People use manipulated in such a way that they provide
information to make decisions. People use information [2]. Davenport and Prusak [3] describe

knowledge to create new knowledge and people use
information security to protect information assets.
Lack of information, knowledge, and information

information as a message that is usually in the form
of documents or an audible and visible
communication. This statement is supported by the

security will jeopardise the organisation and give a
negative impact to organisational effectiveness. We
know that the origin of information is from data,
and information will produce knowledge. There are
many authors, researchers, and scholars who had
defined data, information and knowledge, and the
relationship between them. In this paper, only the
most cited definitions are included.

It Governance Institute [2] and Liew [1], who
describe information is a message that has relevant
meaning, implication, or input for decision or
action. Information has purposes. Basically, the
purpose of information is to aid in making
decisions or solving problems [1]. Information is
the foundation of knowledge. Davenport and
Prusak [3] opine knowledge as a fluid mix of
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framed experience, values, contextual information,
and expert insight that provides a framework for
evaluating and incorporating new experience and
information. In addition, Alavi and Leidner [4]
posit knowledge as a justified personal belief that
increases an individual’s capacity to take effective
action. Knowledge originates and is applied in
mind. Kelley [5] adds knowledge happens only
when a human experiences and his insights are
applied to data and information. Table 1 depicts the
relationship  between data, information, and
knowledge hierarchy with factors of interest in an
information security’s example.

Table 1: Data, Information And Knowledge With
Factors Of Interest In Information Security's Example

Data, Factors of interest in
information, information security
knowledge (Examples)
hierarchy

Data - Facts (numbers, words,
l, images, etc.)
Information - Policies, procedures,
books, reports, posters, etc.
l (Information security
awareness programme)
Knowledge ' Skills and experience (

Information security
training programme )

In an organisational context, knowledge is often
embedded not only in the documents or repositories
but also in the organisational process, practices,
routines and norms [6]. In the organisation,
information and knowledge become recognised as
information assets and also organisational assets [2,
7]. Therefore it is important to protect these
organisational assets from being exposed because
nowadays, internal security incidents have
increasingly become a serious problem in the
organisation. As a result, information security
needs to be implemented and managed within the
organisation to ensure the information is secure. In
order to improve the organisation’s performance
and effectiveness, knowledge management should
be practised because it involves the ideas and
experience of employees, customers and suppliers
[8]. Furthermore, knowledge  management
encourages knowledge to be created, shared, learnt,
enhanced, and organised, for the benefits of the
organisation [9]. Therefore, the integration of

information security and knowledge management is
important in the organisation where all elements on
information security and knowledge management
are consolidated in order to protect the
organisation’s asset and at the same time increase
organisational performance. This is where the term
of information security knowledge is introduced.
The term information security knowledge will be
defined later.

When discussing internal security incidents, of
course they involve attacks on the people inside the
organisation such as the employee, contractor, or
third party support technician who can run the
software and or make a change that has negative
impacts to the organisation [10]. From the three
resources of internal security incidents, this paper
will focus on the employees in organisations who
are responsible in running the business process in
their daily work routines and also can be
categorised as human factor issues which is also
emphasised in this paper.

Therefore, the purpose of this paper is to
investigate the relationship between human factors,
information security, knowledge and knowledge
management. It also plans to develop a clear
definition of information security knowledge that
can be used to guide employees in implementing
information security practices within organisations.

2. INFORMATION SECURITY

Security and information security are two
different things. Security is the process of reducing
risk or threats that can jeopardise an organisation
meanwhile information security is a business
requirement to protect the organisation’s
investment in its information assets [7]. Many
researchers and scholars have discussed the
definition of information security. The Information
Security Management System (ISMS) defines
information security as a preservation of
confidentiality, integrity, and availability of
information; in addition with other properties such
as authenticity, accountability, non-repudiation and
reliability [11]. The Committee on National
Security System (CNSS) defines information
security as the protection of information and its
critical elements. The elements include the systems
and hardware that are used to store and transmit the
information [12]. C.LLA. triangle, the paramount
model in information security, also called the
information security triad, is always highlighted
when the issues of information security are
discussed.
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Overall the most important thing about On the other hand, explicit knowledge is more

information security is protecting information assets
from being disclosed, integrity violation, and denial
of service. However, people need knowledge in
information security to ensure the effectiveness of
information security in the organisation which in

turn can help minimise the internal security

incidents.

3. KNOWLEDGE AND KNOWLEDGE
MANAGEMENT

Although  knowledge is derived from

information, knowledge also can become

information.  This is explained by Alavi and

Leidner [13] where they state that information is
converted into knowledge once it is processed in an
individual’s mind and knowledge becomes
information once it is articulated and presented in
the form of text, words, graphics, or other symbolic
forms. This implies that knowledge can become
information when it is stored in documents, books,
policies, procedures, computers, or other
repositories, but then becomes knowledge again
when it is transferred to another human [14].

There are two types of knowledge which are tacit
knowledge and explicit knowledge. The idea of
tacit knowledge was first identified by Polanyi
(1969), who is widely accepted as the founding
father in tacit knowledge. Polanyi’s aim was to
bring up the inarticulate dimension of human
knowing. In his paper, he saw tacit knowledge is
not just a category of knowledge, but tacit
knowledge is a process. This concept actually had
been introduced by Gilbert Ryle a few years earlier
as “knowing how” which referred to a practical way
of knowing how to do things [15].

Nonaka and Takeuchi [16] popularise tacit
knowledge in the management literature. Tacit
knowledge is something not easily visible and
expressible. It is highly personal and hard to
formalise, and it is difficult to be communicated or
shared with others. Subjective insights, intuitions,
and hunches are the examples of tacit knowledge.
Furthermore, tacit knowledge is deeply rooted in an
individual’s action and experience, as well as in the
ideals, values, or emotions [16]. Kikoski and
Kikoski [17] view tacit knowledge as personal
knowledge and is hard to formalise. It is rooted in
action, procedures, commitment, values, and
emotion. Tacit knowledge is not codified, it is not
communication “language”, and it is acquired by
sharing experiences, by observation and imitation
[17,18].

formal and systematic. Explicit knowledge can be
expressed in words and numbers and easily
communicated and shared in the form of hard data,
scientific formula, codified procedures, or universal
principles [16]. Kikoski and Kikoski [17] describe
explicit knowledge as what can be embodied in a
code or a language and as a consequence it can be
verbalized and  communicated,  processed,
transmitted, and stored relatively easily. Books,
journals, and mass media such as newspapers,
television, internet, and many more are the
examples of explicit knowledge [19].

Once this paper investigate the usage of
information and knowledge within organisation,
knowledge management is appropriate to be
adapted. Knowledge management includes the
process of identifying and mapping intellectual
assets within the organisation, create new
knowledge for competitive advantage within the
organisation, making vast amounts of corporate
information accessible, practise knowledge
sharing, and technology that enables all of the
above that include groupware and intranets [20].
This statement is supported by Davenport, et al.
[21] who view knowledge management as a
development of knowledge assets in the
organisation and includes both tacit (subjective)
and explicit (documented) knowledge. Knowledge
management involves the identification, sharing,
and creation of knowledge process.

The term ‘knowledge management’ is used to
describe everything starting from the application of
new technology to the achievement in intellectual
capital of an organisation [22]. All organisation use
and generate knowledge. Then, combining
knowledge with some values, strategies, and
experiences, a good decision can be made. The role
of knowledge management is really important to
manage the knowledge of information security as
the definition of knowledge management is “the
capability by which communities capture the
knowledge that is critical to their success,
constantly improve it, and make it available in the
most effective manner to those who need it” [23].

Ikujiro Nonaka and Hirotaka Takeuchi are two
names that are very synonym with knowledge
management. They propose a model of knowledge
creating process to understand the nature of
knowledge creation. The model is known as SECI
model or also called as ‘modes of knowledge
creation’. The model includes four processes of
knowledge creation which are Socialisation,
Externalisation, Combination, and Internalisation.
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Table 2 shows the description of each process in the

SECI model

with the factors of

information security example.

interest in

Table 2: Knowledge Creation Modes In Information

Security Example

Modes Description Factors of
interest in
information
security
(Example)

Socialisation -Sharing tacit | Information
knowledge security
through face- | awareness,
to-face training and
communicatio | education
n or shared
experience

Externalisation | -A process | Documentatio
where n,  manuals,
individuals policies,
take existing | procedures
knowledge
and their tacit
knowledge
and create
something
new that
organisation
can share.

Combination -Combination | Blueprint of
of various | information
elements  of | security
explicit awareness
knowledge. programme
-Integrate,
modify,
combine,
upgrade, and
remodel  the
existence
explicit
knowledge
into new
explicit
knowledge.

Internalisation | -By referring | Seminar,
to explicit | brainstorming,
knowledge, workshop,
with addition | collogquium on
of own | information

interpretation,
review,
research,
other
knowledge
process
method, a new
tacit
knowledge is
created.

security

and

All the knowledge creation modes are
applicable in information security as shown in
Table 2. This implies that the integration of
information security and knowledge management is
very  significant  especially in  achieving
organisational effectiveness.

4. CHALLENGES IN INFORMATION
SECURITY AND KNOWLEDGE
MANAGEMENT WITHIN HUMAN
FACTOR

There are many challenges faced by
information security knowledge in terms of human
factor. The issues in human factor in information
security have been much debated [24-28]. Human
or people is one of the principle factors in
knowledge management and information security.
Abell and Oxbrow [9] view people as an important
ingredient to the construction of information
security, and the effectiveness of information
security in an organisation will require strong
commitment from the various levels in the
organisation. Here, everybody in the organisation is

responsible in managing and protecting the
information assets which are the integrity,
confidentiality, and availability to achieve
information  security  effectiveness. As It

Governance Institute [2] underscores, in order to
achieve  effectiveness in today’s complex
interconnected world, information security must be
addressed at the highest level of the organisation.

The biggest challenges in information security
and knowledge management are from human/
people in the organisation. People in the
organisation have the potential to cause more
damage to the organisation and they also have
many advantages to attack the organisation without
being detected by others [29]. With the legitimate
and access to facilities and information, knowledge
of the organisation and its process and knowing the
exact location of the valuable information, they will
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easily intrude without leaving any trace. document, and vice versa; and first-hand

Consequently people, as a part of a system and
organisation are always going to be the weak point
in information security in organisation. Human and
knowledge are very interrelated because the
organisation cannot create new knowledge without
them. As said before, knowledge originates and is
applied in minds and only humans have minds that
are needed in making decisions for competitive
advantages.

The second challenge in information security and
knowledge management is from information
technology. With the development of information
technology, there are many threats evolving around
information security. In accordance to that notion,
a lot of security software are designed to protect
information from being hacked and misused either
by internal or external sources that may cause the
security incidents in organisations such as firewalls,
intrusion detection systems, antivirus solutions, and
many more. Each of the security software is
designed with specific function apart from
protecting the system. Nevertheless, the security
incidents are still occurring even when the best
security software with the advance technology and
the most secure algorithms are used. This is
because there will always be human’s involvement
in every process and implementation of the system
and the weakness of human is human makes
mistakes. Pipkin [7] clarifies by giving an example
of human’s mistake. By dragging and dropping
information into the wrong spot can be
catastrophic. What appears to be a simple action
may create a great amount of work to repair.

Lack of knowledge sharing in organisation is
also one of the challenges in information security
and knowledge management in organisation. In
knowledge management environment in the public
sector in Malaysia, 83% of public sector personnel
believed that their knowledge belongs to their
agency alone and they are reluctant to share it with
other entities [30]. As a result they did not practise
knowledge sharing culture within organisations
[30]. This is because they presume their
organisation’s knowledge as their own intellectual

property.

There are some knowledge and information that
can be shared. For instance, knowledge on how to
protect document using password protection must
be shared. They are many benefits of knowledge
sharing culture such as people can learn from
shared experience through best practices; as an
entry point for connecting people, people to

knowledge transfer from employer to employee.

In accordance with that, an organisation should
use an enlightened approach to share knowledge
and information. Information security takes a larger
view that an organisation’s information and
knowledge must be protected irrespective of the
way the information is handled, processed, and
transported or stored. Therefore, there is a need to
emphasise on the non-technical measures such as
education, training, and awareness and also
fostering information security culture among
employee in organisation [29, 31, 32].

5. INFORMATION SECURITY
AWARENESS, TRAINING, AND
EDUCATION PROGRAMME: A

SOLUTION TO HUMAN’S PROBLEM

It is obvious that everybody in the organisation
need to be educated about the importance of
security awareness and also incorporated
behavioural training [27]. Moreover, Albrechtsen
[32] adds having information security awareness
may raise individual’s security awareness and it is a
good starting point for building a corporate security
culture based on common values and attitude.
Every people in the organisation must have the
awareness on information security and must react
positively in line with the awareness. According to
Al-Awadi and Renaud [33], awareness and training
programme is one of the success factors in
information security implementation in
organisations where it would give a significant
impact in helping organisations to achieve
organisation’s information security effectiveness.
Hagen and Albrechtsen [34] point out that
information security awareness has a significant
effect in improving user’s security knowledge and
behaviour. Once people are aware of information
security, they will know which behaviour should be
applied and practiced in order to minimise the
number of internal security incidents in an
organisation. Furthermore, according to Colwill
[29], having information security awareness may
change people’s behaviour and also enhance the
level of trust between an employer and his
employees.

The next step is conducting information security
training programme that is monitored by top
management. Employees will be able to obtain
more knowledge as needed which are knowledge in
design, implementation, or security programme
operation for organisation and system. In addition,
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the skills and knowledge on computers and system
can be developed while the level of security
awareness is being improved [35]. According to
Whitman and Mattord [35], information security
training programmes should address the following
issue: (1) the information security educational
components required of all information security
professionals, and (2) the general educational
requirements that all information technology
professional must have. Whitman and Mattord [35]
also stress on training at knowledge level where
skills are important in order to solve problems.
Moreover, adding the knowledge management
element/processes such as knowledge creation and
knowledge sharing towards the protection of
information is very beneficial to the organisation.

Training is most effective when it is designed for
a specific category of users [35]. As proposed by
Niekerk [25], there are three categories of users that
need to be educated in term of information security
which are the end users, IT personnel, and top
management. In accordance with that, Colwill [29]
believes that providing education on the importance
of protecting organisation’s information is one of
the initial steps in creating awareness among
employees. This is because, when everybody is
educated, their knowledge will increase. With
knowledge provided by the organisation, they will
learn the new knowledge, share with others and
practise and use it in their daily work routine. In
order to protect the information assets, everybody
in the organisation should have knowledge on
information security parallel with knowledge on
their roles and responsibilities.

All users whether IT personnel or top
management, are the end users. Based on the
definition in MyMIS MAMPU, a user is anyone
who accesses any ICT asset. A user maybe an
employee, members of the administration,
contractors, vendors, or anyone who accesses or
uses ICT assets [36]. Meanwhile IT personnel
include security manager, security administrators/
analyst, security staffer, and also security officer/
investigator. In information security department,
the top management is known as CISO or CSO. All
users have different knowledge based on their roles
and responsibilities regarding their work. Table 3
shows the categories of users with the minimal
knowledge needed.

Table 3: Categories Of Users With The Minimal
Knowledge Needed By Thomson [37]

Categories of
Users

Minimal Knowledge Needed

The End
Users

-Knowledge on training and
password management for
example how to create a strong
password.

-Knowledge on computer viruses
and the safe usage of emails.

IT Personnel | -Knowledge and education on
information  security technical

controls.

Top
Management

-Knowledge and education on
users’ training.

-Knowledge and education on
information  security  policy,
procedures, and controls in
organisation.

-Knowledge in decision making.

Although an IT user in an organisation has his
own knowledge on his roles and responsibilities in
his job routines, he must have the minimal
knowledge as stated in Table 3 in the ‘End User’
column. It is important to have this minimal
knowledge other than his specific roles and
responsibilities. In addition a user must understand,
support, acknowledge, and abide the organisation’s
ICT security policy, standards and guidelines [36].

Pipkin [7] adds, when people know how to use
the system that they are expected to use, they are
more productive and less likely to make mistakes.
Furthermore, when people understand the
importance of information security, how to use it,
and where to report if incidents occur, they can help
reduce the internal security incidents within an
organisation and at the same time can increase the
organisational effectiveness. This is true and
supported by Whitman and Mattord [35] where
they conclude that security awareness, training, and
education programme can improve employees’
behaviour in handling information properly, and at
the same time make employees accountable for
their actions.

6. INFORMATION SECURITY
KNOWLEDGE (ISK) : A RELATIONSHIP
WITH HUMAN FACTOR

Both information security and knowledge
management need human factor to start the process.
There is nothing can be done without the
intervention of human factor. Furthermore,
employee which is the human factor in organisation
is the most important assets other than information.
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Every employee need to know the importance of
information security in order to protect their
organisation assets. Therefore, understanding and
applying information security knowledge is vital.
This implies that, human must have appropriate
behaviour and attitude towards information
security. Knowledge and behaviour should be in
line so that the effectiveness of information security
in organisation will be achieved. This indicates that
there is relationship between human, information
security, knowledge and also knowledge
management and Figure 1 depicts the relationship.
It is pointless if human has knowledge but did not
pose the appropriate attitude towards information
security. This problem will lead to the
ineffectiveness of information security and will
contribute to the internal security incidents in
organisation. Therefore, there is a need to
emphasise on the importance of having the correct
attitude towards information security in security
education, and training programme.

Figure 1: Relationship Between Human
Factor and ISK

The relationship of information security,
knowledge, and knowledge management is
encompassed by the term ‘information security
knowledge’. Defining  ‘Information  Security
Knowledge’ includes combining all related
elements in information security, knowledge and
knowledge management. Table 4 indicates the
element of information security knowledge that are
extracted from the elements in information security,
knowledge management, and knowledge.

Table 4: Information Security Knowledge's (ISK)
Elements

Field Elements

Information security | Protection, confidentiality,
integrity, availability

(CIA)

Knowledge Knowledge sharing,
management learning, practice
Knowledge Information, value,

experience, insight

Information security
knowledge (ISK)

Protection, confidentiality,
integrity, availability
(CIA), knowledge sharing,
learning, practice,
Information, value,
experience, insight

In summary, information security knowledge can
be defined as the experience, values, and contextual
information from the awareness, training and
education programme and is learned, shared and
practised by users in their daily work routines
towards the protection of information. Applying
information security knowledge can significantly
impact the effectiveness of information security in
organisation and at the same time reduce the
security threats.

7. CONCLUSION

Human factor plays an important role in an
organisation. Humans themselves are the ones who
can put the organisational effectiveness in a
dangerous situation and also the ones who can
protect the organisational effectiveness. Besides,
top management must be made aware that the
protection of information security is the
responsibilities of all users. Therefore, by providing
information security knowledge that includes
information security awareness, training, and
education programme may save the organisation
from adverse events.

This paper defines the term ‘Information
Security Knowledge’. It explored the relationship
between the four fields of human factor,
information security, knowledge, and knowledge
management and highlighted the importance of
binding these fields together. Having a clear
definition of information security knowledge will
help researchers to proclamation the term especially
in information security context. Furthermore, it is
important to have a clear definition of information
security knowledge so that it will help employees
as guidance in implementing information security
practices within organisation. However, this

73


http://www.jatit.org/

Journal of Theoretical and Applied Information Technology

10" November 2013. Vol. 57 No.1 =

S

© 2005 - 2013 JATIT & LLS. All rights reserved-

" A m—
A iil

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

definition is limit to the information security
context. Other field may have the other definition.

Further research will be conducted to investigate
the impact of information security knowledge on
human factor towards the organisational
information security effectiveness and identify the
critical human factors of information security
knowledge of the Malaysian public sector.
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