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ABSTRACT

Recently, huge number of e-mails is sent and received. These e-mails are classified into spam and non spam
ones which are processed with the same priority. To guarantee a higher priority service to non-spam e-mails
than that is provided to spam e-mails, a two-priority queue scheme was proposed. There are some
drawbacks in the two-priority queue scheme such as it fails to provide a Quality of Service (QoS) in case of
network bottlenecks. In this paper, an algorithm for servicing non-spam e-mails with high probability is
proposed. Markov chain is used to analyze the servicing probability of e-mails in case of two and three
priority queue schemes. Results proved that the three-queue scheme provides a higher probability service to
the most important non spam e-mails than that is provided to the same class in case of the two-queue

scheme.
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1. INTRODUCTION

There are millions of e-mails which represent a
load on the transmission channels [1] between
senders and receivers. Spam constitutes dramatic
percentage of the total e-mail traffic [2]. The spam
control systems have accepted performance
regarding e-mail blocking [3] ignoring the
consumed QoS used by spam e-mails before
blocking process. As the network QoS is an
important issue, the handling process of e-mails
should be started at the sender side and continued
until receiver side. In single-queue scheme, e-mails
are received and before serviced (a spam filtering
[4], [5], mail classification [6], or spam detection
[7]) by Mail Transfer Agent (MTA), they are stored
in a buffer, which represented by a common queue
with FIFS (First-Come First-Served) base. Spam
control models try to develop classification
techniques with acceptable accuracy [8], [9].
Learning or spam detection are required in most of
the classification techniques [10], [11], [12]. Time
performance (fast spam detection) is an important
factor in high classification accuracy. In two-queue
scheme, the e-mail prioritization idea is proposed to
minimize the non-spam emails transmission delay
and loss. The spam e-mails are inserted into a slow
gueue which results in a service delay. The non-
spam ones should be inserted in a faster queue with

high QoS. A well optimize classification may
guarantee a high QoS which leads to high e-mails
system efficiency [13]. This paper presents a model
for three levels prioritized e-mails servicing which
can classify not only spam e-mails but also non-
spam ones.

The paper is organized as follows; Section 2
presents the related work. Section 3 introduces the
new three-queue scheme. Section 4, the proposed
queuing data model with extracted results and
recommendations are showed. Finally, conclusion
and future work are demonstrated in Sections 5 and
6 respectively.

2. RELATED WORK

Several studies have been presented to develop
high reliability classification techniques that
classify e-mail contents to differentiate between
non-spam and spam e-mails [2], [5], [7]. There are
very few studies that aim to improve classification
timing performance [3]. Some techniques such as
single-queue [8] and two-queue prioritized schemes
have been proposed to reduce that delay [2], [13].

In this paper, the previous techniques are
extended to develop a new three-queue prioritized
scheme.
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2.1 Single queue service scheme

The single queue scheme is a specific module
which used to reassemble e-mail packets and then
inserts them in a single queue. Correspondingly, the
spam detector services e-mails in the FIFO queue
and determines to which folder will forward them
(recipients” mailboxes or special junk e-mail). The
e-mails, which are coming from assembler, have the
same priority with constant delay as shown in Fig.
1. The delay value depends on the queue
occupancy. So, there are two delay parameters; size
of the e-mail queue and e-mail arrival rate. Hence;
there is a relation between the number of coming e-
mails and the service which should be available for
the non-spam emails. This relation is formalized as
follows; high spam arrival rate means non-spam e-
mails queue delay. Queue overflow (mass-mailed
worm outbreaks or Denial-of-Service (DoS)
attacks) causes single-queue system fails. This
scheme uses M/M/1/B queuing model [14].

Non Spam
Packets

v

v

E_Mails

Packets The E_Mail Queue

v

Spam
Packets

v

Figurel: Single-queue e-mail servicing scheme.

2.2 Two-queue service scheme

The two-queue scheme is considered as two-class
classification scheme. E-mails are classified as
either non-spam or spam. Based on layer-3 e-mail,
by estimating e-mail classes, a prioritized e-mail
servicing was proposed. The non-spam e-mails have
higher priority of servicing than that is provided to
spam e-mails. E-mails are forwarded either to a fast
non-spam queue or to a slow spam queue. The
proposed two-queue scheme is not limited to the
layer-3 e-mail class estimation. If the e-mail class
information can be known when e-mails are posted
to queues, the two-queue system may work with
other class estimation techniques. Fig. 2 shows the
proposed two-queue scheme. In this system, there
are four strategies to describe the e-mail services
using discrete-time Markov chain analysis [15].

v
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Non Spam Queue Folder

A 4

E Vs
Packets

L 4

Spam
Folder [Junk]

Spam Queue

)
14

Figure 2: Two-queue e-mail servicing scheme

This scheme improved the loss and delay of non-
spam queue when the services are prioritized.
Adapting categorization probabilities to the queues’
tenures gave better overall cost to process e-mails
[11]. In addition, this scheme protects e-mail
servers from being overloaded under spam attacks.

3. THREE-QUEUE SERVICE SCHEME
STRUCTURE

We present a new scheme based on a three-
priority queuing system. In this scheme, we try to
prioritize non-spam e-mails on servers to decrease
both the probability of delay and loss. The non-
spam e-mails are filtered into two classes, namely
classl and class2. The most important non spam e-
mails are assigned to classl based on predefined
rules. Non-spam e-mails having less importance are
assigned to class2. Class1 e-mails are enqueued into
a fast queue that has higher service priority. Class2
e-mails are enqueued into another queue with
middle priority. Spam e-mails are separated and
enqueued into a low priority queue. The proposed
scheme structure is shown in Fig. 3.

In-quewse Out-queue

> Mast Important E-Mails
> Queue with Priority1

» " In-quews Out-queue
E-mails Flow ] Classifier Middle Important E-Mails
From servers .| Layer3 Queue with Priority2

> »

»

> In-queve Qut-queue
Spam E-Mails

”» o Queue wilh Priorily3
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Figure 3: Three-queue e-mail servicing scheme structure.

For integration, next-generation of routers should
be designed to make e-mails pre-classification on
layer 3.
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3.1 Scheme mechanism

In this scheme, a linear data model is used. The

linear formula used is B; = 4; + ; , where P

represents the transition probability from state i to
state j, A and g represent the birth and death rates

respectively.

The scheme represents the three e-mail classes by
the corresponding queues Q1, Q2, and Q3
respectively. At any time, any e-mail may be
enqueued into one of these three queues by the
classifier as shown in Fig. 3. The three-queue
scheme mechanism is summarized in the following
steps:

Stepl: The classifier distributes the incoming e-
mails into the system's queues according
predefined priorities within a time interval
determined by the server. The initial

probabilities of the classifier selection of
system queues are Pr, pr, and pr;,

3
where ZH pr; .

During servicing, within a time interval, if
the serviced e-mail cannot be completed
due to low bandwidth or queue congestion,
the proposed system will give the QoS
priority to the next e-mail which should be
serviced in the same queue.

The incomplete processed e-mail should be
transferred to the next queue with the
lower priority.

While Q3 is empty, the e-mail processing
will continue in Q1 with a predefined time
interval provided that QoS, which is
required for Q1, is available.

Once Q1 becomes empty, the system starts
to service e-mails in Q2.

If an e-mail has incomplete service in Q2, it
should be moved to the next queue Q3.

While the system servicing e-mails in Q3, if

an e-mail is received into Q1, the system

jumps immediately to Q1 and service this
new coming e-mail.

Step2:

Step3:

Step4:

Step5:
Step6:

Step7:

3.2 Scheme state transitions

To clarify the Markov chain model for the proposed
queuing system, we define Q1 as statel, Q2 as
state2, and Q3 as state3. The time which is used by
the system to service one e-mail is denoted by 7, (

r=1,2,3...). The transitions over these states

are for either servicing or waiting. The transition
from one state to any other state is shown in Fig. 4.

Figure 4: Three states transition diagram

Let {Y(T) ,7>1} is a Markov chain where y @

denotes the selected queue at the 7™ time interval.
The state space of the random variable Y is

{Q,,Q,,Q,}. The initial selection probabilities of
queuesare: Pr, =P [Y© =Q],

Pr,=P[Y®=Q,] and Pr,=P[Y® =Q,]

3
where ZH pr, =1.

Let Sij (1,j=1,2,3) be the
probabilities of the system over the three states, the
state transition matrix for Y ) is expressed as:

transaction

y )
(1) Q: Q. Qs
Y Q. Sy S1p Si3
Q. S S22 Sas
Qs Sz Saz Sa3

To handle all transitions, we applied the row
dependent model P; = 4, +i(x;).

4. THREE-QUEUE SCHEME ANALYSIS

There are two parameters A and 4 used to

manage the data analysis related to queue transition
probabilities. Fig. 5 and Fig. 6 show the data model
for both two-queue and three-queue schemes.
y @)
y () | | Q1 | Q2 |
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Q1 A 1-2 good sign and indicates that the A value should be
Q, A+ i 1— (/1 N ,ui) changed, see Fig. 7, Fig. 8, and Fig. 9.
Figure 5: Two-queue scheme probabilities matrix 4=0.1,1=0.002
y @) N I
9 O—O—0—0—0—0—0—0—0—1
Q1 Q, Qs o8 | -
Q| 2 A+pi | 1-(24+ ui) 07| o
y (=) % 06 -
Qx| A+ui| A+2ui 1—(2/1+3,ui L; EZ
0.3
Qs | A+2u| A+3ui| 1-(24+5ui 02
0] e

Figure 6: Three-queue scheme probabilities matrix

Where i, denotes the number of queues, (i = 3), in
case of three-queue scheme.

Now, we search for the values of both 4 and
which give the best performance of the proposed
system. In case of A= 0.1 and = 0.002, we

obtain the following transition probabilities
matrices for both two-queue and three-queue
schemes respectively.

y (7)
Q: Q.
YD o} 0.1 0.9
Q> 0.104 0.896
y ()
Qs Q. Qs
y (@) [ Q 0.1 0.104 0.796
Q, 0.102 0.108 0.79
Q3 0.104 0.112 0.784

Fig.7 shows that at the value of 4 =0.1 and
the value of 22 =0.002, the system shifts over to
the spam queue in both schemes (Tow and Three
queues). The probability of spam queue service
decreases as the value of 4 increases for the same

value of A(A4 =0.1and = 0.004, 0.006 and
0.01).

Fig. 8 (a, b) shows that the probability of spam
queue service is decreased more rapidly in case of
the three-queue scheme. It is notable that for this
value of 1, (4 =0.1), the probability of non-spam
queue(s) is still less than spam queue which is not a

e
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Figure 7: (a) Two-queue scheme service probability.

0.9 -

0.8 -

0.7 -

0.6

0.5 -

0.4 -

0.3 -

0.2

01 Bl

Probability

1 2 3 4 5 6 7 8 9 W0
Time Slots

Figure 7: (b) Three-queue scheme service probability.
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Figure 8: (a) Two-queue scheme service probability.
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Figure 8: (b) Three-queue scheme service probability.

A=0.1,u=0.006 , these values give results like
in Fig. 7 and Fig. 8 (a, b) with minor difference.

A=0.1,u=0.01
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Figure 9: (a) Two-queue scheme service probability.
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Figure 9: (b) Three-queue scheme service probability.

Increasing the value of 4 10 0.2 and varying the
value of #= (0.004, 0.006 and 0.01) make the
system so as to be enhanced; as the gap between the
probability of servicing spam and non-spam queues

B ———————————————
318

is reduced. But the results are still unsatisfactory
since the probability of servicing spam is still over
that of non-spam; see Fig. 10, Fig. 11, and Fig. 12.
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0.9 —4=01
3 - ————————a—a
08 -

Probability

Time Slots

Figurel0: (a) Two-queue scheme service probability.
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Figurel0: (b) Three-queue scheme service probability.

A =0.2,1=0.004, these values give the results like
in Fig. 10 (a, b) with minor difference.
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Figure 11: (a) Two-queue scheme service probability.
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Figurell: (b) Three-queue scheme service probability
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Figure 12: (a) Two-queue scheme service probability.
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Figure 12: (b) Three-queue scheme service probability.

This gives an indication that the value of A should
be increased for arbitrary values of = (0.004,
0.006 and 0.01) to achieve a higher probability for
servicing non-spam e-mails. At 4 =0.3, the system
takes the same behaviour as in case of 1 =0.1 and
0.2 with more diversion between the probabilities of

319

servicing spam and non-spam queues as shown in
Fig. 13, Fig. 14, and Fig. 15.
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Figurel3: (a) Two-queue scheme service probability.
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Figure 13: (b) Three-queue scheme service probability.

4 =0.3,u=0.004, these values give the results like
in Fig. 13 (a, b) with minor difference.
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Figure 14: (a) Two-queue scheme service probability.
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Figure 14: (b) Three-queue scheme service probability.
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Figurel5: (a) Two-queue scheme service probability.
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Figurel5: (b) Three-queue scheme service probability.

From the previous results, it is notable that
increasing the value A enhances the overall system
behavior, since the probability of serving non-spam
queue also increases. Furthermore, the gap between
the servicing probabilities of spam and non-spam is
more reduced in case of three-queue scheme. Upon
this fact, the A value should be increased to get
best result for the proposed scheme. Fig. 16, Fig.
17, and Fig. 18show that increasing the value of A
to 0.4 for the values of x = (0.002, 0.004, 0.006,

and 0.1) , the probability of servicing non-spam
queues is changed to be greater than the probability
of serving spam queues in case of three-queue
scheme. This implies an advantage of the proposed
scheme over the two-queue scheme which is clear
in the optimal case, at A=0.4 and £ =0.002. In
case of the two-queue scheme, the probability of
servicing g1, which represents non-spam emails
queue, is less than that of g2, which represents the
spam queue. This reflects the scheme failure at
these values of A and p as shown in Fig. 16 (a).
Regarding the three-queue scheme; the probability
of servicing g2 is over that of gl with minor
difference which means that the middle importance
e-mails will be serviced firstly as shown in Fig. 16
(b). Fixing the value of 4 =0.04 and varying the
values of x =(0.004, 0.006, and .01), the non-spam
emails servicing probabilities are still greater than
that of the spam emails but the difference between
the probabilities of servicing both g1 and @2
increases as the value of [ increases. This indicates
that the chance of serving most important emails
may be decreased, as shown in Fig 17 and Fig. 18.
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Figurel6: (a) Two-queue scheme service probability.
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Figure 16: (b) Three-queue scheme service probability.
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A =0.4,u=0.004, these values give the results like 05 —
in Fig. 16 (a, b) with minor difference. 045 m -
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Figurel7: (a) Two-queue scheme service probability.
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Figurel7: (b) Three-queue scheme service probability.
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Figurel8: (a) Two-queue scheme service probability.
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Figurel8: (b) Three-queue scheme service probability.

Increasing and then fixing the value of A4 to 0.05
and varying the values of £ (0.004, 0.006, and
.01), the spam emails servicing probabilities in both
the two and the three-queue schemes became
negative ; this is can't occur practically, see Fig. 19
and Fig. 20.
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Figurel9: (a) Two-queue scheme service probability.
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Figurel9: (b) Three-queue scheme service probability.
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A =0.5u=0.006 Furthermore, the waiting time may give a
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Figure 20: (a) Two-queue scheme service probability.
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Figure 20: (b) Three-queue scheme service probability.

Our practical results showed that the optimal state is
obtained when the value of 1 =0.04 and the value
of x=0.002, which is very close to the real world
e-mail systems; where the number of middle
importance e-mails is greater than the most
importance ones and less than that of spam ones.
Hence, the middle importance e-mails can be
considered as the most common ones, which are
sent and received periodically. So, this type of e-
mails should be serviced with a high probability to
decrease the network starvation especially in the
bottleneck points which may face the e-mails within
their trip. For the most important e-mails, the
probability of serving should be less than that
provided to the middle important ones. Also, the
spam e-mails represent a network load and there is
no problem if they lost. The most important e-mails
should be assigned the next priority since they don’t
represent a load on the network. In addition, their
needs to the best QoS may lead to some delay
waiting for the availability of the required QoS.

e
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considerable chance to move from g2 to gl in
servicing process which is settled in the three-queue
scheme.

5. CONCLUSION

In this paper, three-level prioritized e-mail system
using Markov chain is introduced. In this system,
the e-mails are distributed among three queues. The
first priority queue services the e-mails which
contain highest importance data. The second one is
allocated for the middle importance e-mails. The
last queue contains spam e-mails which should be
serviced with the lowest priority. The application,
which uses the proposed system, should specify a
quota form each type of e-mails for each user. Also,
in this paper, a data model for two and three queue
schemes is introduced. The results showed that the
optimal state of the proposed system is obtained at
the value of A=0.04 and the value of
4 =0.002 which provides high chance for the

most important e-mails (depending on the sender
perspective) to be firstly serviced and benefit from
the network QoS.

6. FUTURE WORK

In the future work, two main topics should be
covered. The first one is to study the system
generalization ~ which  provides n-levels of
prioritization for e-mails. The second one is related
to adapting of the proposed system to handle
several network parameters and loads such as delay
and loss.
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