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ABSTRACT

Cloud computing offers a new way to deliver sersiaghile significantly changing the cost structure
underlying those services. This new technical aridiqg opportunities change in the way the business
operate. It combines the features of traditionahgoting technology like grid, parallel and disttibd
computing and so on. The aim of cloud computintpigrovide a high performance computing system to
the customer with the low cost without relying ¢mit own infrastructure. The cloud offers the vaso
levels of services like Software-as-a-Service ($aBttform-as-a-Service (PaaS) & Infrastructurexas
Service (laaS) to the customers over the inteB8iate all the services are offered over the intethere is

a great deal of uncertainty about security andagsivat various levels are arises. This extensiveesu
article aims to address security and privacy issiiesaitening the cloud computing adoption at thek @ser

at the various levels (network, host, and applicatind data levels).

Keywords: Network Level, Host level, Application level, Data level, Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), Infrastructure-as-a-Service (1aaS)

1. INDRODUCTION

The popularity of the internet evolved many
new technologies of which the cloud computing is
one of the emerging paradigm that attracts many
industries. Cloud become popular due to its
unique features like dynamic massive scalability,
elasticity, measured service and self provisioning
of resources. According to the NIST definition,
cloud computing can be defined as a model for
enabling convenient, on-demand network access
to a shared pool of configurable computing
resources.[1] Cloud computing provider provides
services based on three fundamental service
delivery models and cloud model can be deployed
based on four deployment models.

An Infrastructure-as-a-Service (laaS) model
provides the capability to provision the
computing and storage resources on demand by
customers. The customers are able to deploy and
run the software which includes operating system
and other applications. The customer manages the
underlying  operating  system, developed
application, storage and some selected network
component, but they don’t control the cloud
infrastructure. Cloud providers bill the laaS

customers based on number of resources allocated
and consumed by them. Security consideration for
laaS includes the management of virtual resource
allocation and addressing the Vvirtualization
vulnerabilities and risks that affect the laaS
delivery model.

The Platform-as-a-Service (PaaS) model
provides the computing platform and solution
stack as a service to the customers. The customers
are able to develop their applications without
purchasing and managing the hardware and
software necessary for their application
development. The complete life cycle support for
delivering applications and services are provided
by the PaaS model. The customer has control over
the deployed applications and application hosting
environment configurations, but they do not
manage or control the underlying cloud
infrastructure, network, servers, operating
systems, or storage. Security considerations for
PaaS include access and authorization issues,
working with distributed applications, storage and
data security.
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Software-as-a-Service (SaaS) model allow the
cloud users to access the applications from cloud In the Community cloud deployment model,
providers. This eliminates the cloud users to ihstathe cloud computing infrastructure is shared by the
and maintain the application that runs on their owmultiple organizations from the specific community
local computer. The applications are mostlywith common concerns like security, policy and
accessed by users using thin clients via the wetbmpliance requirements. It may be managed by an
browser. The customer has control over only theimrganization or by a third party vendor and it may
application configuration settings. The underlyingoe hosted on-premise or off-premise. It offers the
cloud resources should be managed and controlleadvantages of the private cloud, without its heavy
by the cloud providers. SaaS are used as commoasts.
delivery model for most of the business
applications like Enterprise Resource Planning In the hybrid cloud deployment model, the
(ERP), Customer Relationship Managementloud infrastructures are combination of private,
(CRM), and Human Resource Management (HRMpublic and community cloud. This model presents
and so on. In effect, there should be more focube opportunity to store sensitive information in a
provided for access control and identities foprivate cloud and non-sensitive information in a
accessing the enterprise applications in cloudSSagublic cloud. It helps to provide varying levels of
Customers are billed based on the usage in monthdgcurity, control and scalability.

or yearly basis. [2] g
8

All these cloud services are accessed via the
cloud clients such as desktop, laptop, smart phones f@
tablets and wireless sensor nodes which are <>
connected to the network. Irrespective of the Private Community Public
service models, the four deployment models offered Gioug Shoud S
by the cloud computing are private cloud, public :
cloud, hybrid cloud and community cloud. Each sy
model has its unique features and characteristics
that meet the cloud user’s particular requirement.

Saal

In the private cloud deployment model, the e s s Tatial Sk, Lt CAnkion -«
cloud infrastructure solely operated for the specif T
organization needs. A private cloud customer can ol by e e
have a high degree of control and supervision ef th ki

physical and logical security aspects of the pevat B TR S AN

Vendors - Microsoft EC2, Rackspace Cloud, Terremark Enterprise Cloud, ...

cloud infrastructure—both the hypervisor and the

hosted virtualized operating systems. With thahhig  Figurel: A Cloud Model Represents Three Cloud

degree of control and transparency, it is easieafo Services and Four Deployment Models.

customer to comply with established corporate

security policies, standards, and regulatorpervices provided through the various cloud models

compliance. Private Cloud players are combinatioare still evolving and barriers are being overcome

of the big technology companies such as HP, IBMgnd enablers are being developed. A major concern

Cisco, EMC and VMware. in the cloud models is to trust the cloud customer’
information is both secure and private. Establighin

In the Public cloud deployment model, thethis trustis a major milestone in the adoptiorhaf

cloud infrastructure like various applications,full range of cloud computing
storage and other resources are offered to the larg

industry group and it is managed by the third party

vendor who is responsible for the public cloud

service offering. Hence, the customer of public

cloud has a low degree of control and oversight of

the physical and logical security aspects of aipubl

cloud infrastructure. Google, Amazon web services

and IBM’s blue cloud are examples of public cloud

service provider.
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LFPLICATION, billable entity. It will be reassigned and reused b
new user when the existing users no more using
DATA that IP address. From the customer perspective it

can pose the security risk to their resource access
by some other user due to the time delay between
the change of an IP address in DNS and clearing
that address in DNS cache. The similar time delay
may occur for changing physical address in ARP
tables and clearing that address from an ARP
cache. With the impact of this issue, the Amazon
) _ _ web services a leading cloud provider has
Figure2: Security Concern at the Various Levels of announced the elastic IP address, by which the
Cloud Computing Model . .
customers are assigned with a set of routable IP

Figure2 denotes the security in depth at the vario@ddress and they have control over that IP address
levels of cloud computing [6].This layered untll.the.y release it. [7] However, the issue can
architecture helps to increase the survivabilityaof PErSISt in non-routable 1P addresses where the
cloud environment in the event of an attack. Thi§UStomers can reach the provider's network via the
paper aimed to provide the detailed discussion diivate address. [8]

the security threats, challenges and guidance

associated at the various levels based on theddyer . L_imited_ auditing capa_bility: _An
architecture. The paper is organized as followrdanization using a public cloud irrespective of

Section 2 discusses the security threats ar])y WyPe of seérvice models face the significark ris
challenges at the network, host, application anff their data. They have limited ability to accéss

data level. Section 3 discusses the privacy concefigtwork-level logs and audit the cloud provider
related to cloud adaptation. Section 4 discusses tRPerations. [4] L _ _
Identity and Access Management model in cloud?-1-2 Ensuring confidentiality and integrity of
Section 5 discusses some of the current security ~ customer data , _

Each customer data in the public cloud

solutions used in cloud. Section 6 presents the . !
conclusion arrived from this survey environment are exposed to internet, create the

significant risk in ensuring the confidentiality dan
integrity of their data. According to the Amazon
web services security vulnerability report, the AWS
signature version 1 proven as insecure and the
2 1 Network Level customers are requested to switch to AWS
When discussing on the network levelSignature version 2 or switch to HTTPS would
pmitigate the integrity risk. [9]

2.SECURITY THREATS AND CHALLENGES
IN CLOUD

security, it is important to differentiate betwee

public and private clouds. Since private cloud _ _
infrastructure  lies  within the  organization Attack against SSL\TLS: Secure Socket

boundaries, the customer has more control over th@/€r and Transport Layer security is the protocol
cloud infrastructure. This implies that there age nUS€d to create an encrypted channel to provide

new attacks or vulnerabilities are possible ingey cOmmunication over the public cloud. Many cloud
cloud. However, in the public cloud environmentProViders support this protocol to provide secure
ensuring proper access control, ensurin ommunication. The researchers Juliano Rizzo and

confidentiality and integrity of the customer’s aat hha:( Duong pr;zlsentedb a Ee";’] attack by which the
in transit, ensuring availability of internet resces ackers are able to break the SSL encryption in

are the major risk factor needs to be considered fillion of websites. This attack named as BEAST
ensure the network level security. The networklBrowser Exploit Against SSLITLS). It is like a
level risks exist irrespective of what types ofudo Trojan horse attack where attacker inserts a bit of

computing services are being used. [4] java script code into the web browser and java
2.1.1 Ensuring proper access control: script combine with network sniffer to destroy the
The following security loopholes that may affect HTTPS connection. [10] This implies that even

the access control restrictions of cloud resources. H11PS cookies are no longer safe.
Issue with reused IP addresses: With
respect to cloud provider the IP address is the
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710




Journal of Theoretical and Applied Information Technology
20" February 2013. Vol. 48 No.2 B

© 2005 - 2013 JATIT & LLS. All rights reserved-

SATIT

ISSN:1992-8645 www.jatit.org E-ISSN17-3195

2.1.3 Ensuring availability of internet facing protocols wherever possible. [13] Jonathan Hassell
resources suggested top five ways to prevent the IP spoofing
Reliance on network level security hasin his article [14].
increased because most of the customer data is

stored in cloud provider premises. There are many BGP prefix Hijacking, a misbehavior in
factors which affect the avallablllty of pUbllC cld which a malicious or misconﬁgured BGP router
resources that are being assigned to youwfriginates an IP prefix that announces the false
organization. network layer reachability information. This attack
is become an increasingly serious security problem

DNS attacks: Several forms of DNSthat affect the availability of cloud computing

attacks may increase an organizational risk at th@sources. Zheng Zzhang, Ying Zhang, et al
network level in cloud computing because Ofproposed a mechanism for automatic reactive

increased number of external querying. DNS cachgitigation mechanism in response to detected
poisoning attack make the name server to return thgtacks.[15]

wrong IP address by which it divert the traffic to

other computer. It is recommended to use the IP ARP cache poisoning attack: This attack
address for the cloud computing services tharoadcast forged ARP replies on a local network by
requires highest security. But using an IP addiessyhich it fool the network nodes. This can be done
not always feasible. DNSSEC (DNS securityhecause lack of authentication feature in ARP, thus
extension) is used as a security measure to prot@fiindly accepting any request and reply that is
cloud computing services from cache poisoningeceived or sent. To protect a hosts ARP cache
attack. It allows the DNS server to provide suppofom being poisoned it is possible to make it stati
for digitally signed messages. However, DNSSE@ne way to prevent an ARP cache poisoning is to
does not help to protect DNS server from DOS anghake static MAC cache, it will not process any
DDOS attacks.[11] ARP Replies received unlike a dynamic ARP
cache. But this is not possible for large netwags

IP spoofing Attackit replaces the source the correct IP address to MAC address association
IP address in the IP paCket header with the fake kﬁ each and every host should be present in the
address by which it hide the identity of real seurccache of every host before it is made static. It is
entlty and make destination feel that the paCket h%ossib|e to detect ARP cache poisoning attack
arrived from different computer. It is used forysing an Intrusion Detection System. Arpwatch is a
sending spam mails and to launch DOS attackgol that will monitor any change in a MAC address
Non-Blind, blind spoofing, Man-in-the middle aretg |p address association in a network. [16]
the variations of IP spoofing attacks. [12]

. 2.2 Host Level
Attackers and target machine are resides Host level security issues are those

on the same subnet in Non-Blind spoofing. Thehich affect the host infrastructure when it is
attacker sniffs the existing transmission in orter affiliating itself to the cloud computing
understand the sequence\acknowledge  cyclhvironment. Security challenges at host level can
between target machine and other host. Once thg considered in the context of different service
sequence number known, the attacker can hijack tglivery models (SaaS, PaaS, and laaS) and

session and easily bypass the authenticatiofeployment models (public, private, and hybrid).[4]
mechanism. The attacker resides outside the target

machine in blind spoofing attack and sends the Threats that are specific to cloud
multiple packets to the target in order to undemta computing at the host level are directly related to
sequence number order. virtualization vulnerabilities like VM escape,

) ) ) threats to hypervisor due to weak access control
The Man-in-the-middle attack Intercepts acaused in pub“c cloud environment.

legitimate communication between two hostsp 7 1 |aaS Host level security:
Then, the attacker controls the data flow and silter The laaS customers are the primary

the information being exchanged between two hostgsponsible for securing the host provisioned in
without the knowledge of either the original sourceoud. The following are the host level security

or the destination. issues related to laaS.
Halton and Basta (2007) suggested one method to

prevent IP spoofing by means of encrypted
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Hypervisor security threats: Hypervisor isget the appropriate level of assurance from the
the software that enables the Vvirtualizationcloud service provider about their host securiy. [
Ensuring the integrity and availability of the
hypervisor throughout its entire life cycle are2.3 Application Level
important in public cloud environment. It is Many of the industry and academia people
possible for “zero-day vulnerability” in VM if the are eager to host their applications ranging from
attacker controls the hypervisor. Therefore it i€omputationally intensive to light weight
important to check that the hypervisor software ispplication on a cloud model to save money and to
up-to-date and locked-down as per the besncrease efficiency and reliability of their
practice. [17] applications. However, due to the lack of access

control over the networking infrastructures

Perimeter security issue: In a cloudincluding servers, access to audit logs, patch
computing model, providing perimeter security likemanagement make the cloud applications are more
firewalls in a virtual environment is litle more vulnerable to the various security threats. Web
complex than in a normal network because some application developed and deployed in private
the virtual servers may present outside a firewaltloud must be protected from the external hackers
This will be the responsibility of the serviceby providing appropriate access control at the
provider. Even if the cloud host is included withinnetwork and host-level. Web application built in a
the perimeter the attacker inside the perimeter mgublic cloud must be designed to use secure
hack the system. This perimeter security issue mapftware development life cycle and need to
not be too hard to solve because virtual resourcguarantee that API's have been thoroughly tested
spaces can be isolated. However, this approaébr security. [5] The following security risks are
creates a constraint on how provisioning is carrietlentified in web application by the Open Web

out. Application Security Project (OWASP). [18]
e Injection

Virtual machine security: laaS customers e Cross-Site Scripting(XSS)
have complete access to the virtualized guest VMs * Broken  Authentication and
which are hosted and isolated by hypervisor session management
software. Therefore the laaS customers are * Insecure Direct Object
accountable for security management of the guest References
VM. Cloud service provider recommends the » Cross-Site Request Forgery

customer to use SSH to manage the VM instances.
The attacker may steals the SSH private keys that
are used to access and manage virtual instances.
This can be eliminated by storing the private keys
on system in an encrypted form. [4] Other host

»  Security Misconfiguration

* Insecure Cryptographic storage
» Failure to Restrict URL Access

« Insufficient Transport Layer

security threats related to virtual machine segurit Protelg(tjlon d di q
is attacking the vulnerable services like FTP and * ggma:rc?ste Redirects  an

NetBIOS. It is recommended to run only the i
necessary services and turn off the unused services 1 OWASP Top-10 security threats:
that are not required. Some more security threats Injectu_)n_: "_‘lec“"” Flaws like SQL, OS
like capture user accounts that are not proper d_ LDAP injection can occur  when web
protected with strong password, attack the syster plication sends an untrusted data o the
that are not properly protected by host firewafld a Interpreter as a command or query. This oiten
deploy trojans embedded in the VM softwarg?ccurs In SQL .and LDAP queries and OS
component or within the VM image itself.[4] Cloud commands. Injection can create a huge data loss
service provider must ensure that the stronEnd lack  of gccountab|l|ty. , Injection can  be
operational security procedures are followed t revented by using secure API's
secure the virtual machine from these threats. . -
2.2.2 PaaS and Saas host level security Cross-Site Scn_ptlng (XSS): XSS flaw
Cloud service providers do not share theiPccur when a web application sends the untrusted
host platform and the host operating system witfat@ to the web browser without proper validation
their PaaS and SaaS customers. Hence, hédd escaping. Hackers can h!JE?‘Ck th? USer session
security responsibility is transferred to the cloudnd redirect the users to malicious sites and spoil

service provider. PaaS and SaaS customers shoqll’k? website appearance by executing the scripts in
the user’'s web browser.
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Broken Authentication and sessionHence, the hackers can compromise web
management: The weakness in the authenticati@pplication and steal sensitive information. The
and session management in web application c&@SBL\TLS could be used only during the account
allow the hackers to exploit the information sush aauthentication, but not elsewhere, expose the data
compromising the password, keys and sessicand session id are able to be intercepted. The
tokens. weakness in cryptography and mis configured or

Insecure Direct Object References:expired certificate vulnerabilities lead to the
Authorized user modifies the parameter value thaxposure of user information.
directly refers to a system object to other object

which the user not authorized for. The attackeys tr Invalidated Redirects and Forwards: Web
to modify the portion of the URI and examine thegpplications more often redirect and forward the
result. This attack can be prevented by properlyictim to other web pages or websites. Without the
verifying whether the user is authorized to accessroper validation hackers can redirect the victim t

the target object. malware sites or use forwards to access

_ _ unauthorized web pages.
Cross-Site Request Forgery: It is type of

malicious use of a website whereby unauthorized Other than Top 10 security risks pointed
HTTP requests are sent from a user that the websigt in OWASP, there are some more security
trusts. The attack includes a link or script ina@® threats at application level are captcha breaking,
that accesses a website in which the user {gpplication level DOS and EDOS attack and

authenticated. Goog|e hacking_
) ) ] ) ) 2.3.2 CAPTCHA breaking:
Security Misconfiguration: This attack CAPTCHA  (Completely  Automated

happen when database administrator or develope(iplic Turing Test to tell Computers and Human
leaves a SeCUrity hole in the system Conﬁguratiompart) is a method to perform 5imp|e Cha”enge-
Attacker access default password, unused patchegsponse test to the user before they gain acoess t
files and directories and try gain the knowledge ofne specific cloud service. CAPTCHA generates the
the system. It is recommended to change the defagfndom string image that can be easily
password when the OS or server tool is installed ifinderstandable by human. However, it makes very
the system. Deleting unused files, turnoff unusegitficult for the computer or bots to understane th
services and keeping up-to-date patches will felp £ode and get authorized to access the cloud service
prevent this attack. Now a day even CAPTCHA breaking is possible by
using various methods like reuse of session-id of
Insecure Cryptographic storage: Thisknown image, optical character recognition
attack happen when the application not securetgchnique and cracking MD5 hash of CAPTCHA
encrypted its sensitive data stored in databasen Evsolution. [19]
the encrypted content can be accessed due to the Application level DOS and EDOS attack:
weak key generation, non rotational keys and wedkhe denied service at the application level radter
encryption algorithm. the host level prevents the system usage and
disrupts the cloud services. It takes advantage of
Failure to Restrict URL Access: A mostflaws in the application code to execute the DOS
common risk in web application is failing to restri and throw the victim’s system into infinite loopdan
URL access which typically occurs when a wekextremely long running of recursive subroutine in
page doesn't contain appropriate access controtder to consume huge CPU resources, disk
policy in place. This vulnerability exposesbandwidth and database bandwidth. It quickly
privileged functionality into unauthorized users.overcome the cloud service budget and increases
The attackers are able to find even hidden paggsur cloud utility bill. Hence it creates a huge
using forced browsing technique. It is suggested timpact to companies economic, this attack also
employ role-based authentication and authorizatiopeing classified as EDOS (Economic denial of
in appropriate place and implement security at botBustainability). [20]
client and server side.
Google Hacking: Google Hacking or
Insufficient Transport Layer Protection: Google scanning is the attack that makes use of the
Insufficient Transport Layer Protection provides th Google search engine to locate the security loop
ability to monitor the network traffic by hackers.holes in the internet. It could be caused due to
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software vulnerabilities and user misconfigurationusage of shared resources poses the data
Hackers target a specific system and try to idgntifprovenance is a critical one.

the security loop hole to get access to that system Data remanence is the residual

If the attacker knows the security loophole that heepresentation of the data that stays even after th
knows to utilize but there is no specific targagrt  attempt made to remove that data. This residue
he employs the scanner. Scanner examines the huggeurs due to data left in nominal file deletion or

amount of system for a security flaw. disk reformatting would have not properly removed
previously written data. This may leak the sensitiv
2.4 Data Level information to the unauthorized user. [21]
Data level security is become much o
important in all types of service delivery models. Considering all these aspects of data

Various aspects of data security includes data-in- security and risk associated with it makes the
transit, data-at-rest, processing of data, da@@ﬂ, customer to concern about data security mitigation.

data provenance and data remanence [4] The Only suitable C-h.Oice. for mltlgatlon is to make
sure that no sensitive information and regulated

“Data-in-transit” is all being transmitting a data is made available into a public cloud.

data over the network. This data is consider to be

secured only if it is properly authenticatéd3. PRIVACY CONVERN IN CLOUD

authorized and identified by the communicating

parties by means of using strong encryption Cloud model increases the privacy concern

algorithm and secured transport protocol. because the service provider has access to all the
user data that resides in their premises. They may

“Data-at-rest” is data stored on storagedeliberately or accidentally uncover it or misulse t
medium. This data can be secured by using strouger data. There are some consideration with
encryption algorithm and protecting the key fronrespect to privacy in cloud are storage, retention,
the hackers. However, in the cloud computinglestruction, regulatory compliance, auditing and
model encrypting the “data-at-rest” in all cloudmonitoring and privacy breaches.
based applications are not possible, because
encryption could thwart indexing and searching of Storage: ldentifying where the users data
that data. is stored and in which location data center itdesi

are hidden from the user. Sometimes the users

Although the data might be encryptedsensitive information may be transferred to other
during the transit and at rest in cloud providecountry without their knowledge, place the legal
database, it definitely needs to be decrypted befoissues because each country privacy laws will diffe
it is processed. However, the algorithm likefrom others.
homomorphic encryption are aimed to support
computation in ciphertext, it slows down the Retention: The users sensitive data once
performance of the system due to the complexitsnoved to cloud, the question arises that how long
involved in algorithm execution. A scientist Craigthat resides in the cloud, what type retentiongyoli
Gentry in year 2009 has developed a fullyis used to manage that data and who implement this
homomorphic encryption method consider to be policy in the cloud.
huge advancement in cryptography and once it is
implemented practically it will give significant Destruction; After the retention period, the
positive impact to cloud services. user personal information should be destroyed from

the provider storage. In case if multiple copies ar

Data lineage is a method of tracing a dataaintained to ensure the availability of the dats t
path in order to know when and where the data igplicated copies should be removed from the
located in provider premises and it is importamt forespective server. A major concern arises when the
audit and compliance purposes. Howevergrganization need to ensure all these things are
providing the exact data path is not really possiblperformed correctly.
in a public cloud.

Data provenance is a method of proving Regulatory compliance: The consumer
the data integrity and ensuring the computatioshould need to know privacy compliance
accuracy of the data. In a cloud computing with theequirement in the cloud and who is responsible to

managing this compliance and how existing
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compliance requirement impacted by moving to th&igure 3 denotes the various functional activities
cloud. supported by IAM model to ensure the successful
management of identities. [32]
Auditing and monitoring: The organization
needs to monitor the cloud service provider Identity provisioning and deprovisioning:
activities in order to provide the guarantee tdrthe The process of on-boarding (provisioning) of user
stakeholder that the privacy requirement is notvhen they join and off-boarding (deprovisioning)
violated when their personal information is inthe user when they leave the enterprise in a timely
cloud. Regularly the cloud provider activitiesand secure manner is a primary challenge for the
should be audited to assure the user persorafterprise adapting the cloud services. Provismpnin
information is not leaked. allow the users gain access to various system
resources, applications and databases based on thei
Data breaches: If the user data breactdentity. While deprovisioning means deactivate the
occurs in cloud, how they get notified about theuser access to the various resources.
breach and who is responsible for breaclurther, the cloud provider should extend their
notification. In case if the cloud provider negléat support for the exiting user management policies
undertake that responsibility, how could bethat are used in enterprises.
determined who is at fault.
Authentication: The authentication is a
These all the major privacy concern thaiprocess by which the user gets enough credentials
the consumer can thing about it before moving tto gains the access to the system or a particular
cloud. The consumer should read the terms adervice. A session is created once the autherticate
services and privacy policy thoroughly before theysers are allowed to access the system and ibwill
put their sensitive data to cloud and they shonjd t terminated once they log off or timeout occur.
to avoid placing the information that should beAuthentication supports single sign-on process
hidden from private litigate. through which the user needs not log-on again to
access other application system.
4. IDENTITY AND ACCESS MANAGEMENT
Identity Federation Management: ldentity

Monitoring the identity and access controlFederation  management is the method of
for corporate applications remains the majoestablishing the trust relationship between differe
challenges in today’s IT world. It's been necessar§nterprises. It supports an enterprise willing to

to have proper identity and access manageme®xchange their users and resource information to
Strategy in p|ace to utilize the cloud Service§nab|e the collaboration and transaction with their

effectively by corporate users. partners. ldentity federation will support access t
It is become mandatory for the cloud provider toyarious cloud provider services in single sign-on
implement the suitable 1AM solutions in order toProcess.

protect and secure all outsourced data and access t

that data in cloud. Authorization and user profile
management: Authorization is a method that
/ Identity and Access Management (IAN) ensures whether the user has access to particular

Providing the xightpeople with the right access 2t fhe Hght ftme system resources or services. Authorization model

Tdentity l A uthentication support complex access control policies comprises
Frovisioning of user roles, user groups and its attributes.
Depends upon the user role as a cloud consumer or

member of an enterprise, the requirement of access
control policy and user profile will differ.

I Authorization l I TTzer Management ]

Management Management

Federation ’

Compliance ’

Compliance Management: It is a process
4 that clearly track and monitor the access right$ an
privileges of the users are not violated in order t
ensure the security of the cloud resources. Itshelp
auditors to validate compliance to several on-
premises access control policies and standards
involve periodic auditing, reporting and separation

Figure3: Identity and Access Management
Model

e ——
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of duties. It should be clearly noted to the consum organizations to post their ideas. Cloud security
about how identity management can suppodlliance (CSA) is a forum that encourage the series
compliance with regularly requirements. of best practices to ensure the security in cloud
computing. [23] Several best practices it supports
Each of these IAM functions has its ownare CSA Controls Matrix, Security Guidance focus
challenges with respect to the services it offerd a on critical areas of cloud computing, Cloud Audit,
few functions are immature in some type of servic€loud Data governance and CloudTrust Protocol.
delivery model say for example user management
and authorization management is not matured in Distributed Management Task Force
PaaS and laaS model. [4] (DMTF) is working group that focus on providing
standards to make laaS service model as scalable

5. CURRENT SECURITY SOLUTION IN and highly flexible. It developed Open

CLOUD Virtualization Format (OVF) that provides the
secure, efficient and portable format for packaging
Several research works focused O@nd distribution of software that can be run in

providing solutions to overcome the variousvirtual machines. [24] Open Cloud Consortium
security issues discussed in the cloud computif§@CC) forum provide the framework that enable
context. In order to address the cloud standaf@e interoperability between the cloud provider.
issues, several cloud organizations works togethé#2] Open Grid Forum is a leading open forum
to maintain a common standard that ensure&orks in the area of distributed computing such as

interoperability of various cloud provider servicesdrid and cloud. [22].
[22] The cloud standard coordination is a wikipedia

includes deta
organization.

of several cloud
allows the various

ils
It

standard
standard

Table 1 Comparison of Some of the Existing Security Schemes in Cloud Computing

Security Model Proposed Approach Strengths Linotai
Resource Uses cache hierarchy Cache hierarchy | Platform resources are under-utilized
management for | aware core assignment | aware approach is| in cache hierarchy aware approach|in
isolation enhanced and page coloring based| easy to implement | case if VM uses fewer cores than the
cloud storage [26]| cache partitioning to than page coloring| total number cores assigned to its

provide resource isolation approach. group.

and better resource However the Page coloring approach enforces the

management by which it | processor resourcgsperformance degradation in case

guarantees security of efficiently utilized | VM’'s working set doesn't fit in

data during processing. | only in page cache partition.

coloring approach

Fuzzy keyword Proposed a fuzzy When the searched The method only supports the single
search over keyword search over keyword is not keyword search.
encrypted data encrypted data in cloud. It exactly matched Conjunction of keyword search and
[27] uses the edit distance to | with the files, the | sequence of keywords are yet to be

measure the similarity of | closest possible developed.

the strings. matches will be

retrieved.

Secure Propose an Advanced ACPS system can | Implementing the ACPS system may
virtualization in Cloud Protection System| monitor the guest | degrade the system performance.
cloud [28] to enhance a security of | VM to identify and

cloud resources. block the malicious
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It provides the secure

activity launched

virtualization in cloud by | by any guest VM.
continuously monitoring
the infrastructure
resources and notifying
the security breaches to
the security management
system.
Privacy-Aware Proposed an access Improve the The proposed model is in its
Access control control mechanism that | privacy and early stage and it requires further
system[29] combines the feature of | security of the implementation to verify the
role based and attribute | system by performance.
based access control in | combining role
private cloud based and attribute
based access
control in cloud.
API access Addresses the insecure | It supports the two | The implementation of this model is

control in cloud
[30]

APl issue in cloud and
Propose an access contr(
mechanism to secure AP
based on role based
access control

stage security at th
DIAPI level to ensure
,only the registered

users access the

cloud services.

erequired to verify the system
security.

Hierarchical
Attribute-Based
access control in
cloud [31]

Addresses the issue of
inflexibility to represent
the complex access
control policies in
existing attribute based
access control method ar
propose a solution based
on hierarchical attribute
based encryption.

It supports the
scalability by
extending the
attribute-based
encryption with a
chierarchical
structure.
HASBE supports
efficient user
revocation by
including
expiration_time
attribute to each
user key.

Computation complexity differs
depending on the access tree and t
key structure.

Computation complexity of the
algorithm may limit the scalability of
the system.

he

Capability based
Access control in
cloud[33]

It uses the capability
based access control
approach along with
public key encryption
mechanism to allow only
the valid users to access
the outsourced data in
cloud.

This approach is
more appropriate tg
individual
application users
compare to ACL
based approach.
Uses the modified
D-H key exchange
protocol to reduce
the burden of key
distribution and
management at
cloud service

Creating a capability for individual
user requires the cloud service
provider to allocate and manage the
large storage space for each data
owner.

provider.

Y
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6. CONCLUSION [71 Announcing Elastic IP addresses and

Availability Zones for Amazon EC2/)
As discussed in this paper, security http://aws.amazon.com/about-aws/whats-

concern related to cloud computing in various new/2008/03/26/announcing-elastic-ip-
levels are the real challenge that we need to look. addresses-and-availability-zones-for-amazon-
Although several security risks described in the ec2/
article would exist in traditional computing model,[8]RFC1918, “Address Allocation for private
it creates the high impact in cloud computing Internets,” http://tools.ietf.org/html/rfc1918
model. Hence providing the suitable securityf9]"’AWS signature version 1 is insecure,”
module that overcomes the security risks in cl@ud i http://www.daemonology.net/blog/2008-12-
necessary when consumer is migrating to cloud and  18-AWS-signature-version-1-is-insecure.html
to alleviate the fear of adapting the cloud forithe [10]“Hackers break SSL encryption used by
needs. There are plenty of research works related millions of sites,”
with cloud computing security issues. Several http://www.theregister.co.uk/2011/09/19/beas
methods and monitoring tools have been suggested t_exploits_paypal_ssl/
to eliminate the security risks in cloud. However[11]"Threat Analysis of the Domain Name System
providing the integrated security framework (DNS),” http://tools.ietf.org/html/rfc3833
intended to support various levels of securityéssu [12] “IP  Spoofing Attack and Defenses,”
are under research. There are many research carried http://resources.infosecinstitute.com/ip-
out to ensure the security of outsourced data in an  spoofing-attack
untrusted cloud data center. My research work willl3] Basta, A., & Halton, W. (2007). Computer
focus on providing solutions to address the segurit Security and Penetration Testifdst ed.).
and privacy concern on outsourced information. Delmar Cengage Learning.
Hence, developing a hybrid and hierarchy14] Jonathan Hassell,"The top five ways to prevent

framework that supports efficient, flexible andefin IP spoofing,”
grained access control mechanism is the primary  http://www.computerworld.com/s/article/9001
focus in my future research work. 021/The_top five ways to prevent IP_spoof

ing?taxonomyld=142&pageNumber=2
[15] Zzheng Zhang, Ying Zhang, Y. Charlie Hu, Z.
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