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ABSTRACT

The security has always been the eternal topitiénfield of Information technology. As a major paft
Internet of Things (loT), the perception layer actsical roles from cognizing and sensing the amnbi
world to implement control instructions. So, thewdty of perception layer is very important. Instipaper,

a simplified attack detection method is proposeduph study of typical routing protocol in the peption
layer of 10T. This method, based on attack modelild analyze the security leak of routing protoirol
perception layer to a certain extent. We firstlyegihe background of research of routing protoaod then
propose simplified attack detection method, analyme security of LEACH protocol, verify Sybil and
Hello Flooding attack are major security threatsL&ACH protocol. On this basis, we put forward to
security countermeasures of routing protocol.
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1. INTRODUCTION performance directly influences the accuracy,

integrity and real-time of the collected informatio
“The connectivity for anything by embedding short;  Apptication Eaﬂ E
range mobile transceivers into a _Wlde array Middieware €] a,a
additional gadgets and everybody items, enablin Sapcion | Aplleaton Clog RSGutlon_ Noork Wi
new forms of communication between people an—=* st Do Logp Towemer Sewe
things, and between things themselves.” was give . y”

In 2005, the Internet of Things’ definition: that

by ITU [1]. Actually, through various micro-sensor| ... - Internet/PSTN )metwork
and MEMS (Micro Electro Mechanical Systems)| Lz ) \UTfjfewa
IoT could sense and collect different informatior K A §

from the ambient world, use embedded technolog

. IS e— IoT Gateway
process and converge it. Through transmissiq e _— —— e S
. . . Bar Code
network, this information could be transferredhe t Mobile Terminal Zighee

user’s terminal to complete various applications. Figure 1: A Universal Architecture Of lot

Generally speaking, the universal architecture of In contrast to quided media. the wireless medium
IoT is divided into three layers, which includes 9 '

perception layer, network layer and the applicatioﬁ c_)penly a<_:ce35|ble, less reliable and_ has no
layer (Seeing in figure 1). In short, perceptiopela obvious physical boundary for the perception Iay_er.
mainly collects information and implementsAn gttacker d_oes not need to I_oreak any physmal
instructions, network layer provides a channel foparrlers to gain access to the wireless medium and

transmitting information, and application Iayercan enter the network from anywhere and from all

represents all kinds of terminal user's applicationd'recnons' On the other hand, the limited rescsirce

As the source of the information chain, theOf node determine routing protocol security is not

perception layer acts important roles frornDOSSIbIe using traditional algorithms.

cognizing and sensing the ambient world to Although many valuable security proposals are
implement control instructions. In this importantput forward in routing protocol of perception layer
role, the transport network of perception layethss these methods just solve one aspect of single
“Core of the Core”. Moreover, the routing protocolprotocol, and we believe that the security issufes o
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routing protocol are inseparable for scenes and The existing proactive routing protocols of ad
application form. In this paper, we take two typicahoc are DSDV (Destination-Sequenced Distance
network (Ad hoc and WSN (wireless sensowector), WRP (Wireless Route Protocol), CGSR
network)) of perception layer of layer as exampleqCluster Gateway Switch Routing) and FSR
analyze the current routing protocols and secur@isheye State Routing Protocol) [2-5]. The
routing protocol, propose simplified attackdifferences between them are the maintenance
detection method, give an example about securityumber of the routing table and updated ways.
analysis of LEACH protocol, verify Sybil and
Hello Flooding attack are major security threats of
LEACH protocol. On this basis, we put forward to
security countermeasures of routing protocol.

2) Reactive routing protocol,
The reactive routing protocol includes DSR
(Dynamic Source Routing), AODV (Ad hoc on
Demand Distance vector), TORA (Temporally
2. BACKGROUND Ordered Routing Algorithm) [6-8], and so on. The
main difference between them lies in the
In contrast to conventional wired networks andmplementation and optimization mechanism of
cellular wireless network, the networks of theroute discovery.

perception layer, especially the Ad hoc and WSI\E 2 Routing Protocol in WSN

are built without a fixed infrastructure and
. . .~ Compared to Ad hoc, the energy supplements
centralized management. In this non-centric : . . g
nd the computing capability are strictly limited.

environment, t_he routing can be viewed as th he data is focused on rather than nodes in WSN,
processes, which obtain to the network topologé

: . e . o the WSN node address can not be the only.
information distributed, calculate and maintenanc canwhile. in order to maximize the WSN
the path through a certain mechanism. So, thcovera e ,and life cvcle. WSN generally take
functionality of routing protocol mainly includes . g ycle, 9 y
WO aspects: intensive deployment. Therefore, the numbers of
P ’ nodes in the WSN are generally far greater than the

e To find the optimal path of the source nodenumber of nodes in the ad Hoc. Ad Hoc network

and the destination node node has an independent address, but WSN has
» Correct forwarding data packets along thewone. WSN routing protocol is based on local
optimal path topology information, and data-centric

For the design of routing protocol in perception
layer, in addition to the above mentions, energ
efficiency and scalability are also considered fo
first and foremost. This is due to some practical 1) Geographic routing protocol,
factors, such as energy constraints, limited The typical geographic routing protocol includes:
computing capability and so on. In this section, WGEAR (Geographic and Energy Aware Routing),
will depict the current situation of research oe thGPSR (Greedy Perimeter Stateless Routing), and
routing protocol in perception layer. GPER (Geographic Power Efficient Routing) [9-

2.1 Routing Protocol in Ad hoc 11].

Any node of Ad hoc network can not cover the 2) Hierarchical routing protocols
entire network area. The node's communication The representations of the hierarchical routing
needs to be forwarded through the intermediatgrotocol are LEACH (Low-Energy Adaptive
node to complete. Node is not only the both sides|ustering Hierarchy), TEEN (Threshold sensitive
endpoint of communication, but also the router foEnergy ~ Efficient sensor Network protocol) and
forwarding data. When Ad hoc deployment hagTDD (Two-Tier Data Dissemination) [12-14].
completed, no centralized management institutions i
manage the network and its behavior, including 3) Data center routing protocols

addressing and routing. The routing protocol of Ad The, S,PlN (Sensor Prot_ocol for Information via
hoc focuses on the mobility, the variability of'Negotiation) [15], DD (Directed Diffusion) [16]

network topology and the multi-hop of and Floodi.ng [17] are three mainly types of data
transmission. According to routing policy, routingCenter routing protocols

protocol is categorized into two classes: There is a comprehensive evaluation of the
routing protocols in table I.

Routing protocols are classified into three
ategories according to the topology of WSN:

1) Proactive routing protocol,

1223



Journal of Theoretical and Applied Information Technology

20" February 2013. Vol. 48 No.2 N
© 2005 - 2013 JATIT & LLS. All rights reserved- T
ISSN:1992-8645 www.jatit.org E-ISS1$17-3195
Table 1: Comprehensive Evaluation Of Routing Prokec

Protocol Multi-path ;V‘\’,g?gty Enery | scalability | Complexity | QoS /'ig;eg dion | Security
Flooding N/A N/A N/A Poor Simple No. | N/A No
Gossip N/A N/A N/A Poor Simple No | N/A No
Rumor N/A N/A N/A Normal Simple No | N/A No

SPIN N/A N/A N/A Normal Simple No | N/A No
Directed Diffusion | N/A N/A N/A Good Simple No | Support No
LEACH N/A N/A N/A Good Complex | No | Support No
TEEN N/A N/A N/A Poor Complex | No | N/A No

EAR N/A Support Support Normal Simple No|  Support No
GEAR Support Support Support Good Simple Np N/A No
PEGAGIS N/A N/A N/A Poor Simple No | N/A No

2.3 Secure Routing Protocol [23]. The comparisons of these secure routing
Currently, the secure routing protocol is mainlyprotocols are given in the table II.
proposed in Ad hoc network. These protocols are .
: . : . Although these secure routing protocols could
put forwar(_j _by increasing the security mechanlsmssolve so?ne security issues the)gl] epmphasize safety
I(ge::r:]ere Og%':};l ; pI;(r)(t)(t)(():((:)(l)sl), \['{g']c h Allgf'la\ugﬁEsapin the design, while ignore availability of algdmit.
secure On-Demand Routing Pr(;tocol for Ad Hoél'hkese secure routing przotocols do_not adqu.‘?tely
. . aken into account the computing capabilit
Networks) [19], ARAN (Authenticated Routln.g_for constrained battery and Iimite(rj) co?nmur?icatio)rll
Ad hoc Networks) [20], SEAD (Secure Efficient bandwidth of Ad Hoc network, such as ARAN and
Distance Vector Routing for Mobile Wireless Ad SAODV. In order to ensure’ the security. these
Hoc Networks) [21], SAODV (Secure Ad Hoc On- ' Y

Demand Distance Vector) [22] and SLSP (SecurBromCOlS sh|eld_ some feat_ures of the routing
Link State Routing for Mobile Ad Hoc Networks) protocols, reducing the effectiveness of the rautin

protocols such as SRP, ARAN.
Table 2: Comparisons Of Typical Secure Routing &tols

Secure | Derivation Protocol Premise Security Authentication Superiority Disadvantage
Protoco Technology
|
SRP DSR Established a sharpdVessage Message Algorithm is | Lack of protection of routs
key between hg Authenticati | identification | simple  and| maintenance information,
source node and on Code| of source and applicable to a| intermediate node can not
destination node (MAC) destination wide range respond the route request
address
ARAN AODV/ Certificate  server,| Digital Entire Authentication| Large computation, need [a
DSR publish and maintair] Signature message integrity  an( trusted CA, the intermediate
public key certificate non-repudiation node cannot respond rouie
for each node request
SAOD AODV Distributing node’s| Digital Entire Intermediate | Using public key algorithm
\% public key Signature, message node can| large amount of calculation
One-way respond  the
HASH Chain route request
SLSP ZRP Distributing node’s Digital Entire Neighbor Using public key algorithm
public key Signature, message monitoring large amount of calculation
One-way mechanism to|
HASH Chain prevent DoS
attacks.
ARIAD DSR Released  TESLA One-way Entire Symmetric Requirements node clock
NE authentication key| HASH message, key and| synchronization, the sengd
established a sharedChain, routing TESLA, less | authentication key occupied
key between source Message sequence computation, | bandwidth, certification
node and destination Authenticati simple delay
node, node clock on Code management
synchronization (MAC)
SEAD DSDV Publish certificatior] One-way Sequence Computationa| Need a trusted entity to
initial value HASH Chain | number, hops| |load is small | distribute and maintain the
each node certification
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3. SECURITY ANALYSIS 3)Null(S,0,): Node § maintains packeO;

Currently, the method of protocol securityeXpressed af.--X1X-- X] O [X - X1X---X]

analysis is categorized as two broad classes: .
y 9 Where ‘X' represents the uncertain element

* Attack detection method: collect and carry ouvalue, the same below.
these effective attack methods for a protocol, i -~
individually detect the protocol whether has the %) MOd'fy(S'Oj ()) Node § modifies data
ability to defense these attacks. In the process ghcket O . It is expressed as
analysis, natural language and a schematic diagram !

are used, and the exchanged messages of protocot o [ X X 1 X o X
are analyzed. X XIX - X] Ot 0 .. 010 - 0

* Formal analysis methods [24]: use a variety of The Modified contents may be any one or a
formal language or model to build security protocol, nination among Sr, De, Ty, Tm, Ms and TTL.
model, and prove the security of the protocol in oo
accordance with the specified assumptions, 5) Delete(S,Oj): Node S deletes packeD; ,
verification and analysis. This method is mainly .
used for the verification of cryptographic protacol expressed af... XIX--X] D49 [X - X0X - X]

and security of electronic transaction protocol. G)Make(s ,Oj): Node S makes packer it
3.1 Definitions

3.3.1 Basic definitions is expressed a§] Mf° [O 010--- O]

The Perception layer network is constituted by )
many independent subjects, which are routers. Theq( Rt%membe(s ’OJ) : Node § saves data
subject communication is carried out by transmitte§2<<€"
packet, and the relationship between subjects is O - oj:PacketOi depends on pack@j.
built by packet. Therefore, the model takes
<subject, object relations> as the main elemene. Th 8) FresHO, )/ No: timestamp of packe©; is

subject represents the nodes, and object represe]%sSh .
, th ferred t ], oth
packets. The model is defined{BgHXA}. The en referred 1o aEresk(O]) ofhenwise

description of symbol is shown in table 3. Fresr{oj )/ No
Table 3: Symbles’ Description 3.2 Rule Descriptions

Abbr.  Representation Abbr. Representation 1) Rule I: For normal node N

B A subset off O  Object.: packet between ) ’
{SxTxRx0) nodes, a subset of O, (Ty) # Broadcast_ N; I Ms>- DeletgN;,O;)

{S %D xT, xT, xM xTTY , The symbol =" represent “Deduced”, the

Object's Structure, | Sy Source node address same below
F?Ckemg_detpe”de”cy — — 2) Rule ll: For normal node N
nter-subjec 's Sr estination noade aadres _
topology O, (Ty) = Broadcast. N, OMs- DeletéN,;,O,)
Subject: De Broadcast type 3) Rule lll: For node §

Attack node (C)
Normal node (N) Remembe(S,0,) ~ S know Oj

T A set of relationship] Ty  Timestamp or sequence 4) Rule IV:For normal node N

Time characteristid number . X
between the subjeqt Verify(N, 'Oi) : No:- DeletgN, ’Oi) ’

;n? o_bjecrt]_ — — _ 5) Rule V:For normal node N
elationship: T outing information : . . _ i
R operation of the node address sequence Ve”fy(Ni 'Oj) Yes- N be“evesoj

subject to the object| tr.  Maximum number of 6) Rule VI:For normal node N

hops .
Fresh(O,): No - DeletgN;,0;)
3.1.2 Symbol definitions . 3.3 Attack Behavior Model
1)Sends,0, ): NodeS transmits packe©, According to the above definition, we would

analyze the behavior of the node and known attack
methods, and draw the following six kinds of attack
behavior models.

2)Rec\(§,0,): Node S, receives packeD,

s
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1) Interrupting If the timestamp or sequence number is designed
Recv(q ,O,-)i in routing protocol, an adversary could use thiy wa
to deceive the normal node. The adversary node
Delete(cl,oj)i sends outdated routing information. This behavior

When an adversary node receives a packet, ti¢ould cause normal nodes send packets according
node does not forward it in accordance with théo the out-of-date routing information.
requirements of the routing protocol, but interrup
the transmission of the packet. It is generallyechl
passive denial of service.

8.4 Routing Protocol Security Analysis
LEACH is the first hierarchical routing protocol
in WSN. This hierarchical routing protocols that

2) Modifying compares with single-layer routing protocol has
Recv(C. O.); better scalability, the convenience of data fusion,
S lower power consumption. So, we will analysis for
Modify(C., O, (...)) the security of LEACH under above attack models.
Senc{Ci 0, ): 3.4.1 Under ‘Interrupting’ model

it Assuming that the attack node is the ‘m + n’,

When a malicious node receives a packet,
pthers are normal nodes (below).

modifies the contents of the packet, and the
forwarded it. This behavior leads normal node [X---XaX---X] O fgeeL [ X --- X0X -+ X]
receives error information.

1) If O,(Ty) = Broadcast

3) Spoofing
Recv(C,,0, ) After rule VI was carried out, if the front ‘m + n -
v 1’ elements are 0, then the attack node is the only
NU"(CwOj) path of the source and the destination node is
SendCi ,Oj): shown During the network topology does not

change, the source and the destination node can not
When an adversary node receives a packet, ti@mmunicate; If the front ‘m + n - 1’ elements are
node forwards direCtly without any mOdification, not all 0, the network top0|ogy may lead to inceeas
hide itself address. It generally lead the normahe number of destination node hop. If it

node mistaken there is a connection with othegyceeds O (TTL) , the destination node is
normal nodes. ‘
unreachable.

4) Replaying
RecV(C,,0, ) 2) If O, (Ty) # Broadcast
0 -0, :SendC 0, } The nodeS that belongs to
When a malicious node receives a packet, it O,(Ms)={N,,N,-N,} RecyN;,0;)-
sends a response packet due to the dependencie$nhe transmission o). has no influence.
relationship of packet. This behavior would result ‘ o "
in a wrong direction of the route. It is generally3-4.2 Under ‘Modifying’ model
called a black hole attack. [X o XDX - X] O FE X -+ X1 X -+ X
0--010 --0

5) Flooding
MakdC,,0, ): O, (Ty) = Broadcast The normal node Ni receives a padiet then
sendc,,0,) Verify(N,,0,)

An adversary node transmits initiatively packets. |t the packet is error, theN, discusses it. The

If a great number of packets are sent in a Shoﬁ%twork has no influence. Otherwise, normal node

pe”%d of IFme, the n”ormalll r(ljo?:sAbl:.ffervaogkI:iWi“ believe it is a legitimate packet, and contnu
overtiow. Tt 1S generally called the Active Denialy, yansmit it. But in the end to the Cluster head

Service attacks. sink, this attack will cause a portion of the dedia

6) Tampering not be identified, and be discarded eventually
C,,Knows O, : Modify(C 0, (Tm)) 3.4.3 Under ‘Spoofing’ model o
This attack mode does not affect the transmission
Sen({Ci’Oj) of the corresponding packets. But, the information

s
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in the packet is not integral. This normal nodel. COUNTERMEASURES

performs Remember, and then obtains a wrong

path. Otherwise, it does not affect network traffic The diversity of applications and scenarios
decides that a single way could not solve the
security issues of routing protocol. So, the sohsi
of these security issues need combine the particula

X 1 X - x} scenario and routing protocols, take targeted

3.4.4 Under ‘Replaying’ model
O -0

010 -0 security schemes. These schemes should either
optimize from protocol itself, or enforce the key
Because the routing information ‘Ms’ has bemanagement mechanisms. Below we will propose
known, the malicious packet preceding the normajome general methods to guide and develop the
reply packet reaches the source node for pa@ket routing protocol security countermeasures.

so that the source node selection@ypath as the 4.1 Existing Routing Protocol Extensions

path to the destination node. LEACH can not do 1) Routing Protocol Extensions and Revision
anything, because it does not verify the legitimacy Currently
of the routing information source. '

[X-~-X1X---X]DW“EY'{XO

in the design of the secure routing
protocol, some minor modifications were taken to
3.4.5 Under ‘Flooding’ model achieve security goal, Such as SRD etc. On the
0 mekee [0 010 --- O] other hand, many attacks are launched based on
. ) routing competitive conditions. When the routing
When the ‘Flooding’ model was carried out byneed be chosen, we avoid a variety of competitive
an attack nod€, , if C; only sends a small number conditions. Some attack would be prevented.

of packets, the network will not have a big_ impact. 2) Symmetric Cryptography Mechanism in route
A large number of packets are transmitted in atShoﬂiscovery and routing packets certification

period of time. The normal node resources are
occupied. At last, the buffers of normal nodes Because resources consume so  much,
overflow. LEACH has no any measures to defensasymmetric cryptographic scheme should not be

this attack. A typical attack is “Hello Flooding”. ~ used in transmission of perception layer. Some
‘ o methods, such as the Password MAC of SPINS and
3.4.6 Under ‘Tampering’ model INSENS, one-way hash function and one-way

~ The routing protocol has the operation ofy ihentication scheme, are worth learning. These
timestamp or serial number. The adversary nodgethods are also to achieve broadcast or multicast
chooses an operatinpdif{C;, O, (Tm)), in order to  certified. However, if using a single encryption
ensure the freshness of the message. The norndales not meet demand, the combined use of the
nodeN; checks packetsresnO,):No, and then symmetric key algorithm and public key of the key
technology could be considered to reduce the
amount of computation, without lowering the
security strength of the premise.

DeletdC,,0;) according to Rule V| has no
influence, or else, believej according tdRule V

On the other hand, the decision based on th&2 Hybrid Security Mechanism
timing is just not enough. If a malicious node The computing capability of single node is so
tampers with itself role, or participates in thester limited that some complex security routing
head competition, LEACH protocol has no goodilgorithms are not implemented. In response to this
ideas. It is why Sybil attack is one of greaternhar situation, some auxiliary information, which
for the hierarchical structure of WSN. includes the node group, PHY and location, should
considered to meet with the certification

In summing up, we can see that there are no aﬁf
anagement and key management.

security considerations in LEACH protocol from
the above analysis. The six attack model, espgciall 1) Secure localization technology
'Flooding' and "Tampering" make the LEACH
protocol great harmful. It also is reason that the
Sybil and "Hello Flooding" attack become the « A node could determine itself precise
hotspots of security research on LEACH [25]. geographical coordinates;

* A malicious node could not masquerade as

spurious location.

Secure localization includes two aspects:
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The localization technology is applied in thethe posterior path packet as the preceding path
security defense to implement routing certificationpackets to transmit. The destination node addeess i
In conjunction with other security technology, thishidden away. Thereby, the multi-grade confusion
technology will improve the security of routing. concealed path is obtained. The data packet uses
With secure positioning capability, the routingdifferent encryption keys from back to front and
protocols can effectively solve the problem, sush dayer by layer so that the target node that reseive
wormhole attacks and Sybil attack. this packet could only decrypt the outermost layer
in figure 2 [26]. Each node to forward this package
only knows two adjacent, so an attacker cannot

Due to the vulnerability of the security, theobtain the entire path more information.
intrusion tolerant technology should be taken to
mitigate the destructed scope of intruders.
Redundant multi-path routing algorithm is a typical
representative  of the intrusion tolerance,
redundancy-based defense measures applicable t
WSN. Its ability could tolerate failure and intrasi

2) Intrusion Tolerance Technology

Router A Key

Router B Key
Router C Key

Message

3) Defense against Node Capture Attack

Because multiple nodes perceive an object
together, the finite nodes were even capturecheat t

Destinatio
A .

initial stage; the overall operation of the netwigk >

not affected. The key issue is that the adversary
could not crack and steal important information
from the captured nodes. The better approach isOf course, onion routing protocol that is

dynamiC call of the COde, in other WOde, the Corﬁ'np|emented on the networks of perception |ayer
codes do not boot from the memory, buheed be lightly processed. In general, we take the
dynamically load to the node at the beginning ef thhash and the exclusive OR operation to achieve
deployment. In addition, other mechanisms can bgnion-layered blinded data, in order to reduce the

considered. For example, nodes could execute sefgsource of the capacity and computation.
destruct code in the case of non-normal startup.

Figure 2: Onion Routing Diagram

3) Avoid the use of obfuscation techniques

4.3 Anonymous Technology We should avoid wholly using these obfuscation

The existence of active attacks causes a gregichniques, such as selective packet reorganization
deal of security threats to the networks Opadding, delay, traffic temptation and etc. The
perception layer. So, we should use anonymoygorganization requires the intermediate node must
technologies to prevent passive attacker detectingiow the whole path structure, and then can be
network topology and critical node. resorted. So, the flexibility of the routing algin

1) Hidden Node Attributes is not high, and the energy consumption increases.

The pseudo identity is taken to hide the trud he padding will increase the load on the wireless
identity, as well as nodes communicate each oth#pK- The delay could prevent adversary track, but

by using the pseudo identity instead of the tru8'aY als_o provide time for an attacker. The traff_ic
identity, change the pseudo-identity regularly ofemptation makes the network energy consumption

irregularly rather than hide their identity through€*cessive. The design of security can selectively

encryption node identity.. This way will greatly US€ the techniques above.

increase the computational overhead of thg coONCLUSION

intermediate forwarding node and the destination

node for such passive attackers. Those malicious Although many routing protocols have been

nodes that are deployed by the passive attackgésigned, the goal of these protocols seldom afms a

have to try all possible shared keys to decrypt thgecurity. On the other hand, many research focus on

message packet to determine that they are not tgcurity of routing protocol in WSN or Ad hoc, but

destination node or forwarding node. many of them elevate security by abandoning the
2) Light Onion Routing perfqrmgnce. Thg diversity of fscenario and
The Onion Routing mechanism is that selects @pplication determ|_ne any solo solut|.on could meet

some intermediate targets to compose a multi the demand of routing protocol security.

segment path, and encrypts the data and address of

s
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In this paper, we propose a simplified attack Internet Draft hdraft-haaszone-routing-protocol-

detection method to check the security leak of

routing protocol, and then give the analysis precegg]

with LEACH protocol. At the same time, we put

forward some security countermeasures, which are
common suggestions to solve issues of protocol
security. Among

them, the hybrid security

mechanism is research hotspot in the future.
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