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ABSTRACT 

Wireless communication networks are in huge need and demand due to various features of internet and its 
availability and easy accessibility all over the world. Therefore, advanced security techniques and 
mechanism are required for private business application and for effective and secured data transfer from 
one network to other. Many common standards such as 6LoWPAN, Zigbee (IEEE 802.15.4-2006), WiFi 
(IEEE 802.11) and many more are being used for wireless standard. Many techniques used today having 
weak security and loop holes that can easily be attacked to gain access over the networks such as Wired 
Equivalent Privacy(WEP) can easily be stabbed with the ample availability of tools and the data present 
can be modified or read by the mediator.  This paper aims for developing a Modified Wired Equivalent 
Privacy protocol (MdWEP) which will give more reliable communication and security benefits. To 
implement MdWEP we are using three cryptography algorithms AES, RSA and MD5. To increase the 
security three fold the plain text is passed through three cryptography architecture namely AES, RSA and 
MD5. Hardware implementation of this structure will consume more hardware and power but the speed can 
be increased by pipelining the output of each stage. Software implementation does not require huge 
resources but we get 3 times secured data. Hardware implementation is being done using xilinx and 
software implementation is being done by Java Swing  
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1. INTRODUCTION 
The most important issue that arises now a day 
is to keep the mediators from accessing, 
modifying and reading the data present in the 
file while transmitting it from one network to 
other [1,2]. This algorithm approaches to 
provide security same as in wired network. In 
this paper we discussed how WEP works for 
wireless network and together with that it also 
explains what are the limitations and 
drawbacks. 

The following algorithms are used in this paper 
to implement MdWEP: 

 RSA:- To Generate the digital 
Signature 

AES:- To encrypt and decrypt the 
message. 

MD:- To generate the message digest. 
 

The paper has been organized as follows. Section 2 
deals with the overview of WEP its operation and its 
drawbacks. Section 3 discusses the proposed Modified 
Wired Equivalent Privacy (MdWEP). Section 4, 5 and 
6 discuss the MD5, RSA and AES algorithms 
respectively. Section 7 and 8 presents the hardware and 
software implementation results of proposed 
architecture and finally section 9 concludes the paper 
 
2. WIRED EQUIVALENT PRIVACY (WEP) 
As it name implies it provides security same as wired 
connection. It is a security algorithm for IEEE 802.11 
[8] as its privacy component. It was designed specially 
to provide security in a wireless network as shown in 
figure.1. 
 
2.1 Overview of WEP 
The procedure for encryption of data frames with its 
description and analysis is given below 
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The RC4 algorithm [3] is used to produce 
cipher text from plain text. XOR operation is 
performed between plain text and the ciphering 
key.   
 

 
Figure.1 Encryption in WEP using RC4 

 
 2.2 Operation of WEP 
The main goal of every cryptography algorithm 
is to encrypt and decrypt the message and the 
same is for WEP [4,8]. Encryption process 
involves converting the plain text to cipher text 
i.e. unreadable text and Decryption is just 
reverse of Encryption i.e. converting cipher text 
back into original text (plain text). Firstly, the 
plain text (denoted by pt) i.e. the original 
message which is send by the sender is 
converted into cipher text using any ciphering 
key. The data before decryption is cipher text 
(denoted by ct) which is converted into the 
plain text using the same ciphering key and the 
data after the decryption is plain text. 

To produce the Output Text (ct) Encryption 
function (ef) will take (pt) as an input and 
produces the cipher text as shown in figure.2. 

Ef(pt) = ct                                                        (1) 
In reverse process, the decryption function (df) 
will take (ct) as an input to produce (pt) as 
output. 
Df(ct) = pt    (2) 
The above all the equations and work can be 
summarized as following: 
Df(ef(pt)) = pt    (3) 
 

 
Figure.2 Encryption and Decryption Process 

 
2.3. Drawbacks of WEP 
In WEP encryption, any mediator or attacker can easily 
crack the key using any available software in less 
amount of time. It uses the single key for encryption of 
the message and the same key is transmitted towards 
the receiver side for decryption process [5], so in 
between the network if anyone get the key then he will 
easily breach the confidentiality. 
Another drawback is that if there is need come to 
change the master key then the changes should be done 
every nodes connected to the network manually. 
 
3.   PROPOSED MODIFIED WIRED 

EQUIVALENT PRIVACY (MdWEP) 
    
 The main work of MdWEP is to enhance security 
between two communicating nodes over the network 
[6] is shown in figure 3. Here the process of encryption 
and decryption is explained which we have used in 
MdWEP i.e. how these both processes are done to 
achieve the goal of enhanced security. As discussed 
that RC4 algorithm [7] is used in WEP[10]s, In 
MdWEP the message digest using hash function (MD5) 
is generated firstly then digital signature is generated 
by using RSA using the sender’s private key. 
We used some symbols in the procedure of MdWEP, 
which are given below 
S-sender, R-receiver , M-Message to be send, E1- 
encrypted message (generate using AES algorithm) E2 
–encrpted hassh message H!,H2-hash code generated 
by MD5, K-Sender’s public key, U-Sender’s private 
key 
 
3.1 Procedure 
The procedure involved for implementing the MdWEP 
is explained below: 
The following procedure is divided into two parts: 
Sender Side: 
Step1: The Sender S produces the message M that it 
has to send. 
Step2: MD5 is used to produce hash code H1 by taking 
the Message M as Input. 
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Step3: RSA uses the senders public key K to 
encrypt the hash code H1 
Step4: Message M is encrypted by using AES 
algorithm. 
Step5: Now the message that is encrypted by 
AES in Step 4 is combined with the encrypted 
hash       code produced in Step 3. The sender 
side illustration is shown in figure 3. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure.3 Block Diagram For Sender Side Mdwep 
 
Receiver Side: 
Step1: At the Receiver’s end the receiver 
introduce RSA algorithm and uses sender’s 
private key to decrypt the encrypted message 
i.e. H1 into H1 (only signature is decrypted) 
Step2: After that AES is introduced to the 
encrypted message E2 for decryption 
Step3: In this step use the output what we get in 
step 2, MD5 is introduced to generate hash code 
H2. 
Step4: In this step we do the comparison of H1 
and H2 if they are same then we give 
authentication to our message. The receiver side 
illustration is shown in figure 4.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure.4 Block Diagram For Receiver Side Mdwep  
 

4. MESSAGE DIGEST ALGORITHM (MD5) 
 

In cryptography, Md5 algorithm is used to generate the 
hash. It generate 16byte hash code which is one of the 
best hash function used to check the data integrity and 
is represented as a 32-digit hexadecimal number. 

4.1 Algorithm: 
Step1: Padding is done in very first step i.e. padding 
bits are added to the original message. The goal of this 
is to make original message of the length equal to a 
value, i.e. 64-bits which is less than multiple of 512 bits 
as shown in the figure 5. 

Step2: In this step we evaluate message original length 
and append it to the end of the message. 

Step3: Here the division of input message into block is 
done each block of length 512-bits.  

Step4: This step is also known as initializing chaining 
variables. In this four variables are given some initial 
hexadecimal values. 

Step5: This step is quite complicated which is stated as 
follows: 

• The value of four chaining variables is copied 
into four corresponding variables. 

•  Here 16 sub blocks have been created from 
the current 512-bits block, each block have 
32-bits. 

• In this step 32-bit word produced as output by 
taking the three 32-bit words from the 
following four functions. This processing is 
called as rounds. Based on modular addition, 
non-linear function (f) and left rotation each 
round has 16 operations. 

X (P, Q, R) = (P AND Q) OR (NOT (P) AND 
R) 

Y (P, Q, R) = (P AND R) OR (Q AND 
NOT(R)) 

Z (P, Q, R) = P XOR Q XOR R 
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Figure.5 Illustration Of MD5 Operation 

5. RSA ALGORITHM  

The RSA algorithm is a asymmetric key 
cryptographic algorithm. This algorithm as 
discussed above is asymmetric, requires public 
key for the creation of digital signature of the 
data. To decrypt that digital signature a private 
key is required by the receiver as shown in 
figure 6. For understanding this algorithm some 
basic knowledge of prime numbers as well as 
how to find the factors of any number is 
necessary.  

The private and public keys in RSA are based 
on verge prime numbers (made up of 100 or 
more digits). The algorithm is simple but the 
real task arises in generation and selection of 
public and private keys 

5.1 Operation 
 

1. Select P and Q any two large prime 
numbers. 

2. Evaluate  N=P*Q 
3. Now public key (i.e. encryption key) E 

is chosen in such a way that it should 
be not the factor of (Q-1) and (P-1). 

4. For the selection of private key(i.e. 
decryption key) D in such a manner so 
that it satisfy the following equation: 
(D*E) mod (P-1)*(Q-1) = 1 

5. Evaluate the cipher text CT from the 
plain text for encryption as follows : 
CT = PTE mod N 

6. Send to the receiver side CT as the 
cipher text. 

7. In the receiver side for decryption use cipher 
text CT to evaluate plain text  PT 
PT = CTD mod N 

 

Figure.6 Illustration Of RSA Algorithm 

 

6. AES (ADVANCED ENCRYPTION 
STANDARDS) 

AES algorithm is an iterated block cipher supporting a 
variable data block and a variable key length of 128, 
192 or 256 bits. The algorithm consists of three distinct 
phases [9], [11]-[13]: (i)an initial data/key addition, (ii) 
nine (128-bits), eleven (192-bits) or thirteen (256-bits) 
standard rounds, (iii) a final round which is a variation 
of a standard round. The number of standard rounds 
depends on the data block and key length. If the 
maximum length of the data block or key is 128, 192 or 
256, then the number of rounds is 10, 12 or 14, 
respectively. The initial key is expanded to generate the 
round keys, each of size equal to block length. Each 
round of the algorithm receives a new round key from 
the key schedule module. Each standard round includes 
four fundamental algebraic function transformations on 
arrays of bytes. These transformations are: byte 
substitution, shift row, mix column, and round key 
addition as shown in figure 7. The final round of the 
algorithm is similar to the standard round, except that it 
does not have MixColumn operation. Decryption is 
performed by the application of the inverse 
transformations of the round functions. The sequence 
of operations for the standard round function differs 
from encryption. The computational performance 
differs between encryption and decryption because the 
inverse transformations in the round function is more 
complex than the corresponding transformation for 
encryption. 
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Figure.7 Illustration Of AES Algorithm 

7. HARDWARE IMPLEMENTATION 
RESULTS 

The hardware implementation of the algorithm 
is done using Verilog language for modelling 
and the simulation is done using modelsim and 
the synthesis is done using Xilinx XST 
synthesis targeting for Xilinx xc3s500e-4f8320 
FPGA board. The synthesized RTL diagram is 
shown in the figure. 8. The simulated result is 
shown in figure 10. Figure 11 shows the 
resource utilization for FPGA implementation. 

 

Fig.8 Synthesized RTL Diagram Of The Proposed 
Architecture 

8. SOFTWARE IMPLEMENTATION RESULTS 

   The proposed algorithm is coded using Java swing 
and the simulation applet window snap shot is shown in 
figure 9. 

 

 

 

 

 

 

 

 

 

 

Figure.9 Snap Shot Of MDWEP 

9. CONCLUSION 

In this paper we have shown and explained the 
structure, architecture and implementation of MdWEP. 
We have proposed a better and secured way for the 
transmission of data over the network and also between 
any two nodes in a network. Here we have proposed 
triple layer architecture of wi-fi security. Our technique 
is very much compatible with any hardware that 
supports WEP. Here confidentiality and integrity is 
provided to the data. 

Figure.10 Simulation results of the proposed architecture 
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                                                             Figure: 11 Resource utilization for FPGA implementation
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