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ABSTRACT

With the rising number of schools going to builtreless campus networks, the current wireless campus
networks cannot protect from increasing illegalwak intrusion. This paper presented an improved
security mechanism for wireless campus networkis.ased on the analysis of the shortages of miufoe
security mechanism for wireless campus networks, @am the optimization and improvement of data
confidentiality agreement, network authenticatiorotpcol and access control. And also use CCMP
algorithm to encapsulate and encrypt data, preaefast authentication protocol based on public key
cryptography and control access in wireless netsigpkrt with the concept of virtual ports. The riésu
show that the security mechanism put forward is g@per can not only protect the connection spaedtb

the same time increase the safety.

Keywords: Wireless Campus Network, Security Mechanism, Data Security, Network Authentication,
Access Control

in data confidentiality agreement, network
authentication protocol and access control.

With  the development of information2. THE CURRENT SITUATION OF
construction of colleges and universities, wireless SECURITY MECHANISM FOR
campus network, as network infrastructure, has WIRELESSCAMPUSNETWORKS
been gradually built in colleges and universitigg [
in which the safety certificate might be the most At present, the security mechanism for wireless
important thing in planning and considerations [2]Jcampus networks includes the following two: WEP
Compared with mature wired network securitysecurity mechanism and WPA security mechanism
mechanism, the wireless network is in lack of9].
flexible and reliable safety certificate mechalnler.lWEP Security Mechanism

[3] [4]. It is quiet the puzzled for wireless netko : ; . :
construction to take both the available acceptgbili nVZIrE\cPr (\/tYérr?qstaEr?g;gl?:; dzr%acﬁ)ag%rg;”;ﬁgg (QZta
of the users and rigorous safety precautions inf yp ) 9 )

can pass through wireless networks safely, with the

account [S]. ooperation of the encryption algorithm in shared
In current situation, many wireless access poin{':s P yp 9

in the campus network have not do well in th ?g%tt:i%;\lcvﬁr’]Sboomzﬁszc;g?i;et :;s(:)snoi(receacn;:jn :gl
consideration of the security with wireless acces yp y

such as the authentication based on MAC address’’ which also means to prevent the unauthorized

or shared secret key without authentication, anhd Igzerssu m(())rrl;itr?rlnl%;_ ?J?t e”rll(e;?al til:)SneEO]a Ezlcle]ss, vaith
alone the relatively difficult-set authentication y supp g yp )

method like 802.1x [6]. When hanging in the WUP s_tandard have mhe_rent vices In protecting
net security. For example, since users in one servi

campus with a notebook computer in hand, we ma
find a lot wireless access point which is easydb ga}'rea share the same secret key, the whole network

in, without any security precautionary measure [7 'ocs)?lc?r gﬁrrfog:r?igt:g t;,]vétrl](eda[nl%?r’ \?Vrglg :ngrsertigis
If someone unknown comes into the campu P y : yp

network by getting in the wireless network, thal 22 SHES S CY (B TS el L vone can
would be a threat to our campus network [8]. 9 9

This paper, base on the current situation k?e downloaded from the internet for free. And

ciaac:kers are very likely to find out the network

wireless campus network, presents an improve[ .
: . ; ransmission, and then use these tools to code the
security mechanism for wireless campus network,

with the optimization and improvement separately

1. INTRODUCTION
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keys, to intercept network data package or NAC header ]

unauthorized access [13]. .

crea
additional

. . authentication
2.2 WPA Security M echanism date

Plaintext A2 cipher

Priority create text |

With the dissatisfaction for market demands in DU ;
WEP shortages, the Wi-Fi alliance launched WPA onee || MEER ] e ‘ ‘

tech, as the temporary succedaneum of WEP e ' I
security standard protocols of wireless network to HeoU
supply quite strong security performance for IEEE *
802.11 Wireless Local Area Network. WPA is .Nﬁ
actually a subset of IEEE 802.11, whose kernel is N

IEEE 802.1x and Temporal Key Integrity Protocolsem——————ue ©F
(TKIP) [14]. L

Both TKIP and WEP are based on RC4
encryption algorithm, but improve the current WEP Figurel: =~ CCMO Encryption Flow Block Diagram.

by using dynamic communication key. TKIP : : .
introduces 4 algorithms: new 48-bit initializationas-l;gﬁos\:_ocwure of CCMO encryption algorithm is

vector (IV) and order rules of 1V, per-packet key The data package number (PN) pluses one, every
construction, Michael message integrity codes, ar‘HPDU needs a new and different PN- '

key recover and distribution, which increase the Create additional authentication data ADD for
security of data encryption in wireless network][lSOCM by MAC header:

[16]. Create current Nonce of CCM by PN, address A2

IEEE 802.11i also definite a new encrypt'ongX—address of MPDU) and Priority:

?Agssrl)thrtnobgsgt'eo%ﬁfeva”;egrf?Céﬁgtr'ont.f;i”g?‘r Inset PN and key identifier to CCMP header
: powerfu ypt first 8 bytes in cipher text);

data integrality_ inspegtion. AES. is a symmetri_cal- Import additional authentication data ADD,
block encryption  with  a . h|gh_er encryption current Nonce, and MPDU data, encrypt AES-CCM
performa.nce than _RC4 glgorlthm In WE'_TK,IP' under the control of temporary key TK, then get
After being notarized in IEEE 802.11i, it haSgipher text data and message integrity code MIC;

become a new encryptionof stronger security compine CCMP header, Plaintext MAC header,
protection replacing WEP. But WPA securityipher text data and MIC to cipher text MPDU with

mechanism is inferior to WEP instability [17]. a certain format, and send cipher text MPDU.

3. THE IMPROVED SECURITY The encapsulate objects in CCMP differ from
MECHANISM FOR WIRELESSCAMPUS those in TKIP. TKIP’s message integrity code is for
NETWORKS. MSDU, encryption for MPDU, encapsulation for

MSDU and MICMPDU after calculating MIC of

On the basis of the existing security mechanisﬁtﬂehentire MSEU' And ;hen trfanslate MP[.)U in:]o
for wireless campus networks, this paper makégPer t?Xt' The procedure o C.CMP IS just the
optimizaton and  improvement  in dataOPPOsite: get MPDU by segmenting MSDU. Then

: . P ke separate encryption and integrity protection
confidentiality agreement, network authenticatio a L ;
protocol and access control [18]. rigr each MPDU. CCMP’s integrity code and

encryption is all for MPDU. In general, CCMP is a
3.1 Data Confidentiality Agreement Based on strong data confidentiality agreement.
CCMP
CCMP is another encapsulation
supplying data confidentiality and integrity.
Figure.1 is the CCMO encryption flow block
diagram.

protocol?"z Rapid Authentication Protocol Based on
Public Key Encryption

This paper presents a rapid authentication
protocol and key agreement with the help of public
key encryption and the tech of message
authentication code. The protocol which uses
modularized design, offers provable safety in CK
model and has the security attribute of mutualtgnti
authentication, forward security and so on,
contenting the safety demands. For efficiency, only
2 communications is needed to complete. With
small operand, it can be used as a sub-protocol of

R
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appropriatedand operating data, and defined the “controlled”
and “uncontrolled” logical port edge of device in
network (authenticator, such as concentrator and
AP). After getting into the network, authenticators
allow controlled reports of users to pass through
uncontrolled ports, but obstruct in controlled port
Only after checking wusers identities by
authentication servers and be authenticated to, can
authenticators let customer service data get throug
controlled ports.

4. EXPERIMENT SIMULATIONS

ISSN:1992-8645

802.11i and WAPI, after
encapsulation. The protocol is as follow:
Parameter Setting:
SetP, das prime numberg|p-1, 9 is 0-

order element in groud, . Sis session identifier.

Network identifier of the sender i&. Network
identifier of the receiver is B

H:{0,1}" -{0,1} "is security Hash functionk, is
safety public key encryption algorithmMac is

safety message authentication code algoritbris

safety symmetric encryption algorithm. ) )
The two main performances of wireless networks

Authentication process as follow: | q i Th ol
* are speed and security. is paper simulates a
(1) T he sender choose a randomlZ, , experiment of security mechanism of wireless

a=g*, and sendE, 5(AllB]ls |a )message to campus networks focusing on these.

the receiver; :
(2) The receiver receives and decodes it, an‘blTheSpGEd Test of Wireless Networks

geta. Choose randomeDZ; ,b=g", calculate In the area being experienced, set separately 10
various locations to test the speed of wireless

N=g? .delete Y and send messagenetworks. The experiment result is shown below.
<E, .(Al|B||s |b)Mac, b }>to the sender, as 100
2

an output conversation ké&§/= (g™ ||A[|B); a

(3) The sender receives and decodes it, lgatsl @ 2000 17 ]
checks the verification code. If receivable, delete ‘; AR

. 1500

and get conversation coéle= H(g” || A||B). g

The sender and receiver can authenticate ea @ 1000 -2 )
other and at the same time, get the conversati £ 3 dE £ £ £ 2
keyK . That contributes a key agreement. i 808 & k£ RoE

Key updating: £ 2 9 5 35 £ 3 EI

k

The sender chooses randomRO{0,1° , Figure 2: The Wireless Network Speed
calculate K'=H(@"”||IR|IK) S, Testing Statistics In The Original Scheme(Nst
m=E, (R||[Message) and then send the Location)
message m, Mac,. (m) > to the receiver. 5500

The receiver receives, decodBsand getsR, o
calculatesK' =H(g” ||R||K ), and check$lac . & 2000
If passed, receive new conversation kégssage. \-é 1500

The both sides of the conversation can get the ;‘.,.
conversation ke’ . The key updating finishes. 1000 “ == 0 2 = = = =
3.3 The Access Control Mechanism on Ports TisefggEe

Figure 3: The Speed Testing Satistics In

IEEE 802.1x is the standard “of network access
control based on port”, with an original aim of
access control on wire network. The authentication
model of 802.1x includes 3 substances: supplicant,
authenticator and authentication server AS.

With the concept of virtual port, this paper
separately filters and controls the users contathd
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2400 From Figure.5, taking security into account, the

~ 2200 ——— — security mechanism in this paper is much better

5 2000 T than that of WEP security mechanism and WPA
< i‘;??? security mechanism.
;,‘ 1500 5. CONCLUSIONS

o 10 | 20 | 50 | 100 | 500 The improved security mechanism for wireless

— it ol Uit Lttt bl campus network, on the basis of no influence on

e susea 2252|2152 2019 21562198 signal strength and speed of network, makes a

. . optimization and 207-1221 separately in data

Figure 4: The Average Speed Testing InThe  confidentiality agreement, network authentication

Present Scheme With A Increasing Number Of

protocol and access control, and its security
People(10)

mechanism can prevent illegal network access

From Figure.2 to Figure.4, it can been seen thittivasion effectively, which is much better thanttha
the security mechanism of wireless campuef WEP security mechanism and WPA security
networks put forwards in this paper have littlenechanism.
influence on the speed of wireless networks and
difference in the speed of wireless networkaCKNOWLEDGEMENTS
between the original and the present one is small.
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