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ABSTRACT

Watermarking appraisement plays an important role in the checking the validity in a watermark system. So
far, it is regrettable that there is no any comprehensive appraisement proposed for watermarking
technology. In general, test software and methods can only analyze a few factors influencing the
watermarking algorithm, which are lacking sufficient credibility. So, a comprehensive watermarking
appraisement model based on the theory of certainty factor is proposed in this paper, which firstly discusses
the relations of factors and operations contained, which all be assigned weight value. Through reasoning
and analysis, every watermark algorithm can be quantified, thus, merits and drawbacks of watermark
algorithms are obvious, and it is also easy to achieve the optimal watermark algorithm.
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1. INTRODUCTION

In the past years, digital watermarking is
proposed to achieve the copyright safeguard and
content authentication for the multimedia
information in the networks.

The first stage: determine evaluation method.
The evaluation of the digital watermarking
algorithm is a comprehensive problem, not only
involves the calculation of various performance
parameters, the weight coefficients distribution and
dynamic adjustment of indicators, but also involves
the calculation of the quantitative indicators and the
appraisement of the qualitative indicators, so the
introduction of the credibility reasoning and set pair
analysis theory is necessary.

The second stage: determine evaluation scheme.
According to the determined good evaluation
methods, need to select the specific evaluation
method, mainly including selected attacks type and
intensity of watermarking algorithm, need to
qualitatively evaluate the expert knowledge source,
scale and data conversion of the indicator.

The third stage: evaluate the performance
calculation of the indicator. Combined with the
evaluation scheme, mainly use the error rate to
assess the specific performance calculation results
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for various types of quantitative indicators. At the
same time, use the expert knowledge to
comparatively assess the qualitative indicators, such
as, the security and visibility of the watermarking
algorithm.

The fourth stage: combined with content
characteristics and operating characteristics of the
digital vector map, according to the influence
degree for digital watermarking algorithm
performance caused by various indicators
calculated by the previous phase and get the
ultimate evaluation conclusion. According to this
conclusion, analyze and point out the shortcomings
and deficiencies of the evaluation watermark
algorithm.

The digital map is an important and
indispensable resource to the national strategic
security and social economic development. Digital
vector map as a widely used digital map, because of
its multiple features, such as, detailed ground
information, accurate positioning, easy and flexible
operation, and gradually become mainstream
geographic information product, it is also important
security resource for geographical surveying and
mapping industry, transportation industry and
digital national defense construction. At the same
time, the cost of digital vector maps is expensive
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and the economic costs of pre-production and post-
updates are extremely high, so the illegal criminal
behavior arming at the digital vector map, such as,
unauthorized copying, illegal distribution, malicious
stealing, come in a continuous stream. In recent
years, data security of the digital vector map has
attached great importance by our government. At
the present, needs to focus on resolving the utility
question of digital vector map copyright protection
technology, furthermore, the information hiding
technology is the basic content of the research areas
of the digital vector maps copyright protection.

In the early 1990s, international research work
began, took the digital vector map copyright
protection technology as an academic branch and
cutting-edge technology in the information security
field, and took the information hiding technology
research of the digital map as a starting point. At
the start of the study, the researchers mainly took
copyright content directly hidden into the map by
modifying map spatial domain coefficient, in order
to protect the map copyright. However, similar
approaches have great defects in practicality, it is
that, information hiding operation changing the
geographic coordinate information in itself, and that
is a kind of disguised destruction to the digital
vector map. As the digital vector map widely
applied in the national economy important fields,
users clearly put the requirements that any
unauthorized operation that change geographic
information content should be prohibited. On the
other hand, when the information hiding technology
based on spatial or frequency domain deal with
regular operation, it has weak robustness poor
practicability and the embedded hidden information
can easily be removed.

In the actual digital vector map watermarking
algorithm evaluation work, researchers usually take
the following ways:

(1)The evaluation method of generalizing the
common index, that is only select the evaluation
index that all kinds of digital watermarking
algorithm need to attention, such as robustness,
capacity, invisibility and algorithm efficiency. This
evaluation method directly produces the foregoing
theory and highly robustness digital vector map
watermarking algorithm. Its biggest defects is: on
the one hand, this method can't fully confessed
testing background information, such as whether
the data scale of embedded carrier is same and
whether the embedding quantity of unit carrier
space are same, this makes the evaluation
conclusion less convincing. On the other hand, not
combined with specific practical application field of
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watermarking algorithm, avoid content
characteristics and operation features of digital
vector maps, and make evaluation conclusion lack
of practical reference value. Some new proposed
digital vector map watermarking algorithm will take
the similar means.

(2)Considering the data security issues that need
to be solved specifically, only select the evaluation
methods of a few kinds of specific indicators. The
digital watermarking algorithm  performance
evaluation only concern with a limited number of
indicators for testing and analysis. These specific
indicators have a crucial effect for the successful
application of digital watermarking algorithm in the
field. The main problems of this method are: 1)
index selection tendency is obvious, researchers
usually consciously or unconsciously choose some
indicators that can prove the proposed digital
watermarking algorithm has a better performance to
verify, loss of the objectivity of the evaluation
conclusions. 2) reduce the overall performance of
digital watermarking algorithm, blind to improve
and focus on several performance indicators, but
ignore the consideration for the algorithm
comprehensive  performance, such evaluation
conclusion is lack of arguments and is easy to
mislead users and other researchers. The early
published evaluation literatures about digital
watermarking algorithm performance usually adopt
such methods.

This paper proposes a general and impersonal
appraisement method in digital watermark system.
With the theory of certainty factor reasoning, the
appraisement matrixes and weight matrixes are
established and the appraisement result is
quantified, which shows the merits and drawbacks
of certain watermarking algorithm.

2. EVALUATION PROCESS

2.1. Watermarking Evaluation

In the current digital vector map watermark
evaluation methods, the researchers mainly take the
way that selecting several kind of indicators to
evaluate quantitatively or qualitatively, this was
mainly due to the overall performance evaluation of
digital watermarking algorithm requires a
combination of a large number of professional
surveying and mapping knowledge or computer
technology, however this knowledge generally
comes from the practice accumulation of experts,
and has more subjectivity. Because this knowledge
have strong field correlation and uncertainty,
therefore, in order to formalize, reasoning and
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evaluate these uncertainties knowledge, researchers
have proposed a digital vector map watermarking
algorithm  evaluation technology based on
credibility reasoning theory and fuzzy set pair
analysis theory.

There are several targets or factors proposed to
support the validity of a watermarking system. For
different applications, the choice of targets also
varies. In particular, most targets can not be
quantified. Therefore, it is hard that giving a
convinced and comprehensive appraisement. So, we

propose the watermarking appraisement model (see
figure 1).

In this model, we define i targets in watermark
system, and for each target, containing different

testing operations. E.g. target a. represents

“robustness”, and for a;, We can adopt 2 or 3 attack

operations for testing. More detailed explanation
about this model will be discussed in the follow-up
experiments.

Indicator
T1
CF(W) ——
The evaluation Indicator |
conclusion of the T2
watermark
performance
Indicator
Ti

Figure 1 Appraisement Model Of Watermarking

2.2. Certainty Factor

In 2004, Buchanan and Shortliffe in the
University of Pittsburgh, put forward the concept of
certainty factor. Certainty factor is defined as the
believe degree for question really true according to
the experience knowledge. In the credibility
reasoning process, any evidence has contribution
for the conclusion "the problem is true".

The uncertainty of the evidence determined by

empirical knowledge, expressed
asCF(e),CF(e)e[-L1.ecE, E represents a collection of
all the factors that have influence to the

conclusions, and CF(e)=-1 , shows that the

evidence e must be false.
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Evidence corresponding to the various factors
affecting the performance of the algorithm, the
uncertainty is clear, that is any factor e has a
contribution to the performance of watermarking
algorithm, soCF(e) € (0,1],CF(e) =1, if and only if e
is certainly true.

Contribution degree that the evidence e is true for
the conclusion R, called knowledge, expressed
as CF(R,e) . Similarly, in the evaluation process,

CF(R.8) e (0.1]

The conclusion is the definition for the degree of
the final issue is true, expressed asCF(R), in the
expression of the credibility calculation,
define CF(R)=CF(R,E)xmax{0,CF(E)} . From the
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evidence definition we
SOCF(R) =CF(R,E)xCF(E).

can seé CF(E)>0

In the actual algorithm evaluation process, the
evidence is understood as a specific evaluation
indicators and the evidence of the evidence is
interpreted as a number of factors that affect the
evaluation indicator. The traditional credibility
reasoning method is generally applicable in the
process of uncertain reasoning, applied to the
performance calculation aspects of the quantitative
indicators. At the same time, using the uncertainty
and transmissibility of the evidence, can further
clarify the impact degree of various factors on the
indicators and the impact right weight of a variety
of indicators on the algorithm overall performance.

3. EXPERIMENTAL ANALYSIS

As shown in Figure 2, the digital watermarking
algorithm evaluation process based on the
credibility of reasoning is as follows:

1)According to the application objectives and
evaluation purposes of the digital watermarking
system to be evaluated, combined with data
characteristics and operating characteristics of the
digital vector map, selected specific evaluation
indicators and their elements.

2)Combined with the credibility reasoning theory
and expert experience, distribute the weight for

each evaluation indicators and evaluation elements,
and establish weight matrix.

3)According to the credibility reasoning
evaluation model, calculate the credibility of the
elements and the credibility of their indicators.

4)According to the credibility of the evaluation
indicator, calculate the credibility of the whole
watermarking system, and give the final evaluation
conclusion, point out deficiencies and shortcomings
of the digital watermark algorithm performance.

5)Users can selectively improve digital
watermarking algorithm based on evaluation
conclusions.

Two digital vector map watermarking systems
are chosen, which are the performances based on
space (A) and frequency (B) domains. The
appraisement model of digital vector map
watermarking is as follows:

Algorithm A: it changes the geometric coordinate
information on the vector map directly according to
the certain rules in order to realize the embedding
of digital watermark.

Algorithm B: it picks up the information on the
vector map to produce a transitional image, and
then embed the watermark information by digital
watermarking algorithm of image, and finally
makes the transitional image which contains the
watermark information return into the vector map.

Multiple content characteristic
model
} |
Selected
Watermarking system Selectgd indicators
evaluation -
to be evaluate - subordinate
indicator
elements
A
ﬁimprove i___T_________I
: : ' |
Appraisal conclusion, | Indicator Element Empirical
advantage and - . . .
. | | weight matrix weight matrix knowledege
disadvantage
4 !____________I Credibility
v v reasoning
- - - theory
Computation Computation Computation
performance < indicators elements <=
credibility credibility credibility

Figure 2 Appraisement Of Digital Vector Map Watermarking
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The process of digital vector map watermarking
appraisement is described in six steps (A-F):

A. For all the operations, following the intervals

composed of  “most importance”,  “very
importance”, "general”, in which a score randomly
selected will be assigned to each operation.

Through the computation and comparison, the
operation appraisement matrixes for algorithm A
and B are obtained:

063 O 0 0
075 09 O 0
09 087 O 0
CaV)y 4 =|073 083 076 O
0.14 089 09 0.7
087 O 0 0
0.76 0.74 0.65 0.98
069 O 0 0
095 099 O 0
096 097 O 0
Cg(V),,=| 08 076 081 0
0.37 0.81 0.89 0.82
069 O 0 0
0.63 0.57 0.61 0.87

B. According to the importance extent of various
targets, the weighted matrix is often defined by
reasoning:

Wo=(017%2 011 01002 0134 0126 0176 018)
Values in the matrix above indicate the
importance of targets. The result

C(AR) = =T, xW, W, €W

IS T )

>W; =1,i=1,2,3,4,56,7.

C. Through the analysis and comparison, the
weight matrix of operations is as follows:

1 0 0 0
0.3141 0.6859 0 0
0.5 0.5 0 0
W\/ =| 0.25 0.25 0.5 0
=<4
0.5233 0.118 0.2092 0.1495
1 0 0 0

0.1877 0.3123 0.3123 0.1877
D. Obviously, Cpp(TV)=1andCy g (AR,T) =1.

E. In accordance with the theory of CF and steps
above, the results of target appraisement for
algorithms A and B are:
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CA(T) =CA(TV)XCH (V) X W,

=(0.63 0.85 0.885 077 0471 0.87 0.761)

Cg(T) =Cg(T,V)xCph(V)xW,
=(0559 0.977 0965 0.795 0.602 0.69 0.7)

F. According to rules of calculating in CF, the
final results are as follows:

C A (AR) = C 5 (AR, T)xC , (T)x Wy
= 0.746,C (AR) = Cg (AR, T) x Cp (T) xWy =0.731

From the matrixes CaM and Cg(M, the merits

and drawbacks of algorithms A and B can be
concluded as follows (see table 1): “capacity” and
“robustness” of algorithm A is better than B, and
other targets of algorithm A are inferior to B.

Finally, by the result of this experiment, we can
make a decision that algorithm A on the whole is a
slightly better than B.

Table.1 Comparisons Of Algorithms A And B

Watermark Targets [A] [B]
Anti-compress Best General
Cryptic Capability General Best
Security General Best
Anti-attack Capability | General Best
Validity General Best
Watermark Capacity Best General
Robustness Best General

4. CONCLUSION
Through above analysis, as long as we

reasonably set the weight of the indicators and
elements, under the support of the uncertainty
transmission mechanism and the credibility
reasoning way, a true evaluation conclusion for any
kind of digital vector maps digital watermarking
algorithm can be obtained.

Although the digital watermarking algorithm
evaluation technology based on the credibility
reasoning, the above-mentioned advantages can be
found. However, there are still some shortages,
including, the credibility computing, for the
conclusion that some watermarking algorithm
performance is better is true, needs that combined
with a lot of evidence and knowledge as support.
Moreover, the credibility computing for these
evidence and knowledge need combine with large
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number of expert experience knowledge, and the
weight distribution also dependents on practical
experience.

Too much reliance on empirical knowledge
affected the authenticity of the algorithm evaluation
conclusions under the credibility reasoning, which
leads to the accuracy of the evaluation methods and
the size and objectivity of the empirical knowledge
closely related, that is, the richer the empirical
knowledge, the more objective the expert view is.
And the evaluation conclusion would be more
credibility.

The ultimate goal of this subject is to solve the
critical technologies of the digital vector map
copyright protection that the current researchers
have not completely solved, and realize the digital
vector map copyright protection scheme of
comprehensive performance outstanding, namely
"lossless for map content, prohibit unauthorized
data copying, have the map sources tracking
function”.
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