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ABSTRACT

In this article, we firstly introduce a novel image diffusion algorithm, which is based on the two pseudo
random image block, and then we encrypt the digital image with it. The large number of simulations is
carried on, and the simulation results show that the proposed algorithm is a very efficient diffusion

algorithm.
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1. INTRODUCTION

With the rapid development of information
technology, internet has become an important part
of our daily lives. Under these circumstances, the
Cryptographic schemes are therefore critical for
secure multimedia content storage and distribution
over open networks. At present, many researchers
dedicated to the study of image encryption and
obtained a lot of very meaningful results [1,2,3,4],
however, these classic traditional image encryption
algorithm may still need improvement.

In the following sections, we present a whole
novel digital image encryption algorithm, and the
experimental results and analysis have both shown
that the algorithm is a very efficient digital image
encryption algorithm.

2. PAPER PREPARATION

The Tent Chaotic System. The tent map [5] is
one of the simplest and most widely studied
nonlinear dynamical systems capable of exhibiting
chaotic system which can be written as:

X,,; =a—(l+a)abs(x,) 1)

When a€(01) and xe(0,1) , the system
dynamic shape is very complex, the system is a
chaotic, and the form of a€(0.99,1) is a more
complex systems dynamics.

We can get a chaotic  sequence
C=ic,c, C } through iterating Eq.1 enough

100

s ad  fr Vie{l2.--100} , H

t. =[10000*c, |mod S, where S, € Z and the

symbol [a] means that getting the smallest integer

which is not smaller than &, then the new integral

sequence T :{t Lot } is generated, and we
12 100

name it the pseudo random distance sequence.

The Distance Between Two Block Matrix.
Suppose A and B are squares with the size

of NxN , and represent the gray value matrix on
the image block, we define the following expression
as the distance between two block matrixes.

_ Index,,,) — Indexg,
AB N

Where Index, ), Indexg

O]

11) mean the index

of the first element of matrix A and B .

The Pixel Gray Value Diffusion Equation.
When we encrypt the digital image, we introduce
the spread of pixel gray value transformation in
order to make the statistical histogram of the

encrypted image become more uniform. And the
expression is given as follow:

A(x, y) =bitxor (A(X,Y),B(x,)) 3)

where A(X,Yy) means the gray value of the
pixel at the grid (X,y) in the block A, and

B(x,Y) means the gray value of the pixel at the
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grid (X, y) in the block B . We name Eq.3. as the
diffusion equation based on the pseudo random
block, obviously, it's a reversible transformation.

The Encryption Algorithm Steps. The integrated
image encryption scheme which is based on the
pseudo random block consists of the following
three steps of operations:

Stepl Select the key: Tent map include the initial
value X, , the controlling parameter a . The

parameter of the pseudo random distance sequence
S, . The size of image block is N and the image

iteration rounds is K .

Step2 For every image pixel block, the
previously Eq.3. is used to build a newly image
with the corresponding image block.

Step3 Repeat Step2 for k rounds to satisfy the
requirement of security. Finally we can get the
encrypted image.
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Figure 1. Image And Its Histogram.

where M is the total number of symbols;

p(m;) represents the probability of occurrence of
symbol m, . For a random source emitting 256

symbols, its entropy is H (m) =8.
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a
performance analysis are provided in this section to

3. THE EXPERIMENTAL RESULTS

ANALYSIS

In order to test the effect of encryption algorithm,
large number of simulation results and
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investigate the quality of encryption, which are
based on the proposed image encryption scheme.

In this paper, we take image Couple of size

512x512 gnd 256 gray levels as the experimental
image. The simulation results and performance
analysis of the proposed image encryption scheme
are provided in the following section.

The Histogram Analysis. As we all known,
statistical analysis has been performed on the
proposed image encryption algorithm, which
demonstrates its superior confusion and diffusion
properties to strongly resist statistical attacks.

Histograms[6,7,8,9,10] of encrypted images: one
typical example among them is shown in Figurel.;
one can see that the histogram of the encrypted
image for Couple image is fairly uniform and is
significantly different from that of the original
image.

The Information Entropy Analysis.
Entropy[3,9] is a statistical measure of randomness
which can be used to characterize the texture of the
input image. Entropy is defined as:

m-1 | 1

The entropy of the original image selected in the
paper is 7.23297, Figure2 indicates the various
values of the entropies about the different encryption
rounds. It is not difficult to find that the entropy of
the encrypted image which is very close to the
maximum value on the random gray image, when
encryption rounds is more than 4, which means that
the cipher-images are close to a random source ,
therefore, the proposed algorithm in the paper is
secure against the entropy attack.
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Figure 2. Entropy Vs. Encryption Rounds.

The Key Sensitivity Test. We perform this test
on the 512x512 Couple image. First of all, 5

sub-keys, namely, Key, , Key,, Key , Key,

and Key, are chosen. The encryption is then carried out

to obtain the cipher image. Then one sub-key is
changed and the encryption is performed again with
all other sub-key remain unchanged. The pixel gray
scale values of the two cipher images are then
compared.

In addition, testing with slightly different
encryption keys, decryption using keys with only
one sub-key changed is also performed. Figure3.
shows the experimental results. As observed from
the figure, the decrypted image is totally different
from the plain one even when there is only one sub-
key changed in the decryption key. Similar results

for other sub-keys Key, , Key, , Keys , Key,
and Key, are tabulated in Table I.
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Figure3. Key sensitivity test: (a) Plain image; (b) Cipher image
(KeyxO = 02345, Key, = 099825, Keyg =64, Keyy =8, Key, = 20); (c) correct decrypted image; (d)
decrypted image( Key, = 023450001, Key, = 0.99825, Keyg =64, Keyy =8, Key, =20 );(e) the histogram of (a);
(f) the histogram of (b); (g) the histogram of (c);(h) the histogram of (d).
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Table 1. Results Of Key Sensitivity Test

Key 1

(Originalvalue)

key 2

(Modifiedvalue)

Pixel difference Pixel difference

in encryption in decryption

Key,,

0.2345 0.2345001
KeYa  0.09825 0.998250001
KeYs, 64 65

KeyN 8 7

Key, 20 21

99.618912 % 99.618530%
99.608231% 99.612045%
99.600220% 99.589157%
99.607086% 99.591827%
99.630737% 99.612808%

4. CONCLUSIONS

In this paper, we proposed an efficient diffusion
approach to address the efficiency problem in
image encryption. In the approach, we firstly create
one pseudo random distance sequence through the
tent map, then make use of it and dot bitxor
operation in the diffusion process to encrypt image.
At last a large number of simulation experiments
are carried on, and the experimental results show
that the proposed algorithm is a very efficient
diffusion algorithm, which has excellent potential
for practical image encryption applications.
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