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ABSTRACT 

 
In the condition of the traditional cryptogram which has been breached successively, this paper mainly 
studies the current cryptography-DNA cryptogram. Using biology question which has none solution in “if 
we don’t know the correct primer situations from an unknown mixture of trying to isolate specific DNA of 
DNA is quite difficult” as the safety of constructing DNA encryption algorithm. Using the chaotic system 
which is constructed by using Logistic chaos mapping and Henon chaos mapping to produce the pseudo-
random to process the plaintext and eliminate the statistical rule. Building the encryption algorithm, and 
analyzing the DNA encryption algorithm based on PCR technology. And improve the algorithm in the key 
space, security, and experiment. Doing exclusive or operation between the binary code of plaintext, we can 
get the new code, and then append the primers. By this way, we can increase the number of primers, and the 
attackers can never get the plaintext unless he get all DNA chain with information. In addition, it will lead 
the failure if the target DNA chain is too long when doing the PCR amplification. In this encryption 
algorithm, the PCR amplification can be successfully by dividing the binary code of plaintext into many 
short sequences. This paper uses encryption examples to describe the whole encryption algorithm, and then 
analyses the security and maneuverability of the whole system. And then we get the whole system. 
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1. INTRODUCTION  
 

Cryptography is a science and a technology 
which study encryption and code-breaking[1]. In 
recent years, with the study of DNA computing 
research, DNA cryptography, a new area of 
cryptography appear. Originally there are no 
connections between Cryptography and Molecular 
Biology (also known as genetics or genomics). But 
with the study of DNA, especially after Adleman 
put forward the DNA computing in 1994, we have 
had a in depth study of DNA computing[2,3]. And 
after this research has been using into the field of 
information security the DNA cryptography finally 
appeared[4]. DNA cryptography is built on the 
information carrier of DNA. 

And we achieve the encryption process by using 
the modern biotechnology tools and the 
characteristics of massively parallelism and high 
storage density of DNA. The most important is that 
DNA cryptography use the limited nature of 
learning biology and abandon the traditional 
cryptography witch use the intractable of 

mathematical problem as the security guarantee. In 
theory, DNA cryptography is mainly based on the 
security of biology technique’s limitations, and has 
no connection with the computing ability. This kind 
of cryptography can avoid the attack from both 
modern computer and even quantum computers in 
the future. Therefore, several groups have already 
been started to study the better encrypted effect of 
the DNA cryptography[5]. 

2. ANALYSIS DNA ENCRYPTION WHICH 

BASED ON THE PCR AMPLIFICATION 

2.1 Pcr Technology 
 

PCR Technology is one of the rapid 
Amplification Technology of DNA, and it is also 
called Polymerase Chain Reaction. The PCR 
Technology usually used to amplify the determined 
DNA because the difficulty of manipulation the 
small amounts of DNA. The PCR has a high 
efficiency of amplification, and can amplify a large 
number of targets DNA in a short time. In order to 
achieve PCR amplification, the experimenters 
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needs to know the sequences of the chain of target 
DNA, and then use it to design the primers for 
amplification. Actually, primer is also a DNA 
sequence which contains a number of nucleotides. 
It is clearly that the primers can amplify target 
DNA. In short, the PCR process can be divided into 
two stages: 1) design two primers, and loaded for 
target DNA in the beginning and the ending; 2) find 
target DNA with the use of polymerase and then 
amplification it. 

2.2 DNA Encryption Based On The PCR 
Technology 

2.2.1 Encryption process 
If someone (The authors call she the encrypter in 

the paper) wants to encrypt the plaintext, first 
she/he needs to transform the plaintext into DNA 
sequence by using the code rules, and now the Base 
sequence of DNA represented a special meaning. 
Then with DNA sequences we use the measure of 
biotechnology to synthesis DNA chain as the target 
DNA artificially. After that, we can design the 
appropriate primers as a key. When the sender 
obtains the key, they will load them for a target 
DNA on its beginning and ending. Base on that, we 
use the cutting and splicing technology of DNA to 
implantation this DNA into a long DNA chain. 
Finally, adding some confusion DNA chain which 
is common DNA chain and contains any meaning. 

2.3 Analysis Of DNA Encryption Based On The  
      PCR Technology 
2.3.1 safety analysis 

When the code-breakers intercepted the 
ciphertext, what she/he had obtained is a DNA 
mixture and has a lot of confusion DNA chain in it. 
This is because that the ciphertext use DNA chain 
for carrier and its message will represent by the 
Base sequence of DNA chain. As the character of 
PCR Technology, it needs a high requirement of the 
correctness of primer sequence. If starting 
amplification experiment, it is impossible to try to 
find out the target gene without knowing primer 
sequence [6]. In this case, it is because if we 
designed the primer by ourselves. Firstly, we don’t 
know the molecule length of the correct primer. 
The different length we have, the wrong message 
we get. Secondly even if the length is right, we 
suppose that there are 25 Base sequences and it is 
easy to know that there will be 425 kinds of primers 
in theory. If experiment them one by one, we 
assume that take one PCR amplification needs 2 or 
3 hours. Then we need 1027 years to finish it. This 
is impossible. 

But only use the DNA Encryption which based on 
the PCR Technology is not always safety. That is 
because the plaintext and the converted DNA is one 
to one relationship, and this make the ciphertext 
contains the unique statistical properties which only 
plaintext has. In this case the cryptanalyst can 
decipher it though statistical attacks, and bring a 
security risk to cryptography. 
2.3.2 Feasibility Analysis of Experimental 

Operation 
Primers designed must comply with the 

following principles: 

1) Specific 

Primers should be arranged in specific, especially 
with the amplify target sequences between two 
primers, and make sure of at least 30% different 
and can not be arranged in a continuous 8 Bases are 
the same; 

2) Length 

Statistical calculations indicate that the 17 base 
sequence in human DNA is likely to occur in 1 
time, so the primer length general controlled more 
than 17, but cannot unlimited long, at maximum for 
less than 30 Bases sequence. Usually the best 
length is 20 to 24 Bases. This length of DNA 
primer has a strong stability when reaction, and 
does not produce hybrids; 

3) The content of C and G Bases 

The content of C + G needs to control in 40% to 
60%, and to avoid contains too many Bases 
Polymers, and the percentage of the C + G in the 
two primers should be similar; 

4) Random Distribution of Bases 

Bases distribution in the primer should be 
random, but to avoid more than three consecutive 
identical bases; 

5) Primer Itself 

The complementary sequence should not appear 
in the primer sequence itself, if it cannot avoid, 
ensure that there at least less than 3 Bases 
complementary situation; 

6) Between the Primers 

Each primer should be avoided to appear the 
complementary sequence, as the principles, if it 
cannot avoid, ensure that there at least less than 3 
Bases complementary situation; 

7) The End of Primer 3’ 
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Trying not used Base A in 3’ end, because A has 
a high rate of mismatch. And cannot add any 
modification in 3’ end; 

8) The End of Primer 5’ 

5’ end of the primer is limit the length of PCR 
amplification product, but has less demanding, 
some fluorescent markings can be modified. 

As the PCR primer design is a crucial part of 
technology. And the use of PCR technology is the 
core of this encryption algorithm, and also for its 
safety and security conditions. If use the 
inappropriate PCR primers will lead the 
experimental to failure easily. Therefore, in 
designed of the primers must comply with the 
above principles. Here we can use the biological 
expertise software to help designed primers. The 
software called -- Primer Premier 5.0. 

 

3. THE UNITED CHAOS ENCRYPTION 

ALGORITHM OF LOGISTIC MAP AND 

HENON MAP – BASED 

3.1 Research For Logistic Map 
Logistic map is most widely used in chaotic map. 

It is one-dimensional chaotic map with high 
efficiency and simplicity advantages. Logistic map 
is defined as: 

 1 1n n nx x x     ，  0, 4 , 1, 2,n     

(3-1) 
We use Parameter λ and the initial value x0 as a 

key. Parameter λ can be divided into three parts, 
and start parameter validation. Make x0 equal to a 
random value of 0.79284, and then take the above 
data into the formula 3-1, let it iteration 100 times. 
And make a picture to analysis for each x. We have 

∈the situations is: when λ  (0, 3.6), if we give a 
random value of λ. Then we iterative it for 100 
times, the value is shown that it is not a chaos 

∈system. But when λ  (3.6, 4), and we have a 
random value for λ= 3.8374666542. The value of x 
after iterative 100 times is shown in Figure 1. We 
can see that the value of x has a more significant 
fluctuation. After analysis, it is shown that this 
result is not a circulation. So this system will be a 
chaotic system [7]. 

 
Figure 1: Logistic Experiment 

 

3.2 The United Chaos Encryption Algorithm Of 
Logistic Map And Henon Map 

We can add a two-dimensional chaotic map 
under the situation that to ensure the efficiency is 
good. This chaotic map is called Henon map. We 
can use it to start encryption united whit Logistic 
map. And this can be achieved without losing 
efficiency, while strengthening its security. 

Henon map as a two-dimensional chaotic map, 
its equation is: 

2
1

1

1n n n

n n

X Y a X

Y a X




    


 
          （3-2） 

When use this map, we need to set initial values 
x0 and x1, and the parameters a and b. And the 
algorithm flow is shown in Figure 2. 

This chaotic system is mainly to generate a 
chaotic sequence of random numbers. It could have 
characteristics of chaotic. The purpose we use this 
chaotic system is to pretreatment the encrypted 
plaintext. The whole algorithms flow of chaotic 
preprocessing is:  

1) Make a encoding conversion for the encrypted 
plaintext, transfer the ASC II code which 
corresponding the plaintext character into n-bit 
binary code; 

2) Use the n-bit pseudo-random number 
sequence which produced by the chaotic system to 
conduct XOR with plaintext’s binary sequences. 
All these sequences is 0,1 sequences. And obtain 
the binary sequences after treatment; 
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3) Obtain the DNA chain by using digital coding 
rules of DNA to transfer these binary sequences 
into DNA base sequence. 

 

Figure 2: The Algorithm Flow 

 

3.3 Security Verification 
•Key Analysis 

In this encryption system, we give xl0 = 0.3, xh0 
= 0.5, xh1 = 0.4 and the two parameters of chaotic 
maps λ = 3.8264775543, a = 1.3649226742, b = 0.3. 
The initial value range of this two parameters is (0, 
1), and the value is real numbers. Logistic map 
parameter has a value in range of (3.6, 4). In the 
two parameters of Henon map, one is the fixed 
value for b=0.3, the other parameter we assume it to 
a. And its value range will better be in (1.07, 1.4), 
so by this we can reflect a better characteristic of 
chaos. Sensitivity can be reflected in the key, now 
in encrypt system keep all of the parameters have a 
correct value, only change the λ = 3.8264775543 to 
λ = 3.8264775544 of the Logistic map. Add 10-10, 
it is means that only change the tenth number after 
the decimal. And take this kind of key into the 
chaotic system to have decrypted. The result is 
shown in Figure 3. 

 

Figure 3: Decrypt Results Of Wrong Key 

 
• Statistical analysis 

Generally the message of plaintext is text or 
other information, and they have a certain statistical 
laws, such as in the English words, letter r, a, e, etc 
there are have a high frequency to use, but letter q, 
z, u, etc are low because of the law of English 
words. So it bring some security risk to password. 
If the encrypted ciphertext still include the 
characteristics of these statistics, it is easy to have 
the statistical attacks. Now we use encrypted to 
analysis an English article -- Martin Luther King's 
speech “I have a dream”. The original is shown in 
Figure 4. 

 

Figure 4: Plaintext Examples 

 
We analysis this article, and statistics the letters 

on the number of occurrences. As is shown in 
Figure 5, we found that the frequency of letters that 
appear in each word is not the same. First is letter e, 
and second is letter o. And in this article we cannot 
find letter q and z. So the statistical regular is very 
clear to see, and the cryptanalyst can make attack 
by the times of the number of the character appear 
in ciphertext. 

 

Figure 5: Statistical Law Of The Letters In Plaintext 

 
In this case, we use the chaotic system and its 

key to encryption the article. And the encrypted file 
is shown in Figure 6. The figure shown that the 
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article which also called ciphertext include a lot of 
confused characters after encrypted,. And they does 
not have any statistics features, all the characters 
were randomly and there is no regular. So this kind 
of encrypt have the ability to avoid statistical 
attacking. 

 

Figure 6: Example Of Ciphertext 

 

4. A NEW DNA CRYPTOGRAPHY 

RESEARCH BASED PCR AND CHAOS 

OPTIMIZATION 

4.1 Encryption System Design 
4.1.1 Key generation 

n this encrypt system we use united keys instead 
of single key. And this key can divided into two 
parts: First is the primers which will use in PCR 
technique as a key of KeyA; The second part is the 
initial conditions and parameters which can be used 
in the chaotic system as key KeyB. 

This cryptography system is based on bio-
security mainly. So there require a high quality of 
keys of DNA code. But keys KeyA is related to 
DNA code in united keys. KeyA is a string of Bases 
sequence of DNA, which is used as primers for 
PCR amplification, and this is very important. If the 
key is designed strictly according to the design 
principles of primer, it will cause the limited of key 
space. Therefore, we can use the software -- Primer 
Premier 5.0 to design the primer in this encryption 
system. The design process shown in Figure 7: 

 

Figure 7: Key Preparation Process 

 
We have already described the measure of 

production KeyB at the earlier time, here we do not 
say it more. 
4.1.2 Encryption process 

The message sender (also called encrypter) can 
began to encrypt the plaintext and made ciphertext 
after he/she completed the design of the key. Firstly, 
we will converting the plaintext into binary code. 
And then using the DNA encoding rules to deal 
with the binary code for chaos. We obtain the 
chaotic pseudo-random number sequence by bring 
the key KeyB into the chaotic system. Then make 
the binary of the sequence and the plaintext 
sequence to have a XOR compute and obtain the 
processed binary sequence. After that divided this 
binary sequence into an n sub-sequences. And pair 
it whit the numbered l1，l2…ln and compute them 
by the following operations: 

1 2 2l l s   

2 3 3s l s   

  

1n n ns l s    

Obtain an n-1 of s2，s3，…，sn and then add 
this n sequences，l1，s2，s3，…，sn，into the 
beginning of each sequences. After that we convert 
this sequence into the DNA Base sequence by the 
rules of DNA coding. Then select n primers from 
which we obtained in the previous step, and added 
them into the front of this n sequences. After all of 
these steps the ciphertext sequence will be made 
successfully. 

Using the biological experimental technique, 
mainly we need to use the technology to synthesis 
tht DNA artificially, then making these DNA 
sequences synthesis into a short DNA chain 
artificially. And then use the technology of cutting 
and splicing to add these n short-chains of DNA 
into a long DNA template chain. We completed this 
long-chain DNA system and add it into DNA 
mixture. To here we finished product of the cipher 
text. 
4.1.3 Decryption process 

First of all, cracker will find out KeyA to have 
the PCR amplification from the information which 
he/she has got. Then is the second step, pick out the 
amplified DNA by using the technology of 
electrophores and these DNA were the DNA which 
we found, and they will have the information. After 
that will be the third step, through sequencing the 
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DNA chain we can draw the corresponding DNA 
sequence. The fourth step, restore the DNA 
sequence into a binary sequence by the use of DNA 
encoding rules. At this time, the binary sequence 
we obtained is l1，s2，s3，…，sn which is also in 
the encrypted process. After sorting it is calculated: 

1n n ns s l    

  

2 3 3s s l   

1 2 2l s l   

We can get l1，l2…ln. The fifth step, splicing the 
binary sequences together, then we can get the 
sequence that is clear binary sequence after 
sequence of the pre-treated. The sixth step, building 
chaotic system and bring the parameters of the key 
KeyB into the chaos system. After operations, we 
can obtain a binary sequence corresponding 
plaintext. Seventh step, through the transcending 
and to restore a character data, we can get the 
plaintext. 

Now, the information transmission process is 
over. The sender send the message successfully and 
the receiver got it safely. 

 

5. ANALYSIS OF CRYPTOGRAPHIC 

ALGORITHMS 

5.1 Key Space 
The size of key space is very important for 

security of the encrypt system. A good 
cryptographic algorithm should have enough key 
space to ensure its safety. The traditional 
encryption schemes of PCR amplification 
technology of DNA encrypted existent a problem 
that is do not have enough key space. So here are 
three ways to improve the security problem of the 
system. 

1.  This encryption using a method for combining 
PCR technology and chaos technology. 

2.   If we don’t know the correct primers, we 
cannot start PCR amplification and we cannot 
obtain the DNA which has plaintext information at 
the same. This is the feature of encrypt system we 
described above. And this method is more 
enhanced on security. 

3.   This encrypt system is a common encrypt 
system of the combination of DNA code and 
chaotic encryption. Here we use chaotic system to 
pretreatment the plaintext. 

This encrypt system have the above features, and 
it can adjust the size of the entire key space 
dynamically. Especially to the key adjust of DNA 
code. 

5.2 Features And Benefits Of The System 
 

In this paper, we use chaotic encryption for 
encryption systems to deal with plaintext. This 
encrypted systems eliminating the statistic rules in 
plaintext, and loading the chaotic encryption to 
DNA code. This will let it have the same advantage 
that the traditional encryption has. So the security 
has been improved. Even if the attacker deciphered 
the DNA code, then he will still face a lot of chaos 
code to decrypt. And it is increase the difficultly of 
decrypt. To be a new tape of encryption system, 
DNA code base on a different security with the 
traditional code. So we can obtain a complementary 
effect when we combined these two systems. 

 

6. CONCLUSION 

In this paper we use the encryption instance to 
described all the encrypt algorithm. And we have 
had the analysis of each encryption effect. Finally, 
we analyze the security and operability of the entire 
system. And use biology software to demonstrate 
the bio-security of analog of the amplification 
primers. Using computer to analyze statistical and 
demonstrate the effect of chaotic system. Nowadays 
theory and application of DNA cryptography is not 
perfect, so we still have a lot of work to do. 
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