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ABSTRACT 
The user authentication and billing are important elements in the network management in particular. It is a 
normal and continuous operation of the campus network that guarantees the universal access based on 
traffic charges CERNET's campus network, billing. In this paper, we propose a campus network 
authentication and billing systems designed based on the 802.1x protocol, and give a more detailed 
description of the system. 
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1. INTRODUCTION 

 
The CERNET scale of construction continues to 

expand, universities and secondary schools in 
succession through CERNET access the Internet. 
CERNET-sharing traffic costs for vast majority of 
schools, in addition, you also need to pay the 
substantial costs of the DDN lines, and network 
systems operation and maintenance. Therefore, the 
billing system is to guarantee normal operation of 
the campus network [1-4]. 

IEEE 802.1x protocol has complete user 
authentication and management capabilities to 
support broadband networks, billing, security, 
operations and management. 802.1x authentication 
mode and authentication architecture are optimized 
to solve the problems brought about by the 
traditional PPPoE and Web/Portal. The 
authentication method has a great advantage of 
broadband IP MAN, carrier-grade network 
operations and management, and is more suitable 
for the use in broadband Ethernet. Therefore, this 
article proposes a campus network authentication 
and accounting system based on the 802.1x 
protocol implementations [5-9]. 

2. AUTHENTICATION AND 
ACCOUNTING SYSTEM 
ARCHITECTURE DESIGN AND 
IMPLEMENTATION 
 

Campus network users generally fall into two 
categories, one is not charging, the other is 
charging. According to the needs of different user 
groups within the campus network can only 
provide access authentication does not provide 

billing, or both to provide access authentication 
and billing functions. But whether it is billing or 
not billing, accurate identification of user identity 
not only needs accurate billing, but also network 
security management [10]. 

 

Figure 1 System Architecture of CNAS 

Figure 1 depicts the logical structure of a new 
design of the campus network authentication and 
accounting system CNAS (Campus Network AAA 
System), the system can be extended IEEE 802.1x 
and RADIUS protocols, and using the free open 
source JBoss server software to build the certified 
meter. The fee system of management control 
platform. The IEEE 802.1x standard defines the 
limit of a Client/Server mode is not authenticated 
users access to the network; 802.1 x users can 
expand by binding IP or MAC, automatically 
assigns IP to limit user access, the extension is 
completely compatible with IEEE 802.1x 
standards. The majority of brand switches are 
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realized 802.1x, and extend it, you can force the 
user requirements certified to use a fixed IP [11]. 
Safety interlocks in order to better implement IDS 
and other network components. You can choose to 
use the switches of the same brand as the NAS 
[12]. 

2.1 Realization of Authentication and 
Accounting Server 

CNAS authentication and accounting server can 
used the most commonly used RADIUS server, it 
can use Windows Server 2003 operating system 
platform, using Free RADIUS server software to 
support the 802.1x protocol; can use the SQL 
Server database for user billing, user billing the 
raw data provided by the management module by 
the RADIUS service has been treated; can use the 
Sun ONE Directory Server for user authorization, 
user attributes and expanded to the IP, MAC and 
other properties. Standard RADIUS server is made 
to expand and modify the new user authorization 
and authentication modules, added a new traffic 
accounting module [13]. 

 

Figure 2 Implementation Model of RADIUS Server 

Expanded RADIUS server was shown in Figure 
2. It can complete the following: use for a radius 
server to achieve authorization for dial-in user 
authentication, only authorized authenticated users 
to use the dial-in service; recorded when the user 
dials the dial-in time, when the user disconnects, 
recorded off open time, and calculate the user total 
time-line; notified when the user dials the IP traffic 
accounting server which has been credited to the 
user traffic accounting server, and record traffic on 
the IP, notified when the user disconnects the flow 
accounting server, the user has to release the IP 
traffic accounting server of the IP traffic on the 
record to the user account. 

The CNAS authentication server provides three 
basic functions, respectively Certification 
(Authentication), authorization (Authorization) and 
accounting (Accounting), namely, the AAA 

services. User authentication and authorization 
based on user-supplied user name and password, 
confirm the identity of the user legitimate, as well 
as to confirm whether the user has permissions to 
access the dial system. The newly designed user 
authentication and authorization modules use the 
existing RADIUS user authentication and 
authorization interface to access to the 
user-supplied user name and password, according 
to the database processing module the DPM (the 
Database Processing, Module,) generated by the 
user table Dial_user_tab first compare the user 
name and password to judge user identity is 
legitimate, and then determine whether users have 
permission to dial, and return success otherwise 
returns failure, so you can achieve the management 
and control of dial-up users. 

New user billing module is to expand on the 
original RADIUS server. When the user through 
the authentication and authorization, access server 
(NAS) to accept a user's access to the RADIUS 
server sends accounting start information. Billing 
module obtain this information, recording time and 
IP address of the user access and communication 
function is called to register the user and IP 
address, so users can normally network traffic 
accounting module. When users take the initiative 
or outside disconnect a dial-up connection, the 
access server to the end of the RADIUS server 
sends billing information, so the traffic accounting 
module records the user's session ends, calculate 
online time; and call the communications function 
from the billing module access to the user's IP 
traffic, cancel the use of users IP. 

2.2 Realization of Network Access Server 
The 802.1x protocol is based on Client/Server 

access control and authentication protocol. It can 
restrict unauthorized users/devices to be accessed 
through the access port LAN/WLAN. The network 
access server (NAS) is a switch or AP before the 
switch or LAN provides a variety of business, 
802.1x on the switch port connected to the 
user/device authentication. Prior to the adoption of 
the certification, 802.1x allows EAPoL 
(LAN-based Extensible Authentication Protocol) 
data through the device connected to switch port; 
certification through the normal data can pass 
through the Ethernet port. 

A client makes a request to the NAS, the state is 
not certified, it cannot access the network; NAS 
sent to the client response package requires the 
user to provide a legal identity, such as 
username/password; client response to the 
authentication server access request, the 
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authentication server bind the LDAP/Windows AD 
server, only the specified group or the specified 
domain user and password is correct, the system 
returns the user's authorization and IP to the NAS, 
only has authorized the user using the IP and 
returning the IP, the corresponding port of the 
NAS for this user open the user's state to certificate 
status, you can use the network resources. 

In standard 802.1x, according to the certification 
status of the port, the port on the user is allowed 
access to the network. A non-controlled port under 
all users can use the network resources; only in a 
controlled port has certification status before they 
can access the network. Taking into account the 
device not in the campus network can support the 
802.1x protocol. There are usually two deployment 
scenarios: 

A.802.1x authentication in the access layer 

The program calls for: 

1) The user support for 802.1x user host is 
equipped with the 802.1x client software 
(Windows XP comes with the Star-the supplicant 
or the IEEE802.1x standard client software); 

2) Access switches support the IEEE 802.1x 
(play a certification role); 

3) At least one support standard RADIUS server 
as the authentication server. 

The program's configuration points: 

1) Access switch and the Radius Server, 
connected to the port and uplink port configured as 
a non-controlled port, so that users can 
communicate properly and severely, so that the 
authenticated user access to network resources 
through the uplink ports; 

2) Set the user to connect the switch ports for 
the controlled port to access the user's control, the 
user must be authenticated to access network 
resources. 

The program features: 

1) Each supports the 802.1x switch responsible 
client, authentication speed. Independent of each 
other, switch to restart operation between the 
switch does not affect the other switches connected 
users; 

2) Allows administrators to network 
management to the access layer device. 

B.802.1x authentication in the convergence layer 

The program calls for: 

1) User-host support 802.1x, that is equipped 
with 802.1x client software (Windows XP comes 
with the Star-the supplicant or other IEEE802.1x 
standard client software); 

2) Access layer switch cannot support the 
802.1x protocol, but can support the transparent 
transmission of the IEEE 802.1x frame (EAPoL); 

3) Aggregation layer switches support 802.1x; 

4) At least one support standard RADIUS server 
as the authentication server [14-18]. 

The program's configuration points: 

1) Connected with the Radius Server, switch 
ports and uplink ports, configured as a 
non-controlled port in order to switch to normal the 
server communications, so that authenticated users 
access to network resources through the uplink 
ports; 

2) Set the access layer switch port connected to 
the controlled port to access the user's control, the 
user must be authenticated to access the network 
resources. 

The program features: 

1) Due to the convergence layer device, the 
network size is large, then under the number of 
users, equipment requirements, because if the layer 
of equipment failure will lead to a large number of 
users cannot access to the network; 

2) Access layer devices can use cheaper 
unmanaged switch; 

3) The administrator cannot be directly over a 
network management to the access layer device. 

 
3. TNC SUPPORT TECHNOLOGY 

 
This includes the network access technology, 

secure message transmission technology, and user 
authentication. 

TNC network access layer is based on the 
existing network access technologies, including 
802.1X, virtual private network VPN, and Point to 
Point Protocol PPP [19-22]. 802.1X port-based 
access control, network connection control through 
the controlled port and uncontrolled port for LAN, 
this application is currently the most widely used 
network access methods. VPN uses the Internet 
Key Exchange protocol IKE and IPsec protocol, 
Secure Sockets SSL or Transport Layer Security 
TLS on the Internet to establish a secure tunnel to 
ensure the security of data transmission. The PPP 
protocol point-to-point connection is the 
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transmission standard method of multi-protocol 
datagrams. 

Extensible Authentication Protocol for 802.1X 
architecture. EAP can not only transmit 
authentication information, but by the EAP method 
can also pass the terminal integrity measurement 
information. HTTP protocol and HTTPS for 
information related to the transfer application. TLS 
can pass the integrity of the report and the integrity 
check message handshake. 

In network access control, user authentication, 
the TNC does not force the use of any agreement, 
but you can use the existing RADIUS protocol and 
Diameter protocol. 

It can be seen in the Trusted Network Connect 
architecture, the underlying network access layer is 
basically follows the existing network access 
control technology, especially in the authentication 
protocol. TNC is an open support for 
heterogeneous environments, network access 
control architecture built on top of industry 
standards and specifications of the TCG 
specifications and other widely used. During the 
design process, it is necessary to consider the 
security of the architecture, and consider the 
compatibility with existing standards and 
technologies, to some extent, a compromise to 
consider, therefore, the TNC has certain 
advantages and also has some limitations. The 
following are its advantages and limitations of the 
analysis. 

 
4. THE ADVANTAGES OF THE TNC 

 
(1) The TNC architecture for interoperable, all 

norms are open to the public, researchers free 
access to the specification document. In addition, it 
uses a lot of existing standards and specifications, 
such as EAP, 802.1X, making the architecture be 
adapted to the needs of a wide range of 
environmental, not bound to a specific product. Its 
NAC architecture, the interoperability of the NAP 
architecture also illustrates the openness of the 
architecture. 

(2) TNC is an extension of the traditional 
network access control technology based on the 
basis of user authentication, platform 
authentication and integrity verification. This will 
access the network terminal demanding higher and 
in turn enhanced the security of the network to 
provide access.  

(3) The TNC specifications detailed considered 
a comprehensive interface definition specification 

and provided a specific message flow, XML 
Schema and the operating system and 
programming language bindings, such as IF-IMC 
and IF-IMV and IF-TNCCS, etc., easy to guidance 
products. 

(4) TNC specifications for a complete 
architecture, each interface sub-specifications 
defined in detail, about the integrity of metrics, 
reporting and core issues such as set up a special 
Integrity Working Group (Integrity Working 
Group, IWG) to develop appropriate specifications 
and reference model, and compute the overall 
specification of both the association and its own 
system. 

 
5. THE LIMITATIONS OF TNC 

 
Although TNC has the above advantages, but it 

also has some limitations, some of the limitations 
are related to the Trusted Computing. 

(1) The current situation exists in the field of 
trusted computing technology ahead of the theory 
of the TNC is no exception. How the chain of trust 
extends from the terminal to the network, the 
Internet has become a trusted computing 
environment; this is an urgent need to study the 
theoretical issues. TNC from a technical means of 
trusted computing technology is applied to network 
access control, but this access is still the lack of 
credible support of theory. 

(2) The TNC verification of the credibility of the 
terminal based on integrity. Integrity can only be 
credible sources of information and has not been 
modified, and cannot guarantee that the 
information is credible. Moreover, credible 
validation of the integrity only ensure software 
static credible, is not yet sure the software is 
dynamic credible. TNC cannot guarantee a 
credible platform of access terminals. In addition, 
the TNC architecture based on integrity 
verification is more complicated and difficult to 
extend, achieve the high cost. 

(3) TNC's starting point is to ensure network 
security; the framework does not consider how to 
protect the security of the terminal. Terminal prior 
to the access network, in addition to provide a 
platform for the credibility of evidence, but also 
should have a credible assessment of the access 
network, or cannot guarantee that access to 
credible service from the network. 

(4) TNC architecture, multiple entities need to 
exchange information, such as TNCC and TNCS, 
TNCC and IMC, TNCS IMV between the IMC 
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and IMV need a lot of information exchange, but 
the TNC architecture itself does not given the 
appropriate security protocols, only a simple 
message passing. 

(5) TNC just in the process of terminal access 
network terminal platform authentication and 
integrity verification, there is no appropriate 
measures to protect the network and terminal after 
the terminal access network. State changes may 
occur after the access terminal platform, it is 
necessary to increase the access control mechanism 
of the process. TNC1.3 architecture increases the 
security dynamic information sharing, to some 
extent, enhances the dynamic control functions. 

(6) TNC application is currently limited to the 
enterprise network; it is difficult to provide 
distributed, multi-level, carrier-grade, and 
cross-network domain network access control 
architecture.  

 
6. CONCLUSIONS 

 
Most colleges and universities have 

implemented authentication and accounting system 
in order to improve the level of network 
management. Tsinghua University, Beijing has 
begun the original implementation of LAN 
computing network traffic earlier by IP address, 
MAC address authentication identity. The 
improvement of the account/password for 
authentication, according to the IP address was 
used to calculate the network traffic billing. With 
this 802.1x-based authentication billing, it will not 
only save the network resources and cost, ensure 
the controllable of school for all Internet users, 
improve network and information security, but also 
inevitably increase the difficulty of the user's 
Internet access. 
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