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ABSTRACT

The present paper deals with the 4th wave of tfarimation Security as a new approach to governaffice
information security. After introducing the four wes of information security, is focused on the |aait
which will be part of our thesis.

Based on the three waves in the development ofrirdtion Security, Information Security developmisnt
presently in its Fourth Wave. This wave reflects tlevelopment of Information Security Governanca as
result of the emphasis on good Corporate Governance

The Fourth Wave of Information Security can therefbe defined as the process of the explicit ingtus
of Information Security as an integral part of g@g@aokporate Governance, and the maturing of theeqnc
of Information Security Governance.

We as Information Security practitioners must usg development to its optimum to ensure the sgcafi
IT systems.

In addition, following the PDCA approach (Plan, @heck, Act), we will establish an inventory of
information system with the SoM (Statement of Mgy a risk assessment of assets, a businesacityti
plan to ensure a resumption of IT.
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1. INTRODUCTION information resources as a rule does not generate
revenue for an organization.

Applications Today, information can be viewed
as a commodity, like electricity, without which
many companies and organizations cannot functio
However, in the interconnected world we live in
information is much more vulnerable than othe
commodities. While it is highly unlikely that the
actions of a disgruntled teenager on anoth
continent affect the electricity supply companyisit
easy to envisage that the actions of this youth canlIn this regard, the information security has gone
stop the system Information from prestigioughrough several stages [1]:
organizations.

Therefore, investors are rarely interested in how
their information resources are protected. From a
Business perspective, the information securityots n
‘an axis of development organizations, which are
more likely on the profitability of investment,
which considerably slows down investment in
§hformation security.

The first wave was characterized by the reduction
It is therefore essential for organizations taf information security to a technical problem left
ensure continued access to information whilé the hand of technical experts.

g:ogenﬁgggonst fmlr no{négrg]l?sfilggss v?/lstiitjt aC(':v'ezg The second wave was marked by the passage of
thgir information _ resources.  However theinformation security from a technical dimension to
. . ; ' : a dimension of management by including policies
protection of information resources often has ng
nd procedures.

direct return on investment. The security of'
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The third wave was characterized by the need
adopt some form of standardization of informatior
security and integration of aspects of best prastic
certification, and integration of culture and
information security of the measurement an
monitoring. Gouvernance S|

The Law 09-08
The Law 53-03
The Law 05-03

o availability
o Integrity

o Traceability
»  Confidentialy

Gouvernance of Entreprise

The fourth wave is the development of the
Governance of Information Security. The origins o
this wave are closely linked to developments mag
in the areas of corporate governance and especig
in legal and regulatory requirements. The board fe
the need to secure information systems becau
they started to become personally responsible f
the security of their information systems [SOX
BASEL Il, ACT 0908].

This paper addresses this wave, and highligh
the relationship between corporate governance a
the governance of information security.

2. CORPORATE GOVERNANCE AND

INFORMATION SECURITY: 3. THE GOVERNANCE OF INFORMATION
SECURITY : THE 4TH WAVE:

SOX

Several documents related to corporate

governance have emerged in recent years; the ISACA defines the governance of information

Importance of governance n general is no"§e<:urity as a kind of strategic alignment, value
internationally established. Corporate governasce Ereation risk management performance
defined as " all taken responsibilities and prastic management and also management of resources

|mpl_emented by_a gene_ral direction n o_rder t%\gainst Requirements Company’s business. It is
provide a strategic direction, ensure objectives ar

: _ art of the axis of risk management and top
met, to ensure that risks are managed appropmate& nagement must assure the availability
and ensure that organizational resources are usg fidentiality traceability integrity of '
responsibly. * Corporate governance makes it clegfe, mation a,s well as compyliance with laws and
that the board of administration is responsible fo{)rocedures’ when handling and storage of
ensuring information integrity of accounting andinformation
financial reporting, and compliance with laws. From tHis perspective, the governance of
Several legal and regulatory developments relatq formation security aims ’to ensure availability
to corporate governance have focused on the ro egrity confidentiality and traceability’
and responsibility of the Board, including theinformat,ion (DICT) is assu}ed.

Sarbanes - Oxley (SOX, 2002) which also requires
putting in place a system control related to
operational risks that often result in the Availability of information: ownership of
establishmen]:c Off measures to manage risrlfs r?I‘B‘tﬁﬁlormation to be accessible .and usable upon
to security of information systems. It is therefore : - : :
clear that,yalthough not direZtIy mentioned, thisre demand by an authorized entity, when it needs it.

a significant relationship between corporate ¢ Integrity of information: ownership of
governance and information security. Thanformation to be accurate, complete and unaltered.
following diagram helps illustrate the relationship

. . : Confidentiality of information: information
with corporate governance and information . . T :
security ownership that information is made available or

disclosed to any persons, entities or processes
allowed.

» Traceability information: ownership of
information to be reviewed and audited. It is
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especially possible to track all events related tsecurity in terms of availability, confidentiality,
information during a certain period. integrity and traceability of information.

Governance of Information Security governancd, HOW TO ENSURE GOOD
is reflected in the establishment of a set of GOVERNANCE OF THE INFORMATION
structures and measures that ensure: SECURITY:

» The management commitment and leadership to Surf the 4th wave; it is important to go through
secure information systems: this commitment ithe third wave. Indeed, the adoption of standard
reflected in the establishment of a security policyeference and is an interesting and rewarding step
based on risk analysis, a classification ofhat allows to prepare for the 4th wave "Governance
information assets by adopting methods analysis @fformation System ". The establishment of good
risk such as: MEHARI EBIOS, ISO 27005, RISKgovernance of information systems should follow
IT ... the Deming cycle of quality. This is the applicatio

e The adoption of standards for im‘ormationthe area of security, of Deming in four points:

security, in this case: 1ISO 27002, ITIL, COBIT. « Plan (Plan): Security is planning to move from

* The establishment of an organization and reactive posture to a proactive posture;
structures in charge of information security with a « Develop (C): Security is a set of processes to be
clear definition of roles and responsibilities ofdeveloped following a security benchmark.

different actors (committee information security, ) I
the security official of the information, process ° _Check (Check): _Secunty is controlled through
owners  (business  managers) the loc&udits and penetration tests, and most common

correspondents of security, IT professionalépethc’ds:
auditors, ...) » Act (Act): All control activities carried out

» User awareness of the issues, threats and pdyfing phase "Chepk" are likely to h|gh||.ght a
practices in information security. They must thes bnumbe_r of maIfuncUons that r)eed to prowde for
able to support the security policy informationisTh corrective — actions,  preventive  actions and
awareness may relate to topics related toProvementactions.
information security: security issues, threats a
vulnerability, risk management, authorizatio
management, password management, informati
classification, access control, continuity of aityiy
compliance, ...

P1. Commitment of top
management

P2. Risk Analysis

P3. Measure of maturity with
regard to repositories of
information security

P4. Development of action plans
P5. Definition of indicators
measuring

D1. Elaboration de la politique de
sécurité de l'information

D2. Elaboration des procédures
D3. Exécution du plan d’'action
C1l. measure

C2. Analysis of measures

Al. corrective actions

A2. preventive Action

A3. improvement Actions

» The implementation of policies, processes a
procedures to secure the information system

e The introduction of technology adequate tg
secure the information system by setting u
according to the risks and needs of firewalls
proxies, antivirus, IDS, IPS, certificates, SSO, ..

e Compliance with regulatory requirements i
connection with the information security
information. These regulatory requirements ma
concern the protection of personal data, respect f
intellectual property

e The establishment of a dashboard
measurement and control of the security
information to be able to supervise and control th
evolution of the information security. This proces

. . . L Governance and management of information
necessarily requires the establishment of indisator 9

and measures of security management. Theggcunty within the organization agrees that senior

indicators should accurately reflect the levels Olin.an.agement acpvel_y support the secquty_pohcy
within the organization through clear direction, a

commitment to honest, allocation functions and

1. Commitment of top management

s
3
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responsibilities

explicit  recognition  of for P3. Measure of maturity with regard to
information security. repositories of information security

ISO 27001 [2] recommends that the Branch The body of ISO 27002 identifies best practices
ensure that the objectives for information securityelated to information security, but does not
are identified, meet the needs of the organizatiomention the process of their implementation.
and are integrated into processes adapted. Organizations can use ISO 27002 as a template to
In addition, senior management must formulatesreate rules and procedures regarding information
approve and return policy information security tosecurity. It can be a tool to assign roles and
monitor the effectiveness of its implementation.  responsibilities [3].

The formulation of clear guidelines clearly 1ISO 27002 therefore meets the needs of
manifests its support with the initiatives taken targanizations that want to establish the objectives
strengthen security. in terms of information security, through a seés
P2. Risk Analysis practical recommendations, addressing both

The MEHARI

(harmonized method of risk technical aspects and organization. The standard

analysis) for risk analysis is proposed by CLUSIFovers eleven chapters:

and is based on a top-down (top-down).

MEHARI is intended to enable risk assessment and

control and security management information
systems in the short, medium and long term.

The essence of this approach, allowing the risk
assessment is to analyze, for a representativef set
risk scenarios, the actual state of the risk level,

depending on the status of security measures. This

analysis will help to optimize the choice of
complementary measures to be implemented.
MEHARI addresses the following areas:

Security Policy

Security Organization

Asset Classification and Control
Security personnel-related
Physical Security and Environment
Operation and networks

Incident Management
Development and maintenance of systems
Logical access control

Business Continuity

Compliance

Organization

Site Safety and Buildings

Security of premises

WAN between sites

Local Area Network

Network Operations

Architecture and Systems Security

Below is an example of synthesis that can be
developed to measure the maturity of the secunity i
relation to different chapters of the standard.

Production Computer
Application security
0. Safety of projects and application

' Coveraae of the Repositorv
Chapters of

BOX®NOOR~WNE

1-Polique de sécurte

development Referential o s
11. Protecting the working environment
12. Legal and regulatory
3- Classification et propriété des actis
A simplified version of MEHARI, we advocate a
rosette can generate summary and prioritize actions The level
to ensure information security: of

artographie des risques potentiels ity e 4-Skcuité du personnel
. matu r|ty
4-Valou destucton de matérel nformatiaue 44 Accds e & des systénes de fers with

dans fes locaux de fentreprise. 15.- Copi llégale de logicils ou de
téres inf o

regard to
the

Regosito_ry

progiciels
16 -Impossibité de récupérer des traces
oudes formatiues.

4-Perte dintégrié des données dans es.
‘applcations centrales.

- Perte de données personnelies dans des.
postes de travai uisateurs

6~ ndisponibé prolongée du réseal

18 - Désorganisation des services sute & v et Maintenance

5- Sécuité physique et enviromnementale
des incidents dans le Systéme

13- indisponibié prolong

nformatique
7- Indisponibié prolongée de la messagerie
et

e 7 Contréle d'accés logique 6 - Exploitation des systémes et des réseaux
é prolongée de( n(s)
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P4. Development of action plans = Physical Security: buildings, access, control,

Development of action plan for describing
security or updating tasks for the year relatetheo
implementation of information security within the
company. This is proof of the diligence of the

company to implement its security policy in Knowing, of course, we are always more
practice. vulnerable by our weakest link.

« It will be used for recording the activity of Computer security is a broad concept that
the company in favor of an alignment ofencompasses both application security, system
security on its economic goals. security and operational safety, which also inctude

* The security action plan is sequencedpgical security (access management information
according to priorities, ie according to the'system), physical security ( site protection, firg

needs of safety calculated during the risk . . )
analysis. It is a kind of operational and the Communications Security Establishment.

implementation of security blueprint. However, —the policy implementation  of
To this end, the action plan is a tool that desib information security according to 1SO 27001
[4]: should consider the following:
» The key priorities from these two steps in= a definition of information security, the
implementing security measures, general objectives sought and the scope
* Actions to take, chosen, and the importance of security as a
* Managers and internal resources and necessary mechanism to share information;
external support, L .
» The overall planning and detailed task a statgment of management; _|ntent|ons
- Funding of this plan, §upp0rtmg the _gogls and prmmplgs of
«  Monitoring the implementation (progress, information security, in accordance with the
remains to be done... etc). strategy and objectives of the organization;
= an approach to defining security objectives
and measures, including the assessment and
risk management;
a brief explanation of policies, principles,
standards and compliance requirements that
are of particular importance for the organism,
namely the following:
compliance with legal, regulatory and
contractual requirements;
requirements in terms of training and
safety awareness;
* Management of business continuity;
e the consequences of breaches of
information security;
definition of general and specific
responsibilities in the management of
information  security, addressing in

fluids, fire;
logical security: computer backup, access,
authentication, encryption ...

P5. Definition of indicators measuring

The use of indicators in the field of information
security is a new concept. It was imposed by ISO A
IEC 27001 in the MSIS without specifying how and
where to use which aims to identify points of WSIS
that need improvement or correction. [5]

All indicators in IS Security is a very active area

of discussion. However, there are two large familie
of indicators ie performance indicators to verifie t
effectiveness of security measures and compliance
indicators to monitor compliance with its
specifications WSIS.

D1. Development of security policy information
Security policy ensures an acceptable level of risk  *®

for the company, by implementing a security
architecture taking into account the technical,

human, organizational and regulatory business.
The parameters of risk analysis, when it comes to
computer security are many and very different
nature.

Confidentiality, integrity and availability of
means of communication will be dependent on
continued vigilance on the elements of:

particular the rise of security incidents;
References to documentation that will
support policy and to be respected, for
example policies and procedures for more
detailed safety or security rules to be
followed by users.
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D2. Design of procedures several checkpoints to be addressed for the

In most cases, safety procedures should bmplementation of ISMS.
supplemented by a description of the securitfhese actions occur in several areas such as asset
process. These processes specify the rules bymmnagement, physical security, compliance etc..
vision of "organizational" roles and responsibéi#i In MEHARI, security measures are chosen for their
The bottom line is that all components of the WSI®fficiency and robustness with respect to the
are clearly identified. If some documents applyseverity of the disaster scenarios for the company.
only partially to the WSIS, this should be stated-our levels of severity of damage are distinguished
explicitly. dysfunction (4: Vital, 3: Severe, 2: Important, 1:
This is the role of the Declaration of Applicahjlit Not significant) to develop security measures.
(SoA) which, although it is not binding outside ofThese malfunctions can happen because of lack of
official certification, is a highly relevant documte confidentiality, integrity or availability of resoces
to build the MSIS and data. [6]

D3. Execution of the action plan C2. Analysis of measures

After determining the overall security policy of Evaluation of computer security is due to the
the company, it should decline the actions andnalysis of protective measures in place to ensure
measures to be taken in terms environmentahformation security.

human and technical. These analyzes identify and take specific decisions
= Environmental Dimension: and situation-specific, with strong involvement of
It concerns the physical infrastructure, insurancthe Directorate General in managing risks.
coverage, redundancy of sites. A1l. Actionscorrectives
= Human Dimension It comes in a “corrective” when a malfunction or a

It involves all stakeholders of the companydeviation is detected. It is first on the effects t

Awareness of and support are the best assets dorrect this discrepancy or malfunction, then the

avoid malicious behavior often involuntary. causes to prevent their repetition.

On the other hand, the Internet offers many2. Preventive Action

professional services useful to businesses, but théThey are launched when it detects a situation that

are also on the net play multitudes of services anay cause our actual or incident if nothing is done

personal use. Preventive actions are to act on the causes before
The risks associated with Internet use are alsothe deviation occurs.

loss of productivity in the company, a saturatidn 0oA3. | mprovement Actions

the bonds, lack of confidentiality, information Their goal is not to correct or prevent a gap, tout

leakage and unauthorized downloadingmprove the performance of the MSIS process

applications...

All these types of connections in many cases t§, CONCLUSION :

provide important information to hackers

penetrating the enterprise system. The concept of SSl is a set of methods, techniques

= Technical dimension and tools responsible for protecting the resouctes

It must be adapted and consistent with the other twa computer system to ensure service availability,

dimensions. Technical solutions are plentiful, an@onfidentiality and integrity of information.

their vendors are full of good points. NeverthelessSecurity of information systems (IMS) is emerging

and because no one should be judge and jurys a critical component of protecting the company

nothing replaces a real security audit to qualif§ t in its own interests and those related to external

solution. The recipe of computer equipment musksues.

include safety testing and induce rules and Given the risks involved and the functional and

procedures for verifying the security level can berganizational context specific to the organization

maintained. it should identify what needs to be protected, to
guantify the corresponding issue, formulate segurit
ClMesure goals and to identify, to arbitrate and implement

The security measures include a set of provisiongppropriate countermeasures to correct level is
to implement. These are the steps to put a gogfaintained.
security policy. In general, the safety of S| has several objectives
133 measures have been defined for securi§afety, then, must protect information such as
information such that each was accompanied byompany assets against data loss, disclosure or

s
6



Journal of Theoretical and Applied Information Tech nology
15 September 2012. Vol. 43 No.1 N

© 2005 - 2012 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645 www.jatit.org E-ISSN17-3195

alteration to ensure continuity of business
operations. In addition, IS security preserves the
image of the company and trust other.
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