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ABSTRACT

In order to monitor the use of network transmisssoftware, the network penetrating technique based
encrypted proxy is discussed. By comparing the Wiehaf related penetration software, the concept o
communication fingerprint is introduced to expat@ textension of the communication features. The
fingerprints database of encrypted proxy softwaii¢h vepecific characteristics is constructed, and a
heuristic identification system for encrypted prosgftware is designed and implemented. Test results
indicate that the system runs efficiently and #uits are accurate.
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1. INTRODUCTION basis, the generic detection scheme of such saftwar
was designed. The rest of this paper is organized a
With the rapid development of Internet, It isfollows: Section 2 addresses related work of
particularly important to control Information andnetwork penetrating behavior and encrypted proxy
content on the Internet. However, in recent yearstaChnolo_gy. .Sect_lon 3 descrlbes the background of
class of Internet penetration software appearedommunication flngerpnnt. Our deteCFIon a}pproa(_:h
Through dynamically proxy server, it can send thend key technologies rare also explained in section
encrypted information, and thereby breakthrougB. Experiments are explained in section4, followed
Internet blockade so as to avoid supervisiory conclusions and future work in section 5.
Network penetration technique generally integrate
with agent technology, encrypted tunnel™ RELATED WORK
technology, multi-hop technology, anonymou
communication technology[1,2], it can not Onlysz.lencrypted proxytechnolpgy
. : The network penetration process based on the
break through the existing safety device to access : e
. : encrypted proxy is shown in Figure 1. Encrypted
illegal websites, but also sent attack code, secre;tox server was blaced between the insecure
data to the destination host. Therefore, the rehealpeth)rk environmgnt and  safe  network
of network penetration technology and thgnvironment onl when  the  encrvoted
corresponding monitoring measures is of greaﬁ ' y yp

realistic significance. In order to prevent theesput g(r)]rcr:mutirgﬁat:);rvg:)th Ourf'e C;hne nggor?r:ggggly ;23
of harmful information, generally the firewall is cce);F;ed b clien$[456] To implement the
arranged between in the trust and distrust networ . y p Impiemn
S - S information transmitting and plaintext-ciphertext
which is used for sensitive content filtering swah : -
conversion between application program and

websites, IP address, key words and URL; )
S - encrypted server, the client needs to run the

However, the weakness of these filtering techniques
: . ; encrypted proxy software, and through the use of
is powerless to the encrypted information, and thé ; ;
network cryptosystem in the secure channel it can

keyword of URL or webpage can be used to encrypt

by different methods, so that such informatior?rowde customers with safe and reliable data.
filtering system is fundamentally out of action.[3] 2.2The comparison of existing encrypted proxy

In this paper, we focus on the working principle of technology and tools

encrypted proxy. Through the analysis and In order to evaluate the encryption software
summarization of communication process angenetrating ability, we must first understand the
behavior of such software, we mastered the workingjfferent network content filtering principle [7].
mechanism and communication fingerprint, on that
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Table 1 gives the three main kinds of filteringtechnology.
methods and the corresponding penetration

Firewall direct access,
L. [
88

Client (Encrypted
proxy software)

target

Encrypted proxy
server

Figure 1 Schematic diagram of encrypted proxyfak penetration
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Figure 2 the model’s logic diagram

Table 1 Existing content filtering technology and Table 2 comparison of commonly used tools for

the corresponding penetration technology penetration
content filtering . Ultra .
technology penetration technology Surf Gaps | Frigate | Garde|

Transmitted DNS request packetTransmitted DNS
through an encrypted channel orrequest packet [support@&upporunsuppasupport
covert channel through an d ed ted ed

Transmitted Web traffic through lencrypted chann

\Webpage conten%m encrypted channel or covert [Transmitted Web

DNS request
filtering

filtering hannel iraffic through ansupportasupportsupportesupport
i i d channq ed d ed

IP address Transmitted all traffic through encryptg 2]

L an encrypted channel or covert [Transmitted all

filtering supportgsupporsupportesupport

channel traffic through anq od d od
encrypted channg
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The breakthrough effect of network blocking In order to determine what kind of network
software by different encryption methods ischaracteristics can be used as network fingerpfint
different. In view of the existing mainstreamspecific software [9], we defined the concept of
network encrypted proxy software, we presentedetwork fingerprint model and gave the general
the comparative test results of the networkormal description.
enetration method and capability, as shown in _ . . )
'FI)'abIe 2. As can be seen, n%t allyof the tool will [Def'r."“o”] . Network fingerprint  model:

network fingerprint model can be abstracted as a 5-
encrypt all of the content, for example, the Fre | d
Gate software does not encrypt the DNS requesl‘{pe array, expresse
packet, and this approach provides the appropria®® FP =< P,' PO,C,O,F > . Among them,

means of detection. P, represents a set of input data packades,

3. DETECTION METHODSFOR represents the set of output or response packages,

NETWORK PENETRATING BEHAVIOR C={ ts network charact
BASED ON COMMUNICATION =1Cy Cy+-C,t represents network character

FINGERPRINT set, O :{OI Oz...,om} represents the detecting
3.1 Working mechanism and process objects, such as,
The detection model works on the networkO ={OS type,URL Payload } . The

gateway, aiming to detect the use behaviqr q{ngerprint detection functionF is defined as:
encrypted proxy software through the analysis o _
network data flow. The working mechanism and thd®> = P, X P, ={(x ¥) ‘XD P.yUP4 isa
process are shown in Figure 2. In order to. 7 = o(P =N
accurately identify different types of encrypteod'rec'[fad ordered pairZ = p(P) , then. 1S
proxy software, here we introduce the concept dhappings of the power set of the Cartesian product
communication fingerprints, which contains fiveon the F) and F) , that is, F:Z - C .
attributes, such as port features, IP feature ! °

protocol  encryption  features, dynamic ﬂovﬁ’ccordingly, we got the necessary and sufficient
characteristic and the packet payloacﬁond't'ons whether network feature can be used as a

characteristics. To take into account the efficienc ngerprint model, such as:

and accuracy, the detection mechanism should beTestability: For the detection of
stratified. In this paper the detection engine igpjectO , 0z[OZ , there existedcJC ,which
divided into three levels, among the port, IP is —C-

wide range of blind scan layer, followed by the%akeF(z) C;

intention detection layer composed by protocol Uniqueness: For the detection of obj€kt to

encryption behavior and dynamic flow behavior. .
On the basis of the two above detection layer@itraryZ, 02, Z,1Z , andz, # 7, then we

exact matching layer uses the packet's payloaébt F(Z)¢ F(Z) and vice versa.
characteristics for contenting detection. Blindrsca 1 2
layer, intention detection layer and accurate . ) @
matching layer investigate step by step from three Stability: For the detection of objett , to
levels that is the communication protocolarbiraryZ 1Z,Z,11Z , andz # 7, there
communication behavior and the communication . :

content. Generally speaking, with the detectioﬁX'Sted cC ,which make F(Zl)_c ’
level layer depth the performance cost increaseg(z ) =Cor there existe€, (1C . C,OC,
However, this hierarchical heuristic detection 2

architecture can not only ensure a very higand C,# G, . which make F(2)=c, and
detection accuracy, versatility and adaptability[S]F (2) = ¢, occurred simultaneousl

but also significantly reduces the collect quantity C. y
and analysis, at the same time make it possible forgg

. X " parability: For any two different network
rapid detection and accurate recognition under the ;

complex background noise. communication softwarkand! , exerted the same
2.2 Part of the ke technol o detection function on the same object, that
.2 Part of the echnologies . _
&y g IS, FP. =< Pli’POi’Ci’O’F > ’

3.2.1 Formal description method of communication _ P
fingerprints characteristics FPJ‘ =< Pli’ POJ"CJ"O'F > # ] thenc, #C;
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In order to capture the communication behaviorthe proxy server and client devices need to
of encrypted proxy software, we can use a kind afommunicate securely, which is divided into two
reverse direction analysis method, or black bomarts involved by secret key establishment and
testing method to analysis communication packetsecure communications. Thus, it can be summed up
Figure 3 gives the operation and communicatiothat the network activity of network penetrating
mechanism of the Free Gate software when it rurseftware is divided into three stages [10, 11]:

on a computer the first time. First, the Free Gate : . .
. . Detecting. Access to domestic and foreign well-
started, and then tested environment during the L9t .
own sites is used to detect whether the internet

startup, then the specific data were generate

through a variety of queries the Free Gate obtainé:éln be access.

proxy server information, after accessing to Access. Access to full-time DNS server provides
information of proxy server it began to establisé t updates information support.

process of encryption communication, if it can .
successfully start its communication. In order to Encrypting. Access to the encrypted proxy server

ensure that data will not intercepted by third ieart usually uses SSL encryption.

e
| Encrypted proxy !
! software |

BBk bl y

: Specific [P query——-:
:—DN 8 qucry—-:

+——docs.google query—
I

Server query proxy server

K =Proxy and DNS query —
| I

:———}-_"ncryplion hrmdshakc—-'

#— - — - — - =Encryption confirmation— - — - — - —

I I 1

F————FEncrypted HTI'P request———1
|

== == Encrypted data flow: — - — - — - 4
1

Figure3. Communication sequence diagram of enedyptoxy software

Through the above analysis we can find that the Access to most of the IP does not belong to the
communication packets of encrypted proxymainland (among them, China Taiwan and the
software have the two categories of features, whidbnited States account for a larger proportion).
are payload characteristic code and dynamic flow
anomalies. Therefore, we used both deep packet
inspection (DPIl) and dynamic flow inspectionqu
(DFI). DPI not only analyzed the 5-tuple of IP DNS is divided into 5 sections.
header, but also added the application layer pdyloa
segment analysis, thus it can not only accuratel
recognize encryption agent content, but also de
with the escape behaviors such as port-reuse,HTTP and DNS use serial ports, and DNS
random port or even the encrypted transmissiorequest ports greater than 1024.

DFI identifies encryption agent traffic via average
flow rate, flow duration, number of bytes, packet The DNS name servers and proxy servers end

length and other characteristic information.'n16'mjuyh'com' such as:

Through a large number of data packet analysis 9c932¢843ccc51d8ef0d40b371818075016705f.a

experiment, we established the flow characteristigffg30ba9a8ddc6834624598e47271d55a31¢7.16.m;
model. By capturing the series of flow behavior andyh.com.

comparing with the flow model, thus the use
behavior of the encrypted proxy software can be
detected. As an example, the key features of Free 2 |dentifying SSL-encrypted data

Gate’'s communication stream were extracted as Almost all encrypted proxy software adopted

follows: SSL to encrypt the contents of application layer, a
DNS query packet length is generally 558. shown in Table 3. Therefore, the use of SSL

DNS requests use the same port for 2-3 rounds of
eries.

Each round of query interval may be equal; each
Iheel is equal to the number of queries.

Use SSL to encrypt the communication.
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protocol can be used as an assist feature on thecryption agent software, which is we must take
communication behaviors of such software. the important as principal component and the less

N important for clipping. In addition, in order to
SSL protocol stack was shown in Figure 4[12]r Brove the effif:)irc)engy of algorithm model, we

Because fche’ sequence _encryptlon in Reco[’;1dopted the Hash table instead of a databaser® sto
Protocol didn't have any filling mechanism, the

rotocol ciohertext lenath exposed the plainte ?ommunication fingerprints. The node element of
b b 9 P P ®ash table indicates the communication behaviors

length, so that flow analysis can be done. On th one host, communication behavior data types and
other hand, the handshake messages transmitteoﬂln ’ yp

plaintext before the "Finished" message in the ash types are as follows:

handshake protocol layer, thus it can be used for Typedef struct // Defining the node in Hash
payload characteristic code analysis [13, 14]. Thable

method is to first filter out the session flow b434 {

ports, and then examines the session payloadint USER _ID; // Using IP-MAC as primary key
contents to identify whether there exists some Char ComFP; // attribute name of each
corresponding feature strings. communication fingerprint

Int TreeNet; /I the level of behavior tree which

3.2.3 decision trees algorithm the communication fingerprint lying on
The detecting process of encrypted proxy ElemType* next gerp ying

software based on the network data package is in}EIemType

fact a classification problem to distinguish the Typedef struct /idefying Hash table using
encrypted proxy activities from legitimate HashTab

communications. As an important data mining
Technology, classification is designed according to
the characteristics of the data set to construet th
classification function or model, by which the Int typeindex: // key value
unknown samples can be mapped in a certain to a} Hash Tab '

given category. Structural model was generally _

divided into two stages, that is, training anditegt Table 3 test results of common penetrating tool fo

ElemType* next;
Int count; /I key value

and accordingly the model data sets were randomly application-layer encryption
divided into training set and test data sets. k& th Ultra Free
training phase, the training data set was used to Surf Gaps Gate Garden
construct t_he cIaSS|f|cat|on model by ar_walyzmg th ciphertelciphertexcipherticipherte
data described by the attributes. When in thertgsti [HTTP it A oxt It
phase, the test data set was used to evaluate the cioherteciohertexcioherticiohertd
accuracy of the classification model, if that model[HTTPS ti A P eft ti
accuracy is acceptable, then it can be used t o : . .
: . pherteciphertexcipherticipherte

classify for other data[15]. Malil et N ot It

In this paper, the decision tree model to detecS:.I.P cipherteciphertexcipherticipherte
encrypted proxy software used communication Xt t ext  |xt

fingerprints as input vector, as shown in Figure 5 ciphertelciphertexciphert|plaintex
Considering that the tree structure was too comple| Xt t ext
and will produce over-fitting, to avoid this, we WindowsLivelcipherteciphertexciphertplaintex
should consider the partial ordering relation emgst |[Messenger |xt t ext
in the importance of properties used to identify

>EBoogIe Talk

SSL Handshake SSL Change Cipher S5L Alert

I]'rrp 11111
Protocol Spec Protocol

SS1. Record Profocol

TCP

1

Figure 4 SSL protocol stack
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4 recognition of the other network communication
. EXPERIMENT AND RESULTS software.

ANALYSIS
Future work will include:

In the detection experiments, we build the The expansion of training sets, test sets and the
network communication environment needed b¥yperiments for various kernels which can be use

Ultra  Surf browser, deployed network packefor performance improvement and some of its
capture software on the network export, and theghnstraint parameters;

loaded the packets into our filtering algorithm ) ) o
model. In order to simulate the real traffic According to the different characteristics of the

environment, we used the campus networkRommunication software, the unified, standardized,

communication flow as background noise, bynd formalized description of communication
importing experimental data captured by Campu&ature will be studied;

Network Center on that day; our model successfully  communication fingerprint automated extraction

located a plurality of suspicious packets file. @fie tachnology is a key research direction of the next
our tests shows that our model correctly |dent|f|e§tep_

the Ultra Surf browser and successfully associated

its communication behavior process: hosb. ACKNOWLEDGMENT

192.168.1.29 used Ultra Surf browser, after stgrtin

the Ultra Surf browser opened the 2224 port, and This work was support by the Project of Applied
then launched frequent periodic connection to itBasic Research of Sichuan Provincdo.07JY029-
encrypted proxy server, after a successfW1l) , the Project of Department of Education of
connection it used HTTPS encryption protocol tG&ichuan Province No.12ZB105 .

communicate with a network host which IP is

118.161.221.171, the host’s location was Taiwan. REFERENCES

5. CONCLUSION AND FUTURE WORK [1] L.Yan, H.Z. Li and Z.G.Tang, “Mingquan

. .. ZHONG. Techniques of Trojans penetrating
In this paper, we have presented the heuristic ,orqonal firewall”, Netinfo Security, Vol.9,
detection with multi-feature, introduced the cortcep g 20 , 2010 ,pp:48-66.

of communication fingerprint to extend the range ?J’
communication features, and developed decisi ﬁ]
tree methods to distinguish the encrypted proxy
activities from normal traffic. Being expanded

slightly, the method can be used for detection arld]

L. Peng, “Research on Network penetration
technique”, Beijing University of Posts and
Telecommunications, 2008.

D.X. Qu, X.T. Tang, L.C. Xu and L.Shi,
“Overview of Research on Network Information

87



Journal of Theoretical and Applied Information Technology
15 September 2012. Vol. 43 No.1 N

© 2005 - 2012 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645 www.jatit.org E-ISSN17-3195

Filting System”,Journal of Shandong Normal [14] S.M. Yang and S.D. He, “The SSL protocol

University, Natural Science, Vol.22, No.2, 2006, connection process and safety performance

pp 23-26. analysis”, Software Guide, Vol.10, No.3, 2011,
[4] Z. Zhou, X.M. Han and B. Wen, “Analysis of ~ Ppp:151-153.

Encrypted Proxy Servers Techniqueddurnal [15] N.N. Xie, Y.X Liu. “Improvement of attribute

of Information Engineering University, Vol.7, selection criterion of decision treesComputer

No.4, 2006, pp:336-340. Engineering and Applications, Vol.46, No0.34,
[5] D.F. Liu and P.C Tan, “Efficient Approach for 2010, pp: 115-118.

Searching Data Package of Encrypted Proxy *,

Command Information System and Technology,

Vol.1, No.4, 2010, pp:55-58.

[6] C.L Wang. “Research on the penetrate
technology of Boundary network safety
protection device”. Network & Computer
Security, Vol.2, 2007, pp:17-20.

[7] J. Smart, K. Tedeschi and D. Meakins, “Peter
Hannay & Christopher Bolan.”, Subverting
National Internet Censorship-An Investigation
into existing Tools and Techniques,
http://scissec.scis.ecu.edu.au/publications/2008/
forensics/Smart%20et%20al%20Bypassing%20
Internet%20Censorship.pdf.

[8] L. Martignoni, E. Stinson, M. Fredrikson, S.alh
and J.C. Mitchell, “A Layered Architecture for
Detecting Malicious Behaviors”’RAID 2008
pp:78-97.

[9] Z.G. Tang, H.Z. Li, M.Q. Zhong, J. Zhang.
“Study of Remote Computer network
Fingerprint model”.Computer Engineering and
Design, Vol.32, No0.8, 2011, pp:2592-2595.

[10] Z. Zhou, “Efficient Approach for Searching
Data Package of Encrypted ProxyComputer
Engineering, Vol.33, No.21, 2007, pp:142-146.

[11] H.T Gao, “Research on investigation and
evidence collection of network penetrating
software”. Police Technology, Vol.11, No.6,
2010, pp:43-46.

[12] L. Zhang. “Research and application of SSL-
based VPN encrypted tunnel’lnformation
Technology, Vol. 8, 2010, pp :200-203.

[13] Y. Luo and Z. Huang, “Principle and
Prevention of SSL Attack In Gateway Mode”.
Information Security and Communications
Privacy, Vol.4, 2011, pp:50-52.

88



