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ABSTRACT

In this work a novel image encryption scheusing stream cipher algorithm based on
nonlinear filter generator is considered. In thigrkva novel image encryption scheme is
proposed based on stream cipher algorithm usingdosandom generator with filtering
function. This algorithm makes it possible to ciphad decipher images by guaranteeing
a maximum security. The proposed cryptosystem sedb@an the use the linear feedback
shift register (LFSR) with large secret key filtdriey resilient function whose resiliency
order, algebraic degree and nonlinearity attairg&i¢haler's and Sarkar, al.’s bounds.
This proposed scheme is simple and highly efficiémtorder to evaluate performance,
the proposed algorithm was measured through assefigests. Experimental results
illustrate that the scheme is highly key sensitighly resistance to the noises and
shows a good resistance against brute-force, tatatisattacks, Berlekamp-Massey
Attack, algebraic attack.

Keywords: Cryptosystem, Decryption, Image correlation, Imageryption, key Stream, Nonlinear Filter
Generator, Stream Cipher.

1. INTRODUCTION In this work, we are interested in the security of
the data images, which are regarded as particular
The proliferation of the terminals of access tcdata because of their sizes and their information
information as well as the use growing o'which is two-dimensional and redundant natures.
telecommunications  (implementing  electronicThese characteristics of the data make the cldssica
transfers of information of characters personacryptographic algorithms such as DES, RSA, and ...
force to have reliable techniques, made safe aare inefficient for image encryption due to image
commonly accepted. In fact, the use of iinherent features, especially high volume image
communication network exposes the exchanges data. Many researchers proposed different image
the certain risks, which require the existence cencryption schemes to overcome image encryption
adequate security measures. For example, tproblems[1, 2, 3, 4].
images to be transmitted can be recorded a
copied during their course without losses of gqualit  In this research we have tried to find a simple,
The pirated images can be thereafter the subject fgst and secure algorithm for image encryption
an exchange of information and illegal numericaising nonlinear filter generator (NLFG) based on
storage. It is thus necessary to develop a tool féinear feedback shift registers (LFSRs) with a éarg
protection effective of the data transferred adainsecret key space filtered by resilient function
the intrusions arbitrary. The encryption of theadatsatisfying all the cryptographic criteria necessary
is very often the only effective means to answegarrying out the best possible compromises.
these requirements. Finally, this algorithm is robust and very sengtiv
to small changes in key so even with the knowledge
of the key approximate values; there is no
possibility for the attacker to break the cipher.
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2. NONLINEAR FILTER GENERATOR by the LFSRs. A Boolean function is function
F,) - F, . The functon f can be

This system was proposed by Siegenthaler [5] tPepresented uniquely by a multivariate polynomial
increase the linear complexity of the binary
sequence produced by linear feedback shift regist@Veer of the form:

(LFSR). A single register (LFSR) is used, lenbth n

producing a binary sequence in maximum period. f(Xl""’Xn) =& +z gx +

Certain stages of this register (LFSR) are combined i=1

by a nonlinear functiod . Such function is called Zaﬂ XX, t..ta,  XX,..X,. Where the
filtering function, must be a high algebraic degreelsi<isn

balancedness, good correlations immunity, highoeﬁicientsao,ai 8 ey a,, ,belong to F2_ The

non linearity and preferably to have good algebrai . - .
immunity to resist certain attacks [6, 7, 8, Bhe 8egree of this polynomial is called the algebraic

sequence produced by the function which wildegree or simply degree 6f, and it is denoted

constitute the key-stream, combined with théyydeg(f). The functions of degrees at most one
plaintext. We refer to [10, 11] for further details 4.0 called affine functions.
The linear complexity of the key-stream is at

d (L
most/\(s):Z(_ j wheredis the degree 3.METHOD
.:l I

We used stream ciphers based on nonlinear filter
algebraic off . generator for constructing our new approach. The
layout of our method is presented in figure 2.His t
_ . . paper all sequence elements are considered over the
2.1.Linear Feedback Shift Register (LFSR) i . :
field F,which consists of the two elements {0, 1}.
Linear feedback shift register produce dn this scenario we suppose that the secret Key
sequenc8 = S,,S,,...,satisfying  the  linear is used to initialize the stages=S,,S,,...,S , of
the LFSR of the NLFG at time=0.

L
recurrence relatios, :Z GSii» N2L where 0y 4 plain-image (i.e. original image) of

_ =1 NXm pixels. First, sender transforms the plain
Lis the length of the LFSR,C LUF,for jnage X into binary array ((i.e. plain image digit).
i=1..Lands OF,, 120. Let X,,Y, andz be the plain image digit, cipher

Thel stages, S, = (Sn ""’Sn+L—1) is called a image digit and key stream digit at tiineThen the
- encryption process can be described by the equation
state of the shift register and we n&ie = (Sn)

n=0
the state sequence. We define the feedback y, =x [z Q)
polynomial to

— 2 L
bep(X) =1+c, X +C, X" +...+C X". The where (is the function XOR (Or exclusive). The

first output symbols,,S;,...,S,_, , are initially cipher image digit is sent to the receiver over an

loaded into the LFSR, these symbols are called gHasecure channel and is decrypted a bitwise XOR

initial state. This is also the secret key of tiSR. operation the key_ stream digit and the plain image
digit can be described as

The sequenceS=S,,S,,...produced by LFSR -
A %5 P Y x =y 0z @

have many interesting properties such as a long

periodicity. If the feedback polynomialpis The cipher image digit at the receiver is decrypted

primitive the period i®" —1. by producing the same key stream. The receiver
transforms the decrypt image digit in to plain irrag
2.2.Nonlinear Boolean Function X of NXM pixels.

Nonlinear Boolean function purpose in key
stream generators is to hide the linearity intr@dlic
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Their main advantages are their extreme spee  The filtering function f used in our approach is
a”‘?' their capacny to change every symbol_ c_)f thpresented in [13]. This function is 5-resilient
plaintext. Besides, they are thus used in a pgese function, of algebraic degree 7 and nonlinearity
way in the case of communications likely to bt Nf =3969 with algebraic immunity 6, satisfies
strongly disturbed because they have the advante o ' )
of not propagating the errors [12]. all the cryptograph|c criteria necessary carrying o

the best possible compromises.

3.1.Key K . .
y 3.4. Encryption and Decryption Image
Our algorithm is aimed at offering medium termr, ~ Algorithm.
security, which is reflected in the length of 60&b Encryption
of secret ke =K;,Ky,...,Kep;. This chain of 1. Load the plain image(i.e. Original image);
bits must be sufficiently large in order to guaesnt 2. Transform the plain image into column
a maximum security and also to avoid, at the digit (i.e. plain image digit) and to store
present time and with reasonable means, any theminX;
attempt at brute-force attack. 3. N < the length ok :
4. fori=1to N tomake;

3.2. LFSR .
5. To generate the key strea’(i) as show

We considered the linear feedback shift the algorithm 3.5 ;

registers of length 607 bits to produce a binary 6. End to make;

sequence. The feedback polynomial of LFSR is 7. fori =1to N to make

chosen to be the primitive polynomial: 8. Calculate the cipher image digit using
relation y(i) = XORX(),z(i)) :

p(x) = XX +1 (3) 9. Endto make;

10. Sent the cipher image digit.
The initial state of LFSR is never allowed to beDecryption

the all zero state. It follows that LFSR produces a 1. Load the cipher image digity
maximum-length sequence of perdd’ —1. 2. N < the length ofy ;
fori =1 to N to make ;

3.
4. To generate the key streai(i) as show
The filtering function used for generating the the algorithm 3.5 ;

3.3. Filtering Function

key stream is a Boolean functiofi from F,° 5. End to make ;

: . : 6. fori=1to N to make;

into F, . At each timé, 1_3 bits are taken from the 7. Calculate the decipher image digit using

LFSR, put into the wordl, [J F,*and input to the relation X(i) = xor(y(i),z(i)) ;

Boolean function to calculate the key stre@nas 8. Endtomake ; . o

follows: 9. To put the decipher image digk in the
— form of image ofn X M pixels and to store

4= f(ui) 4) itin X .

In this formula, the input wordiTi is selected as ?nsul;ey Stream

follows from the LFSR stream: o X :plain image digit;

0 S$yS,..-,S 4 areinitially loaded into the
J — [S 1 S+75 Sazs Sear Suar Svans Svers §+91’j LFSR:
0

Si110 S+131 Sve1 Se201 Sant f filtering function with a 13 variables.

(5) Results:
0 S :binary sequence produced by LFSR ;

0 2 :Key stream produced Hy.
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Treatment: scheme including some important ones like
1. ToreadN , the length of plain image digit Statistical sensitivity, key sensitivity analyskey

of X: space analysis etc. to prove the proposed
2. Introduce the secret key, the value 0f:ryptﬁsystem is secure against the most common
s tt .
initialization of LFSRS,, S,...,S, _;; atacks
3. fori=1to N+L —1tomake; 5.1.Key Space Analysis
4. Generate the binary sequenceFor secure image encryption, the key space should
s(i) produced by LFSR be large enough to make the exhaustive research
5 End to make - attack infeasible. Since the algorithm has a 6@ bi
6. fori=1to N, to make: key, the intruder need?®”’ tests by exhaustive

research. An image cipher with such as a long key

7. Generate the key strearg(i) produced space is sufficient for reliable practical use.

by function f ;
8. End to make. 5.2. Berlekamp-Massey Attack
For a filtering function of degre@, the linear
4. Experimental Results complexity A(S) of the resulting key stream is
Simulation was carried out using MATLAB V d

L
7.5. A number of images are encrypted by thepper bounded byZ(_ j Moreover, it is very
proposed method, and visual test is performed. iz \

Three examples are shown in figure 3 (a), 3(d) aqﬁ@y that the A(S) of the key stream(zi) ;

IS

3 (g), where each image is a 256-level gray scale 120
image with the size respectively 256x256 , 128x128 L ) ) .
and 95x96 pixels. lower bounded b q and that its period remains
4.1.  Visual testing equal ta2" —1. The Berlekamp-Massey attack [14]

From the original images shown in figure 3 (a)fequires 2A\(s) data and has a complexity
3(d) and 3 (g), we applied our Encryption algorithrrbf/\(s)z
with a secret key 607 bits in order to obtain the
cipher images illustrated by the figure 3 (b), 3(efinear complexity/A(S) is between2*?and2®, it
and 3 (h). By comparing the original images angs sufficiently large. This complexity completely

the encrypted images in figure 3, there is no Visuaxcludes to use the Berlekamp-Massey attack.
information observed in the encrypted image, we

notice that initial information is not any mores 3 Algebraic attack

visible. From the cipher images illustrated by the

figure 3 (b), 3(e) and 3 (h), we apply the decrgipte | the algebraic attacks, the system is rewritten
algorithm with the same key 607 bits in order tin the form of a nonlinear system of equations
obtain the deciphered images shown in figure 3 (Cheween the output of the filtering functioh and

3() and 3 (k). its inputs in the following way:

. Using the parameters L = 607; d = 7,

Difference between plain images and thei
decrypted images shown in fig 3, are illustrated i..
figure 4, are prove that, there is no loss offy = f(K) ;
information, the difference is always 0. — )
4 7, = f(h(K)) :

5. Security Analysis .
z = t(n' (K)),

A good encryption procedure should be robuc:
against all kinds of cryptanalytic, brute-force Here h denotes the linear update function to
(exhaustive research) and principal attackshe next state of the LFSR’s involvet the total
(Berlekamp-Massey Attack, algebraic attack). Irkey of the system. Complexity to solve this system
this section, the performance of the proposed image# equations strongly depends on the degree of

cryptosystem is analyzed in detail. We discuss thgege equations. The complexiG}(L,d) of the
security analysis of the proposed image enCryptlofglgebraic attack on the stream cipher system with a
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key of size L bits and equations ofl degree is [f the correlation coefficient equal -1, this means
encrypted image is a negative of the plain image.

d w
given byC(L, d) - Z(I j =L"", where Table 1 gives the corresponding correlation
=0 coefficient between plain images and their
W corresponds to the coefficient of the method cencrypted images shown in figure 3. It is observed
the solution most effective by the linear systerd arthat the correlation coefficient is a small cortiela
d is equal to algebraic immunity of the filtering PEtween plain images and encrypted images.

function. We employ here the expression a,
) 5.6.Image Entropy
Strassen [15] which &/ = log, (7) = 2807.

_ _ It is well known that entropy is measures the

In our cryptosystem the secret key is 607 bitancertainty association with random variable. A
and the algebraic immunity of the filtering functio secure cryptosystem should fulfill a condition on
is equal to 6. This leads to algebraic attack with the information entropy that is the ciphered image
complexity which is betwee2!®® and2'® which should not provide any information about the plain

is sufficiently large. It is not easy to make aelin image. It is well known that the entropg(m) of

approximation of the filtering function within the 3 message sourd® can be calculated as:
framework of algebraic attack.

1

p(m) ©

5.4.Histogram Analysis E(m) = % p(m)log,
i=0

In the experiments, the plain images and its
corresponding encrypted images are shown
figure 3, and their histograms are shown in figbire -
It is clear that the histogram of the encryptedgma P(M) represents the probability of symisg)
is nearly uniformly distributed, and significantly and the entropy is expressed in bits. Let us sugpos

_different from the respective_ histograms of thérpla_éhat the source emits2® symbols with equal

image. So, the encrypted image does not provide . ) _

any clue to employ any statistical attack on th@robapility, —i.e., m—{ml,mz,...,ng}_Truly

proposed encryption of an image procedure, whictandom source entropy is equal to 8. Actually,

makes statistical attacks difficult. given that a practical information source seldom

generates random messages, in general its entropy

These properties tell that the proposed imagealue is smaller than the ideal one. However, when

encryption has high security against statisticahe messages are encrypted, their entropy should

attacks. In the plain images, some gray-scale salugleally be 8. If the output of such a cipher emits

in the range [0, 255] are still not existed, buésv symbols with entropy less than 8, there exists

gray-scale values in the range [0, 255] are existegbrtain degree of predictability, which threatetss i

and uniformly distributed in the encrypted imagessecurity.

Some gray-scale values are still not existed in the

encrypted images although the existed gray-scale Table 2 gives the values of entropy of plain

Where G Gray value of an input image (0-255),

values are uniformly distributed images and values of entropy of their encryptions
images shown in fig 3. The values of entropy of
5.5. Correlation Coefficient Analysis encryptions images obtained are very close to the

theoretical value of 8. This means that information

Correlation is a measure of the relationshipeakage in the encryption process is negligible and
between two variables if the two variables are ththe encryption system is secure upon the entropy
plain image and their encryptions then they are iattack.
prefect in correlation. In this case the encrypte
image is the same as the plain image and t/5.7. Sensitivity analysis
encryption process failed in hiding the detailshef
plain image If the correlation coefficient equals  An ideal image encryption procedure should be
zero, then the plain image and its encryption arsensitive with the secret key. It means that the
totally different i.e. the encryption image has nahange of a single bit in the secret key should
features and highly independent on the plain imageroduce a completely different cipher image. Figure

s
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6 shows key sensitivity test result. It can béREFRENCES:
observed that the decryption with a slightly
dn_‘ferent key (different secret key or initial va_h;b [1] M. Sharma and M.K. Kowar, “Image
fails completely. Therefore, the proposed image Encryption Techniques Using Chaotic

encryption scheme is highly key sensitive.

Table 3 gives the values of entropy of decrypted

images with wrong key shown in fig 6 (a), (c) and

(€).

5.8 Noise Analysis

(2]

We also tested the resistance our cryptosystem
to the noise by adding to the cipher-images a noise
From the cipher-images illustrated in the figures 3
and 3.h, we added a noise of the same size of-plain
images. The results are given in the figure 7.a and

7.c.

decryption algorithm; we have the results illusttat

in figure 7.b and 7.d. The noise added to ciphers-
images 3.b and 3.e is a matrix containing pseudo-
random values drawn from a normal distribution

with mean zero and standard deviation one,
In the case

generates with function “randn”.

From the images 7.a and 7.c, we apply thd3]

examined, we can note that the deciphered imageE‘]
presented in figures 7.b and 7.d are identicahéo t

original images (see 3.d and 3.9).

6. CONCLUSION

In this Work, a new algorithm based on stream[5]
cipher using nonlinear filter generator for image
data was introduced; simulations were carried out

for different
obtained for

images.
these

The encrypted
input images and

images

the

corresponding histograms are discussed. It is seen
that encrypted images does not have residualff]
information and the corresponding histograms are
almost flat offering good security for images. The
proposed schemes key space is large enough to
resist all kinds of brute-force attacks. The praubs

filtering function verified all criteria cryptogréjc

enough to resist Berlekamp-Massey Attack and

algebraic attack. In addition, this method is very
simple to implement, the encryption and decryption

of image.

Here the security aspects like key space, statlstic
Berlekamp-Massey, algebraic, noise analysis and

sensitivity with respect to key, are discussed with

examples. It is seen that the present cryptosystem

secure against the statistical, brute

force,

[7]

(8]

cryptanalytic attacks and to resists the additive[g]

noises.
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Figure 1: Nmnleav Filter Generator
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imagex KL Cipher
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Y 4 digit y;
: Coding Of > >
‘ N

source - Figure 3.Visual testing: Frame (a), (d) and (g)
Gray image show the original image, frame (b), (e)
and (h) respectively show the encrypted image,
frame (c), (f) and (k) respectively show the

Transmission Channel decrypted image.

and/or Storage —

Decryption

Plain
imagex

Decoding
Of source

Key-Streany

Figure 2: Block Diagram of the Proposed
Cryptosystem
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Figure5. Histogram analysis: Frame (a), (c) and

Figure 4- : Frame (a), (c) and (e) respecuvely\sfno (e) respectively, show the histogram of the plain
the difference between original image shown in figimages shown in fig 3(a), 3(d) and 3(g). Frame (b),
3(a), (d) and (g), and their decrypted image shown (d) and (f) respectively; show the histogram of the
in fig 3(c), (f) and (k). Frame (b), (d) and (f) encrypted images shown in fig 3(b), 3(e) and 3(h).

respectively show histogram difference of (a), (c)
and (e).
Table 1. Correlation Coefficients analysis

Cases Correlation
coefficient
Image 3.a -0.0014
Image 3.d 0.0045
Image 3.9 -0,0011

Table 2. Image Entropy

Plain- | Entropy | Encrypted | Entropy

Image Image

Irgase 7.0097 Image 3.b 7.9973

Image | 6.3454 7.9904
34 Image 3.e

Irgage 6.6150 Image 3.h 7.9796
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Figure 6. Sensitivity analysis: Frame (a), (c) and
(e) respectively, show decrypted image with wrong
key of the encryption images shown in fig 3(b)) 3(e
and 3(h). Frame (b), (d) and (f) respectively, show

histogram of images (a), (c) and (e).

Table 3. Image Entropy

Cases Entropy
Image 6.a 7.9970
Image 6.c 7.9881
Image 6.e 7.9786

10

Figure 7. Noise Analysis: Frame (a) and (c)
respectively, show cipher image shown in fig 3(e)
and3(h) with noise added. Frame (b) and (d)
respectively, show their decrypted images




