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ABSTRACT

User Authentication in computer systems is an iftgarcornerstone in today’s computer era. The qunce
of a user id and password is one of the easiess fi@yauthentication. It is not only the easiesywaut
also cost effective and highly efficient. Today, wan see the password cracking and hacking in
everywhere. At present we are using the singleesexystem for this sort of password based authegidit.
Traditional protocols for password-based authetittaassume a single server which stores all the
information (e.g., the password) necessary to auittete a user. When an attacker obtains the irdtiom
stored on the server, he can obtain all the pasismghich were stored in the server via launchingn

line dictionary attack. To address this issue, mimer of schemes have been proposed in which asuser’
password information is shared among multiple gspend these servers cooperate in a thresholdenann
the user wants to authenticate. In this papervaefécient two-server password-only based autlatiton

is proposed. In addition, the system is securenagaifline dictionary attacks mounted by eithetlw# two
servers.

Keywords. Password Authentication, Two Server Concept, Offline and Online Dictionary Attack

1. INTRODUCTION one factor and the PIN number is another factor. So
if the ATM card is lost means, the authentication
Password based user authentication systems #wactionality will be disabled. As far as biomegic
low cost and easy to use. A user only needs i® concerned, the security is very effective and
memorize a short password and can befficient in this system but the only concerns thie
authenticated anywhere, anytime, regardless of tleest of hardware and software complexity.
types of access de_vlces he/she e_mploys. Pa.ss.wordl'raditional
based authentication system is still gainin
popularity even in the presence of sever
alternative strong authentication approaches, e.

protocols for password-based
uthentication assume a single server which stores
Il the information (e.g., the password) necessary

o ! X Yuthenticate a user. Password based authentication

two factor authentication and biometrics. Th(?S the most commonly used entity authentication

(rjeason for tthllf 1S, |It.kdo<_es t?Ot retq_ulre ar&ytadd;ilot technique, due to the fact that no secure stormge i
evices or tokens like In bIOMELrCs and two fac 0|required, and a user only needs to memorize his

authentication systems respectively. In two facto assword and then can authenticate anywhere,

T e oo anytime. Most of the_eising_password based
disabl y th thenti gt' functionalit Ths b uthentication schemes assume the single-server
ISables the authentication functionality. - The DeSh e yhere a single server exists in a system. The

example of this two facto_r authentication system Iﬁ1aj0r drawback of the single server model is that
our current ATM system, in which the ATM card 'Sthe server may result in a single point of failure,

s
145



Journal of Theoretical and Applied Information Technology
15 May 2012. Vol. 39 No.2 N

© 2005 - 2012 JATIT & LLS. All rights reserved-

SATIT

ISSN: 1992-8645 www.jatit.org E-ISSN17-3195

the sense that compromise of the server reveals aller need remember only a password, and not the
user passwords held by the server. The server server's public keys), and is the first two-server
compromised by means of an offline dictionaryprotocol (in any setting) with a proof of security
attack. In recent years, much attention has focusélge standard model. Recently, a practical two-
on designing password based authenticated kegrver architecture was proposed by Yang et al. [3]
exchange protocols which can resist any kind oind an efficient password-only two-server
intruder’s attack. To solve this problem, a newdkin authenticated key exchange system, this scheme is
of authentication structure called the multiplea password-only variant of the one introduced by
server authentication was proposed. In sucBrainard et al.’'s. None of the existing two-server
schemes, the capability of verifying a password ipassword based authentication schemes enables a
split between two or more servers, and more thanuser to use the same password over multiple service
certain threshold number of servers need to colludeervers, which is deemed an important feature of
to recover the password. Till now, few multiplethe two-server model. Yanjiang Yang proposed a
server schemes were proposed. In these multiplew scheme [1], enabling this prominent
server authentication settings, the two-serveunctionality.

authentication protocol [5] [6] [7] is the simplest

and the most acceptable to users. Six two serv8f TWO SERVER SYSTEM

protocols have been proposed [2] since 2003.

The concept of a user id and password is a cost
2. BACKGROUND AND RELATED WORKS effective and efficient method. Identifying and
allowing the authorized user to access the reseurce

".1 recent years, much attention has.focused %% one of the key aspects of authentication system.
designing password based authenticated kei today's computer era, there are so many

e?<c.hange protocols Wh'.Ch can  resist Ofﬂlr?evulnerabilities occurred based on internet. So, we
dictionary attack by an intruder. To solve thi

. L ave to design the application with high secuiity.
problem, a new_klnd of authentlcatlpn _structurqhere are any flaws, then it will be easily broken
called the multiple server authentication was

proposed. In such schemes, the capability Oa*nd an intruder can easily intrude. A single server

.. . . System is a system in which the password will be
verifying a password is split between two or more

servers, thus securing the system from intruders. Ftored In a single server as shown in Fig. 1. While

these multiple server authentication system, th%on5|der|ng the authentication system based on a

two-server authentication protocol is the simples ingle server, there are some drawbacks. The single
P P erver system is vulnerable to all sorts of attacks
and the most acceptable to users. Some of t

e ;
authentication systems based on two server conce[r(f.m intruders. The intruder can hack the system by
are discussed below.

Pymg all possible keys till the system gets
; . _compromised is the most successful in the single
_Mukesh et al’s [4] proposed_ a .robust flngerserver system and exhaustive search also can be
print based two-server authentication and ke i
. . : . uccessful as shown in Fig. 2.
exchange system, this is the first biometric two-
server authentication scheme. In this scheme, the
user’s password is replaced by the random string —

. . assword
generated by fingerprint template, the user nee¢d no USER SERVER
memorize it. In Brainard et al.’'s [2] two-server
password system in which one server (called Blue
Server or Service Server, SS for short) exposes Figure.l Block Diagram of a Sngle Server System
itself to users and the other (called Red Server or
Control Server, CS for short) is hidden from the Random Correct
public. While this two-server setting is very Try Account
interesting, it is not a password-only system, bot INTRUDER SERVER Accessed
servers need to have public keys to protect tF
communication channel from users to servers. Th
setting makes it difficult to fully enjoy the beitsf
of a password system. Subsequently, Katz et ¢
Proposed a two-server password-only authenticate ..
key exchange, the authors claimed that this is the
first provably-secure two-server protocol for the
important password-only setting (in which the
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Until Server is Compromised

Figure.2 Example of single server system hacked by
Intruder
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So, it's necessary to introduce the concdpt dhat is not in this case. There are some series of
two server authentication system. In the case of seps.
single server system, the hacker can easily . .
compromise. But in the two server system it cannot+21 Reglstr.atlor? phase
be easily compromised by the attacker. The purpose In the registration phase, the user has ter¢he
of this paper is to present the two servePassword and another one random number which
authentication system which does not use any sciiould be at least two less than the length of the

of cryptographic techniques such as encryptior@@ssword.

hashing. A two server system is a system in which (le) 1<R<L-2,
the system consists of two servers and the password R - Random Integer
will be split into two halves and stored on botk th L - Length of the Password

servers. So in this system the intruder has dnor example the user registered with the password,”
additional burden of compromising both the server234567". In our system, the user should also enter

simultaneously in order to take over or hack th@ random number. Here let it be “3". It could net b
system. an integer greater than 5 in this case. Upto thes,

registration phase is over. Users are not allowed t
set null password as well as zero as the random
number.

SERVER1

4.2.2 Authentication phase

USER In this phase the entered password is divided
into two shares according to that random number
which was entered during the registration phase. In

our example, the password ‘P’ is divided into ‘P1’
SERVER 2 and ‘P2'. Here the share of P1 is” 123" and P2 is”
4567 as in Fig.4. So, the share of P1 is
Figure.3 Block Diagram of Two Server System authenticated by the Front end server and the P2 is

authenticated by the back end server. In case of a
4. PASSWORD BASED TWO SERVER legitimate user, if he enters the correct passwoed,
AUTHENTICATION SYSTEM is authenticated by the two servers. Next, we will
check for an intruder
4.1 Existing Works
There are so many papers presented about tl
two server authentication system. The propose
systems are Biometric based fingerprin Dt
authentication, key exchange based authenticatic | USER INTERFACE

and password only with no key exchange protocc \
4567

SERVER 1
123

type etc. Zung Yang who illustrated the concept ¢

a “Practical Password Based Authentication Systel Random Number : 3
For Key Exchange”, the only problem with that

concept is the ease of understanding. Even thougHFigure.4 Block diagram of a two server authentication
that is effective, that is not an easy job for aic® with an example

user to understand. Because he used so man . .

complex functions by means of encryption ané"¥3 Security Analysis

computation, which are difficult to understand as4.3.1 Brute for ce attacks

well to implement also. We pr_opo.sed a two Server |y case of any Brute force attacks, it may be
password only based authentication system whichiher Dictionary attack or exhaustive search, this
is effective as well as easier to implement. method works. For example consider a scenario, if
4.2 Proposed Work an intruder wants to crack the password, then he is

oing to try all the possibilities starting from
Here we recommend to use the two serve 9 Y b 9

teger ‘1’. Here the valid password is “1234567”
namely front end server and back end server. Theétﬁd the random number is” 3". All the single and
is no special preference for any server. Because X

: > o digit tries are easily rejected by the system
Yang's project, they used one as SS (Servic nce the random number is 3. The front-end server

Server) and another one as CS (Control Servet compromised after he entered 123.But the

SERVER 2
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backend server is not compromised still and his S
next try will be ‘124'. But in this case the froehd

server is decompromised and the user is blocked

Because, once the front end server is compromisec
again it should not be decompromised. In this case
we can easily identify the intruder due to the|
rollback of front end server from compromised to
decompromised state. Hence our two server syster
is effective against exhaustive search or bruteefor |
attacks.

,,,,,,

4.3.1 Strengthening Condition
Once the front end server is compromised Bt fir 4 A [ - —
attempt, the backend should be compromised Figure. 5 Front End of the banking application
within five attempts. Probably only the legitimate displaying the account balance of a user
user can compromise the server in first attempt.
Incase due to some careless, he may enter th{ < I
wrong password for backend server. However the -
five attempts are too much for that legitimate user
The next condition is once the front end server is
compromised it should not be decompromised :
again. So from the above mentioned strengthening
conditions it is clear that the proposed system has
good security against hacking

5. APPLICATION DEVELOPMENT AND
SIMULATION DETAILS

]| © | | e | 2 Moot o] g unvid-pame | [cEo® zem
dlfig. 6 Back end of the banking application displaying the
) database details of the bank customers

,,,,,,

In this work the application development an
simulation model are done using Netbean IDE 7
and Microsoft Access. A simple banking
application with authentication system and databa CONCL USION
management has been developed. Netbean IDESE?S

used for compiling the Java code and developing | ihis paper, we proposed a password-based

the front-end GUI window. Screenshot of the GUL, ;ihentication that is built upon a novel two-serve
window is shown in Fig.5. Microsoft Access IS model. Compared with previous solutions, our
database management tools, the bank acco%}stem possesses many advantages, such as the
details, password, random numbers etc. of thginination of key exchange system, avoidance of

banking application are stored in it and it is the \\ <ot of crvptoaraphic techniques such as
back-end of the application. Screenshot of the ba zryption has)rlll?ngg aﬁd high e?ficiency with

end is shown in Fig.6.. The front-end and th_e backsovable security. In contrast to existing multi-
end are interfaced using an ODB_C. connection. Th&rver password systems, our system has great
ODBC (Open Database Connectivity) is a standarg

lcadi ing intert ; “'Dotential for practical applications. It can be
C application programming interface for accessingj o qtly applied to fortify existing standard sieg|

Database = Management  Systems.  ODBGgyer password applications, e.g., FTP and Web
accomplishes DBMS independence by using agy,jications. By employing two servers, the system
ODBC driver as a translation layer between thgs 5he to offer considerably more protection of

front-end GUI window and the back-end Microsoftggngjtive user data than any single-server approach
Access. The application uses ODBC functiongq 4 permit. The main advantages of our system
through an ODBC driver manager with which it iSy e it js not resilient to any brute force attadh

linked, and the driver passes the query 10 thgyyers cannot be easily compromised by an
DBMS. intruder and easy to implement as no complex

cryptographic approaches are followed.
Establishing an appropriate formal model for two-
server password based authentication, and in turn
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proving the security of our proposed scheme within
the model are among our future work. Another
future work is to study the performance of our
scheme by implementing and experimenting the
scheme in a real-world application scenario.
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