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ABSTRACT

Modern day Software companies needs fast, secareaatable IT infrastructure, in order to catchwith
their ever growing needs of business. But, thelehgeé lies in setting up this setup in their owamise.
They have to spend huge amount of money towardgritving needs of the IT infrastructure, personnel
and the expertise to administer. As a result theidowill be shifted from their core business tovgard
handling this burden. Here comes the Cloud compgutinsolution which helps organizations to focus on
their core business rather than worrying aboutinkestment and maintenance of their IT infrastreetu
This paper focuses on the challenges faced by coiep@ moving to a cloud environment, with resgect
security, reliability, and manageability, which tbeganizations should focus on only through rigsrou
testing. The paper starts explaining the benefftscloud computing and move towards the testing
challenges faced by testers.
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1. INTRODUCTION

Cloud Computing comes as a great deal dbets of loosely coupled data centers work together
relief to businesses with lots of benefits. Some caachieving high utilization levels to perform a
be of immediate and some can be of long timeommon task, presenting GUI interfaces to users
from reductions in cost of without the ownership tahrough Virtualization or thin clients via the
location independence. ‘Cloud'.
But it is not possible to enjoy these benefits with
the expense of anything so here comes a fex CLOUD COMPUTING THROUGH SaaS
concerns

; Security, privacy, availability, performance and Typically, Software as a Service (SaaS) is
integrity. Appropriate testing must be #te top 5 type of cloud computing, which is a software
priority of any Cloud solution to ensure the detive geljivery modef". Software and its associated data
of a safe, integrated solution which guarantees thge hosted centrally (typically in the (Internet)
needs of the business it is indented to serve. cloud) and are typically accessed by users using a
The purpose of this paper is to understand thgin client, normally using a web browser over the
benefits of a Cloud Computing solution and thepternet ™. Customers are not expected to buy
concerns of how suitable testing can assist igoftware licenses or additional infrastructure
realizing the full potential of investment. equipment, and are expected to only pay monthly

Cloud computing the buzzword is the single largeskes (also referred to as annuity payments) forgusi
trend in computing infrastructure today. ClOUdthe softwaré?

Computing is a much more generalized term in
which little or no centralized infrastructure esist

based on their usage
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3. CLOUD COMPUTING THROUGH PaaS Now the big question of why business community

globally running towards Cloud Computing

Another common type of Cloud Solutpns is easily answerable. It is for the
fé)llowmg reasons.

Computing is Platform as a Service (PaaS). Clou s ) ) )
Scalability — On demand scaling is the basic

computing has evolved to include platforms for d ¢ cloud soluti i b hieved
building and running custom applications, gdvantage O_ cqu _so utions. This ca_n € achieve

“ A érough their distributed nature; this allows
concept known as “platform as a service” (or PaaS). = =, b d | iiabl
PaaS can be considered as the next step in the Sgggzatlon to be spread evenly amongst available

. : . servers.
model, where the on demand delivery is not S|mpI{ on ind d hieved th h
the specific item of software required, but therg'se Qcatlgn n epgn er_1t af:ces& Ac |eve. t rgu_g

. oo éhm clients or virtualization. The only limitatiois
platform. PaaS provides the entire infrastructure )
needed to run applications over the Internet. It igemg an internet agcess. . )

. . A ... Reduced ownership cost— Achieved using the
delivered in the same way as a utility like elegtyi ) id ith | L Cloud
or water. Users simply “tap in” and take what the%ervlme provi hgrs_ wit cll_Jrr_enty e;qstmgd ou
need the complexities alédden behind the scenes. eployments this In turn eliminates the need to own

And like any other utility, PaaS is based on Qardware to provide any sort of support to the
Cloud solution

metering or subscription model, so users only pag o o o

erver efficiencyl/utilization — Server efficiency
and utilization has been drastically improved
through the even distribution of workload. so lesse
used servers producing greater ROI.

for what they usé’ again the delivery route in this
model is the ‘Cloud.’

HOW CLOUD COMPUTING ADDS VALUE

TO BUSINESS? Infrastructure friendly —
The goals of green computing are similar to green

End User chemistry; reduce the use of hazardous materials,
maximize energy efficiency during the product's
lifetime, and promote the recyclability or
biodegradability of defunct products and factory
wasté!.The reduced requirement for hardware,
implementations and location dependence brings in
the benefits of clean and pollution free environtnen
for business. Currently lot of research is in pesgr
to play with a safe IT infrastructure. Luckily cldu
Computing offers it at ease.
Instantly deployable environments  —
Environments can be built and deployed for
specific needs such as test or deployment. The use
of virtualization using the Cloud guarantees that
these environments can be scalable to production
size and deployed within far reduced timescales.
Have checks on maintenance cost- The
centralization of all IT components offers a great
impact on maintenance which can barried out
centrally on a one time only basis. The maintenance
is then mirrored in all end user instances of that
Cloud solution. Along with the list of advantages

Computer ‘Grid’

FIGURE I
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listed above there are also a few concerns whieh as. CLOUD TESTING CHALLENGES:
worth considered by companies before adapting

themselves to Cloud Solutions. 5.1 Non-Functional Testing
4. PROBLEMS THAT CLOUD BRINGS TO Before opting out for a Cloud Computing
TABLE: solution it is vital for businesses and the cloud
solution provider to have a precise understanding o
Lack of control — The whole IT the requirements within that business’ context. The

infrastructure itself is outsourced to an externdpusiness must carefully analyze and document what
third party. This definitely is alarming and a bigthey require from such a solution clearly and
guestion of how does the business maintaith@mbiguously.

control over their data, which lies beyond theifulfilling the business requirements are the kay fo
boundaries the success of any software solution since business
Security — How can business ensure the potentiall{Pok more and more often to third parties to delive
sensitive information which traverses the cloud ighese solutions in the Cloud Computing set up, the
safe and secure? foundations for the delivery must be solid. Bustnes
Securing cloud computing environments will be deduirements are these foundations.

major focus of vendor efforts over the next yearIhorough testing on business requirements will
says Jonathan Penn, an analyst at Forrestégfinitely ensure that these are precise and
Research. In the short term, he sees users havingcemplete. This understanding of what is being
do a lot of the legwork, but over time, "cloud@sked for in requirements can be achieved through
providers themselves will see the opportunity t¢eviews, periodical customer meets and workshops.
differentiate themselves by integrating security.”  This will save time and money, later in the softvar
But organizations such as the Cloud Securitfi€velopment lifecycle byremoving potential
Alliance (CSA) are working to put some shapesoftware defects before they are built

around the security issues and the ways to addre3galability is another major area of concern where
them®®. adequate amount of testing is needed. Cloud

Privacy concerns— How businesses ensure that théomputing solutions always claim to be scalable on
privacy of their users and information is maintaine demand. But how do businesses make sure that the
when using the cloud? solution delivered?
Data Integrity — When using third partgolutions IS the solution smart enough of coping up with the
for Cloud Computing what assurances ddgvorkload which it is required to undertake? Load or
businesses have for their valuable data remaifress testing can be used to prove that the
intact? developed solutiortan scale as required. Software
Availability — Cloud computing solutions rely testing tools like the Load Runner and other tgstin
heavily on the availability of their infrastructure techniques can be used for this purpose.
and the necessary business applications for thd#P LoadRunner can emulate hundreds or thousands
customers to be able to function -effectivelyOf concurrent users to put the application through
Imagine a scenario where a business critical Clod#€ rigors of real-life user load$.
Solution be unavailable for some time, what will bd1ence Cloud can be accurately measured and its
its impact on business. capacity is verified.
Acceptability — How sure can a business be thaPerformance testing techniques allow us to measure
their third party solution is suitable for its intled  the systems performan@ccuratelyPerformance
use? testing and load testing techniques in tandem allow
us to get araccurate image of the solution’s ability
on the cloud to be created.
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This in turn provides the comfort that a perfecfThe location independence element of Cloud
system is constructed which is capable of deligerinComputing solutions makes these types of
the business requirements. applications the most versatile in terms of test.
Security testing which is an indispensable part ofhe benefits of offshore testing are well
testing applications due to increase in securitdocumented and present as an instant option for
breaches in busine¥§ This can provide assurancetesting Cloud Computing solutions. Likewise, on-
that business critical data is stored and transgortsite testing allows immediate control and
safely. It's worth considering techniques such amionitoring of test progress.

Penetration Testing can be used for this purpose

this is a proven technigue to identify methods 06. TESTING VIA TOOLS

gaining access to a system by using common tools

and techniques used by haclrsan very well Major technology vendors such as HP,

guarantee the security of Cloud solutions. Intel and Yahoo are presently collaborating to
create huge cloud ‘test beds’ consisting of many

5.2 Functional Testing thousands of processors working together as centres

of excellence in Cloud Computifi. These test

It is testing all the features and functionsPeds will allow users to test their cloud
of a system which includes the hardware, softwar@eployments at internet scale and also understand
and it is conducted on a complete, integrateBOW their systems and software actually behave
software system to check it's compliance with th&Vithin the cloud. With such huge investment by
requirement® some of the largest technology and Internet Service
Now In this scenario is there any means througRroviders globally today, indicators are clearly
those businesses validate that the system whdointing at cloud computing to be a major focus
behave within the specified requirements? SysteRpint for the industry in the coming years.
testing techniques allow the proving of the systenfgurrent test tool offerings by the likes of HP and
behavior within its own entity. Before consideratio |BM are ideal for non functional and automated
of any deployment it is critical to prove that thetesting in a cloud environmefff. Already well
system functions as it has been designed, that tB&tablished software such as HP’s Quick Test Pro
system components work together, inputs an@f IBM’s Rational Robot can be used to full effect
outputs are as expected and the overall resultijthin a cloud environment to perform automated
system is a high quality system. Before anyesting tasks such as regression tests.
deployment, how do the businesses verify that thEaking into account the quickly evolving nature of
integrated solution will behave as intended téloud Computing in today’s technology sector it is
facilitate critical that any tester who is expected to testidl
business continuity? Integration testing allows th&olutions has a good understanding of what makes a
business to verify that the Closdlution will work ~Cloud  Computing application and distributed
within the current infrastructure and environmentsarchitecture, as well as a good understandingeof th
proving that the implementation of a Cloud solutiorfo0ls available and their strengths and weakness fo
does not detrimentally impact any existing systemdesting different types of cloud applications.

Finally, the business requirements must be verified

and validated to prove that the end result of thé- CONCLUSION

Cloud solution will meet the documented needs of

the business. Cloud Applications for business are still in
User Acceptance Testing will use busineséeir early stages. But already lot of analysts has

requirements to prove that the delivered Clou@redicted that the future is going to be Cloud
solution meets those needs. computing solutions for large as well as small
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businesses. And that will bring a major wave iri8]. "Software Penetration Testing”,
technology infrastructure. http://www.testinggeek.com/software-testing-

But still a more matured Cloud Computing[g] mﬂiﬁt‘l’on&ﬁfﬂgﬁd Functional Testing” —

architecture is expected to arrive since it hasitgot Chapter 15The Definitive Guide to symphony,
roots from distributed Computing. The benefits are  http: /mww.symfony-project.org/book/1_0/15-
already realized by many IT majors worldwide  Unit-and-Functional-Testing

thanks to cloud providers like Amaonz]' [10] http://WWW.netmagiCS()lUtionS.Com/CIOUd'

computing-service-provider-in-india.html

Netmagic and others who are offering public afll] http:/www_hpl.hp.com/open, innovation/c
well as private cloud® and its impact cannot be ™ 4 coilabora.tion./pr(.)jects hml ™~

ignored by businesses striving to overcome thg2].  "Cloud drive” -
constraints of their current IT hardware whilst  "https://www.amazon.com/clouddrive/learnmo
struggling to justify the cost of investing in majo re.

upgrades. But the challenge lies in understanding

the requirements and suitably testing that

requirement lies at the core of solid Cloud

Computing deliveries.

8. LIM ITATIONS AND FUTURE WORK:

Only a few advantages and a few testing
challenges of the cloud computing solutions have
been identified in this paper. In future, as we are
getting more matured architecture for cloud
computing, and more and more testing on the cloud
applications there is every possibility of more
testing challenges which can be explored by
researchers.

REFERENCES:

[1]. "Getting started with cloud through right
business Based IT Strategy” — IBM Global
Business
Services,http://public.dhe.ibm.com/common/ss
ilecm/en/ghs03048usen/GBS03048USEN.PDF

[2]. "SaaS”,http://www.wikinvest.com/concept/Sof
tware_as_a_Service

[3]. “PaaS”,http://www.salesforce.com/paas/

[4]. “Green Computing — Microsoft Research “ -
research.microsoft.com/pubs/78813/aj18_en.p
df

[5]. “Cloud network world”
www.networkworld.com/news/2010/061510-
cloud-security-the.html

[6]. ” HPLoadRunner software in the cloud” -
www8.hp.com/in/en/software/software-
product.html?compURI

[7]. “Security testing” -
www.testree.com/FA_security_testing.html

118



