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ABSTRACT

The success of mobile communication, shows thairtieeest in users to access the Internet or dféaial
networks on the move. This mobility support mayneeded for a single user or group of nodes called a
movable sub networks. Network Mobility (NEMO) protd developed by IETF enables the mobile nodes
and networks to maintain connectivity to their netkvor Internet by change their point of attachment
from one access network to another. NEMO is annsid@ of Mobile IPv6, this works based on tunneling
the data from home agent to mobile router. The iQuaf Service provided by the NEMO is measured
based on the routing mechanism it operates, hardtefcy and the way of secured data transferugho
the tunneling process ensures the security of dagayarious nodes involved in NEMO are vulneradde
the network is wireless without a proper infrastme. This article presents a survey on possibleatls
and solutions for NEMO protocol and its extensions.
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1. INTRODUCTION 4. Threats related to MIPv6 security
mechanisms

The demand for Internet access in heterogeneous
environments is keeps on increasing, especially @ MOBILE PREFIX AND DYNAMIC HOME
mobile platforms such as trains, buses. The request AGENT DISCOVERY THREATS AND
for connecting with Internet on the move is for SOLUTIONS
entertainment, some times to connect with official
network of the mobile users too. In order to suppor When a mobile node or network joins with a new
the movable networks, the IETF has been workingisited network, the prefix of the mobile node bet
to develop the basic support protocol called agisited network may be shared among the router of
Network Mobility (NEMO) protocol. NEMO the visited network and the mobile router. This
extends the basic end-host mobility supponmobile prefix information may give the important
protocol, MIPv6 [1] [2] for providing mobile information about the topology of the network and
network support. There are various issues ilife time of the prefix. This information may beeaus
terminal mobility like routing, hand-off, QoS andfull to the eavesdrop attackers. In order to beusec
security [3] [4] [5]. In NEMO the security on the topology of the network, an authentication
mechanisms are needed to ensure secured packetchanism must be introduced before sharing the
transmission between the Correspondent Node aaddress prefix for any kind of node. If any visited
Mobile Network Node. The Binding Update node requests the address prefix in can be
provides authenticity and integrity to the packetauthenticated before sharing the same. This address
therefore incorrect Binding Update can lead trefix details can be shared as an encrypted di@ta a
malicious attacks such as traffic hijacking, denifal authentication.
service and man in middle attack [6] [7] [8]. The

. . 3 : Dynamic home agent discovery function may be
]E)Oousrsg)tl)il)ee Sa ;thag/(z rlg [Q]EMO can be categorized IntSs,ed by the attackers to get the information abwait

1. Threats related to Mobile prefix and address of the home agents in a particular home
' dvnamic home agent discover P network. The home address of the attackers may be
2 T)r/weats related tg Binding upd};tes use full to the attackers to map the network. An

3. Threats related to the regular packet transfearuthentlcatlon mechanism can be introduced to share
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the home agents address. For additional securitg DOhe home agents [12]. This can be attained when a
Security (DNSSEC) can be used [10]. mobile node binds one home address located on a
first home agent to another home address on a decon
home agent. This kind of binding updates will lead
3. BINDING UPDATES THREATS AND the home agents to route the same packets among
SOLUTIONS each as they were not aware of the routing loop.

. . IPSec ESP provides a secure transfer of BU and
If the mobile node moves out of its home netwo :
A messages between mobile node and the

it starts searching a new router called acceseradat respective home agent. As IPSec is not assuring

provide service from the visited network. With t : .
help of AR the mobile node wil maintait}jleoom the correct ordering delivery of the message,

connectivity with its home agent. But if the mobi zauence number can be used to ensure the correct

node joins with a new network, topologically it'stn ordering of messages. If at all dynamic keyingduse

possible to maintain the address assigned by f%r data transfer IPSec can provide anti-replay

pﬁection. Replay and reordering attacks are plessi
home network. So a new address called Careietfy 5 it mipye sequence number is cycled @r th

Address will be assigned by the AR, then the mO*H' me agent loses the state related to the sequence

node has to send an update to its home agent.mboHumber and the same is applicable if the home agent
new care of address. The process of updating ne

. &bbots. So, in order to prevent such attacksetteb
care of address to the respective home agent_oOr . . ; .
. L use dynamic keying, IPSec anti-replay protection
correspondent node is called as Binding Update .
. D —to-and sequence numbers together. A non volatile
(BU). This process is implemented once again if &
. ; mory can be used for home agent, so that the stat
mobile node performs hand off. The mobile noc}?g,
. o n't be lost.
duty is to update the new binding always to home
agent; it ensures the message integrity betweese theGenerally IPSec associations are bound to the used
nodes and assures the home agent about attdress. When we use a single pair of manually
legitimate mobile node. Binding Acknowledgemekéyed security, it conflicts with new home address
(BA) message will be a reply from home agent foeation for the mobile node or with taking on avne
the update. subnet prefix. It's necessary to verify that a nebi
An attacker may claim spoofed information thatnOde. should not send any b|r_1(_1I|ng update to anoth_er
. - . P . obile node, though the certificate based automatic
particular legitimate mobile node is in d|fferer&t : : .
eying solves this problem to a certain level. The

E)ecliegl?ens ttr:]e;nin}lcv)?gaeti(;:l ;ﬁzll\}//volri‘s :Jfasheo dmoen ;gfﬁome addresses in certificate in the subject AltBlam
n r}ield in included due to this issue. Still this limto

the respecfu\_/e mobile _node may not get the tra'*ﬂ'cmtroduce a new address without automatic or manual
all. A malicious mobile node may use the ho

address of a victim legitimate node in forged bingi focedure to establish a new certificate. Hence, th

new home address generation is restricted by this
update sent to a correspondent node [11]. Thesisk ecification to the situations where a security

of _attac.ks_ generate the thre{:\ts _ against fificate or association for the new addressadlye
confidentiality, integrity and availability of the _.

. Xists.
mobile nodes. An attacker may go through the
contents of a packet destined to another node bwhen manually keyed IPSec is used, the
redirecting the traffic to it. This leads to man protection is limited against replay and reordering
middle attack between mobile node and thgacks. If sequence number space is cycled through
correspondent node. An attacker may also sendiome agent reboots or forgets it, then the risde
forged binding update with help of current care lifjhly vulnerable. The home agent and its mobile
address of the legitimate mobile node. Thede must know the manually configure keys, if this
acceptance of such binding update leads to atfnactivere not in the same domain it's difficult to
correspondent node’s reply and further more thglement manual keying [13]. The standard block
denial of service attack towards the victim node. &iphers are used by IPSec in MIPv6 which is not
attacker may also replay the binding update that ¥hinerable to problems associated with manual
mobile node had sent earlier as an attempt toringerkeying and stream ciphers. The home agent and
its communication. If the replayed old binding ufgdanobile node must agree on the used keys and rest of
is accepted then the packets towards the mobile rtbé parameters.
will be sent to its old location, where as mobitala . .
: . . o The IKEv2 protocol can be used in various
is now in new location. A malicious node related to

. . sc%narios. A mobile node must be restricted tantlai
multiple home agents can create routing loop amoun
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the home address of another mobile node [1Af respective correspondent node [17]. This
Mobile node may negotiate the SA for a particulmechanism doesn'’t protect against attackers who can
home address, which can be verified by the homenitor the path between HA and CN. DoS attacks
agent that the mobile node is authorized for tleah also be protected through return routability
home address or not [15]. Policy ingress is exgeqieocedure.
even with IKEv2 for every home address allocation o o
by the home agent. Includina the home addressan thln regular IPv6 communication the vulnerabilities
y g g
Subject AltName field of certificate may avoid thig" be segmented in to three cases,
issue; still the implementations may not guaramtee 1. Attackers on the local network of the mobile
carry the use of a care of address when home a&ldres  node and home agent or the correspondent
is listed in the certificate. User specific taskymize node.
expected in this approach for certificate authority
IKEv2 the mobile nodes care of address is used to
establish SA between mobile and the respective home
agent. Hence, new IKEv2 security association is 3. Off path attackers from Internet.
expected if mobile node performs hand off. An
optional flag Key Management Mobility Capabilit

(K) is introduced for scenarios that can update kinds of K ible th h .
IKEv2 endpoints without reestablishing the securi ese kinds of attacks are possible through spgpiin

association. The negotiation of cryptograpH uter discovery, neighbor discovery and some other

parameters including Security Parameter lndigggchanisms. Cryptographic protection in papkets can
(SPI's) and cryptographic algorithms are maBEfvent some of these attacks. With —out

automated in IKEv2, thus less configuraticﬁ{ypmgraphic protection the total traffic is highl
vulnerable. Off path attackers cannot go though the

information is required. If manual keying is adahte ; | v h hevl wil
replay and reordering attacks may affect during {piernet routing protocols security, hence theyl wi
to deny the service for legitimate users thitoug

frequent movements in some link layers . .
deployment scenarios. Numerous or unorgani 88d'ng or reflection attack.
movement through attached points leads to highlyyvhen IPv6 implemented in mobile (MIPv6) with
vulnerable, hence IKEv2 can be applied in suefurn routability procedure few vulnerabilitiesear
cases. In case of high count of mobile node, {§8ssible [18]. Masquerade and man in the middle
necessary to adopt some automated mechanismttttks are possible in future communications. The
reduce the admin duties to provide security. IPE¢@ time of binding update may be affected whea th
will be help full in providing better security irush BU is sent, if the attacker is on link. Return
scenarios. routability mechanism avoids all off path attackers
art from the regular IPv6, hence vulnerabilities
aﬁgm Internet attackers are prevented. MIPv6 handle

This procedure verifies the message exchap{ggerabilities on the home link and correspondent
between the home agent and mobile node’s car& e "f!" In a same way that how IPv6 handles. One
address to ensure if both the nodes are reachbjle gem with IPV6 is that the on path attacker must b

2. Attackers on the path between the home
network and correspondent node.

Denial of service, masquerading, man in middle,
esdropping are the general on link attacksve.IP

The use of Return Routability procedure provi
good support to MIPv6 without any security issu

The Binding Update messages are exchan Qounk alway;, which may not be needed in MIPv6.
cryptographically. When symmetric attack is us gme times i the home agent and correspondent
always the response is sent to the node from wi] e are accessible through Wl_reless LAN, then the
the request has come, which avoids the reflec i'5'|l§s at both t_he ends are easily vulnerable. Hen_ce
attack. The correspondent node must wait f3Yef 2 Security mechanism plays a vital role in
authorized binding update form the mobile node. TH&
encapsulation (tunnel) also carried out throughAs sequence number is maintained in binding
encryption between home agent and mobile negiglate the attacker can’t replay the same message,
with IPSec ESP. Nonse exchange through tunghce the participants are prevented from replay
avoids the possibility of attackers to verify thense attack in return routability procedure. MAC
message, hence the attack from the visited netwaskfication will identify the modifications in bifing
can also be prevented. update, so that the modification in BU is also
The return routability mechanism guards R otected. The exhaustion of resources againsabeni

binding update exchanges from all attackers, wio Qr Service attack can be protected by return

unable to watch the path between the mobile nodergHtabi"ty procedure [19]. _Keygen tokens _fr_om
nonce and node keys, which are not specific to
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individual mobile node, are used to send an auihiepaickets directly. The source address field of the
binding update from the mobile node to thmacket's IPv6 header is going to be the curreng car
respective correspondent nodes. The correspondérddress of the mobile node. Hence ingress filter
node will reconstruct the keygen tokens based enwilorks in usual way even for the mobile nodes as the
care of address or home address through the bindmgce address is topologically correct. The mobile
update of the mobile node. Thus memory exhaustimades home address can be informed to
attacks can be prevented at the correspondent modeespondent node through the home address option.
except where on path attackers are concerned. USdgereply is going to be direct to the care of addr

of symmetric cryptography makes the correspondehthe mobile node, if a proper binding updateests
node to be safe against CPU resource exhaustiencorrespondent node from the mobile node. The
attack also. attacker may trace the home address option, when th

An attacker may try to fool the mobile node aﬁ@CketS are reflected through the corresponderg.nod

o ence it's restricted to use home address opthis, t
correspondent nodes to request binding update eal’fb/ents reflection attacks which may possible

other. In some scenarios if corresp.ondent r]ode ﬁ?gugh the home address option. If the IPv6 packet
large numbers of binding updates like fIOOdIngsﬂi!{eader is managed by IPSec the authentication for

may lead to fa_ul in cryptographic integrity checks. r{ome address option is mandatory. Though the
such scenarios correspondent node can SOR_l S . . .
aulthentication is successive, the security of the

processing the bmd_mg updates itself. If it firttist source address field is not at all compromised.
its spending more time and resources on procesSing

forged binding updates, it can discard or all biygdi The Type 2 routing header can be used to avoid
updates with out even performing the cryptographiewing the header like in traditional source ragti

operations. The source routing header has few security concerns
like automatic reversal of unauthenticated source
Y8ltes and the ability to jump between nodes inside

. . - and out side of the network. The security issues ar
bit cookies are used by return routability proceduar fixed using the type 2 header. The semantics o typ

protect against spoofed resSponses. 12§ b.'tsz eader is similar to the special form of IP in IP
information are used to provide the tokens; this @ : . . .
. . . unneling where in which the inner and outer
be an internal input to a hash function. The héac?dresses are same
function uses HMAC_SHA1 algorithm to produces ’
160 bit quantity suitable for secured keyed has@6of Encrypted tunneling lets the mobile nodes, home
bits length in the binding update. The home keygmgents and the correspondent nodes to protecircerta
token and care of keygen token are the two pietekeweel of traffic analysis. Mobile node and the home
128 bit tokens. It requires very large number afent are expected to have a proper security
messages, if an attacker tries to guess the comesbciation that can be used to reliably authdstica
cookie value. The cookies are valid for short patrithe exchanged messages.
of time, hence attacker has to maintain high caonista

message rate which is not possible.

Generally attackers may try to break the ret
routability procedure in multiple ways. Sufficie®d

5. THREATS AND SOLUTIONS ON MIPV6
SECURITY MECHANISM S
4. PAYLOAD PACKET TRANSFER THREATS
AND SOLUTIONS An attacker may attract the legitimate nodes by
executing some cryptographic operations or
Payload packets that are exchanged betweenatlweating memory in order to keep the state. s th
mobile node, home agent and the correspondgtuation the victim node will not have resourcef§ |
nodes are has the possibility of threats like gutar to manage other tasks. Cryptographic protection and
IPv6 traffic. But MIPv6 uses the type 2 headeerifying the proper usage of source address will
tunneling headers in the payload packets and h@ruect attacks against tunnel between mobile node
address destination option. These mechanisms pr@ed home agent. After a secured binding update the
the payload packets against the usual attacks. Whaffic through tunnel is received at the home agen
the mobile node is not in the coverage, an attacked, it verifies the outer IP address to ensureitisa
may forge to tunnel the packets appearing that thetching with the current care of address of the
are coming from the mobile node to the home agemhobile node. The outer IP address verification tl
useful to prevent the attacker is controlled byrésg

If the mobile node is connected to t iitering and when the attacker doesn’t know the

correspondent node directly, it will send the paglo
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