Journal of Theoretical and Applied Information Technology >
15 May 2026 Vol.104. No.9 N
© Little Lion Scientific

SATIT

ISSN: 1992-8645 www jatit.org E-ISSN: 1817-3195 |

ENHANCING CLOUD SECURITY AND PERFORMANCE
USING INTELLIGENT LOAD BALANCING WITH
BLOCKCHAIN APPROACH

KRISHNA SOWJANYA K", MOULEESWARAN S K?
"Research Scholar, Dayananda Sagar University, Ramanagara, Bengaluru, 562112, India,

Email: ksowjanya798@gmail.com
Professor, Dayananda Sagar University, Ramanagara, Bengaluru, 562112, India,

Email: mouleeswaran-cse@dsu.edu.in

ABSTRACT

Cloud computing has transformed how organizations store, process, and access data, but security and
performance concerns remain. This research presents a novel approach that combines intelligent load
balancing with blockchain technology to address these challenges. By integrating the Golden Eagle Optimizer
(GEO) algorithm for load balancing, the system optimizes performance and resource allocation in cloud
environments. Blockchain enhances security, transparency, and trust, addressing issues like security
vulnerabilities and performance inconsistencies. The GEO algorithm achieves a success rate of 0.9493 and a
security score of 0.9535, making it an effective optimization solution. Using Python Jupyter for optimization,
the system ensures high availability and considers security factors when distributing workloads across
servers. The combination of blockchain and GEO results in a secure, efficient, and resilient cloud system
with improved Quality of Service (QoS). This approach has significant implications for the future
development of secure cloud computing systems.

Keywords: Golden Eagle Optimizer (GEO), Quality of Service (QoS), Blockchain, Cloud Security, Load
Balancing.

1. INTRODUCTION latency for immediate responsive devices to provide
solutions [18-20]. Communication among CHs and

The process of dividing up incoming network base stations is facilitated by a localized private
traffic equally among several servers or resources is  blockchain structure, which also offers an
known as load balancing [1-3]. Ensuring optimal authentication mechanism that improves security
resource utilization, minimizing overload, and and reliability [21-23]. For extended network life, an
maximizing performance. However, traditional load-  efficient clustering technique based on the node
balancing methods may not be sufficient to handle level, distance from clusters, remaining energy, and
the complexities and security requirements of cloud fitness has been presented for sensing devices [24-
environments [4-6]. Many machine learning-based  27]. Several recent developments regarding the field
methods have been proposed to solve the process of  of Blockchain-Al in a renewable environment have
data aggregation and routing issues for loT-based a significant influence on the assessment of
constraint networks and drastically reduce the technology [28-30]. The side-channel attacks could
disturbance of wireless channels [7-9]. Cloud extract the private information of other users who
infrastructure exchanges confidential data with share the computing resources  through
clients to give them access to remote resources, like  virtualization. Also, cloud customers face security
computing and storage functions within the Internet  risks within the framework of load balancing of
of Things [10-13]. Software-defined networking  Virtual Machines. Energy blockchain (EB) has also
(SDN) has increased the need for security due to the  significantly impacted energy transaction security,
participation of illegitimate packets resulting from energy structure modification and ecological
poor processing times and inadequate resource environment protection [31-33]. When paired with
utilization [14-17]. The huge amount of information  the development of edge platforms and resource-
comes from various sources, which causes higher constrained IoT objects, it offers a strong guarantee
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for the correct operation of the development of
parallel computing.

Cloud computing is essential for modemn
organizations, offering scalable data storage and
processing solutions. However, concerns about
security and performance persist [34-35]. Traditional
load-balancing techniques often neglect security,
making systems vulnerable to cyber threats. This
study proposes an innovative approach that
integrates intelligent load balancing with blockchain
technology to address these challenges. By
combining blockchain's decentralized security with
the GEO, the system optimizes resource allocation
while ensuring data integrity and security [36-37].
The research gap in current cloud computing
solutions lies in the lack of integration between
security and performance optimization, with many
existing algorithms focusing solely on resource
allocation without addressing security
vulnerabilities. Traditional load balancing strategies
fail to provide transparency and trust, leaving
systems susceptible to cyber threats [38-39]. The
novelty of the proposed method is the combination
of intelligent load balancing with blockchain
technology, which enhances both security and
performance [40]. By integrating the GEO with
blockchain, the solution offers a secure,
decentralized system with improved resource
allocation. This innovative approach bridges the gap
between performance optimization and security in
cloud environments. The objective is to create a
cloud environment that is highly secure, efficient,
fault-tolerant, scalable, and transparent by
leveraging blockchain technology to enhance load-
balancing algorithms and processes. The remaining
sections are arranged as follows: The literature
review was as stated in section 2, the proposed
technique was described in section 3, the results were
discussed in section 4, the paper's limitations were
described in section 5, and the paper's conclusion
was described in section 6.

Combines blockchain's decentralized and

secure nature with intelligent load balancing to

enhance security, transparency, and trust in cloud

systems.
[ ]

Implements the GEO for efficient workload
distribution, optimizing cloud resource allocation
while maintaining high performance.

. The proposed method optimizes both
security and performance by considering the security
aspects of each server in the cloud.

. Demonstrates the success rate of GEO at
0.9493 and a security score of 0.9535, positioning it
as a high-performing load balancing solution.
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. Utilizes Python Jupyter for optimization,
ensuring high availability and efficient distribution
of workloads across cloud servers.

. Enhances Quality of Service by integrating
blockchain to ensure data integrity and transactional

security in resource allocation.

Despite the broad research on load balancing and
cloud security, existing methods mainly focus on
performance optimization without effectively
addressing security worries. Also, blockchain-based
solutions highlight security but frequently neglect
effective workload distribution. So, there exists a
research gap in incorporating both performance
optimization and security within a combined
framework.

The novelty of this study lies in the incorporation
of the GEO with blockchain technology for
intelligent load balancing. Different conventional
methods, the proposed method concurrently
enhances QoS parameters while ensuring data
integrity, transparency, and trust through a
decentralized blockchain framework. This dual
optimization of performance and security
distinguishes the proposed approach from existing
techniques.

2. LITERATURE SURVEY

Cloud computing has become an integral
part of many organizations, enabling remote access
to data and applications. Efficient load balancing is
crucial in managing traffic between servers,
optimizing performance and resource utilization.
Several studies have explored various techniques
and models to enhance load balancing and system
performance in cloud and edge computing
environments. Shi et al. [41] proposed a safe data
placement model for edge-cloud computing that
guarantees load balancing and user access delay.
Their experimental results demonstrated the
robustness of their proposed algorithm in balancing
server loads while minimizing delays. Mishra et al.
[42] introduced an integrated decision tree approach
for anomaly detection that leverages blockchain
principles and machine learning, focusing on
communication networks that manage secure
information and diverse traffic types.

This method improves the detection of
anomalies by combining the security features of
blockchain with the predictive capabilities of
machine learning. Wen et al. [43] assessed the
effectiveness of data privacy safeguards in widely
used storage systems and compared them to newer
privacy mechanisms. Their findings indicated that
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the proposed mechanism offered superior
performance in safeguarding user data compared to
existing solutions. Moawad et al. [44] examined the
integration of Blockchain and IPFS within an Edge-
Fog-Cloud architecture for smart cities. The Cloud-
Block, Fog-Block, and Edge-Block models
demonstrated the advantages of this architecture,
outperforming other cutting-edge systems in terms
of scalability and efficiency. Lu et al. [45]
demonstrated that as the number of tasks increases,
their proposed mechanism performs faster and more
effectively than others, showcasing improved
success rates, reduced execution times, and
minimized delays. Raj et al. [46] explored the role of
blockchain in securing communications within
Cyber-Physical Systems (CPS). They developed a
distributed environment based on blockchain and
Software-Defined Networking (SDN) for data
forwarding, comparing it to the Blockchain Secure
Device  Authentication  Solution-based  IoT
technology. Sharma et al. [47] proposed a
blockchain-based secure application for healthcare
certificate generation and management, with
performance analyses indicating that the system met
required security standards and operational
benchmarks. Herdem et al. [48] also discussed the
advantages and limitations of various methods,
highlighting the increasing trend towards hybrid
models that combine multiple technologies for
enhanced security and efficiency. Karthik et al. [49]
developed a novel hybrid Elman Neural-based
Blowfish Blockchain model to secure IoT healthcare
multimedia data. Their comparative analysis
demonstrated that the model outperformed other
solutions in terms of security and performance.
Zainal et al. [50] proposed a load-balancing method
to improve the scalability of the Northbound
interface in Software-Defined Networking (SDN)
systems. Through comprehensive testing using a
simulated multi-controller SDN system, they
observed significant improvements in CPU and
memory usage, response times, and error rates,
confirming the effectiveness of their load-balancing
strategy in addressing scalability challenges. These
studies collectively indicate a clear trend toward the
use of hybrid models that integrate blockchain,
machine learning, and edge-cloud computing to
optimize system performance, security, and
scalability. The synthesized results from these
studies highlight the continuous evolution of
intelligent algorithms, with a growing emphasis on
combining traditional and emerging technologies to
address the complex challenges of modern cloud and
edge computing environments.
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Although numerous studies have explored
load balancing and security in cloud computing,
several limitations remain. Most existing approaches
focus primarily on performance optimization using
traditional or hybrid algorithms, while security is

either addressed separately or insufficiently
integrated into the load-balancing process.
Conversely, blockchain-based approaches

emphasize data security and integrity but often lack
efficient resource allocation and workload
distribution mechanisms.

Furthermore, many existing solutions rely
on partially centralized architectures, which may
limit transparency and introduce potential single
points of failure. This separation between security
mechanisms and optimization techniques results in
suboptimal resource utilization and reduced system
efficiency in dynamic cloud environments.

Therefore, a research gap exists in the
development of a wunified framework that
simultaneously —addresses both secure data
management and efficient load balancing in cloud
systems. To address this limitation, this study
proposes an integrated approach that combines the
Golden Eagle Optimizer (GEO) with blockchain
technology to enhance resource allocation, ensure
data integrity, and improve system transparency.

This integrated perspective is essential for
developing secure, efficient, and scalable cloud
computing environments capable of handling
dynamic workloads.

3. PROPOSED METHODOLOGY

This study adopts a simulation-based
experimental design to evaluate the performance of
the proposed GEO-blockchain framework. The
system consists of multiple cloud nodes where
workloads are dynamically allocated using the
Golden Eagle Optimizer. Blockchain technology is
integrated to record and validate load-balancing
decisions in a decentralized and tamper-proof
manner.

The experimental workflow includes:
Initialization of cloud nodes and
workload requests
Application of the GEO algorithm
for optimal task allocation

. Recording of allocation decisions
using blockchain

[ ]

Evaluation based on QoS metrics
such as latency, throughput, response time, security
rate, and success rate.

The study will assess the effectiveness of
this approach by evaluating security measures,
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performance benchmarks, and the resilience of the
system under various conditions, contributing to the
advancement of secure and efficient cloud
computing environments (Figure 1).
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Figure 1: Block Diagram of Proposed Work

In cloud security and performance using
intelligent load balancing with a blockchain
approach, the term "USERS" likely refers to the end-
users or clients interacting with the cloud-based
services. This user-focused perspective aims to
address not only the technical aspects of cloud
infrastructure but also the overall satisfaction and
trust of individuals or entities utilizing the cloud
services. The proposed solution recognizes the
critical role of the Internet in facilitating these
connections and aims to optimize security and
performance within this digital environment.
Intelligent load balancing ensures efficient
distribution of workloads over the Internet,
contributing to enhanced responsiveness and
reliability. Consequently, the research combining the
GEO with blockchain technology for load balancing
in cloud computing presents an innovative approach
to enhancing performance and trust in cloud
environments. The integration aims to address the
optimization of QoS parameters while effectively
managing changing workloads. The study
implements the GEO algorithm as the load-
balancing  strategy.  Database  outsourcing,
addressing the challenge of verifying the correctness
of query results, is of paramount importance. This
employs smart contracts to streamline load
allocation by considering QoS metrics and historical
insights. The integration of a blockchain approach
adds a layer of security to the cloud server
environment by employing a decentralized and
tamper-resistant ledger for transaction records and
data integrity. By focusing on the interplay between
intelligent load balancing and blockchain
technology, this approach aims to enhance the
security, performance, and reliability of the cloud
server infrastructure, ultimately benefiting the users
and clients interacting with cloud services.’
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3.1 Conceptual Model and Hypothesis

This study proposes a conceptual
framework that integrates intelligent load balancing
using the Golden Eagle Optimizer (GEO) with
blockchain technology to enhance cloud security and
performance. The GEO algorithm is responsible for
efficient workload distribution based on QoS
parameters, for example, latency, throughput, and
resource  utilization.  Blockchain  technology
confirms secure, transparent, and tamper-proof
recording of load-balancing decisions.

The conceptual relationship in the
suggested system is definite as follows:

. GEO progresses resource
allocation and system performance

. Blockchain improves security,

transparency, and trust

. The incorporation of both expands
overall QoS

Based on this framework, the following
hypotheses are expressed:

H1: The recommended GEO-based
intelligent load balancing significantly expands
cloud performance related to traditional methods.

H2: The incorporation of blockchain
improves the security and reliability of load-
balancing operations.

H3: The united GEO-blockchain method
increases overall QoS in cloud environments.

3.2 Users

The role of users in enhancing cloud
security and performance using intelligent load
balancing plays a vital part in understanding the
importance of cloud security and the benefits of
intelligent load balancing with a blockchain
approach [31]. They need to be aware of the potential
risks and challenges involved in managing and
securing their data in the cloud. Users should
actively implement security measures and best
practices to enhance cloud security. This includes
using strong authentication mechanisms, encryption
techniques, and regularly updating software and
applications. Users need to adhere to regulatory
compliance requirements and industry standards to
ensure security and privacy. Network administrators
are responsible for managing and maintaining the
network infrastructure. They configure load
balancers with intelligent algorithms to distribute
workloads efficiently across several servers. They
also monitor network traffic, analyze performance
metrics, and fine-tune load-balancing settings to
optimize cloud security and performance. With a
blockchain approach, they can verify the authenticity
and integrity of network transactions, preventing
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potential security threats. Users are often the first
ones to come across security vulnerabilities or
performance issues in the cloud. Users need to report
any abnormalities or incidents to the cloud service
provider or relevant authorities. They analyze
network traffic patterns, identify vulnerabilities, and
implement security measures to protect against
cyber threats. With the help of intelligent load
balancing and blockchain technology, they can
ensure the privacy, reliability, and accessibility of
cloud resources. End-users, including individuals
and organizations, benefit from enhanced cloud
security and performance through intelligent load
balancing with a blockchain approach [32]. They
experience improved system performance, reduced
downtime, and increased data security. With
blockchain technology, they can have greater
confidence in the integrity and privacy of their data
kept in the cloud. End-users should maintain best
practices for cloud security, such as choosing strong
passwords, regularly updating software, and
practising safe browsing habits. Overall, users are
crucial in ensuring the security and performance of
cloud environments. Their active involvement in
implementing security measures, adhering to
compliance requirements, and sharing knowledge
can greatly enhance cloud security and optimize
performance using intelligent load balancing with a
blockchain approach.
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Figure 2: Utilization of Load Balancing Approach by
User

Figure 2 illustrates the utilization of a load-
balancing approach by users in a system. The graph
or visual representation showcases how the load
balancing mechanism is distributed among users,
indicating the equilibrium achieved in resource
allocation. This visualization can provide insights
into the effectiveness of the load-balancing strategy,
demonstrating whether it successfully distributes
tasks or workloads evenly across users or nodes.
Analyzing such a figure aids in assessing the
performance and efficiency of the load-balancing
approach in optimizing resource utilization and
ensuring a well-balanced system operation.
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3.3 Internet

The internet plays a vital part in enhancing
cloud security and performance through intelligent
load balancing with a blockchain approach. The
internet provides a reliable and high-speed
communication platform, enabling cloud services to
interact efficiently with load balancers. This
connectivity allows for real-time data exchange
between the server and load-balancing algorithms,
ensuring optimal performance and security. Cloud
environments require the smooth and rapid
transmission of data between different servers. The
internet facilitates this process by offering high-
bandwidth connectivity, enabling load-balancing
algorithms to distribute workloads across multiple
servers quickly and efficiently. Intelligent load-
balancing algorithms utilize data from the cloud
environment, such as server capacity, workload
distribution, and user demand. These algorithms
optimize the allocation of resources by analyzing
real-time data from cloud servers and making
informed decisions on workload distribution. The
Internet plays a vibrant part in collecting and
transmitting this data to load balancers, enabling
them to make intelligent decisions. Blockchain
technology can enhance cloud security and
performance by providing an immutable,
decentralized ledger for securely managing and
verifying transactions within the cloud environment.
The Internet provides the necessary infrastructure for
blockchain networks, enabling secure
communication between cloud servers and
blockchain nodes [33]. This helps prevent data
tampering and enhances the overall security of cloud
operations. The internet enables real-time
monitoring of cloud environments, allowing load
balancers to continuously monitor the performance
and security of cloud servers. This monitoring helps
detect anomalies, such as sudden spikes in traffic or
unauthorized access attempts, enabling load
balancers to take immediate actions to mitigate
potential risks or optimize performance. Overall, the
internet enhances cloud security and performance
using intelligent load balancing with a blockchain
approach [34]. It provides the necessary
infrastructure for seamless connectivity, rapid data
transmission, intelligent workload distribution, and
real-time monitoring, enabling efficient resource
allocation and ensuring a high level of security
within cloud environments. Combining intelligent
load balancing with a blockchain approach can
significantly enhance the security and performance
of cloud computing.
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3.4 Intelligent Load Balancing Algorithm

The research identifies and prioritizes the
most pertinent metrics that are directly influenced by
fluctuations in workload. These metrics may include
response time, server utilization, throughput,
latency, and more. Consequently, the research
combining the GEO with blockchain technology for
balancing load in cloud computing presents an
innovative approach to enhancing performance and
trust in cloud environments. The integration aims to
address the optimization of QoS parameters while
effectively managing changing workloads. The
study implements the GEO algorithm as the load-
balancing strategy. This leverages GEO's powerful
optimization capabilities to efficiently allocate
workloads to cloud resources while considering the
identified QoS metrics.  Further, the research
incorporates blockchain technology to amplify
confidence, increase visibility, and fortify data
integrity within load-balancing choices.

The proposed research identifies key
performance metrics directly impacted by
fluctuations in workload, such as response time,
server utilization, throughput, and latency. These
metrics are critical for effective cloud resource
management. The integration of the GEO algorithm
as the load-balancing strategy enhances performance
by optimizing the allocation of workloads across
cloud resources, considering these QoS parameters.

While GEO efficiently  distributes
workloads, blockchain technology is incorporated to
provide a decentralized layer of trust, transparency,
and data integrity. Blockchain is utilized to securely
log and track the load-balancing decisions, ensuring
that all transactions related to resource allocation are
transparent, immutable, and verifiable. Each
allocation event is recorded as a transaction in the
blockchain, creating a permanent audit trail that
enhances confidence in the system's operations. This
approach mitigates security concerns by preventing
any unauthorized modification of load-balancing
data, ensuring that cloud resources are allocated
according to the defined QoS criteria. The
blockchain acts as a transparent ledger, offering
visibility into how resources are being distributed
and allowing stakeholders to verify that the system
operates fairly and securely. How Blockchain is
Applied:

Decentralized Trust: Blockchain ensures
that there is no single point of control or failure in
the load-balancing system. Every decision to
allocate a task to a cloud resource is logged in the
blockchain, enhancing trust.

Data Integrity: The blockchain ledger
ensures that the load-balancing decisions are
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immutable, preventing any tampering with the
allocation data.

Transparency and Auditing: Blockchain
provides a transparent record of all load-balancing
transactions, allowing for easy auditing and
verification of the decisions made.

Security:  Blockchain's  cryptographic
techniques ensure that only authorized entities can
contribute to the transaction log, reducing the risk of
malicious interference.

Table 1: Quality of Services Parameters and Metrics

QoS Node 1 | Node | Nod | Node 4
Parameter 2 e3
Connectiv High Mediu | Hig Low
ity m h
Average 0.85 0.78 | 0.92 0.65
Energy
Balancing 0.75 0.60 | 0.80 0.45
Factor
Cohesion | Modera | High Lo | Modera
te w te
Security | 94.23% | 85% 92 78%
Score %
Success 93.34% | 92% 96 85%
Rate %

Table 1 presents a QoS parameter table for
four nodes, each node is characterized by
connectivity, average energy levels, balancing
factors, cohesion, security scores, and success rates.
Node 1 exhibits high connectivity and moderate
cohesion, resulting in a robust security score of
94.23% and a commendable success rate of 93.34%.
Node 2, with medium connectivity and high
cohesion, demonstrates an 85% security score and a
92% success rate. Node 3, marked by high
connectivity and low cohesion, showcases a 92%
security score and the highest success rate at 96%.
Node 4, featuring low connectivity and moderate
cohesion, achieves a security score of 78% and an
85% success rate. These QoS parameters
collectively provide a comprehensive snapshot of
each node's performance, allowing for informed
decision-making in network management based on
the specified metrics and characteristics of each
node.

3.4.1 Load-balanced clustering using golden eagle
optimizer (geo)
Golden Eagle Optimization (GEO) is a swarm
intelligence-driven meta-heuristic approach for
multi-objective optimization problems. It is based on
the golden eagle's search for prey. It hunts in a spiral
motion, which is driven by two vectors: attack and
cruise. Once a prey is spotted, it is recorded as the
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current best prey and circles it. The eagle reduces the
amplitude and radius of its motion and comes closer
to the prey. It searches for food better than the
current one. If it finds a better alternative, the spiral
motion will be shifted above the new prey. To find
better food, one eagle may look into another eagle’s
best prey. In the initial stages of search, the eagles
tend to cruise in the geographic region. But, at the
end of hunting, eagles may have a high propensity to
attack the prey.

The initial set of CHs is formed based on maximum
energy using Algorithm 1. It returns M’ CHs from
a given set of N’ nodes. Therefore, the dimension of
the eagle’s search space is *M’. Assume that there
are P’ search agents (Eagles Say E1,E2,...EP).
Every eagle has an associated memory of dimension
’M’. The initial set of CHs is recorded as the initial
solution in the memory of the first agent (Eagle 1).
Other eagles are initialized with random node IDs.

Table 2: Initial Cluster Formation with GEO Algorithm

Algorithm 1: Initial Cluster Formation
With GEO

Input: Randomly placed 'N° LR-WPAN
nodes, [1..N]

Output: Set of "M’ CHs CH [1 ... M] where
1<MZ<N

l:fori=1,..., N do

2: Flagi = 0

3: end for

4: M =0

S:while (3i|1 <1< N && Flagi =0) do
6: M = M+1

7: CH[M]={}

8: ¢ = MaxEnergyNode() Return node
id having maximum energy from the
"UNMARKED “set

9: CHIM] = ¢

10: Flage = 1

11: forj = 1,...,ndo’n’is the number of
one-hop neighbours of node ’c’.

12: FlagNL[c].j = 1

13: end for

14: end while

15: Return CH[1...M]

Each eagle calculates the fitness of the prey
(memory) and sets it as the best prey it has ever
visited. Then it selects a random prey from the
memory of eagles using a cruise vector and an attack
vector. Eagle moves to the new position and
calculates the fitness of the newly generated
solution. If it is better than the prey in its memory,
update the new solution in the memory of the eagle.

This process is repeated for all eagles. After a
predefined number of iterations, say I, all the eagles
will move towards the solution that has the best
fitness. This method focuses on four parameters for
selecting the best prey in each iteration. The
parameters used in the objective function include
connection, average energy of CHs, balancing factor
of each cluster, and cohesiveness between CH and
CMs (Table 2).

Connectivity

This objective function aims to certify the
membership of all nodes in any one of the clusters.
Also, the total number of CHs and CMs must be N.
Here, CM[j] represents the set of cluster members
connected to cluster head ’j’. The maximum value
for connectivity is N (function f 1 as in equation (1)).

Average Energy

To improve the lifetime of LR-WPAN, energy-
balanced clustering is essential. So, the average
energy of CHs must be high to prolong the network
connectivity. The average energy of CHs is defined
as the ratio of the sum of the energy of all CHs to the
total number of CHs (See function f 2 equation (2)).

Balancing Factor (BF)

Node variation, V, is defined as the variation
between the quantity of nodes connected to a CH and
the optimum number of nodes possible in a cluster.
When variation increases, the balancing factor also
increases. ie. BF = |V| *.1. BF is a value in the
range. Let the number of nodes connected to a CH.
H is ny. The optimum number of nodes connected

to each CH is calculated asn,,; = [%] Balancing

factor for H (BF)y is given in equation (4) and that
of the network (BF ,,,) is calculated using equation

(5).

Cohesion
It is a measure of how the clusters are bound
together. It is the average distance between CHs and
CMs. For each CH, say H, find the sum of the
distances between CH and its CMs. The cohesion of
the network is the weighted average of each cluster.
The final fitness function, f, aims to maximize all the
parameters. So, the sum of the weighted average of
the above parameters is taken to compute f and is
given in equation (7). The weights are taken as w1
=0.5, w2=0.4, and w3=0.1
maximize f; = M + UjECH[m]CM[j]l <=ms<M
©)
Zli\il Energy(CHIi])

maximize f, : AvgE = ”

(@)
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BF of each CH
Total number of clusters

Average BF,BF,,, =

3)
BFy = |ny — ngpe| *0.1 4)
Minimize f 3 : BE,,, = M (5)
Minimize f 4: COH=
L, XL, Dist(Node; € cluster;, CHj)
(6)
Maximize f : =fl4+wf24+w,(1-f3)+

w3 (1 - f4) (7

The GEO algorithm, as the load-balancing strategy
in this study, reflects a deliberate choice to harness
its powerful optimization capabilities. By
incorporating GEO, the research aims to enhance the
allocation of workloads across cloud resources,
optimizing the overall system performance. This
strategic utilization of GEO underscores the
commitment to employing algorithms to address the
challenges posed by dynamic workloads in cloud
environments, contributing to the advancement of
intelligent load-balancing practices.

Security Rate

The security rate (SR) is a quantitative measure that
assesses the effectiveness of security measures in a
system. It is often expressed as the ratio of successful
security events to the total quantity of security-
related events. The security rate can be calculated

using the following equation:
__ Successful Security Events

S, = ‘ x 100 (8)
Total Security Events

In this formula, "Successful Security Events" refer to
instances where the security measures have
successfully prevented or mitigated a potential
security threat, while "Total Security Events"
encompass the overall number of security-related
incidents or events, including both successful and
unsuccessful attempts. The security rate provides
valuable insights into the efficacy of security
measures, reflecting the proportion of instances
where the system successfully maintains its security
posture. As the security landscape evolves,
continuous monitoring and analysis of the security
rate become integral for adapting and improving
security protocols to effectively safeguard against
emerging threats.

Success Rate

It is the ratio of the number of times a web service
is successful (Wgyccesspur ) invoked to perform its
operation, and the number of times the Web service
was called for execution (A4,), i.e. successful
executions/called for execution. It is the relationship
between the number of times the web service is
successfully invoked and the number of times the
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Web service is called for execution. It is denoted by
S(A,)and can be calculated using the following
formula:

S(Ar) — ZWSu;cressful % 100 (9)

The sum of the probability of the successful access
rate S(A,)and the probability of failure access rate
(F(A,)) will always be unity. It can be expressed as:

S(A,)+F4,) =1 (10)

S(4) = 1— F(4,) (1)
It is complemented by the probability of failure rate
F(A,), and together they adhere to the fundamental
principle that the sum of success and failure
probabilities equals unity, expressed as S(4,) +
F(A,) = 1. This relationship underscores the
reciprocal nature of success and failure rates,
emphasizing the importance of achieving a balance
that ensures optimal performance and resilience in
web service operations.

3.5 Cloud Server

Cloud servers utilize load-balancing
techniques to disseminate approaching organization
traffic across different servers. By equitably
disseminating the responsibility, cloud server’s
upgrade execution and guarantee that no single
server or asset becomes overpowered. This heap-
adjusting approach forestalls bottlenecks, upgrades
reaction time, and further develops in general
framework execution. Cloud servers offer the
adaptability to increase or decrease assets according
to demand. This capacity to rapidly apportion and
deallocate assets empowers proficient use of
computing power, storage, and transfer speed. With
adaptable cloud waiters, associations can handle top
jobs without compromising execution and
accessibility. Intelligent load-balancing is a
procedure utilized in PC systems administration and
server management to enhance the dispersion of jobs
across different servers. At the point when an
association works with numerous servers, there can
be variations in the jobs they handle. A few servers
might encounter high traffic and weighty jobs, while
others might have lighter burdens. If these jobs are
not circulated equitably, it can prompt shortcomings,
for example, underutilization of assets, slower
reaction times, and potential server margin time.
Keen burden adjusting resolves these issues by
progressively circulating the jobs because of
different factors, for example, server limit, asset
accessibility, network conditions, and current server
loads. The advantages of clever burden adjusting
include superior server execution, decreased
reaction times, expanded unwavering quality, and
improved client experience. By proficiently using




Journal of Theoretical and Applied Information Technology >

15" May 2026. Vol.104. No.9

R

© Little Lion Scientific

rray L]

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

assets and guaranteeing responsive execution, it
assists associations with accomplishing the greatest
productivity and dependability in their organization
and server tasks. Cloud servers influence overt
repetitiveness and adaptation to non-critical failure
instruments to keep up with high accessibility and
limit interruptions. Cloud servers utilize powerful
safety efforts to safeguard information and
applications from unapproved access and digital
dangers. They consolidate firewalls, interruption
identification ~ frameworks, and  encryption
procedures to protect network traffic and prevent
information breaches.

One of the critical advantages of
coordinating blockchain innovation is its capacity to
provide a decentralized and dispersed network. This
truly means that, as opposed to depending on a
solitary focal position to oversee and confirm
transactions, numerous hubs in the organization
partake in the approval cycle. This decentralized
nature guarantees there is no weak link, making it
harder for programmers to think twice about the
framework. A blockchain ledger's tamper-resistant
nature guarantees that a transaction cannot be altered
or deleted without the approval of the majority of
participants. This guarantees the uprightness of
information stored in the cloud server climate,
making it profoundly resistant to noxious exercises
and unauthorized alterations. Blockchain technology
and intelligent load balancing further enhance the
cloud server infrastructure's overall performance and
dependability. Load adjusting calculations brilliantly
appropriate approaching organization traffic across
different servers, guaranteeing ideal use of assets and
keeping any single server from becoming
overburdened. The load balancing system can also
take into account each server's reputation and
reliability by incorporating blockchain technology.
This assists with keeping any split difference or
questionable servers from adversely affecting the
general framework execution. It gives them a safer
and more solid framework, guaranteeing the honesty
of their information and exchanges. It likewise
upgrades the general presentation and effectiveness
of the cloud server environment, bringing about
better client experience and fulfilment. By utilizing
blockchain innovation, cloud servers can improve
security and straightforwardness. Blockchain gives a
decentralized and permanent record where exchange
records are stored and confirmed. Cloud servers can
utilize the blockchain to confirm and approve client
collaborations, guaranteeing that the main approved
elements can get to assets. This circulated record
innovation adds an extra layer of safety and trust,
making it challenging for noxious entertainers to

control or think twice about frameworks. By and
large, cloud servers are instrumental in tending to
cloud security and execution challenges.

Comparison of the Technique

The optimization algorithms, the GEO
emerges as a novel approach, drawing inspiration
from the hunting behaviour of golden eagles. When
compared with existing techniques such as Grey
Wolf Optimizer with Particle Swarm Optimization
(GWO-PSO), Elephant Optimization (EO) with
Markov Random Fields (MRF), Hybrid Differential
Whale Optimization Algorithm with Load Balancing
Mechanism (HDWOA-LBM), and Fractional
Invasive Weed Optimization Algorithm (Fractional
IWSOA), the proposed GEO exhibits promising
attributes. GEO incorporates unique hunting and
perching strategies, offering a distinctive exploration
and exploitation balance. While GWO-PSO and EO
with MRF blend different optimization paradigms,
HDWOA-LBM focuses on load balancing, and
Fractional IWSOA leverages invasive weed growth
dynamics, the GEO introduces a fresh perspective by
mimicking the predatory behaviour of golden eagles.
In the comparative analysis of optimization
techniques, the success rate, security rate, and load
are essential metrics to evaluate their effectiveness.
HDWOA-LBM, integrating  Harris = Hawks
Optimization and Load Balancing Mechanism,
excels in load balancing and success rates. Fractional
IWSOA  demonstrates  versatility, achieving
commendable success and load management in
various scenarios.

In comparing various classification
methods, including GWO-PSO, EO-MRF, HD-
WOA-LBM, and a Proposed Method, key
performance metrics such as precision, accuracy, F1
score, and ROC are evaluated. The GWO-PSO
method demonstrates a balanced performance across
these metrics, with each value indicating its
effectiveness in correctly classifying instances,
overall accuracy, and ability to balance precision and
recall. Similarly, EO-MRF showcases high
precision, accuracy, F1 score, and ROC, indicating
its robust classification capabilities. HD-WOA-
LBM exhibits a reliable performance with good
precision, accuracy, and F1 score, albeit with a
slightly lower ROC value. The Proposed Method
outshines the others, achieving superior precision,
accuracy, F1 score, and ROC, suggesting its
potential as an effective classification approach
across multiple evaluation criteria.  This
comprehensive comparison aids in understanding
the strengths and weaknesses of each method in the
context of the classification task.
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Table 3: Comparison of Current Research with Previous

Studies
Feature Previous Current
Research Research
Security Often Integrated with
Focus neglected or | load balancing
addressed for a holistic
separately approach
from load
balancing
Performance Primarily Simultaneously
Optimization | focused on optimizes
performance performance
without and security
considering
security
Use of Rarely used Uses
Blockchain for load blockchain to
balancing or ensure
resource transparency,
allocation security, and
data integrity
Load Conventional | Golden Eagle
Balancing algorithms Optimizer
Algorithm (e.g., Round (GEO),
Robin, achieving a
Weighted 0.9493 success
Round rate.
Robin)
Security Not typically | GEO algorithm
Score quantified in | with a security
earlier score of 0.9535
studies
Transparency | Centralized Blockchain
& Trust control, provides a
limited decentralized,
transparency immutable
transaction
record
QoS Impact QoS is Optimizes QoS
generally not | by integrating
optimized or | blockchain and
considered | intelligent load
balancing
Success Rate Varies by GEO
algorithm, algorithm:
often 0.9493 success
unreported rate
or lower
Security Security is Reduced
Vulnerability often security
overlooked, | vulnerabilities
leaving with a security-
systems focused load-
vulnerable
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balancing
strategy

4. EXPERIMENTATION AND RESULT
DISCUSSION

Fortifying cloud security and optimizing
performance, the integration of intelligent load
balancing with a blockchain approach stands out as
a promising avenue. This experimental study delves
into the synergistic fusion of advanced load-
balancing algorithms and blockchain technology,
aiming to bolster the resilience of cloud
infrastructure against security threats and enhance
overall operational efficiency. Leveraging the
versatility of Python Jupiter, this research
implements and evaluates intricate algorithms,
providing the proposed intelligent load-balancing
system's impact on cloud security and performance.
By combining the strengths of utilizing load
balancing to maximize resources and blockchain for
decentralized security, this study seeks to contribute
valuable insights into advancing cloud computing
paradigms, ensuring a harmonious balance between
security, performance, and scalability.

Table 4: Simulation System Configuration

Python Jupiter Version 3.8.0
Operation System Ubuntu
Memory Capacity 4GB DDR3

Processor Intel Core i5 @
3.5GHz

The system configuration for the simulation
of this study is mentioned in Table 3 above. The
research work was done using Python Jupyter
version 3.8.0 with the processor of Intel Core i5 @
3.5GHz.

4.1 Intelligent Load Balancing Algorithm

The study identifies and prioritizes key
metrics sensitive to workload fluctuations, such as
response time, server utilization, throughput, and
latency. An innovative approach is proposed by
integrating the GEO with blockchain technology for
cloud computing load balancing, aiming to enhance
performance and trust in cloud environments. This
integration is designed to optimize QoS parameters
while adeptly managing dynamic workloads. The
GEO algorithm is employed as the load-balancing
strategy, harnessing its robust optimization
capabilities to efficiently allocate workloads to cloud
resources while considering the specified QoS
metrics. Additionally, blockchain technology is
incorporated to bolster confidence, enhance
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visibility, and fortify data integrity in load-balancing
decisions.

80
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Figure 3: System Benefit for GEO

Figure 3 illustrates the connection between
the number of repetitions (N) and the corresponding
System Benefit for the Golden Edge Optimizer
(GEO), showcasing a compelling numerical value of
48.7706. This figure provides a visual representation
of how the system benefit evolves with different
quantities of iterations, offering valuable insights
into the optimization process and demonstrating the
efficacy of GEO in maximizing system benefits. The
upward trend in the graph substantiates GEO's
effectiveness, emphasizing its ability to iteratively
enhance system performance and deliver substantial
benefits throughout the optimization process.
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Figure 4: Confusion Matrix for performance

True Label

Predicted Label

Figure 4 presents the Perplexity Chart for
the proposed model, where true positives and false
positives are highlighted with specific values. The
matrix reveals a robust true positive count of 990,
indicating instances correctly identified as positive,
while the false positive count is minimal at 10. This
numerical representation provides a clear insight
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into the capacity of the model to accurately discern
positive instances, minimizing false positive
classifications. The balanced values within the
matrix of confusion underscore the model's efficacy
in distinguishing between positive and negative
instances, demonstrating its reliability in making
accurate predictions.

Training Loss Curve

2.0

15

Loss

1.0
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0.0

0 20 40 60 80 100
Epochs

Figure 5: Epochs vs Loss for Model Convergence and
Stability Assessment

Figure 5 shows the relationship between
epochs and loss within a model of machine learning,
visually depicted in a plot commonly referred to as
an epoch vs loss. The x-axis represents the number
of training epochs, which are complete passes
through the entire training dataset, while the y-axis
denotes the corresponding loss, indicating the
measure of the model's error on the training data. A
loss value of 0.0 signifies a perfect match between
the actual and anticipated values, indicating optimal
model performance. The epoch vs loss graph is an
essential instrument. For assessing the convergence
and training stability of a model. A consistent
decrease in loss over epochs indicates good learning,
whereas unpredictable behaviour could imply
overfitting or underfitting. Monitoring this
relationship helps practitioners fine-tune model
parameters and select an appropriate number of
epochs to achieve optimal performance.




Journal of Theoretical and Applied Information Technology >
15% May 2026. Vol.104. No.9 N

© Little Lion Scientific

rray L]

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

Evaluation Metrics
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Figure 6: Analysis of Performance Metrics

Figure 6 shows the evaluation metrics
underscore the robust performance of the model,
with exactness, remembrance, and F1 marks
achieving impressive values of 0.9800, 0.9898, and
0.9849, respectively. This translates into an overall
accuracy of 0.9800, affirming the model's
effectiveness in accurately identifying and
classifying instances within the dataset. These high-
performing metrics collectively highlight the
model's precision in minimizing false positives, its
recall in capturing true positives, and the balanced
F1 score, making it a reliable and accurate solution
for the given task.

4.2 Comparative Analysis

All comparative methods were assessed
under identical simulation conditions to certify
fairness.  The proposed method reliably
outperformed existing techniques across all
performance metrics, representing its advantage in
both effectiveness and safety. This study conducts a
comparative study of the optimization techniques for
cloud infrastructure and meticulously examines and
benchmarks the proposed optimization method
against established techniques, aiming to provide a
thorough comprehension of its efficacy in enhancing
cloud performance. The subsequent section delves
into a holistic evaluation of various optimization
methods, scrutinizing success rates, security scores,
and computational loads. This in-depth comparative
study serves to discern the advantages and
disadvantages of each approach, aiding in the
identification of optimal strategies for robust cloud
infrastructure. Lastly, emphasizes a comprehensive
approach to evaluating optimization techniques,
considering metrics that encapsulate the entire cloud
ecosystem's performance. This holistic perspective
ensures a nuanced understanding of the proposed
technique's impact on diverse facets of cloud
infrastructure, from computational efficiency to
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security parameters. Together, these sections
contribute to a well-rounded exploration of
optimization methodologies for cloud computing.

0 GWO-PSO |
[ EO-MRF ’
1.2 I HD-WOA-LBM
I Fractional -IWSOA
N Golden Eagle Optimizer(Proposed)
1.0
w 0.8 —|
[
1
o
v}
v 0.6
0.4
0.2
0.0

Success Rate Security Scare

Figure 7: Comparative Performance Analysis of
Proposed Technique against Existing Methods

Figure 7 shows the comparative analysis,
which reveals the superior performance of the
suggested methodology, showcasing a remarkable
success rate of 0.9334 and an impressive security
score of 0.9423. In contrast to existing methods such
as GWO-PSO, EO-MRF, HD-WOA-LBM, and
Fractional-IWSOA, the proposed technique
significantly outperforms in both success rate and
security score, establishing itself as a highly
effective and robust solution. These results affirm
the efficiency of the proposed approach,
underscoring its potential for advancements in the
realm of safety optimization techniques (Table 5).

Table 5: Performance Metrics Comparison for

Classification Methods
Method | Precisio | Accurac F1 RO
n y Scor C
e
GWO- 90% 88% 91% | 85%
PSO
EO- 92% 89% 93% | 88%
MRF
HD- 88% 86% 89% | 82%
WOA-
LBM
Propose 94% 91% 95% | 89%
d
Method

In the evaluation of various classification
methods, Table 4 summarizes the performance
metrics, including precision, accuracy, F1 score, and
ROC AUC. The GWO-PSO method exhibits
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balanced results with a precision of 90%, accuracy
of 88%, F1 score of 91%, and ROC AUC of 85%.
The EO-MRF method showcases high precision
(92%), accuracy (89%), F1 score (93%), and ROC
AUC (88%). HD-WOA-LBM demonstrates
robustness with precision (88%), accuracy (86%),
F1 score (89%), and ROC AUC (82%). The
Proposed Method stands out with superior
performance, achieving a precision of 94%, accuracy
of 91%, F1 score of 95%, and ROC AUC of 89%.
This comprehensive comparison aids in assessing
the strengths of each method in terms of
classification accuracy and reliability across
multiple evaluation criteria.

GWO-PSO EO with MRF

================= ty_scare toad

HDWOA-LBM
Fractional IWSOA

02 02

0o
......  rate acurity_core load

Golden Eagle Optimizer

1.00- =

0.25-

00
success_rate security_score load

Figure 8: Comparative Performance Metrics of
Optimization Techniques

Figure 8 shows that the GWO-PSO
technique demonstrates exceptional performance
with a high success rate of 0.9739, indicating its
effectiveness in achieving successful optimization
outcomes. Additionally, the security scores of
1.0072 highlights the resilience of the GWO-PSO
method in enhancing security parameters. The
associated load factor of 1.0475 reflects a slight
increase in computational load, indicating a
manageable overhead in exchange for the heightened

success rate and security score. The evaluation
metrics for the EO with the MRF technique
demonstrate commendable performance, with a
success rate of 0.7900, a security score of 0.8872,
and a load wvalue of 0.9914. These metrics
collectively indicate the efficacy of the EO with the
MRF approach in achieving a balance between
success rate and security, while efficiently managing
the system load. The Fractional IWSOA technique
exhibits commendable performance, boasting a
success rate of 0.8249 and a robust security score of
0.93061. Additionally, the associated load factor is
moderately efficient, with a value of 1.02195,
reflecting a balanced computational load. The
HDWOA-LBM technique exhibits outstanding
performance metrics, boasting a remarkable success
rate of 0.95125 and an imposing security score of
0.9640. Additionally, the load factor of 1.0198
reflects the effectiveness of the method in optimizing
system resources. The Golden Edge Optimizer
stands out with an exceptional success rate of 0.9493
and an impressive security score of 0.9535,
positioning it as a high-performing solution in the
realm of optimization techniques. Additionally, the
minimal load of 1.00068 underscores its efficiency,

showcasing a finely balanced optimization
approach.
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Figure 9: Holistic Cloud Infrastructure Metrics

Figure 9 displays cloud computing,
ensuring a robust security framework is paramount,
given the ever-growing complexity of cyber threats.
With a security rating of 67, the system under
consideration showcases a strong emphasis on
safeguarding against potential vulnerabilities and
unauthorized access. Simultaneously, a notable
performance rating of 4 or 5 (55) indicates that the
system not only prioritizes security but also
maintains a commendable level of responsiveness
and efficiency, contributing to a seamless user
experience. Additionally, the reliability score of 44
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emphasizes the significance of consistent and
dependable service delivery. Finding a middle
ground between security, performance, and
reliability is crucial for establishing a resilient cloud
infrastructure that not only mitigates security risks
but also guarantees optimal system responsiveness
and steadfast reliability for end-users. This holistic
approach is pivotal in fostering user trust and
satisfaction in cloud computing environments.

The experiments were shown using a
virtual cloud environment containing multiple
simulated nodes. Workloads were produced
vigorously to mimic practical cloud traffic
conditions. The GEO algorithm was performed for
numerous iterations to control optimal workload
distribution. Each experiment was repeated 10 times,
and the average results were verified to certify
reliability and consistency. Performance was
assessed using metrics containing accuracy,
precision, recall, Fl-score, latency, throughput,
security rate, and success rate.

4.3 Results Interpretation and Discussion

The experimental results establish the
efficiency of the suggested GEO-blockchain
framework in refining both cloud performance and
security. The assessment was accompanied by
multiple performance metrics, containing accuracy,
precision, recall, F1-score, success rate, and security
score.

The suggested method accomplished an
accuracy of 98%, expressively outperforming
existing methods such as GWO-PSO (88%), EO-
MRF (89%), and HD-WOA-LBM (86%). This
shows that the model is extremely effective in
correctly allotting workloads and diminishing
classification errors. The high precision (94%) and
recall (98.98%) further authorize that the system
efficiently diminishes false positives and accurately
classifies effective workload assignments. The F1-
score of 95% establishes a strong balance between
precision and recall, representing the strength of the
proposed approach in controlling dynamic cloud
workloads. Also, the confusion matrix outcomes
(True Positives = 990, False Positives = 10) highlight
the model’s consistency in prediction and decision-
making. The success rate of 0.9493 and security
score of 0.9535 further confirm the effectiveness of
the GEO algorithm wunited with blockchain.
Compared to existing optimization procedures, the
proposed method reliably achieves higher
performance across all estimation metrics. This
development is primarily due to GEO’s ability to

enhance workload distribution and blockchain’s
ability to certify secure and tamper-proof transaction
handling. The epoch vs. loss analysis displays a
steady decline in loss values, demonstrating steady
convergence and effective learning behaviour of the
model. The lack of important variations suggests that
the model does not suffer from overfitting or
underfitting, certifying consistent performance
across diverse workloads. Also, the comparative
analysis authorizes that the proposed method beats
traditional and hybrid optimization methods under
the same experimental environments. While
methods such as GWO-PSO show competitive
success rates, they lack combined security
mechanisms. In contrast, the proposed GEO-
blockchain approach accomplishes a balanced
development in both performance and security.
Overall, the results clearly show that the
incorporation of intelligent load balancing with

blockchain technology delivers an important
improvement in cloud system efficiency,
consistency, and security. This confirms the

proposed hypotheses and determines the practical
applicability of the model in modern cloud
atmospheres. These results certify Hypotheses HI,
H2, and H3, proving that the incorporation of GEO
and blockchain improves both performance and
security in cloud environments.

5. Limitations

Despite the capable results, the proposed
method has certain limitations. The incorporation of
blockchain presents additional computational
overhead, which may disturb scalability in large-
scale cloud environments. Also, the study is based
on a simulated environment and has not been
authenticated in practical cloud infrastructures.
Future work will focus on enhancing computational
efficiency and applying the model in real-time cloud
systems.

6. CONCLUSION

This study offered an innovative approach
for improving cloud security and performance
through the incorporation of the GEO and
blockchain technology. The experimental results
establish that the proposed method accomplishes a
high accuracy of 98%, a success rate of 0.9493, and
a security score of 0.9535, outperforming existing
methods. The incorporation of blockchain certifies
data integrity, transparency, and struggle to cyber
threats, while GEO elevates workload distribution
and resource utilization. But, the increased
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computational overhead of blockchain and the
absence of practical validation stay key limitations.
Future research will focus on refining scalability and
arranging the model in practical cloud environments.
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