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ABSTRACT 
 

The data harvested of the sensor nodes in Wireless Sensor Networks (WSNs) have to be secured. However, 
the power consumption constraint of these networks makes the normal encryption technique an issue. 
Moreover, the routing process and clustering in WANs create data aggregation in some nodes. This 
aggregation increases the complexity of encryption. To mitigate the encryption issue, this work addresses 
the critical challenge of securing data aggregation in WANs under strict energy constraints. The main 
contribution of this paper is proposing an aggregated encryption routing protocol (AERP), which introduces 
a lightweight encryption and routing mechanism that minimizes power and memory consumption while 
maintaining data security. The proposed protocol covers three main folds. In the first fold, a semi-clustering 
routing protocol can be implemented easily without the complex setup and cluster formatting phase. 
Second, the protocol proposes a new key distribution and exchanging method for the encryption process. 
This method depends on regenerating the encryption key from the data collected from different number of 
nodes. The third fold, the encryption algorithm, Playfair, has been adopted to be modified to encrypt the 
data and to round over the encrypted data in the aggregating nodes. This work integrates lightweight 
encryption, dynamic key generation, and encrypted data aggregation without requiring decryption at 
intermediate nodes. To evaluate AERP, a sensor node has been constructed and Advanced Encryption 
Standard (AES) and the modified Playfair have been written to show the power usage of these algorithms. 
In addition, AERP has been written in simulation environment to show the power usage of data routing. 
Our results showed that the protocol reduced the encryption power usage of AES with 50% and memory 
usage with 50% of the microcontroller. On the other hand, the encryption power consumption has reduced 
the network life time with less than 4%.    

Keywords: Three Diminution (3D), Wireless sensor Networks (WSNs), Advance Encryption Standard 
(AES), Multi-hops Routing, Semi-clustering Internet of Things (IoT) 

  
1. INTRODUCTION  
 

  Internet of things (IoT) era is the era of 
connecting intelligent devices to make decisions 
based on data harvested from different distributed 
locations [1]. Wireless sensor networks (WSNs) are 
one of the applications that covered under the IoT 
umbrella. In these networks, massive number of 
sensor nodes that consists of a transceiver, 
processing unit, sensors and batteries are distributed 
over a sensed field to harvest data. This data are 
routed to center points, named sink nodes, for 
farther processing, visualization or rerouting to 

other locations over the Internet. WSNs 
applications are used by many areas such as 
agriculture, military, mining, under-oceans [2] 
studies and health applications [3].  

WSNs became one of the hot research areas in 
communication and networking in the past decade. 
2D and 3D WSNs have been investigated in [8-9]. 
Holes detection [4], clustering [5] and routing [6] 
have been also addressed. Many issues have been 
revealed [7], and many proposed methods have 
been published. Among the revealed issues, power 
consumption dominated. To reduce power 
consumption, researchers attempted to tackle the 
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communication and routing issues of these 
networks. However, the power consumption of the 
computation part of the sensor nodes has not been 
considered an issue since the microprocessor of 
these nodes does not execute a massive or complex 
algorithms to consume power. However, the data of 
these sensors nodes are routed over the network as 
plaintext without any protection. With the 
emergence of IoT and their massive applications, 
the data that is sensed and routed in WSN should be 
protected if it is a sensitive data. Moreover, the sink 
node should be protected from malicious nodes that 
may embed bad data to the network. To do this, 
encryption and data integrity should be introduced 
to the network. However, encryption and integrity 
should be performed over the sensor node itself. 
This consumes power and reduces the network life 
time. Moreover, the routing process in WSN 
depends on data aggregation before routing the data 
even in cluster routing protocol or in semi-cluster 
protocols. This reveals another issue in how to 
aggregate encrypted data with other data in gateway 
nodes. A third issue is how to distribute the 
encryption keys in these networks. These networks 
are dynamic and created in random manner. Many 
nodes die over the time and new nodes maybe 
introduced dynamically. 

The core concern of this research stems from the 
critical trade-off between security and energy 
efficiency in WSNs. While securing sensed data has 
become essential due to the rapid expansion of IoT 
applications, existing security mechanisms often 
rely on computationally intensive encryption 
techniques that significantly increase power 
consumption. This creates a fundamental challenge,  
as sensor nodes are resource constrained devices 
with limited battery life, memory, and processing 
capabilities. Therefore, selecting an appropriate 
encryption and routing strategy that balances 
security and resource utilization is a crucial 
research problem that requires further investigation.  

Motivated by this gap, this work aims to develop 
a lightweight, aggregation-aware encryption routing 
protocol that minimizes energy consumption while 
preserving data confidentiality in WSN 
environments.   

 

In this work, a new Aggregated Encrypting 
Routing Protocol (AERP) is proposed. This 
protocol aims to encrypt the data harvested from the 
sensor nodes to reduce resource usage, such as, 
memory, computation and power consumption. The 
protocol allows the nodes to aggregate the 

encrypted data and re-encrypt them in new packets 
without the requirement of decrypting the data. 
AERP is established based on symmetric encryption 
methodology. The utilized algorithm is a new 
version of play-fair cypher. This algorithm has been 
utilized for three main reasons. First, the 
computational process is small which will not 
consume power. Moreover, the data size that will be 
encrypted is simple, which are sensors readings. 
Second, the memory requirement of this method is 
small unlike other symmetric encryption 
algorithms, such as, AES and Data Encryption 
Standard (DES) that require the processor to keep 
big S-tables in the memory all the time for the 
encryption process. Finally, the key size required in 
this method varies from 1 character into infant 
number of characters. Our contribution in this work 
can be summarized as follows: 

 Proposing a modified Play-fair encryption 
algorithm with multi-hybrid rounds. In 
each round the routing nodes aggregates 
other nodes encrypted data and encrypt all 
the data in new packets. In this way, the 
data of remote nodes will be encrypted in 
multiple rounds 

 Proposing AERP that utilizes Play-fair and 
data aggregation to route the data with 
minimum power consumption 

 Proposing a new method for encrypting 
key generating. This method depends on 
the neighbors lists, gateway addresses and 
the distance from the sink nodes in waves.  

The rest of this paper is organized as follows. In 
the next section the related works that have been 
conducted in the area of WSN routing and data 
encryption detection. Section 3, overviews the 
proposed protocol. Section 4, introduces the 
conducted simulation experiment and discusses the 
results. We conclude this paper in section 5 

2.  RELATED WORKS 

In the past decade, routing the data in 
WSN and its impact on power consumption and the 
network life time has dominated [10, 11]. However, 
power consumption in data routing revealed the 
security issues and data breaching in this process. 
Many surveys have been written to show the 
security prospective of routing protocols in WSN 
[12]. These studies have motivated researchers to 
propose different security and data encryption 
protocols for the proposed routing protocols.    

It started with SLEACH protocol [13] that 
proposed to secure the LEACH clustering routing 
protocol. Based on SLEACH, SecLeach [14] was 
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an enhancement of the availability issues in 
SLEACH and introduced the symmetric encryption 
process to the protocol. In [15], the author 
introduced the Asymmetric encrypting algorithm 
utilizing elliptic curve for data aggregation security 
issue in WSN. In [16], elliptic curve has been 
utilized also to generate encrypting key for the 
nodes to utilize in WSN. In [17], trust-cluster head 
algorithm has been proposed to solve WSN 
application in vehicles network. In [18], the author 
proposed a secure routing protocol for WSN. The 
protocol has been proposed to reduce power 
consumption in multi-hop routing network. Shard 
key encryption system has been utilized to secure 
the data and to reduce the number of hops between 
nodes in the network. In [19], elliptic curve has 
been adopted for key management and distribution 
in WSN. This algorithm has been adoptive to 
reduce the effort of key distribution since it is 
asymmetric encryption algorithm with the 
generation of two keys one for the encryption 
process and the other for the decrypting process.  

Despite the extensive research on secure routing 
and encryption in WSNs, existing approaches suffer 
from significant limitations. Many solutions depend 
on computationally intensive cryptographic 
techniques such as AES or elliptic curve 
cryptography, which increase energy consumption 
and reduce network lifetime. Moreover, current 
methods do not efficiently support encrypted data 
aggregation without requiring decryption at 
intermediate nodes, which introduces additional 
overhead and security risks. Ther is a need for 
lightweight encrypt-efficient encryption and routing 
protocol that supports secure data aggregation while 
minimizing computational and memory 
requirements in WSN environments.  

3. AGGREGATED ENCRYPTED ROUTING 
PROTOCOL (AERP) 

Before introducing the proposed key 
generating and encryption method, the AERP 
protocol is a semi-clustering routing protocol. This 
protocol does not adopt the clustering method of 
LEACH and its descendants; it adopts the semi-
clustering behavior in [4] since the semi-clustering 
process is more viable. The following subsections 
overview the adopted power model, the semi-
clustering method and data aggregating. Finally, the 
key generating and the modified Playfair 
algorithms will be introduced. 
 
3.1 Power Model 1 

Figure 1 shows the structure of sensor 
nodes in the environment. The figure shows a 
microcontroller with a built-in memory, RAMs and 

I/O interfacing pins for analog and digital sensors. 
A transceiver model connects to the microcontroller 
serially using the universal asynchronous receiver 
transmitter (UART) interface. Finally, the node 
structure has a batter to power the controller, 
sensors and communication model. The power 
model of the Atmega328 microcontroller was 
utilized for the computation, and the IEEE802.15.1 
Zigbee protocol was leveraged in Xbee kits for the 
communication power model.  Equ.1 shows the 
power model of the communication part. Equ.2 
shows the power model of the computational part. 
The power model of the sensors have been 
neglected since that changed according to the 
application of the WSN. Table 1 defines the 
variables used in these equations. 

 

 
As observed from the equ.1, the 

transceiver power model does not depend on node 
distances as in LEACH and its descendants 
clustering protocol. It only depends on the packet 
size, bit rate and the power usage of the transceiver 
module to transmit one bit. It is worth mentioning 
that the current usage of receiving data and 
transmitting data differs in this module.  

Table 1: Experiment Parameters 

Variable Definition 

 
Energy usage of the transceiver module 

  
Computational energy usage of the 

microcontroller 

  
Voltage of the transceiver module 

 
Current of the transceiver module 

 
Packet size in bits 

 
Is the cycles per instruction which is the 
average number of execution cycle of 

instructions in the processor. For 
ATmega328 it is 1 

 
Number of instruction 

  
Current of the microcontroller per 

execution cycle 

 
Voltage of the microcontroller 

 
Oscillation frequency of the controller 



 Journal of Theoretical and Applied Information Technology 
15th May 2026. Vol.104. No.9 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
20 

 

 
Figure 1: Sensor Node Structure 

3.2 The Semi-Clustering Setup  
To route the data between the sensors and 

the sink node, the sink nodes convert the network 
into number of multi-sized donates shapes. Each 
donate is identified by a unique id that shows its 
distance from the sink node. The first donate is the 
area around the sink node. Each node in this area 
can communicate directly with the sink node. In 
other words, they can hear sinks node broadcasts 
directly without gateways or routers. The second 
donate is located around the first one. The nodes in 
this donate can communicate directly with at least 
one node in the first donate. In other words, the size 
of this area is bigger than the first one which is 
located in the hole of this area. The network will be 
converted into n number of donates inside each 
other. The data will be aggregated and forwarded 
from each area to the inner areas until reaching the 
sink node. Each node will have a list, called 
gateway list, of all nodes that can communicate 
with from another inner donate. In addition, each 
node will have a list, called neighbors list, of all 
nodes in its range with the same donate id. To 
construct these lists, the following steps are utilized 
in the network. 

1. The sink node broadcasts a hello message 
with ID of zero. Any node hears the 
broadcasts increments the ID of the 
message and save it as its donate ID. All of 
these nodes are located in the first donate  

2. Each node in the first area broadcasts the 
message after incrementing the zero ID 
inside the message body. This means that 
other nodes will receive this message.  

3.  Upon receiving this message, any node 
has three actions to perform. First, if the 
node has no ID saved, the node increments 
the ID in the message, record it and 
rebroadcast the message with the new ID. 
Second, if the ID in the message equals the 

ID saved in the node, the node adds the 
address of the sender to its neighbor list 
and neglects the message “no 
broadcasting”. Third, if the node receives a 
message with an ID less than its ID with 
one, the address of the sender is added to 
its gateways list and the message will be 
broadcasted after incrementing the ID 
field. Finally, if the ID is higher than the 
ID of the node, the node adds the sender 
ID to its neighbor list and the message will 
be neglected.      
In this way, each node can construct the 

neighbor list and the gateway list. These lists will 
be used in key generating process in the following 
sections. Finally, each node calculates its distance 
to the sink node with the number of donates 
between it and the sink node which equals to the 
donate id that have been saved in each node. Figure 
2. shows the network after conversion. Figure 3 
shows the flowchart of the setup phase. 

 
Figure 2: The network conversion, the black node is the 

sink node and the red nodes are the sensor nodes 

3.3 Encryption Key Generating and 
Distributing  

      In below Figure 3 shows that contain 
three phases, in first phase starting with insert ID, 
Gateway and Neighbor parameter, second phase 
insert ID and Broadcast, in third phase for 
Algorithm showing the output, this illustrate in 
Figure 3. Setup Phase Flowchart. 

AERP depends on symmetric encryption. 
In this encryption, only one key is used for data 
encryption and decryption. This reveals a security 
issue in the network of how to exchange the key 
between the encryption and decryption nodes. 
Sensor nodes are responsible of encrypting their 
data and the sink node is responsible of decrypting 
the data. In computer networks, different 
algorithms have been proposed for key distribution 
and exchanging between computers such as Diffe-
Hellman and asymmetric encryption. However, 
these methods consumes power in the computation 
process since they depends on complex 
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mathematical operations such as primary key 
extracting and modular operations.   

 

 
 

Figure 3: Setup Phase Flowchart 

To generate the cipher key, each node after 
constructing its neighbor list and gateway list sends 
a small part of these lists to the sink node. 
Subsequently, each node select one of the nodes’ 
IDs that has not been transmitted to the sink node 
and select gateway ID from the list that have been 
sent to the sink node with its ID to construct a 
onetime key to encrypt a well-known word and 
send the encrypted data with the partial lists to the 
sink node.  

Upon the reception of the encrypted data, 
the partial lists from all nodes, the sink node 
attempts to construct the full list of neighbors and 
gateways of each node. Subsequently, the sink node 
attempts to decrypt the message from the 
constructed lists of each node. Two options will be 
encountered. First, the sink node will decrypt the 
message; using the extracted key to encrypt the key 
of the encryption that this node will utilize to send 
data to the sink node. Second, the sink node will 
fail in extracting the key since the sink node will 
attempt the construct the neighbor list of each node 
from messages received from all nodes in the 
network. If the constructed list did not contain the 
ID that the node utilized in constructing the 
encryption key, the sink will fail in regenerating the 
key. In this case, the sink will select another 
neighbor ID from the nodes neighbor list to 
generate a key, encrypt the well-known word and 
send it to the node.  

To crack this method, a cracker node has 
to listen to all messages around the node to 

construct its neighbor list. Moreover, it has to 
construct its gateway list. This means that beaning 
in the transmission range of a node is not enough to 
construct these lists. Moreover, the donates IDs of 
the node and its neighbor is also utilized in 
generating the key, the number has to be collected 
from the nodes to reconstruct the encryption key     

It worth mentioning that the generated key 
contains the nodes ID, one of its neighbors ID, one 
of its gateways ID, its donate ID, and its neighbors 
donates ID. 
3.4  Data Aggregating 

To aggregate the encrypted data, the 
gateway nodes will receive the encrypted data. 
However, the forwarded packet of the gateway 
node will consist of its sensed encrypted data and 
other nodes data. To aggregate the data and 
enhance the security of the Play-fair, the received 
encrypted data will be added to the data of the 
gateway and both of them will be encrypted with 
the key of the gateway node. The process looks like 
the rounds in DES or AES encryption methods. 
However, before the re-encrypting of the data, the 
gateway will add the address of the node in front of 
its encrypted data. This means that if the node is in 
the fourth donate, its data will be encrypted 4 times 
in the way to the sink node, or we have four rounds 
play-fair with different keys.     
3.5 The modified Playfair Algorithm 

Play-fair algorithm has been selected for 
three reasons. First, it is simple and light weighted 
encryption algorithm, which does not require 
massive computational power. Second, it works 
like streaming ciphers. The message size ranges 
from two bytes to any number of bits. Unlike the 
block ciphers that requires the data to be with a 
fixed size, padding is used if the data is smaller 
than this size. Third, the key size of Play-fair starts 
from one byte to any number of bytes. However, it 
has one issue; the data should be arranged in a 
square matrix. All the possible data output and 
input of the algorithm must be arranged in a square 
matrix. In [20], they exhibited an example of the 
original Plat-fair with English letters that the letters 
I and J have been considered as one character to 
generate a 5x5 English letters matrix.  

For current data in the WSN, the data are 
sensed numbers from multiple of sensors. Each 
value should consist of the sensor name or type and 
its sensed value. This means that the data input 
consists of two parts a number part and a character 
part. Table 2 shows the generated 4x4 matrix of the 
data in the proposed algorithm. Digits and the dot 
should be included since the second part of the data 
is a floating number. The characters are used to 
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name the sensors in each node in the network. In 
such way, they can decode the first part of the data. 
Finally the # value is used in two locations; first to 
separate two sensors data from each other, and 
second to separate two equal digits follow each 
other.    

Table 2: Modified Play-fair Encryption Matrix 

0 1 2 3 
4 5 6 7 
8 9 . # 
A B C D 

So, it is necessary to know how Play-fair 
works and review the concepts. The following steps 
describe how the algorithm works: 

1. The password or passphrase is written in 
the matrix after duplication is eliminated. 

2. The matrix is completed with the missing 
elements  

3. The data is divided into two characters, 
and a search starts in the matrix for these 
two characters. 

When they are found, the characters are replaced 
with other two characters according to their 
location in the matrix. 

 If they are in the same row, each one is 
replaced with the left element.  

 If they are in the same column, each one is 
replaced with the below element.  

 If they are in two separated columns and 
rows, they create a square and each one is 
replaced with the opposite angle of the 
square. 

4. EXPERIMENT 
To evaluate AERP, two main methods 

have been leveraged; hardware construction and 
simulation.  
4.1   Sensor Node Construction 

In the first method, a sensor node has been 
constructed utilizing Xbee S2, Arduino nano kit 
with ATmega328p microcontroller with 3.3v. The 
frequency oscillator of the controller has been 
dropped to 8MHz. The microcontroller has been 
programmed by AES algorithm “AESLib [21]” 
with 128bit key and the lightweight Playfair 
algorithm. Only the encryption part of these 
algorithms has been written for the microcontroller. 
Random data has been generated in each 
microcontroller for the encryption and decryption 
process. The generated data varied between 10 
bytes and 200 bytes. The power consumption of the 
kit has been measured using a USB multi-meter 
that can be connected between the Arduino kit and 
the power supply. The circuit encrypts the data 100 
times to obtain the record of the power usage of the 

device before putting it in sleep mode. Table 3 
shows the comparison between the AES and the 
modified Playfair in the computation part of the 
encryption only without the sensing, ADC, or data 
transmission.  

TABLE 3: POWER CONSUMPTION COMPARISON  

Data size Playfair AES 

50 byte 0.0009J 0.0016J 
100 byte 0.0012J 0.0051J 
200byte 0.0029J 0.009J 

 The memory of the device is 
another issue. The real AES encryption algorithm 
requires the device to save one S-BOX that consists 
of 256byte. The RAM of this device is only 2Kbyte 
which means that 1/8 of the memory is utilized 
before defining and saving any variable from the 
sensed data of the network. According to the Xbee 
s2c data sheet, the module has 250Kbps bit rate 
with a usage voltage of 3.3 and usage current of 
33mA in transmitting, and 28mA in receiving or 
listening state. This means that to transmit 200byte 
data without any overhead, it requires 0.69mJ. 
However to encrypt these data, 0.029mJ is required 
in Playfair and 0.09mJ in AES. This means that 
each transmission requires 4% increasing in power 
usage for the new algorithm and around 13% for 
the AES encryption. These numbers have been 
utilized in the second evaluation method of this 
work in the simulation part.      
4.2 Simulation 

The semi-clustering part of AERP has 
been written in MATLAB using the descriptions in 
[4]. A 3D sensing field has been constructed as a 
cube. The diminutions of the field are 
500x500x500m. The sink node has been located at 
the upper corner <0, 0, 0>. 1000 nodes have been 
distributed randomly in the field with a 
transmission range of 90 m as in the data sheet of 
Xbee s2c [22]. The nodes have been equipped with 
a battery of 1J. Table 4 summarizes the experiment 
parameters. 

TABLE 4: EXPERIMENT PARAMETERS 

Variable Value 
Number of Nodes 1000 

Transmitting Current Xbee s2c 33mA 
Receiving Current “listening” 28mA 

Operating Voltage of Xbee s2c 3.3v 
Packet Size “with overheads” 200 byte 

Bit rate  250,000bps 
Field Size 500x500x500 

Nodes energy 1J 
Transmitting range 90m 
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5. RESULTS 
To evaluate the protocol, we have iterated 

the simulation 30 times and obtained the average 
results of these 30 iterations. An overview of power 
consumption and the network life time will be 
shown first. Three protocols will be compared; 
semi-clustering without encryption, AES and 
AERP. Subsequently, the key management and 
distribution results will be overviewed. 

 
5.1   Power Consumption and Network Life 
Time 

Figure 4 displays network round-by-round 
power use. A round is the time each node needs to 
deliver one packet to the sink node. Semi-clustering 
protocol has no cluster heads. AES uses more 
power each round than other protocols. This 
reduced network life, as demonstrated. AERP has 
increased the utilized power in each round since the 
encryption calculation is aggregated across the 
communication power. However, network life has 
decreased 4%. AES cuts almost 30%. 

 

 
Figure 4:  Energy usage each round 

Figure 5 displays the CDF value of the 
network's deceased nodes. 50% of AES nodes 
perished before 3000 cycles. 50% of AERP nodes 
lasted 4000 rounds, while the secure-less version 
lasted 4200. AES network life duration is 4000 
rounds, which is the same amount of rounds 50% of 
nodes perished at AERP. 

 
                Figure 5: Network life time                               

 
             Figure 6: Packet Lost in the network 

 
Figure 6 illustrates lost packet CDF. The 

network handled 75% of AERP packets without 
loss. Many gateway nodes died and unplugged 
from the network, thus losses accumulated. The 
secure protocol has 78% less packets. However, 
AES protocol is below 58%. To minimize lost 
packets, disconnect network graphs. 

 
5.2 Key Distribution Evaluating  
 

In AERP, each node sends a partial 
neighbor and gateway lists to the sink node. The 
sink node aggregates these lists to generate the 
complete lists of each node to regenerate the 
encryption key. Figure 7. shows number of nodes 
that the sink could not generate with its full 
neighbor list and gateway list compared with the 
percentage of neighbors that have been sent to the 
sink node. We can observe from the figure that with 
45% of the neighbor list, the sink node generated 
the full neighbor lists of each node in the network 
with an accuracy of 100%. This accuracy drops 
with the reduction of the size of the list. However, 
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even though this reduction, the number of nodes 
that have to reselect new node IDs as keys in the 
network is less than 20% in the worst case “200 
nodes in current case”. Figure 8 re-computes the 
same values in figure 7 however with extending the 
transmitting range of the nodes from 90m to 150m. 
We can observe that the accuracy is 100% for 35% 
part of the real list of each node since the number of 
neighbors of each node has increased with the new 
transmitting range. These figures show that the 
process of distributing the key proposed in AERP is 
usable. However, to hack the proposed method, the 
hacker has to collect the lists of all the nodes 
around the target node to reconstruct the list. This 
process is out of the scope of this work. However, 
in future works, different attacks will be presented 
to show the efficiency of the AERP. 

 
6. DIFFERENCES 

This study assumes that integrating 
lightweight encryption with aggregation aware 
routing can reduce power consumption while 
maintaining acceptable security level in WANs. It 
is also assumes that modifying simple encryption 
algorithms such as Playfair can provide an efficient 
trade off between security and resource utilization 
compared to conventional encryption methods.     

Unlike existing approaches that depend on 
complex encryption algorithms such as AES, the 
proposed AERS protocol is based on a lightweight 
algorithm (Modified Playfair), which reduces 
energy consumption and memory usage. 
Furthermore, most previous studies do not support 
the aggregation of encrypted data without 
decryption, whereas AERS provides this feature, 
thereby enhancing both efficiency and security. 
However, the security level provided by lightweight 
algorithms such as the modified Playfair, may be 
lower than that of standard algorithms such as AES. 
Additionally, the dynamic key generation 
mechanism may introduce synchronization 
challenges in highly dynamic network 
environments. Finaly AERP has been evaluated in 
limited simulation and hardware setup, it may not 
fully represent large scale real word deployments 
These factors represent potential limitations of this 
work.         

This work differs from all of the above 
related algorithms in terms of three folds. First, 
asymmetric algorithm has not been utilized since it 
requires complex mathematical operations that 
require intensive computation and memory of the 
nodes’ controller. Moreover, this requires more 
power for the computation process of the protocol. 
Second, we proposed a new key management and 

distribution process unlike the two keys asymmetric 
encryption. Finally, this protocol attempted to 
modify one of the simplest encryption algorithms 
since it requires less computational operation unlike 
the massive operations in the commercial block 
ciphering algorithms.   
 
7. CONCLUSION 

This work presented AERP, a lightweight 
aggregated encryption routing protocol to address 
the trade-off between security and energy 
consumption in WSNs, a new data aggregation and 
semi-clustering routing protocol has been proposed. 
The protocol utilized a new modified Playfair 
encryption algorithm to encrypt the sensed data 
before transmitting the data. The gateway nodes 
that reroute the data re-encrypt all the received data 
in one packet and resend them to the sink node. The 
aggregated encrypted data is re-encrypted in each 
gateway node in the network. The modified version 
of Playfair is lightweighted and consumes less 
energy than other block ciphering techniques. 
AERP proposes a new key distribution and 
exchanging process that depends on sending partial 
parts of neighbor lists to the sink node and allows 
the sink node to regenerate these lists to generate 
the encryption key. To evaluate AERP, hardware 
design and simulation have been leveraged. In the 
hardware design, ATmega328p and Xbee kits have 
been leveraged to write AERP and AES encryption 
to measure their power consumption. Playfair 
utilized less 15% power than AES encryption. In 
the simulation AERP with playfair and AES has 
been written. The results confirm the research 
hypothesis, demonstrating that lightweight 
encryption combined with aggregation-aware 
routing can reduce power and memory usage 
compared to traditional methods such as AES. This 
work contributes a practical solution for secure and 
energy efficient data routing in resource constrained 
WSN environments. It has been shown that AERP 
consumes more power than secure-less routing 
protocol with 4%.   

 
8.    FUTURE RECOMMENDATIONS 

    In this work and after finish paper, 
recommend that AREP must be developed to 
improving QoS quality of service in Wireless 
Networks, and also recommend to using AERP in 
WANs to help and enhancing data safety. On other 
hand, should be making balancing between 
encryption power consumption and network life 
time. In addition, by creating AERP this is help to 
utilizes Play-fair and data aggregation to route the 
data with minimum power consumption, and 
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recommend to generating new method for 
encrypting key generating. This method depends on 
the neighbors lists, gateway addresses and the 
distance from the sink nodes in waves. 
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