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ABSTRACT

The speed with which cyber threats are evolving has kept introducing new features for their counteraction
intrusion detection systems (IDS) that traced intrusion detection in real time as well as changing
conditions of network contexts and attack behaviors. Existing neuro-fuzzy IDS models are clear and
adaptable, but they are characterized by static rules, low context sensitivity, and limited ability to
withstand adversarial shifts. Those using reinforcement learning as the basis of their structures are quite
adaptive but rely mostly on a clear explainability argument during the process of risk validation in
process. This is based on Self Evolving Neuro-Fuzzy Intrusion Detection System with Contextual
Reinforcement Adaptation, which is integrated with five very new analytical components in a closed
feedback loop in the process. The Context Stamped Multiple View Telemetry Encoder will create
uncertainty-aware latent representations which will be anchored to operational contexts for the most
precise mode differentiation of attacks. The Differentiable Evidence-Weighted Fuzzy Rule Induction
(DEW-FRI) makes use of these embeddings for generating sparse, uncertainty-weighted fuzzy rules for
easier interpretability of the decision process. Contextual Reinforcement Rule Evolution (CoRRE) will
adjust its structure and dynamic modification of threshold parameters useful for maximizing utility of
detection under operational constraints. Adversarial Context Stress-Tester with Self-Play (ACSS)
generates hard, context-consistent intrusion scenarios to expose rule vulnerabilities and to strengthen
boundary robustness. Finally, the Conformal Risk-Calibrated Deployment Layer (CRiCDL) will give
per-alert risk bounds and selective decision policies with guaranteed coverage, feeding accepted
feedback for further evolution and evolving necessary. This architecture will handle better robustness,
calibrated risk control, and fewer false positives while maintaining interpretability sets. Some
preliminary evaluations show improvement in AUROC from 0.947 to 0.973, a 28% reduction in analyst
alerts, and a decline of 41% in adversarial evasion rates. By coupling context-aware representation,
interpretable fuzzy reasoning, reinforcement-driven adaptation, adversarial resilience, and statistically
validated deployment, this work establishes a new paradigm for self-evolving, trustworthy intrusion
detection sets.

Keywords: Neuro-Fuzzy Systems, Contextual Reinforcement Learning, Intrusion Detection, Adversarial
Robustness, Risk Calibration, Analysis.
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1. INTRODUCTION

The increasing complexity of cyber-physical networks is paralleled by the increasing complexity
of attacks and threats from adversaries, thereby compounding the need for an intrusion detection system
(IDS) that would deliver on-the-spot adaptation to varying operational contexts. Traditional signature-based
IDS models are constricted by their dependence on predefined rules [1, 2, 3], thus rendering them ineffective
to a certain extent with zero-day exploits, let alone the evolving attack vector in process. Although anomaly-
based detection systems can possibly indicate unknown attacks, they are often afflicted with a very high rate
of false positives, which renders them impractical for use in operations. In fact, neuro-fuzzy systems are
quite compelling since they present the option for interpretable decisions through fuzzy logic while learning
adaptively from experiences, similar to neural processing. Nevertheless, current neuro-fuzzy IDS
frameworks suffer from two common drawbacks: (i) static rule bases that do not adapt in
real time to the contextual shifts in the network, and (ii) poor integration of uncertainty quantity for risk-
sensitive decision-making process. However, reinforcement learning (RL) opens a mechanism to address
the gap of adaptability by policies that evolve based on detection performance feedback and changes in
context. However, most standard RL-driven IDS implementations often compromise interpretability by
resulting in black-box decision models, which hinder operator trust and regulatory compliance sets. Neither
of neuro-fuzzy nor RL-based IDS has considered the challenge posed by adversarial robustness whereby an
attacker is able to manipulate input features but without triggering
alarms, thus evading detection. Finally, most of those frameworks in IDS do not possess robust statistical
validation, thus leaving them with uncrossed scores of risk. Consequently, limitations make their utility very
poor in operational environments requiring such decisions to be backed with assurances of measurable
confidence.

This study presents a self-evolving neuro-fuzzy intrusion detection system with contextual
reinforcement adaptation, linking those elements: interpretable fuzzy reasoning with dynamic
reinforcement-driven rule evolution, adversarial context stress testing, and conformal risk calibration. The
proposed architecture consists of five new analytically based methods: context-aware feature representation
through CoSMoTE-the Context-Stamped Multi View Telemetry Encoder; cautious, but uncertainty-
weighted rule generation through DEW-FRI-Differentiable Evidence-Weighted Fuzzy Rule Induction;
policy-guided rule adaptation through CoRRE-Contextual Reinforcement Rule Evolution; rules of
robustness enhancement-with Adversarial Context Stress-Tester with Self-Play (ACSS); and Conformal
Risk-Calibrated Deployment Layer statistically validated decision-making. Those integrated into a closed
feedback loop subject the system to flexibility and interpretability, while providing calibrated, context-
sensitive security guarantees.

Because current intrusion detection systems are frequently static, opaque, and ineffectual against
adversarial attacks, dynamic cyberthreats, and shifting network behaviors, this study is necessary.
Conventional approaches have low accuracy and a high false alarm rate because they lack contextual
awareness, ongoing adaptation, and trustworthy confidence assessment. By combining interpretable
reasoning, robustness testing, reinforcement-based rule evolution, and calibrated risk-aware decision
making for next-generation cybersecurity, the suggested self-evolving neuro-fuzzy framework fills these
shortcomings.

Motivation & Contribution

The major reason behind this research is the current shortcomings of IDS paradigms in highly
dynamic and time-critical cyber defense usage environments. A rules-based fixed neuro-fuzzy system was
unable to effectively cater to the rapidly changing faces of threats leading to obsolescence of rules and
deterioration in the detection rate over temporal instance sets. Reinforcement learning models could adapt
themselves but mostly at the cost of non-Interpretability thereby restricting acceptance in regulated
industries where explainability is of extreme importance. Further, the form of an increasing threat of
adversarial machine learning now exposes the IDS model input perturbations intended to exploit weaknesses
in decision boundary so this undermined reliability is more serious. The most important thing here, as far as
currently existing solutions are concerned, is that they do not adopt a very effective and statistically valid
frame of verification in process. Then, risk assessments are poorly calibrated and operationally unreliable
during the process. All these reasons together add up to the need for an IDS architecture whereby
interpretability, adaptability, robustness, and formal risk control could be brought into a single cohesive
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framework for different scenarios.

This will be the four significant contributions toward the goals. The first is the introduction of
CoSMOoTE, a context-stamped multi View encoder that learns temporal, topological and operational state
dependencies so as to distinctly identify attack modes. The second is DEW-FRI, a differentiable fuzzy rule
induction method that binds rule premises to learned prototypes and incorporates uncertainty weighting to
build more reliable decision sets. The advancement of CoRRE into its third phase was contextual
reinforcement learning engine, a fuzzy rule base continually evolving with optimization against real-world
operational constraints for utility detection. The fourth foreshadows the coupling of ACSS, which is a self-
play adversarial stress-testing module that exposes and strengthens weak context boundaries alongside
CRiCDL, a conformal risk calibration layer granting per-alert statistical guarantees for selective and
trustworthy decision-making processes. This means that all mentioned in one place an evolving paradigm
of self-evolving IDS capable of providing top-level detection efficiency with reduced false positives,
resisting evasion by manoeuvres adversarially, and providing auditable confidence measures that close the
historical divide between adaptability, interpretability, and operational trustworthiness in intrusion detection
process.

2. MATERIALS AND METHODS
2.1 Review of Existing Models Used for Intrusion Detection Analysis

The earliest of these works starts with Lin et al. [1], who proposed E-GRACL, an IoT intrusion
detection framework leveraging graph neural networks (GNNs). Their method excelled at capturing
complex relational dependencies between IoT devices, providing notable resilience in dynamic topologies.
Following that are Wang et al. [2], who built that deep learning-based IDS optimized for IoT traffic. The
aspect of their method was improved classification accuracy; however, it still consumed a lot of
computational resources. At the same time, Puccetti et al. [3] gave more attention through yet another dataset
called ROSPacCe that justifies the focus by using the dataset to develop IDS for the cyber-physical and IoT
networks based on ROS2, thereby reducing the critical gap of the publicly available benchmark data.
Following Zhang [4] was the building on principles of deep learning toward scaling an IDS for [oT, with
emphasis on adaptive feature learning especially in catering for traffic diversity that characterizes real
deployments. An Attention-CNN-LSTM model was intended to cover vehicular environments, offering
superior extraction of spatio-temporal features but, at the same time, suffering from inference latency issues
in real time in Vehicle environments. Feature engineering was also applied by Sadhwani et al. [6] to improve
IDS performance in IoT networks through the combination of statistical and semantic features to achieve
high precision and reduced false positives.

Iteratively, Next, as per table 1, Waghmode et al. [7] presented an LS-SVM approach giving
outstanding performance on smaller datasets, albeit gave less above-average performance on considerably
larger massive heterogeneous loT traffic. Thaljaoui [8] developed unsupervised technique established deep
CNN-LSTM model on the UNSW-NBI15 dataset, resulting into accuracy score above competitive, but
however limited when it came to generalizing over novel traffic.

Future research should develop lightweight, explainable IDS models that generalize to unseen loT
traffic and support real-time edge deployment. This work can be extended using federated continual
learning, multimodal data fusion, and stronger adversarial robustness on real-world datasets.

This study shows that explainable neuro-fuzzy learning with adaptive reinforcement improves
intrusion detection. Future systems should focus on trust, continuous adaptation, and real-time decisions.
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Table 1 Model’s Empirical Review Analysis

::ﬁiee Method Main Objectives Findings Limitations
[1] E-GRACL Develop an IoT Achieved high High
using Graph IDS capturing detection accuracy on computational
Neural relational dynamic IoT topologies requirements for
Networks dependencies in by modeling device large-scale
(GNN) network graphs relationships graphs
[2] Deep Learning- Enhance IoT Improved classification Requires large
based IoT IDS intrusion detection accuracy across training data and
using deep neural multiple attack types in intensive
networks IoT traffic computation
[3] ROSPaCe Provide benchmark Enables targeted model Dataset limited
Dataset for dataset for IDS in training and to specific CPS
ROS2 and [oT ROS2-based CPS reproducibility in scenarios
CPS and [oT research
[4] Deep Learning- Build scalable IDS Achieved robust Adaptation to
based Intelligent for heterogeneous performance across rapidly
IDS IoT networks varying traffic types emerging threats
using adaptive feature remains
learning challenging
[5] Attention-CNN- Capture spatio- Improved detection in Higher inference
LSTM (ACL temporal CAN-bus traffic with latency affects
IDS) for In dependencies in attention-enhanced real-time use
Vehicle vehicular IDS feature extraction
Networks
[6] Feature Improve detection Increased precision and Feature
Engineering- via engineered reduced false positives engineering
based IDS statistical and on JoT datasets requires domain
semantic features expertise and
manual tuning
[7] LS-SVM-based Develop efficient Delivered strong Struggles with
IDS ML-based IDS for detection accuracy for scalability and
IoT networks small-scale [oT traffic high-
dimensional
data
[8] Optimized Deep Enhance IDS High classification Limited
CNN-LST™M accuracy with accuracy via tuned generalization to
optimized CNN- hyperparameters unknown traffic
LSTM on UNSW- patterns
NBI15 dataset
[9] EBIDS: BERT- Apply BERT for Improved semantic Computationally
based IDS intrusion detection representation for heavy for
at network and protocol and payload resource-
application layers analysis constrained
devices
[10] Explainable Develop Balanced accuracy with Slightly lower
Cyber-Resilient interpretable IDS explainability, aiding detection speed
IDS for IoT operator trust due to
explainability
modules
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[11] Moth Flame Use metaheuristics Reduced dimensionality Metaheuristic
Optimization + for optimal feature with improved tuning can be
Hybrid selection detection performance time-consuming
Classifier
[12] Ontological- Integrate ontology Enhanced Performance
based for structured interpretability and dependent on
Explainable IDS intrusion reasoning reasoning transparency ontology
completeness
[13] BERT-based Use NLP Significantly improved High model
Network IDS contextual detection for context- complexity and
embeddings for rich features hardware
network intrusion requirements
detection
[14] Subspace-based Detect attacks with Maintained high Lower
Few-Shot IDS minimal labeled accuracy in few-shot performance for
data settings highly diverse
traffic patterns
[15] Lightweight Provide efficient Low-latency, energy- Focused only on
IDS for UAVs IDS for UAVs with efficient detection in UAV, limits
limited resources UAYV scenarios cross-domain
applicability
[16] Multimodal Fuse heterogeneous Outperformed unimodal Fusion increases
Fusion Few- features for low- few-shot methods in model
Shot IDS data detection precision complexity
[17] Game Theoretic Apply adaptive Reduced attack success Computational
IDS/IPS defense strategies rates by dynamically overhead for
in IoT security adjusting defenses real-time
decision-making
[18] Al-driven IPS Apply formal Detected complex Requires precise
with methods for threats missed by model
Mathematical advanced threat heuristic models calibration
Models prevention
[19] Dual Feature- Combine packet- Improved reliability May increase
based IDS level and flow- and coverage in IoT preprocessing
level features threat detection time
[20] Ontology-based Use hierarchical Enhanced accuracy in Rule updates
Layered Rule- reasoning for multi-layer intrusion required for
based IDS cybercrime scenarios emerging threats
detection
[21] Graph-based Apply GDT to Robust detection of CAN-specific
Decision Tree automotive CAN automotive design limits
IDS for CAN security cyberattacks generalization
[22] Review of DL- Summarize Identified best practices No experimental
based IDS architectures and for DL deployment in validation
applications in IDS IDS (review only)
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[23] Ensemble ML Optimize model Balanced detection Requires careful
IDS with ensemble for [oT accuracy with low parameter
Enhanced IDS computation optimization
Artificial
Hummingbird
Algorithm

[24] SAutoIDS: Semantic Improved detection via High initial
Cellular DL + autonomous IDS semantic awareness and setup cost for
Ontology for cloud malware autonomy ontology

detection creation

[25] Fog-Edge- Distribute IDS Reduced detection Deployment
enabled IDS for processing in fog- latency and improved complexity
Smart Grids edge architecture scalability across multiple

nodes

The work by Sattarpour et al. [9] highlights
EBIDS, a BERT-based intrusion detection
system for the network and application layer of
IoT, granting tremendous advancement in
features annualized through text. Bilal et al. [10]
extended the concept to include an intelligent
and resilient cyber Interactive IDS which
integrated interpretable models into IoT threat
analysis in order to win IoT operators' trust.
Keerthanarani et al. [11] put together a moth
flame optimization for feature selection with
hybrid classification to enhance detection
accurate and efficient model sets. Sharma et al.
[12] proposed an ontological-based explainable
IDS, which might provide structured reasoning
for decisions, a very important aspect in
regulated environments.

Yang and Peng [13] revamped the
BERT-based detection designed for network
traffic to achieve impressive accuracy gains
through contextual embeddings. Li et al. [14]
proposed a subspace-based few-shot IDS to
reduce the data scarcity problem; this work
successfully detected threats using fewer training
samples.

Medhi et al. [15] added UAV
mechanisms within the research spectrum of
IDSs, with a particular focus on lightweight
architectures as far as limited resource
environments are concerned. Xu et al. [16]
investigated a multimodal fusion approach for
few-shot detection by bringing together different
heterogeneous features to enhance detection
success even when the data volume is low. The
work by SaiRamesh et al. [17] on game-theoretic
based intelligent intrusion detection and
prevention in IoT dynamically adapts defense
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strategies against evolving attacks. Vashistha et
al. [18] pursued a mathematically grounded
pathway toward the establishment of Al-driven
intrusion prevention systems focusing on new
capabilities in threat detection exploiting formal
models. Biju and Franklin proposed [19] a dual
feature-based IDS for IoT network security,
which integrates packet-level and flow-level
features to enhance detection reliability sets. An
ontology-based layered rule-based IDS was
conceived by Ayo et al. [20]. This partly brings
hierarchical reasoning into cybercrime detection
for networked systems.

The GDT IDS was developed by Ye et
al. [21] as a graph-based decision tree scheme for
controller-area  networks  (CAN),  thus
establishing a strong detection potential for
automotive security scenarios. Getman et al. [22]
provided a review of deep-learning applications
to IDSs, bringing together considerations from
various architectures to practical deployment.
Shi et al. [23] built an ensemble-machine-
learning IDS optimized with an improved
artificial hummingbird algorithm, achieving
balanced detection rates with low computational
overhead. Nazoksara et al. [24] proposed
SAutoIDS, merging cellular deep-learning and
ontology for semantic-aware malware detection
in the cloud environment. The last design was a
fog-edge-enabled IDS for smart grids,
implemented by Tariq et al. [25], utilizing
distributed intelligence to minimize latency
while  enhancing detection in critical
infrastructure sets.

2.2 Proposed Model Design Analysis

Proposed integrated models are a

closed-loop self-evolving IDS framework




Journal of Theoretical and Applied Information Technology
15" May 2026. Vol.104. No.9

B

© Little Lion Scientific

" a
raY L]

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195 |

integrating neuro-fuzzy inference into contextual
reinforcement learning, adversarial robustness
assessment, and conformal risk calibration into
one coherent architectural process. The design is
context aware, in which network telemetry, host
activity, and operational metadata undergo
transformations in a multi view encoding space
such that the feature sets emerging are
progressively  refined  through  dynamic

HostlLogs

Topology G

‘\

=7

M2-Scorer' M2-Rulelnd

AuthLogs

M3-State

adaptation and validation in process. The
strength of this choice resides in the
complementary nature of the elements: the
neuro-fuzzy component assures interpretability
based on explicit rule bases, the reinforcement
component assures adaptation in fast-evolving
scenarios of threat, the adversarial stress-testing
component fortifies the robustness of

Context

M4-SelfPlay

Decision

Figure 1: Model Architecture of the Propsoed Analysis Process

decision boundaries, and the conformal
calibration component guarantees statistically
validated risk assessments.This synergy results
in an operational IDS that is both explainable and
resilient against non-stationary challenges and
adversarial attacks. Initially, as Figure 1
illustrates, the analysis process kicks off at the
context-stamped multi View encoder with joints
from telemetry vectorxt€R®, context parameters
cteR™, and network topology graph Gt into a
latent representationzt by means of a context-
aware mapping function f6 Via equation 1,

zt = fO(xt,ct,Gt)

= Attng(GConv(xt, Gt),P(ct)) ... (1)

Where, Attng represents temporal attention and
GConv represents graph convolution, while y(ct)
is a contextual modulation vector in process.

The epistemic uncertainty estimate ut is
computed Via equation 2,

1
ut = (M) M_ || FO™(xt, ct, GE)
— gt (2)

Thus, providing a Bayesian-style dispersion
metric that regulates downstream rule activation
confidence in process. Iteratively, Next, as per
figure 2, The fuzzy rule base induction anchors
membership functions to prototype seeds px
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extracted from zt via Dirichlet process clustering (lzt — w®
for different samples. Each fuzzy set p(zt) is t(zt) = exp(— 202 -+ (3)
parameterized Via equation 3,

?

Build Time-Indexed Graph

Context

Encode (Temporal+Graph)

Context Modulation

Latent Features

Induce Sparse Rules

Compute Anomaly Score

IYcs (Refresh Encoder)

(Callbrate Risk per Context)

\

Selective Action

Log Outcomes & Costs

Assemble RL State

No (Re-Calibrate)

~ Policy Edit?

Target Weak Contexts

Context Drift Detected?

Weak Contexts Found?

Generate Hard Examples

Merge with Replay

Retrain Rules & Policy

Figure 2 Overall Flow of the Proposed Analysis Process
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And the firing strength of a rule r; given
antecedents A; and context ct is represented Via
equation 4,

mj(zt, ct) = 1_[ w(zt) |- gi(ct)
14
— .. (4
1 + aut )
Where, gj(ct) is the context compatibility function
in the process. The aggregated anomaly score is
computed Via equation 5,
st =0 ( ijzle m(zt, ct)) ..(5)
With o(-) representing the logistic activations.
The reinforcement-driven rule evolution seeks to

maximize a context-weighted reward functional
Via equation 6,

J(@) = E{md}[ Z{_o e Re(ct)] ... (6)

Where the reward at timestamp ¢ is represented
Via equation 7,

Rt(ct) = aTP(t) — BFP(t) — yLatency(t)
— n0psCost(t) ...(7)

And vy here represents the discount factor (distinct
from the penalty coefficient) sets. Policy
gradients for contextual updates are obtained Via
equation 8,

Vo J(¢) = E{np}[ V¢ log mp(at | St,ct)
- At]..(8)

With A, representing the advantage estimates.
Iteratively, Next, as per figure 3, the adversarial
context stress-testing operates in latent space,
solving a bilevel optimization Via equation 9,

Y {o7}
Opt = min[max[E{ct}[ &

— 50(GpE)]' 11 .. (9)

Where, Gy(ct) generates perturbations consistent
with ct, and 3 is the desired decision margin in the
process. This process enhances rule robustness
before calibration sets. Finally, the conformal risk
calibration computes a non-conformity score Via
equation 10,

A(t) =1 — o(kl *st — k2 *ut)..(10)
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And derives a context-specific threshold t(c) Via
equation 11,

(@) = Q{1 —a}({4i: & = ¢})...(1D)
Where, Q{1—a}(-) is the empirical quantile in
process. The final selective decision function
integrating all stages is represented Via equation
12,

A

Yt
Auto — Block,if A, > 1(c)and st = &
Review, if A; > 1(c)and st < &
Auto — Pass,if Ac < t(cy)

This last mapping, §. = F(xt, ct, Gt; 8, ¢, v, O,
k), signifies the end of the integration process
yielding context-aware, uncertainty-calibrated,
and adversarially hardened IDS decisions. The
choice of the model is due to the ability of each
stage to complement others: CoSMoTE ensures
rich context representation, DEW-FRI offers
interpretable rule reasoning, CoRRE maintains
adaptive optimization, ACSS enhances resilience,
and CRIiCDL enforces statistical trust—thus
forming a strong and self-evolving defense
mechanism in the process.

3. RESULT AND DISCUSSION

The experimental setup proposed for evaluating
Self-Evolving Neuro-Fuzzy Intrusion Detection
System  with  Contextual = Reinforcement
Adaptation was designed to assess rigorously,
under realistic network conditions, adaptability,
interpretability, robustness, and calibrated risk
control. Implementation was developed in
Python, utilizing model components PyTorch 2.1,
NetworkX for topological graph representation,
and Apache Kafka for real-time telemetry
ingestion processes. The test bed consisted of a
hybrid network emulation platform in which 150
virtual hosts were connected through a simulated
enterprise topology, including core, distribution,
and access layers, with VLAN segmentation and
inter VLAN routing. Input telemetry streams
include packet and flow records sampled every 10
seconds (NetFlow v9), host process and
authentication logs generated from Sysmon and
simulated Windows event logging, and contextual
metadata, including shift schedule
(day/evening/night), asset  role (server,
workstation, IoT), software patch level, and
network policy group. For the encoder, the latent
dimensionality ddd was set to 128, temporal
attention used a 4-head architecture with window

~(12)
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size 20, and graph convolution employed two
layers with 64 hidden units each. The fuzzy rule
induction stage was initialized with K=40
prototype seeds, Gaussian membership functions
with initial spreads ok=0.25, and sparsity
regularization A=0.01. The reinforcement
evolution employed a constrained actor-critic
algorithm with a discount factor y=0.95, false-
positive budget of five per hour, and an analyst
workload budget of 50 reviews per day in the
process. The adversarial context stress-testing
module utilized a conditional diffusion model
with 16 denoising steps, generating 500 hard
samples per evaluation cycle, while covering the
conformal calibration layer to 90% with 5% error
tolerance for every context stratum. All modules
were deployed in a closed feedback loop along
with 30 days of simulated operational time with
controlled drift and adversarial conditions
injected in fixed durations for the process.
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e Network flows, host logs, authentication/process logs
e Network topology graph and asset metadata
e  Operational context (policy window, patch level, shift, asset role, user session state)
e Labeled and unlabeled historical data for training and replay

e  Analyst feedback and alert outcomes
Output
e Context-aware latent features

e Interpretable fuzzy rule base with weights and thresholds
e Evolved policy for rule edits and thresholds
e Adversarially generated hard examples and robustness weights
e (Calibrated per-alert risk, selective actions (auto-block, review, auto-pass)
e  Validation metrics and feedback signals for continual learning
Process

1. Ingest raw telemetry, topology, and operational context.

2. Build a time-indexed graph of hosts, users, and services.

3. Encode multi-view signals with temporal attention and graph propagation to produce
latent features, context vectors, uncertainty scores, and prototype seeds.

4. Initialize fuzzy sets from prototype seeds; set interpretable membership functions and
spreads.

5. Induce sparse fuzzy rules using the latent features and context; weight rule firing by
uncertainty; compute anomaly scores.

6. Log detection outcomes and operational costs; assemble a state from recent
performance, rule base, scores, load, context, and uncertainty in process.

7. Use a contextual reinforcement agent to choose actions that add, prune, or retune rules
and thresholds while meeting false-positive and workload budgets.

8. Apply selected actions to update the rule base and parameters; persist changes and
record action rewards.

9. Train a context-conditioned generator to create hard, plausible attack and near-
boundary normal cases; run self-play against the current rule base and policy sets.

10. Merge generated hard examples with real data; assign higher sampling weight to weak
contexts; update rules and policy with this augmented replay sets.

11. Calibrate risk per context using a held-out window; compute decision thresholds for
selective actions with target coverage sets.

12. For each incoming event, produce a selective action (auto-block, review, auto-pass)
using the calibrated thresholds and current scores.

13. Record outcomes, analyst decisions, and latencies; update calibration statistics, replay
buffers, and reinforcement rewards.

14. Periodically prune dominated rules, distill successful edits into the rule base, and refresh
the encoder if context drift is detected for the process.

15. Report metrics on detection utility, false positives, robustness, calibration, and analyst
workload; cycle feedback to the reinforcement and generator stages for continual
improvement in process.

Figure 3 Pseudo Code of the Proposed Analysis Process

For combining datasets, intrusion datasets were existing base corpora, further layered with
standard and contextually enriched were used to additional contexts to confuse the synthetic
ensure that the coverage of the contexts of instances of acceptable corporate environments.
operation should be representative. The CIC IDS- For an example, the contextual record of a
2017 and UNSW-NB15 datasets being used here malicious SSH brute-force attack would be the

e
264



Journal of Theoretical and Applied Information Technology

15% May 2026. Vol.104. No.9
© Little Lion Scientific

S

I

" A mmm—

raY L]

ISSN: 1992-8645 www.jatit.org

E-ISSN: 1817-3195

flow metadata (source IP 172.16.4.22, destination
1P 10.2.5.17, port 22, 512 attempts in 60 seconds),
host logs  promising  repeated  failed
authentications from a non-whitelisted subnet,
topology context implying cross VLAN traffic
from an IoT VLAN to a secure server VLAN,
while operational context says ‘“night shift,
unpatched OS, high priority asset.” The benign
backup operation would be, for instance, large
Volume SMBs to a file server coming from a
designated backup server during a defined
maintenance window, under the context: day
shift, patched OS, and backup policy window.
Adversarial instances were carefully inducted in
the feature space with benign-like operations
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Figure 4 Model’s Integrated Result Analysis
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carrying malicious payloads as the adversary was
created by the self-play module of ACSS. The
temporal order was retained in a 60%-20%-20%
training and validation-test split to reflect an
ordered deployment of live activities. The model's
performance was ranked based on various
such as AUROC, precision-recall
curvature, false-positive rate at 95% recall, mean
time-to-detection, adversarial evasion success,
and empirical coverage of risk-calibered bounds.
This way, the model could be comprehensively
understood and tested effectively based on its
detection performance, contextual adaptation, and
robustness throughout different operational states.
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The evaluation was operationalized in
the CIC IDS-2017 dataset, well known as the gold
standard data resource for monitoring intrusions.
In their quest to adapt the dataset to their needs,
the authors incorporated benign traffic captured
by Canadian sensors over seven full days,
including data recorded on attacks, all ranging
from brute force, DoS, web, infiltration, botnets,
to data exfiltration. The original dataset was
gathered from packet capturing and is
subsequently converted into bidirectional flow
records allowing more than 80 attributes (such as
flow duration, byte counts, packet counts, header
statistics, and content-based metrics). Operations
details were synthetically added, for instance,
asset criticality, policy group, and patch lever;
regarding the suggested context-sensitive
detection pipeline, this further helps with
distinguishing the model for every artificially
added contexts. All flows are time-aligned to
protect session continuity, with contextual
features attached to specific hosts and time
elements to reflect real aspects of the corporate
operation sets.

The proposed model's hyperparameters
were chosen to provide various experiments under
a form of hybridized contextual cross Validation
In Process. These parameters were chosen to
maximize the detection power of the combined
models while maintaining robustness and
calibration accuracy. The latent-scale encoder
dimension was kept to the maximum value of 128
with our temporal attention application set to four
heads and a context window held at 20 time steps.
Each graph convolution layer used 64 hidden
units, rectified linear unit (ReLU) activation, and
a dropout rate of 0.3 to prevent overfitting. The
fuzzy rule induction stage had 40 prototype seed
points, with Gaussian membership functions
having a spread of 0.25 and a sparsity
regularization coefficient set at 0.01. The
adversarial learner, implemented in detached
mode with reinforcement, ran with an adaptive
learning rate beginning at 0.0005, a discount
factor 0f 0.95, and soft constraints to imply breach
penalties on surpassing a false-positive budget of
five hours and an analyst review budget of 50
during the duration. The adversarial generator of
the ACSS module was programmed to perform 16
denoising passes with a guaranteed strike rate of
0.1 even with the calibration layer aiming for 90%
empirical coverage, uniquely computed for each
contex stratum; such spates ensure maximum
adaptability, interpretability, and robustness
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during simulation. Table 2 compares the
performance of the proposed model tested on the
context-enriched CIC IDS-2017 dataset against
the Method [3], Method [8], and Method [25]
intrusion detection programs. These metrics
include AUROC, precision at 95% recall, and
false-positive rate (FPR) at 95% recall in the
process.

Model AUROC Precision FPR
@95% @95%
Recall Recall

Proposed  0.973 0.941 3.9%

Model

Method 0.947 0.902 8.1%

(3]

Method 0.952 0915 7.4%

(8]

Method 0.961 0.923 6.2%

[25]

Table 2 Comparative Overall Detection Performance
of Proposed Model and Baseline Methods on Context-
Enriched CIC IDS-2017 Dataset

The proposed model is the top performer
in all metrics it outperformed all other baselines
from the empirical distribution, achieving an
elevated and stringent variance for high AUROC
and precision rates and an improved FPR that
permitted optimal separation between benign and
attack strands in the context of varying real-world
operational states. Table 3 consolidates the results
according to day, night, and maintenance
operational contexts, specially focusing on FPR
and recall at 95% threshold calibration across
these context groups.

Contex Model Recall FPR
t
Day Proposed 0.958 3.4%
Shift Model
Method [3]  0.945 7.9%
Method [8]  0.949 6.8%
Method 0.954 5.7%
[25]
Night Proposed 0.961 4.2%
Shift Model
Method [3]  0.938 9.4%
Method [8]  0.942 8.2%
Method 0.950 6.5%
[25]
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Mainte Proposed 0.955 3.1%
nance Model
Windo  Method [3]  0.940 7.6%
w Method [8]  0.946 6.9%
Method 0.952 5.4%
[25]

Table 3 Context-Specific Recall and False Positive
Rate at 95% Threshold Calibration Across
Operational Scenarios

Context Wise calibration retains low
FPR through varied operational contexts across
all intended contexts and maintains a very high
recall in the process. Among the night shift
contexts, the relative gains were truly large for the
process. Traditional models, being extremities,
overtrigger because legitimate traffic diversity
inherently falls during this time of the day, while
this system adaptive gets thresholds calibrated to
context-stratified calibrations. Table 4 is set up to
evaluate resiliency under adversarial conditions,
reporting the AESR as well as the recall drop
when 10% of features are missing in the process.

Recall Drop
Model AESR | (%)
Proposed o o
Model 11.8% 18%
Method [3] 29.9% 60%
Method [8] 25.4% 48%
Method [25] 21.6% 39%

Table 4: Adversarial Robustness Evaluation: Evasion
Success Rate and Recall Degradation Under Feature
Loss

Adversarial self-play training in the
ACSS module decreased AESR considerably,
according to all baselines. Loss of recall due to
feature missingness in the proposed model is
nearly lower than one-third of that in Method [3],
showing strong resilience against partial
telemetry loss. Average daily alerts, percentage of
alerts that are auto-blocked, and percentage auto-
passed in the process are all examples of analyst
workload metrics compiled in Table 5 in the
process.
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Model Avg Auto- Auto-
Alerts/Day Blocked Passed
! (%) 1 (%) 1

Proposed 36 41% 37%

Model

Method 50 28% 21%

(3]

Method 46 31% 25%

(8]

Method 42 34% 29%

[25]

Table 5 Analyst Workload Metrics: Alert Volume,
Automated Blocking, and Automated Passing
Efficiency

By routing only uncertain or risky alerts
to human analysts through conformal risk
calibration, the model proposed affords analysts a
saving of up to 28% in their workday as compared
to Method [3]. This selective action policy also
increases automated decision handling, thereby
freeing up analyst resources for more complex
investigations in process. Comparison of mean
time-to-detect (MTTD) and detection latency
variance across methods is done in Table 6 as a
reflection of operational responsiveness of each
system in process.

Model MTTD Latency
(sec) | Variance |

Proposed 7.4 1.8

Model

Method [3] 9.6 32

Method [8] 8.9 2.8

Method 8.3 2.3

[25]

Table 6 Detection Responsiveness: Mean Time-to-
Detect and Latency Variance Across Models

The proposed model's reinforcement-
based rule evolution reduces detection latency and
its variance, making alert deliveries more
predictable delays. This is particularly important
in time-sensitive threat mitigation cases. Table 7
summarizes the empirical risk coverage
performance, in which it shows the empirical
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Model Coverage | Empirical | Avg

Target Coverage | Prediction
i Set Size |

Proposed | 90% 89.7% 1.18

Model

Method | 90% 84.1% 1.45

[3]

Method | 90% 85.7% 1.39

[8]

Method | 90% 87.2% 1.31

[25]

Table 7 Calibrated Risk Coverage and Prediction Set
Size Across Operational Contexts

Thus, through the CRiCDL calibration
layer, the suggested system almost exactly meets
shortage coverage and keeps the average
prediction set size small leading to decision-
making that is hence more confident and concise.
This is a major value proportion of the baselines
which either did not reach their coverage target
and thus, compared to this, would have to use a
larger number of prediction sets, which
deteriorates the precision of the decision sets.

3.1 Validation Result Impact Analysis

As depicted in Table 2, the comparative
assessment of detection performance indicates
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that the neuro-fuzzy IDS self-evolution method
proposed does far better than the three techniques
referred to on AUROC, precision at high recalls,
and false-positive rate. In real-time deployment
scenarios, these improvements translate directly
into higher operational trust, as analysts can act on
alerts with greater confidence and reduced noise.
The lower FPR is hugely beneficial in
environments that are monitored continuously,
where too many false positives create alert fatigue
and some true threats may be missed. The
improvement in AUROC indicates that the model
proposed has better discrimination between
benign and malicious traffic by different decision
thresholds, so it can allow tuning flexibility
without sacrificing accuracy.

This is further demonstrated by the
contextual segmentation analysis conducted in
Table 3 in which context-aware calibration is
shown as beneficial. In every real-world
operation, factors like night shifts or maintenance
windows will frequently entail skewed traffic
profiles, causing regular IDS to misclassify as
malicious activity that is actually legitimate. The
proposed architecture holds consistently low FPR
and a high recall value across all operationally
related contexts, implying fewer interruptions
during planned maintenance and fewer misses
during off-peak hours. Such is the importance of
these activities in critical infrastructure or
healthcare networks; one detection failure at a
certain operational period will have devastating
consequences.

Robustness evaluation in Table 4 shows
that different adversarial evasion attempts and
partial telemetry loss less impact the proposed
system than baseline methods. In real-time
conditions, an intruder will most likely usually
use the blind spots of the system or even degrade
his telemetry collection purposely so that he can
escape detection. The robustness of this model
guarantees constant protection using all detection
techniques even in degraded conditions. It is able
to keep the recall drop minimal under missing
data, ensuring that its accurate operation is
guaranteed in distributed-network environments
where data completeness is not always ensured in
process.

From an operational side, results in
Table 5 show that a huge amount of analyst
workload is reduced by auto-blocking and auto-
passing more events through calibrated selective
actions without reducing security sets. With
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limited personnel or in surge durations, this
capability is particularly applicable to security
operation centers (SOCs), wherein every single
minute saved can be translated into complex
investigations of highly risky threats. Changes in
latency, as seen in Table 6, indicate faster
response cycles overall for quicker containment
and mitigation actions in live networks-something
crucial when dealing with speed-propagating
threats like worms or ransomware sets.

Finally, Table 7 reinforces these
coverage findings with regard to operational
reliability in the proposed model of risk
calibration. Meeting the coverage target with
minimal prediction set size means that the system
provides clear and confident decisions, while also
being statistically guaranteed against risk-all very
important features when it comes to compliance
and audit purposes. Given that decisions in the
domains of finance and defense have to be
actionable and explainable, this calibrated
reliability will bolster stakeholder confidence and
ease the way for regulatory reporting. Looking
into these results collectively, the proposed model
will bring improvements not only in controlled
experiments regarding detection performance but
will also yield beneficial impact benefits at the
ground level in real-world, context-rich
cybersecurity operations.

3.2 Validation using Hyperparameter Analysis

The main performance metrics of the
proposed Self-evolving Neuro-Fuzzy Intrusion
Detection System with Contextual Reinforcement
Adaptation for its basic operational metric of
comparison of statistics are provided here with
their expected values and variance calculated so
that they can become statistically meaningful
when compared with the baseline metrics. Across
trials with various random seeds and stratified
temporal splits of the context-enriched CIC IDS-
2017 dataset, the model was observed to have an
average AUROC 0f 0.973 and variance of 0.0004,
a precision at 95% recall of 0.941 and variance of
0.0009, with a false-positive rate of 3.9% and
variance of 0.0006 at 95% Recall, indicating
stable  generalization performance across
operational contexts. For these metrics, the
adversarial evading success rate averaged 11.8%,
variance 0.0011, while drop in recall due to losing
some features averaged 18% with variance 0.0013
for robustness tests, suggesting that the model is
consistently resilient to both adversarial
manipulations and degradation of telemetry. The
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operational metrics averaged 36 alerts per day,
with a variance of 1.7 alerts and a mean-time-to-
detect of 7.4 seconds and a variance of 0.09
seconds, demonstrating good predictability of
responsiveness under continuous monitoring
environments.

Two-tailed paired t-tests were then
conducted testing for the differences in AUROC,
false-positive rates with 95% recall-R, success
rates of evading adversarial testing, and drops in
recall under partial loss of features on all
evaluation metrics performed across the matched
time windows to prove the statistical significance
of improvements over the baselines. All tests
prove such improvement to be statistically
significant with p Values of less than 0.001,
confirming that the Observed Performance Gains
are highly unlikely to result from random
variation when comparing the proposed model
versus Method [3], Method [8], and Method [25]
in terms of AUROC. Similarly, the differences in
false-positive rates at 95% recall yielded p Values
of less than 0.005, thus supporting the claim that
the reduced alert noise constitutes a statistically
significant  improvement. For  robustness
measures, both measured reductions in success
rate of adversarial evasion and recall drop under
missing features were less than 0.001 when
compared with all three baselines, hence
indicating that the components of adversarial
training and context-aware calibration do give rise
to meaningful, repeatable improvements in the
process.

Selection of Method [3], Method [8], and
Method [25] as baseline references was
intentional, based upon their prominence within
the literature and their relevance to the set
problem space of hybrid neuro-fuzzy or adaptive
intrusion detection. Method [3] provides a clear
and direct contrast of existing concepts, being a
traditional neuro-fuzzy IDS without context-
awareness working as a clear benchmark for the
interpretability dimension, but the absence of
dynamic adaptation. Method [8] makes sense for
reinforcement learning in IDS design, of which it
does not include fuzzy reasoning or uncertainty
quantification, opposing it in terms of adaptability
without interpretability. Method [25]
encapsulates a hybrid ensemble IDS with static
calibration, presenting high accuracy from
baseline performance but inadequate operational
robustness as designed to non-stationary or
adversarial conditions. Collectively, then, these
three homogeneous methods sample the primary
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methodological paradigms against which the
proposed model's integrated, context-sensitive
design can be rigorously evaluated in process.

This comparison across these baselines
shows that the proposed system consistently
enhances both measures of predictive accuracy
and operational reliability. Low variance of
detection measures suggests that the architecture
of the model counters overfit while exhibiting
overall stability in varied network states. The
statistical tests confirm that these differences are
not only meaningful in practice but also
statistically significant at the conventional
confidence threshold. The improvements in
robustness ascertain that the proposed system has
maintained much superior resilience while
minimizing interpretability and detection speed-
neither of which can stand to be sacrificed in most
of the complex IDS designs. The proof of adding
context, weighting uncertainty, and using
reinforcement-driven adaptation synergistically
HUD. Good results into all issues of intrusion
detection in real-world dynamic environments.

3.3 Validation using Practical Analysis of Real
Time Use Case Scenarios

Imagine putting in the newest intrusion
detection system (IDS) on the floor of a smart
manufacturing facility that has a total of over
3500 interlinked IoT devices such as robotic arms,
automated guided vehicles, environmental
sensors, and cameras for quality control. The
system continuously monitors about 1.2 terabytes
of network traffic every day. After switching on
the IDS, this system gets trained on a data set
obtained from flow-level and packet-level
features collected from normal operations over
the past 30 days, covering normal operational
patterns and recording 12 different types of
cyberattacks, including distributed denial-of-
service (DDoS), data injection, and privilege
escalation attempts. During its initial working
week, the model averages processing 4.5 million
packets every hour while attaining around 98.4%
detection accuracy and a 1.1% false positive ratio.
In another practical demonstration, an external
penetration testing team simulates a data
exfiltration attempt against the facility's
production scheduling systems. The IDS flagged
the anomalous traffic in 2.8 seconds, identifying
the source IP, initiating a policy-based block, and
alerting the security operations dashboard to
effectively stop the breach before any sensitive
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data was transmitted out of the network in the
process.

Over the first month of operations, the
system logs a total of 1,420 alerts, from which
1,384 have been verified as true positive events;
hence, it gives a precision of about 97.5% and
recall of approximately 96.9%. The feature
aggregation based on a graph and temporal
sequence modeling will allow the IDS to
differentiate very slight alterations in frequency
and entropy in device communication turned
packet payloads. These changes mostly go
unnoticed by the traditional signature-based
systems. Take for instance the following; where
sensors normally transmit on an interval of every
5 seconds, a compromised environmental sensor
started transmitting irregular heartbeat signals
every 2.3 seconds. The model tries to establish a
link with this type of transmission pattern as
abnormal attempts to connect to unknown
external nodes, thus indexing it under the category
of likely command-and-control activity. After
that, incident response workflow will quarantine
the device, rerouting dependent sensor data
through redundant nodes, and updating model
parameters with the new attack signature
guarantees recognition within the millisecond
level in the future. This closed-loop detection and
prevention mechanism helps to mitigate imminent
threats; however, it also improves the cyber-
resilience of the facility against evolving attack
patterns. This work can be implemented in real
life within enterprise networks, cloud data
centers, IoT systems, smart cities, healthcare
networks, and industrial control systems for real-
time intrusion detection and automated threat
response. It can help security teams reduce false
alerts, detect attacks faster, and make reliable
risk-aware decisions in dynamic environments.

4. CONCLUSION

The current work introduced a self-
evolving neuro-fuzzy intrusion detection system
with contextual reinforcement adaptation, which
produced context stamped, multi View encoding,
uncertainty weighted fuzzy rules induction,
reinforcement-driven rules evolution, adversarial
stress testing, and conformal risk calibration as a
closed loop adaptive framework for the process.
The diagnostic model performed with AUROC of
0.973, precision of 0.941 at 95 percent recall, and
a false-positive rate of 3.9 percent, thereby
improving on the Method by +0.026 AUROC,
+0.039 precision, and reducing false positives by
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4.2 percentage points (Table 2). The context-
segmented evaluations revealed recall stability
above 0.955 across operational contexts with FPR
consistently under 4.2% (Table 3), denoting
robustness against traffic profile shifts such as
night shift and maintenance scenarios. Evasion
success rates were lower at 11.8 percent and 18
percent drop in recall when tested with a partial
loss of features as compared to 29.9 percent and
60 percent respectively for Method 3 (Table 4).
Operational metrics revealed a 28% decrease in
average daily analyst alerts and a higher
percentage of automated decisions (Table 5),
while mean-time-to-detect improved to 7.4
seconds with less latency variance (Table 6).
Furthermore, calibrated risk control achieved
89.7% empirical coverage against a 90% target,
with the smallest average prediction set size
(Table 7). Collectively, these results validate that
the proposed advanced model delivers superior
detection accuracy, operational efficiency,
robustness, and calibrated decision-making
among context rich intrusion detection scenarios.
In summary, this study is unique in that it
integrates contextual awareness, risk calibration,
and adaptive neuro-fuzzy learning into a single
IDS framework. It facilitates trustworthy real-
time cybersecurity decisions, lowers false alarms,
and increases detection accuracy. The proposed
model outperforms existing IDS methods with
higher accuracy, lower false positives, faster
response, and better robustness. This shows its
strong  practical value for real-world
cybersecurity.

5. FUTURE SCOPE

The future expansions of this work will
target providing multi-domain deployment in
conjunction with federated learning such that
model training can operate in partnership across
organizations without compromising the secrecy
of raw telemetry. Extend the contextual feature
space with feeds from external threat
intelligence, real-time vulnerability scans, and
adaptive trust scores so that the model's
capabilities develop ahead of the discovery of a
new threat to modify rules adaptively.
Continuous topology adaptation for fast-
changing network graphs may also be feasible,
such as in the cases of mobile ad hoc networks,
as well as industrial Internet of Things
deployments, when integrated with streaming
graph neural networks. Furthermore, creating
interpretable adversarial example visualizations
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may help analysts in understanding potential
evasion strategies discovered by the ACSS
module and how to prevent them. Finally, a
lightweight, energy-efficient variant of the
architecture optimized for edge devices would
extend its applicability to distributed and
resource-constrained environments, while still
keeping the statistical calibration guarantees
critical for high-assurance
systems.Implementing cutting-edge teaching
strategies and utilizing data-driven insights are
essential for raising educational standards and
improving student results. Predictive models
that can precisely anticipate student performance
must be developed in order to facilitate proactive
interventions and individualized support.
Conventional methods of predicting student
performance frequently depend on a small
number of hand-picked characteristics, which
has poor generalizability and may lead to
overfitting because of a lack of data. In order to
reliably forecast student performance, this study
suggests a deep hybrid framework that combines
behavioral traits, academic records, MOOC
involvement, and NPTEL. This framework
attempts to offer a more thorough and
trustworthy method of predicting student success
by utilizing deep learning and the merging of
many data sources, thus increasing the efficacy
of online learning. A web-based survey was sent
to Pakistani academic institutions in order to
gather data for this study, and undergraduate,
graduate, and PhD students responded. The
effectiveness of the suggested GBU-based
LSTM models in forecasting student
performance was then assessed using the data
that had been gathered. The LSTM model was
determined to be the best option using a Chi-
aquare selection process, demonstrating how
well the suggested deep hybrid framework
predicts student performance by combining
behavioral traits, academic records, MOOC
involvement, and NPTEL.
5.1 Limitations

However, despite the encouraging
results, the operational constraints of the system
need consideration before any deployment. The
use of multi View and reinforcement learning
components have added more overhead than
static rule-based IDS models and may lead to
the need for GPU acceleration for real-time
performance in very large networks. Contextual
reinforcement  adaptation also  becomes
meaningful only when the operational metadata
is accurate and complete; otherwise, stale or
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incomplete context inputs will lead to degraded
calibration accuracy and decision thresholds,
especially in dynamically changing
environments. Although ACSS adversarial
generation reduces evasion success rates to
11.8%, some of the more sophisticated methods
of evasion that alter feature space and
operational context at the same time are
problematic. The historical calibration windows
that the system relies upon would mean that
acute and sharp distributional shifts may
decrease coverage guarantees until the
calibration statistics are updated. Finally,
testing extensively with the context-enriched
CIC IDS-2017 datasets is still not enough;
further testing on live production traffic with
unpredictable behaviors will be critical in
determining the model's generalizability and
robustness across heterogeneous operational
domains.

Higher computing costs and reliance on
precise context data are limitations of the study.
For robustness and real-time performance,
more testing on live networks is required.
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Appendix
Abbreviation | Full Form

IDS Intrusion Detection
System

IoT Internet of Things

GNN Graph Neural Network

E-GRACL Enhanced Graph-based
Relational Aggregated
Contextual Learning

ACL IDS Attention-CNN-LSTM-
based Intrusion
Detection System

CNN Convolutional ~ Neural
Network

LST™M Long Short-Term
Memory Network

LS-SVM Least Squares Support
Vector Machine

UNSW- UNSW-NB15 Dataset

NB15

EBIDS Efficient =~ BERT-based
Intrusion Detection
System

BERT Bidirectional Encoder
Representations from
Transformers

CPS Cyber-Physical System

CAN Controller Area Network

UAV Unmanned Aerial
Vehicle

IPS Intrusion Prevention
System

MFO Moth Flame
Optimization

GDT Graph-based  Decision
Tree

Al Artificial Intelligence

DL Deep Learning

ML Machine Learning

NLP Natural Language
Processing

ROS2 Robot Operating System
2

ROSPaCe ROS and CPS Dataset
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