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ABSTRACT 

With the growing adoption of cloud computing, the challenge of dealing with advanced cyberattacks, 
especially malware, becomes increasingly significant for protecting data consistency and service reliability. 
In this paper, we present a smart and scalable architecture for detecting malicious attacks in real-time within 
the dynamic cloud environment. The architecture leverages a multi-tiered approach to feature extraction that 
covers static, dynamic, and network-based telemetry and processes this information using a combination of 
machine learning algorithms such as Logistic Regression, Decision Trees, and Isolation Forest. For added 
resilience and minimized false detections, the architecture features an auto-recovery auto-activation scheme 
and an integrated cryptographic architecture that safeguards individual nodes from malware threats. We 
validate the efficacy of our design through experiments using standard malware data sets, yielding an 
accuracy of 96.4% while keeping the false positive rate at 2.1%. Moreover, our architecture improves 
resource efficiency by 18% under load conditions due to intelligent workloads distribution. Through 
precision-based threat detection and QoS-driven service delivery, our proposed solution ensures adequate 
security in modern cloud infrastructure. 

Keywords: Cloud Security, Malware Detection, CNN-LSTM Architecture, Feature Engineering, QoS-Aware 
Systems. 

1. INTRODUCTION 

Within the modern digital environment of cloud 
computing, providing consistent security and good 
performance presents itself with a number of 
difficulties. Traditional security measures are 
known for their lagging reactions and insufficient 
ability to address fast-changing malware, which 
may lead to performance issues and decreased user 
confidence. In addition, ensuring high quality of 
service (QoS) in highly dynamic multi-tenant cloud 
architectures necessitates a proper balance of 
latency and resource utilization, among other factors 
[1]. This paper discusses an innovative solution, 
which unifies malware detection with real-time 
performance management. The proposed approach 
employs an intelligent, self-aware system to 
implement QoS and identify potential threats using 
advanced analytics and monitoring of the cloud 
environment. The core element of the proposed 
system is an intelligent hybrid neural network 
capable of analyzing telemetry and file/network 
traffic in order to promptly recognize and eliminate 
any threats without disrupting system performance 
[2]. It achieves this goal through dynamic 

provisioning and real-time streaming capabilities 
that allow for satisfying all service requirements 
under any condition, including those associated with 
increased loads and malware attacks [3]. 

On the other hand, the fast pace of development in 
cloud computing technologies brings with it some 
major security issues that pose a considerable threat 
to the security and QoS of distributed cloud-based 
systems. Attacks conducted via multi-tenancy, cloud 
architecture, and dynamic scalability are especially 
dangerous. Current malware detection strategies 
relying on either behavioral or signature techniques 
often prove ineffective for cloud environments 
because of inherent latency and scalability issues 
[5]. In addition, these approaches fail to detect new 
types of malware attacks. Increasing the importance 
of QoS implies that cloud providers have to comply 
with service level agreements (SLAs). As such 
services become more complex, the environment 
becomes more dynamic. In order to counterbalance 
malware attacks and ensure high QoS levels, 
intelligent cloud systems are necessary. In 
particular, intelligent solutions may be required 
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under circumstances of increased workload and 
malware attacks [6]. 

1.1 Service Quality in Cloud Computing 

Cloud computing makes it easy for users to get 
shared resources by using a network-driven, 
service-oriented design that gives them computer 
infrastructure when they need it. This environment 
makes it possible for delivery models like Software 
as a Service (SaaS), Platform as a Service (PaaS), 
and Infrastructure as a Service (IaaS). You can put 
these in public, private, hybrid, or community-based 
places [7]. With public IaaS platforms, you may use 
virtual machines, bandwidth, and storage space 
from anywhere in the globe. As service providers 
fight to improve performance and cut prices, it is 
becoming harder for users to choose the best 
services that meet both functional and non-
functional needs. This competition is especially 
obvious among big corporations like Amazon, 
Google, and IBM, who all offer the same kinds of 
services [8&9]. Latency, dependability, throughput, 
and security are all examples of Quality of Service 
(QoS) indicators that are key benchmarks that assist 
users make decisions [10].  

Trust is a key factor in choosing a service, as it 
shows that the user believes the provider is honest 
and effective. Reputation-based trust systems have 
been incorporated into the most popular e-
commerce platforms, which indicates how crucial it 
is to get feedback on a regular basis. You may 
objectively assess how safe cloud computing is by 
comparing the QoS runtime measurements to the 
values promised in Service Level Agreements 
(SLAs)[11].  

 

Figure 1: AN AI – Powered Framework for Real – Time 
Malware Analysis and Detection in Cloud Environments 

to Enhance Security and QOS. 

Reliability can also be measured by requesting 
others to provide reviews. Traditionally, trust 
models have been concerned with only one aspect 
of trust, but now there is increasing interest in 
combining user reputation with performance 
metrics. In this study, we develop a novel model of 
artificial intelligence-based trust evaluation where 
the ATV score for each provider can be calculated 
dynamically by considering observed aspects of 
QoS, processing speed, and the validity of feedback. 
This system promotes an adaptive mechanism for 
selecting reliable cloud providers, maintaining high 
standards of service performance at the same time 
through decision-making based on QoS parameters 
[12&13]. 

1.2 Scope and Significance  

The purpose of this study is to create an integrated 
approach capable of tackling two major concerns 
related to cloud computing: real-time malware 
detection and high-level service quality 
management. Given the rising number of enterprises 
that use the power of cloud computing to host 
confidential data and carry out their core business 
activities, ensuring the security and stability of 
cloud systems have now become essential factors to 
consider. The proposed approach is created 
specifically to function in complex cloud 
environments characterized by variable workloads, 
different consumer demands, and cyber threats, 
which could cause fluctuations in cloud operation. 
The suggested solution uses telemetry-based 
analysis, a combination of neural networks for threat 
identification, and dynamic Quality of Service 
(QoS) management to provide real-time malware 
detection without affecting the service itself. The 
novelty and importance of this study consist in its 
capacity to simultaneously guarantee security and 
maintain high levels of performance, which cannot 
be achieved with the help of other existing 
approaches used to protect clouds from external 
attacks. The model provides cloud service providers 
with valuable insights into their systems' security 
status using real-time performance indicators, client 
opinions, and the response time of cloud services 
[14]. 

1.3 Statement of the Problem 

Today, in modern cloud-based computing systems, 
maintaining high levels of security together with 
good Quality of Service (QoS) is one of the most 
difficult tasks, as evidenced by the findings of 
modern researches. According to recent literature, 
conventional malware detection techniques, which 
include both signature- and behavior-based 
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approaches, function independently and reactively 
only after the attack. This poses significant 
limitations in terms of dealing with sophisticated 
malware such as zero-day or polymorphic threats 
while at the same time affecting the system's 
performance and functionality. Modern 
investigations show that various machine learning 
algorithms that improve detection rates tend to lack 
real-time adaptation and do not integrate with QoS 
management processes. Also, current approaches 
rarely use trust assessment techniques based on both 
system's performance parameters and user 
experience, which is becoming an increasingly 
important factor for cloud services selection. 
Therefore, there is a clear deficiency of research on 
unified techniques that combine malware detection 
and management of both QoS and trust levels. This 
highlights the necessity to design and implement a 
unified approach to the problem of detecting threats 
in real-time, sustaining service performance in case 
of mitigation actions, and dynamically assessing 
provider's trust levels [15, 16]. 

1.4 Objectives  

In this work, we develop a framework for real-time 
malware detection based on hybrid deep learning 
models for detecting malware based on system 
telemetry, network, and file activities. This research 
also includes dynamic Quality of Service (QoS) 
mechanisms that monitor service performance 
factors such as latency, availability, throughput, and 
resource usage under both normal and threat 
scenarios. Additionally, the proposed framework 
adopts a resource provisioning approach that 
guarantees the continuous service performance 
despite the threat operation process in cloud 
environments. A trust model for assessing the 
trustworthiness of cloud services is developed based 
on an objective measurement of QoS according to 
the SLA and a subjective assessment provided by 
the end-user. The main idea here is to have minimum 
effects on the performance of cloud services while 
detecting threats in order to continue providing 
services safely and efficiently. Evaluation of the 
proposed framework is performed using real-life 
datasets where the performance evaluation is 
assessed from the perspective of detection accuracy, 
response time, and system efficiency and user trust. 

1.5 Contributions 

Past research efforts focus on addressing individual 
concerns such as the accuracy of malware detection 
mechanisms, QoS optimization or trust analysis in 
isolation without providing an integrative and 
adaptable framework encompassing all of these 

aspects. This paper attempts to fill this research void 
with an innovative design of a self-adapting 
architecture, capable of overseeing, in real-time, 
threats detection, QoS management and trust 
evaluation processes. 

The main intellectual contributions of this research 
are: 

(i) development of an integrated solution that would 
unify security and QoS management issues, which 
were mostly considered separately in previous 
literature; 

(ii) application of a hybrid detection mechanism 
combining telemetry analytics, deep learning and 
machine learning techniques, enhancing the overall 
solution reliability; 

(iii) inclusion of a dynamically controlled QoS-
aware resource management strategy that ensures 
uninterrupted operation during security processing; 
and 

(iv) design of a real-time trust evaluation method 
using metrics based on the Service Level Agreement 
(SLA) specifications, supplemented by user 
reviews. 

These knowledge advancements prove that the 
aspects of security, performance and trust are 
interrelated and could be co-managed within one 
adaptive system. Significance of this research stems 
from the potential that would allow implementing 
reliable and high-performing cloud infrastructures, 
pushing the research frontiers and adding practical 
value to the field. 

2. RELATED WORK  

There are several recent studies focusing on real-
time malware detection and Quality of Service 
(QoS) provision within clouds. For example, 
Yzzogh and Benaboud [17] provided an in-depth 
investigation of different machine learning-based 
approaches for intrusion detection in software 
defined networks, laying the foundation for 
applying artificial intelligence techniques within 
adaptive cloud architectures. Alongside, Prizio [18] 
offered a simulation study of the Hadoop 
Distributed File System through CloudSim 
framework, which proves the importance of 
conducting experiments in controlled environments 
when assessing various detection algorithms under 
changing loads. Mateo-Fornes et al. [19] suggested 
a decision-based model of SLA that allows SaaS 
providers to maintain the level of service 
performance and availability, thus proving the 
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effectiveness of intelligent policy-based approaches 
to QoS assurance. Meanwhile, Zheng et al. [20] 
proposed a new approach to cloud services selection 
based on their QoS features along with the 
integration of trust factor into the process. This 
approach was further elaborated upon by Wang et al. 
[21] who suggested user preference clustering in the 
context of trust-based cloud services selection. 
Anjana et al. [22] suggested a new fuzzy rough sets-
based approach to the objective evaluation of cloud 
providers' performance for the purposes of choosing 
between them. Finally, Hassan et al. [23] developed 
an enhanced QoS-based approach to trust 
assessment by integrating SLA monitoring with 
end-user feedback to form reliability ratings in 
complex cloud environments. Lou et al. [24] 
presented a multidimensional approach to the 
evaluation of the trustworthiness of cloud 
manufacturing services, taking into account both 
contextual and quantitative characteristics of 
services. Moreover, El Kassabi et al. [25] extended 
the idea by building a multidimensional trust-based 
model for big data processing among competing 
cloud services. In this respect, mentioned studies 
contribute to forming relevant theoretical 
frameworks that should be considered when 
designing novel intelligent systems for real-time 
threat detection and QoS provisioning in cloud 
computing. Among relevant contemporary works, 
there are studies by Zhang et al. [35], suggesting a 
hybrid deep learning approach for efficient malware 
detection within cloud environments that involves 
multi-source feature extraction, static and dynamic 
analysis included. Another example is the work by 
Alotaibi et al., where an adaptive anomaly detection 
framework was designed based on the use of 
machine learning techniques [36]. These examples 
prove the relevance of adopting a holistic approach 
to the design of intelligent frameworks for malware 
detection and QoS management within cloud 
computing. Table 1 provides an overview of relevant 
literature, summarizing contributions made by 
different researchers in the field of malware 
analysis, cloud service quality and cloud provider 
evaluation in terms of their trustworthiness. 

Table 1: Summary of Related Work on Security, QoS, and 
Trust Evaluation in Cloud Computing Environments 

Author(
s) Study 

Metho
dology 

Accu
racy 

Limitat
ions 

Chen J, 
Zhu Q 
[26] 

Securit
y as a 
service 
for IoT 

Contra
ct 
theory 
approa
ch for 

High 
theor
etical 
sound
ness 

Lack of 
experi
mental 
cloud 
testing 

under 
APTs 

APT 
defens
e 

Sakai K 
et al. 
[27] 

Onion-
based 
anony
mous 
routing 
in 
DTNs 

Anony
mous 
onion 
routing 
protoc
ol 

Medi
um 
(depe
ndent 
on 
netwo
rk 
delay
s) 

Scalabil
ity in 
large 
dynami
c 
networ
ks 

Batista 
BG et al. 
[28] 

QoS-
driven 
approa
ch for 
cloud 
securit
y 

Perfor
mance
-
securit
y 
tradeof
f 
modeli
ng 

Impro
ved 
QoS 
comp
liance 
(~92
%) 

Model 
tuning 
comple
xity 

Liu B, 
Zhang Z 
[29] 

QoS-
aware 
service 
compo
sition 
in 
cloud 
manufa
cturing 

Synerg
istic 
elemen
tary 
service 
groupi
ng 

Effici
ency 
~89% 
with 
optim
ized 
group
ing 

Resour
ce 
overhea
d for 
group 
constru
ction 

Ghahra
mani 
MH et 
al. [30] 

Cloud 
comput
ing 
QoS 
archite
cture 

QoS 
metric
s 
analysi
s 
across 
cloud 
system
s 

QoS 
archit
ecture 
valida
ted 
via 
mode
ling 

Limited 
real-
time 
applica
bility 

Nagaraj
an R, 
Thiruna
vukaras
u R [31] 

Revie
w on 
intellig
ent 
cloud 
brokers 

Analys
is of 
broker
-based 
provisi
oning 

Quali
tative 
insigh
ts 
only 

Lack of 
empiric
al 
benchm
arking 

Noshy 
M et al. 
[32] 

VM 
migrati
on 
optimi
zation 
survey 

Survey 
of 
migrati
on 
frame
works 

Not 
applic
able 
(surv
ey) 

Absenc
e of 
perform
ance 
validati
on 

Tang M 
et al. 
[33] 

Trust 
evaluat
ion 
middle

Trust 
scorin
g 
middle

Trust 
match 
score 

Depend
s on 
user 
reputati
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ware 
for 
service 
selecti
on 

ware 
design 

85â€“
90% 

on 
history 

Xiahou J 
et al. 
[34] 

Cloud 
storage 
selecti
on 
using 
AHP 
and 
cloud 
generat
or 

AHP 
and 
probab
ilistic 
selecti
on 
models 

Strate
gy 
achie
ves 
~88% 
corre
ct 
select
ion 

Comple
xity of 
model 
implem
entation 

 

3. METHODOLOGY  

The proposed framework incorporates a layered 
architecture that unifies real-time malware analysis 
with dynamic Quality of Service (QoS) optimization 
and trust-based decision-making in a cloud 
computing environment. At its foundation, the 
system continuously gathers telemetry data 
including system calls, CPU utilization, memory 
usage, network packets, and file access traces from 
multiple cloud endpoints. This real-time data is 
analyzed using a hybrid deep learning model 
combining Convolutional Neural Networks (CNNs) 
for spatial pattern recognition and Long Short-Term 
Memory (LSTM) networks for temporal sequence 
modeling, allowing for robust detection of 
malicious behaviors across time-dependent signals. 

In parallel, a QoS Monitoring Unit evaluates key 
parameters such as latency (L), availability (A), and 
throughput (T). These are dynamically 
benchmarked against thresholds defined in the 
Service Level Agreement (SLA). If deviations are 
detected, the Resource Provisioning Engine 
reallocates resources or reroutes services to 
maintain stability. 

The Trust Assessment Module (TAM) plays a vital 
role by integrating two streams of input: 

1. Objective metrics derived from SLA 
adherence. 

2. Subjective user feedback that is collected, 
verified, and quantified into a normalized 
score. 

The trust score  Trust𝒾    for a service provider 𝒾 is 
calculated using a weighted sum of objective 

performance (𝑂𝒾)and subjective feedback  as 
follows: (𝑆𝒾)as follow :  

Trust𝒾   = 𝛼  .  𝑂𝒾  + (1- 𝛼) . 𝑆𝒾 

Where: 

 α  ∈ [0,1]  is the trust balance factor 
(determined by policy). 

 𝑂𝒾  = SLA-based trust component, derived 
from monitored QoS metrics. 

 𝑆𝒾 = average of authenticated user 
feedback scores for provider 𝒾 

To quantify objective trust, consider: 

𝑂𝒾 =  
1

𝑛
    ෍ ቆ(1 − |

𝑄௝,௔௖௧௨௔௟ −  𝑄௝,௣௥௢௠௜௦௘ௗ

𝑄௝,௣௥௢௠௜௦௘ௗ

ቇ

௡

௝ୀଵ

   

Where: 

 𝑄௝  represents each QoS parameter (e.g., 
latency, availability). 

 𝑛 is the number of parameters evaluated. 

The malware detection model outputs a binary 
classification  𝒴∈{0,1}, where: 

 
𝒴 = σ( 𝑊ଶ. 𝐿𝑆𝑇𝑀 ൫𝑊ଵ. 𝐶𝑁𝑁 (𝓍)൯ + 𝑏) 

 𝓍 is the feature vector derived from 
telemetry data. 

  𝑊ଵ, 𝑊ଶ are weight matrices of the neural 
layers. 

  σ is the sigmoid activation function. 

 𝒴 = 1  indicates a detected malware event. 

In the event of a detected threat, the Malware 
Response Controller activates containment 
protocols while preserving system performance 
using intelligent task rescheduling and 
microservice-level resource reallocation. This 
methodology enables the system to function 
autonomously identifying threats, protecting 
workloads, adjusting service paths, and updating 
provider trust scores all in real time, without 
degrading the cloud service experience. 
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3.1 Proposed Methods  

 

Figure 2. Proposed QoS-based model architecture. 

Convolutional Neural Network (CNN) method 
plays a foundational role in extracting spatial 
features from system telemetry data. Raw input 
vectors comprising API call patterns, CPU usage 
signatures, and network flow traces are transformed 
into structured 2D matrices, enabling the CNN 
layers to capture localized irregularities indicative 
of malicious behavior. 

Each convolutional layer applies a set of filters 
(kernels) across the input matrix. Mathematically, 
the convolution operation for a given input patch 𝑋 
and filter  𝑊 is expressed as: 

𝑍௜,௝ =  ෍ ෍ 𝑊௠,௡  .

ே

௡ୀଵ

ெ

௠ୀଵ

𝑋𝒾ା௠ିଵ,௝ା௡ିଵ + 𝑏 

Here: 

 𝑍௜,௝ is the feature map value at position 
(𝑖, 𝑗), 

 𝑊௠,௡denotes the kernel weight at position 
(𝑚, 𝑛), 

 𝑏is the bias term, 

 𝑀and 𝑁 are the kernel’s height and width. 

After applying the convolution operation, the result 
obtained from it is passed through a non-linear 
activation function such as ReLU to add non-
linearity to the data: 

𝐴௜,௝ = max (0, 𝑍௜,௝) 

This process is followed by a pooling step, which 
involves either max-pooling in an effort to minimize 
dimensions while retaining important features: 

 𝑃௜,௝ = max {  𝐴௠,௡  ∈ window (𝑖, 𝑗)} 

The output from the last layer is flattened into a 
feature vector FFF that acts as an input to the next 
LSTM layers. Using such a mechanism for 
extracting features helps the CNN eliminate noise 
while amplifying the malware-related 
characteristics without impacting the real-time 
performance of the system. 

3.1.1 Long Short-Term Memory (LSTM) 

The Long Short-Term Memory (LSTM) model 
adopted in the proposed AI-driven model has been 
devised in order to identify the dependency and 
sequence in the telemetry data generated by cloud 
endpoint devices. This data consists of sequences of 
system calls, changes in process states, file 
operations, and network traffic variations, which 
serve as timely markers of possible malicious 
activities. 

An LSTM network compensates for some 
limitations that existed in traditional recurrent 
neural networks through the inclusion of special 
memory cells regulated via three basic gates, 
namely, forget gate f_t, input gate i_t, and output 
gate o_t. In each time period t, the gates control the 
flow of information into and out of memory cells 
and thereby enable the model to retain relevant 
sequences. 

The functionality of an LSTM cell is explained 
mathematically via the following set of equations: 

Forget Gate – controls what part of the previous 
data needs to be removed:: 

𝑓௧  = σ ( 𝑊௙ . ൣℎ௧ିଵ,𝓍௧൧ + 𝑏௙ ) 

Input Gate – controls what new data is needed to 
store in the cell states: 

𝒾௧  = σ ( 𝑊𝒾 . ൣℎ௧ିଵ,𝓍௧൧ + 𝑏𝒾 ) 

𝐶መ௧  = tanh ( 𝑊௖  . ൣℎ௧ିଵ,𝓍௧൧ + 𝑏௖ ) 

Cell State Update – combines the previous memory 
with the new data: 

𝐶௧  = 𝑓௧  ∗  𝐶௧ିଵ, + 𝒾௧ ∗  𝐶መ௧   

Output Gate – determines the output for the current 
step: 
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𝑂௧  = σ ( 𝑊௢ . ൣℎ௧ିଵ,𝓍௧൧ + 𝑏௢ 

ℎ௧  =  𝑂௧  ∗ 𝑡ℎ𝑎𝑛 (𝐶௧) 

Where: 

 𝓍௧is  the input at step𝑡, 

 ℎ௧ିଵ, is the hidden state at step, 

 σ represents the sigmoid activation 
function, 

 tanh  represents the hyperbolic tangent 
function., 

 W and b represent the learnable weight and 
bias parameters, respectively. 

With the capability to retain both short-term and 
long-term dependencies, the LSTM module can 
model the malware activity that can slowly evolve 
over time. The LSTM can detect malware accurately 
in real-time by taking into account the evolution 
process of malware activities. In addition, the 
continuous services on the cloud system can be 
maintained without any interruption.. 

3.1.2 Decision Tree (DT)  

The algorithm operates under the paradigm of 
hierarchy, whereby the attributes are evaluated using 
the splitting rule at each of the internal nodes, while 
the prediction is made at each of the leaf nodes. The 
predictor recursively chooses the best attribute to 
split the data set according to the criterion, e.g., 
information gain or the Gini index. For instance, the 
Gini index of the node t is given by: 

𝐺(𝑡) = 1 −  ෍ [𝑝(𝑖|𝑡)]ଶ
௖

௜ୀଵ
 

The Gini index p(i|t) is defined as the proportion of 
observations classified in the ith group at node t. The 
lesser the Gini index, the higher the purity of the 
node. In reducing impurity, the decision tree 
segments the data set into increasingly pure 
subgroups for classifying good data from bad data 
through network, system, and file-based metrics. 

3.1.3 Logistic Regression (LR) 

On the other hand, models the probability of a 
binary class (malware or not) as a sigmoid function 
over a weighted sum of input features. The decision 
function is expressed as: 

𝑃(𝑌 = 1|𝑋) = 𝜎 (𝑊் 𝑋 + 𝑏) =  
1

1 + 𝑒ି(ௐ೅௑ା௕)
 

where: 

 𝑋 is the feature vector (e.g., process 
duration, port access, entropy levels), 

 𝑊is the vector of model weights, 

 𝑏 is the bias term, 

 σ  is the sigmoid activation function. 

This probabilistic approach enables precise 
thresholding for classification and supports real-
time interpretation of risk levels in live data streams 

3.1.4 Isolation Forest (IF)  

It is tailored for anomaly detection, leveraging the 
principle that anomalies are easier to isolate than 
normal observations. The algorithm builds an 
ensemble of binary trees (isolation trees) by 
randomly selecting a feature and then a split value. 
The path length ℎ(𝑥) required to isolate a point x is 
a key indicator of its abnormality. The anomaly 
score 𝑠(𝑥, 𝑛)for a data point is defined as: 

𝑠(𝓍, 𝓃 =  2ି
𝐸[ℎ(𝑥)]

𝑐(𝑛)
 

where: 

 𝐸[ℎ(𝑥)] is the expected path length of 
instance x, 

 𝑐(𝑛) is the average path length of 
unsuccessful searches in Binary Search 
Trees of size n (approximated as 𝐶(𝑛) ≈
1𝑛(𝑛) + 0.5772) 

The closer the score is to one, the higher the 
probability that the sample may be an anomaly (in 
most cases, malware). A value close to 0.5 
represents a normal case. The IF model is fast and 
does not require many assumptions concerning the 
distribution of data; hence, it is well suited for the 
discovery of zero-day attacks and unique attack 
patterns. After including these models in the 
proposed framework’s detection module, they 
enable layered protection, making it possible for the 
different detection techniques (probabilistic, rule-
based, and anomaly) to work in harmony. 

4. RESULTS AND DISCUSSION 

The suggested framework was analyzed by 
conducting experiments that utilized publicly 
accessible datasets pertaining to malware, which 
were supposed to mimic actual cloud workloads. 
For testing purposes, the setup involved the use of 
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labeled datasets comprising both benign and 
malacious code sequences, along with telemetry 
data from various processes, such as CPU usage 
patterns, system calls, memory usage statistics, and 
network behavior data. To implement the 
framework, the author used TensorFlow (along with 
Python) for building CNN and LSTM-based models 
and scikit-learn for decision tree and logistic 
regression models. 

The hybrid model consisting of CNN for spatial 
feature extraction and LSTM for modeling the 
sequence achieved outstanding results in terms of 
classification. This was evidenced by the high 
accuracy of 96.4%, a recall of 94.7%, and an F1-
score of 95.2%. These statistics suggest that there is 
a low rate of false positives, thus ensuring accurate 
identification of malware. Notably, the false positive 
rate in the model was limited to 2.1%. 

Table 2: Model Performance Comparison for Malware 
Detection 

Model 

Accur
acy 
(%) 

Rec
all 
(%) 

Precis
ion 
(%) 

F1-
Sco
re 
(%) 

False 
Positi
ve 
Rate 
(%) 

Propos
ed 
CNN-
LSTM 96.4 94.7 95.7 

95.
2 2.1 

Logisti
c 
Regres
sion 90.8 89.2 91 

90.
1 4.8 

Decisio
n Tree 91.3 90.1 91.2 

90.
6 5.6 

Isolatio
n 
Forest 88.6 87.4 88.9 

88.
1 2.1 

 

The comparative analysis provided in Table 2 
assesses several machine learning models utilized 
for malware detection in terms of their key 
parameters, such as accuracy, recall, precision, F1-
score, and false positive rate. It becomes apparent 
that the proposed CNN-LSTM framework stands 
out as the most effective model with the highest 
accuracy rate of 96.4%, the highest recall rate of 
94.7%, and the highest precision rate of 95.7%. 
Such indicators translate into an F1-score of 95.2%. 
Hence, the framework demonstrates high potential 
for distinguishing between malicious and normal 
behavior while minimizing the probability of 
committing false positives (2.1%). The other 

machine learning algorithms show satisfactory 
performances. Notably, Logistic Regression is 
characterized by an accuracy rate of 90.8% and high 
precision rate of 91.0%, albeit with relatively higher 
probability of error (false positive rate of 4.8%), 
which makes it a preferable choice in latency-
sensitive environments. Meanwhile, Decision Tree 
is marked by an accuracy of 91.3% and a recall rate 
of 90.1%, yet it has the highest false positive rate of 
5.6%, suggesting some errors in distinguishing 
legitimate operations from abnormal activity. 
Finally, the Isolation Forest algorithm shows an 
even lower accuracy of 88.6% and matches CNN-
LSTM in false-positive rate, which implies its 
potential as a secondary layer of defense against 
uncommon threats. 

Thus, the results obtained during the evaluation of 
the proposed model prove the superior performance 
and robustness of CNN-LSTM for malware 
detection. At the same time, classical models 
included in the framework complement each other 
and provide additional benefits. Thus, Logistic 
Regression has the accuracy rate of 90.8% with fast 
response time, whereas the Decision Tree is marked 
by an accuracy of 91.3% with high explicability, 
albeit slightly higher false-positive rates in certain 
situations. Additionally, Isolation Forest 
demonstrates its high effectiveness in detecting 
abnormal activities with an accuracy rate of 88.6% 
and negligible false-positive rate. 

In addition to the accuracy indicators of the 
framework models, the proposed solution proves its 
operational efficiency. Specifically, the dynamic 
QoS engine maintains average response latencies of 
less than 120 ms during attacks of extremely high 
volumes and therefore ensures smooth operation 
and availability of services to end users. Further, 
intelligent resource orchestration enables system 
utilization improvements by 18% due to 
microservices scheduling. Finally, the framework 
features trust evaluation module, which recalculates 
trust values in real-time considering SLA and user 
feedbacks. 

Figure 3: Extended Performance Metrics 
Comparison depicts the results of performance for 
four different models, Proposed CNN-LSTM, 
Logistic Regression, Decision Tree, and Isolation 
Forest. According to Figure 3, CNN-LSTM proves 
to be more accurate than other algorithms by 
achieving the highest scores for accuracy, recall, 
precision, F1-Score, specificity, and AUC metrics. 
This consistency across various criteria shows that 
CNN-LSTM is able to successfully distinguish 
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malware with minimal mistakes. In particular, 
CNN-LSTM has great recall and precision due to 
efficient identification of positive cases along with 
the minimization of false alarms. High specificity of 
the algorithm also supports the hypothesis of 
successful discrimination between the classes and 
prevention of false positives. In addition, according 
to AUC score, CNN-LSTM has high discriminative 
capabilities. 

 

Figure 3: Extended Performance Metrics Comparison 

However, other methods show average to 
satisfactory results, but still, perform less efficiently 
compared to CNN-LSTM in terms of precision and 
recall scores. Overall, this figure shows that CNN-
LSTM framework provides better results for 
complex problems with consistent performance. 
The proposed approach combines traditional 
approaches with more modern technologies and 
represents an effective, scalable, and precise method 
for malware detection. The multi-layered 
architecture allows performing various types of 
analysis including spatial, temporal, probabilistic, 
and anomaly detection. Such a framework enables 
flexible threat response while ensuring performance 
and QoS requirements. 

The results from the experiment confirm the 
efficiency and resilience of the CNN-LSTM hybrid 
framework as applied to malware detection in cloud 
computing. Using the combination of the 
convolutional layer in CNN to extract spatial 
features with the LSTM network responsible for 
sequential data analysis, the algorithm ensures that 
static patterns together with the dynamic aspects of 
malicious activities are detected efficiently and in 

advance. For each tested model, the proposed 
architecture outperformed the three chosen 
traditional machine learning techniques, namely, 
Logistic Regression, Decision Tree, and Isolation 
Forest. The best classification quality was achieved 
with an accuracy level of 96.4%, recall value of 
94.7%, and F1 score of 95.2%. At the same time, the 
false positive rate reached 2.1%, which implies the 
efficiency of the model and ability of the system to 
distinguish between benign behavior and malware 
with high classification accuracy. The analysis also 
showed the high levels of specificity and area under 
ROC, proving high-quality separation and reliability 
of classes in various situations. However, traditional 
techniques also showed satisfactory results under 
certain circumstances; for example, the logistic 
regression classifier provided fast processing of 
information but proved less resilient to class 
imbalance. The decision tree technique produced 
comprehensible results, although prone to 
overfitting, and showed higher levels of the false 
positive rate. Finally, Isolation Forest could identify 
outliers easily but performed poorly when used as a 
general classifier. Nevertheless, the proposed 
architecture demonstrated stable performance 
across different metrics and scenarios. Regarding 
operational metrics, the average delay in inference 
of 112 ms was shown to be significantly lower in 
comparison with other models. Furthermore, due to 
the use of intelligent microservices' scheduling 
supported by the QoS module, the resource 
utilization rate increased by 18%. Besides, the 
proposed framework included a trust evaluation 
component ensuring constant adjustment of service 
providers' reputation scores based on the SLA 
compliance and other relevant factors. 

5. CONCLUSION 

A notable gap in the current literature on cloud 
computing security includes the development of a 
unified framework that combines real-time malware 
detection with QoS maintenance and dynamic trust 
assessment. The proposed model contradicts 
conventional wisdom that these aspects cannot be 
combined in one system. The combination of hybrid 
deep learning approaches and other machine 
learning models allows accurate detection of 
emerging and new threats, which was achieved due 
to multiple data inputs. The model's performance 
indicators confirm its effectiveness since they 
provide a high percentage of threat detection rate – 
96.4%, as well as an extremely low false-positive 
value of 2.1%. The fact that the proposed approach 
does not decrease system performance through 
QoS-aware resource management proves that the 
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coexistence of these two dimensions is possible in 
cloud security solutions. It allows maintaining 
latency rates at acceptable levels, increasing 
resource usage and avoiding any negative effect on 
service quality. In addition, the ability of the 
solution to perform real-time evaluation of service 
trust adds value by providing information for 
assessing the security status of cloud services. 
However, there are some improvements that can be 
applied to enhance the proposed model further. 

Explainability can be improved through the use of 
XAI tools, including SHAP and Grad-CAM 
approaches, thus allowing security experts to 
analyze the reasons for malware predictions. 
Moreover, testing the system in containerization can 
help to detect potential vulnerabilities at the 
orchestration level and increase visibility in 
container runtime environments. Another 
improvement can be made using blockchain 
technology for detecting events and updating trust 
scores of services. This way, the system can become 
highly audit-resistant, thus making it difficult for 
adversaries to manipulate trust score. As cloud 
infrastructures continue becoming increasingly 
complex and scalable, such intelligent and resilient 
solutions will become essential in neutralizing new 
threats and maintaining high performance rates. 
Therefore, this paper contributes significantly to the 
creation of a future-ready malware detection 
solution in cloud computing systems. 

However, despite its effectiveness, this project still 
has several limitations that call for further research. 
First of all, its scalability in large-scale multi-cloud 
and edge-cloud environments remains uncertain and 
should be addressed in future studies. Second, 
robustness to adversarial attacks and malware that 
evades detection algorithms requires advanced and 
more resilient learning approaches. Third, real-time 
processing in high-throughput cloud environments 
can become difficult without introducing low-
complexity solutions for achieving faster 
processing. Fourth, lack of full explainability may 
limit applicability in certain sectors due to legal and 
ethical requirements. Finally, generalization of the 
solution to other platforms may present an 
additional challenge. 
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