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ABSTRACT

Solid cloud security could be a squeezing concern within the setting of Industry 4.0, which is characterized
by the meeting of advanced and fabricating innovations. The need of dependable personality identification
procedures in industrial transmission environments is discussed in this study as a significant barrier to
progress in the manufacturing sector. Currently, there is no identity authentication in the system's
architecture. Here, the omnipresent data collectors that make up the IoT send their data to a backend server
via the time-tested Modbus protocol. Carefully designed to strengthen data security in the complex fabric of
industrial settings, this identity identification system is a labour of love. Two main servers, the Register
Server (RS) both the Backend Data Analysis Server (BDAS), the foundation of this system. A trusted
authority, RS not only verifies the authenticity of IoT terminal devices but also registers their identities and
generates JWT tokens. Beginning their trip with a registration request to RS, terminal IoT devices are then
issued their own temporary identifiers (TIDi) by RS. Concurrently, RS produces tokens for effective devices,
acting as a portal for encrypted data transfer. The methodology of the system breaks down the procedure into
four discrete parts, including identity registration, first-stage authentication, token acquisition, and data
transmission, each carefully divided to meet the highlighted difficulties. There are also three distinct phases
to the authentication procedure: setup/initialization, identity registration, and authentication. In the first phase
of identity registration, the registration server disseminates crucial information. There are five stages to the
identity registration process, beginning with a registration request from the terminal IoT device and ending
with information sharing and the coordination of individual TIDi identities. The identity identification phase
is the most crucial, and it requires a comprehensive 13-step verification process that is broken down in detail
from the point of view of various devices. As a whole, this article proposes a well-thought-out identity
authentication methodology to strengthen cloud security in the Industry 4.0 scenario, providing a methodical
means of dealing with the problems that have been highlighted.
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1. INTRODUCTION become the priorities of the modern world which is

both highly connected; and data-driven.
Automation, exchange of information and

sophisticated  manufacturing  solutions  and The security of the cloud-based
technologies have collided to bring about a new technologies that facilitate the industrial processes
wave of industrial transformation- usually referred is a key issue in the Industry 4.0 setting. Increasing
to as Industry 4.0- that is marked by the data storage, processing, and analytics in
convergence of digital and physical solutions. organizations are moving toward cloud platforms,
Although an agreement of higher productivity, which makes it vital to protect the privacy,
flexibilities and competitiveness can be reached, integrity and availability of the systems. An attack
the cybersecurity threats are equally high due to on a cloud infrastructure may have dire impacts
this change. Protecting sensitive data and making which include loss of data as well as slack of
sure that the critical infrastructure is reliable have operation and significant financial losses. This is

why it is of paramount importance to ensure that
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cloud-based systems are secured by addressing
possible cyber threats that are going to develop.

One major problem here is the absence of

robust and secure processes of identity
authentications in data transmissions settings
within  industries. High  vulnerability to

unauthorized access and data breaches is because
several operational systems have weak or no
device-level identification procedures. In most
instances loT gadgets send data to the backend
provides through protocols like Modbus without
authenticating them meaning that they can be
spoofed and intercepted [1].

The proposed research seeks to solve
these issues by coming up with an elaborate
identity authentication solution to improve cloud
security in Industry 4.0. The proposed system
enhances data confidentiality and integrity by
providing them with a secure data exchange in an
industrial setting [2]. It has a major component,
which is the Registration Server (RS) and the
Backend Data Analysis Server (BDAS).

The RS is a trusted party and it registers
the endpoint IoT devices that have authentication
requests and produces the JSON Web Tokens
(JWTs) to the devices that passed the initial
authentication phase. This is initiated by a
registration request by an IoT device to the RS. On
a successful registration, the RS resort to
temporary ID (TIDi) appointment and provides
tokens that act as reliable entry points to encrypted
data transmission [3].

The BDAS is implemented like a control
server and authenticates token exchanges by the
IoT devices being managed and authenticates the
initial step of identity authentication of devices
registered by the server. Once a device has
successfully gone through this initial check, the
BDAS will perform a second-stage verification
procedure that will introduce a set of tokens that
verify authenticity of the device and accuracy of
the transmitted industrial data [4].

To contextualize the contribution of this work, the
scope and boundaries of the study are defined as
follows.

This paper specifically aims at coming up
with and testing a lightweight identity
authentication protocol with Industrial IoT devices
that transfer data to cloud based systems. It is also
confined to the registration of devices, mutual
authentication, token verification and transmission
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of data in a secure manner. The suggested
framework fails to deal with the rest of the
cybersecurity factors like intrusion detection,
anomaly classification, firmware update with
security, and access control by users. In addition,
the assessment uses authentication performance as
a representative data(power-usage) and does not
reflect on multi-tenant cloud systems or distributed
industrial networks.

The system works on a number of realistic
assumptions as applies in industrial setups. It is
based on the assumption that the Registration
Server (RS) and Backend Data Analysis Server
(BDAS) has reliable connectivity and is trusted.
IoT devices are expected to be safe repositories of
private keys and with enough computing power to
execute Elliptic Curve Cryptography (ECC)
operations. Notwithstanding these assumptions,
the study is limited: the solution has been tested
only in a controlled testbed, primarily the
evaluation is on authentication latency and
cryptographic  resistance and no  post
authentication processes like anomaly detection or
threat mitigation are considered.

The objective of this project is to design a safe,
effective and scalable identity authentication
system which enhances confidence of devices in
industry 4.0 systems. The system should be able to
meet the following objectives; fast mutual
authentication, low computational overhead and
high resistance to impersonation, replay and
unauthorized data injection. The major finding of
the research proves that the integration of the ECC-
based identity verification and the JWT-based
secondary authentication lead to a lightweight but
quite effective security system in industrial data
transfer. The innovation of the described approach
is that it combines temporary identity
management, multi-stage authentication, and
token verification- a rather unusual union, in
comparison with the current industry IoT
authentication options.

Even though Industry 4.0 systems are based on a
heavy utilization of cloud-connected IoT devices,
the majority of data transmission protocols that
prevail in the market do not feature robust identity
authentication, making the critical infrastructure
vulnerable to device spoofing and data
manipulation. The critical issue that this research
is going to effect is the definition of the device
identity before and during the communication of
data. Based on this, the following questions are
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investigated in the research:
RQ1: How can IoT devices in industrial
environments be authenticated using a lightweight
and computationally efficient method?
RQ2: How can multi-stage authentication be
designed to ensure secure and trustworthy data

transmission in cloud-based Industry 4.0 systems?

This paper is summarized as follows.
Section 2 provides the literature review of the
application of Al in cybersecurity to Industry 4.0,
referring to the related work on encryption and
cloud-based data protection. Section 3 explains
why identity confirmation is not used in data
transmission of industrial IoT and proposes the
proposed system. Part 4 explains the identity
registration, and authentication approach with the
focus on Elliptic Curve Cryptography. In section 5,
there is an account of the experimental set up and
the authentication procedures. The resistance of
the system to the usual threats of the network is
given in Section 6 as the security analysis of
common threat. Lastly, in Section 7, there is the
closing of the importance of the proposed
authentication system in enhancing Industry 4.0
cloud security.

2. LITERATURE REVIEW

The rapid development of Industry 4.0
has hastened the use of connected devices, cyber-
physical systems (CPS), and cloud networks,
which led to an enormous increase in the amount
of cybersecurity threats requiring highly sensitive
Al-focused protection frameworks. The studies on
the hybrid cryptographic techniques, intelligent
intrusion-detection  systems, and adaptive
authentication tools have been widely available to
overcome the weakness of industrial networks. As
an example, K. R. Sajay et al. [5] suggested a
hybrid method of encryption that would combine
Blowfish and Homomorphic Encryption to
improve the confidentiality of data contained in a
cloud. Their model minimizes exposure to access
by unauthorized persons, but its computational
cost as well as its real-time applicability in speedy
industrial settings is unclear. Equally, Vikas K.
Soman et al. [6] examined hybrid methods of so-
called cryptographic security of cloud storage to
give valuable information on encryption security
but do not provide much analysis about scalability
when large streams of sensor-driven data need to
be processed. Prasanta Kumar Mohapatra et al. [7]
contrasted a number of cloud encryption
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algorithms that are popular and emphasized on the
increasing need to protect multimedia-data and
notably  image-based archives. But the
effectiveness of these algorithms practically in
cloud environments in an industry has not been
thoroughly tested, and frameworks can be
developed to ensure the safety of both structured
and unstructured data at a large scale. There have
also been significant studies on authentication
strategies. The location-based authentication
scheme described by Francis K. Mupila et al. [8] is
intended to produce encrypted certificates and
tokens that are related to the geographical location
of the user. This is a promising approach to
reducing access control violations, but the
experiment does not examine the variation in
performance under changing network conditions,
which is typical of industrial systems with dense
industrial IoTs. In line with this, Disha H. Parekh
et al. [9] investigated the requirements in cloud-
security and offered a supplementary PKI-based
model to overcome key threats. Although their
work has a systematic view on the concept of trust
and identity management, it fails to discuss the
problem of interoperability as well as the
administrative burden in deploying PKI in the
context of large Industry 4.0 worlds. Further, to the
improved performance of DNN-based intrusion-
detection, Zouhair Chiba et al. [10] suggested a
hybridization method, where an Improved Genetic
Algorithm (IGA) and Simulated Annealing
Algorithm (SAA) are used. Although the approach
is shown to be more accurate in detecting
anomalies, they have not been tested in a real
industrial network with much more heterogenous
and unpredictable traffic.

The field of authentication strategies has
also experienced significant research activities.
Francis K. Mupila et al. [8] have presented a
location-based authentication system that aims at
creating encrypted certificates and tokens that are
dependent on the geographical context of the user.
The approach is a potential solution to reducing
unauthorized access, but the researchers do not
investigate how performance can change in
response to changing network conditions that are
frequently encountered in IoT-intensive industrial
systems. Added to this, Disha H. Parekh et al. [9]
reviewed the requirements of cloud-security and
suggested a model of PKI to prove against the most
important threats. Although their study is
structured in terms of the management of trust and
identity, it does not discuss issues of
interoperability and administrative burdens when
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PKI is implemented into the complex ecosystem of
Industry 4.0. Also, Zouhair Chiba et al. [10]
suggested that a hybrid optimization algorithm
could be based on the application of an Improved
Genetic  Algorithm (IGA) and Simulated
Annealing Algorithm (SAA) that would improve
the detection and accuracy of intrusions by DNN-
based identification. Although the approach has
shown better results in detecting anomalies, it has
not been tested on actual industrial networks
whereby the traffic is invariably more
heterogeneous and unpredictable.

Encryption and access-control systems are at a
constant developmental stage because scientists
are trying to maintain a balance between the
aspects of security and computation speed. Binita
Thakkar et al. [11] came up with a multilevel
encryption  system that integrates DES,
transposition methods, and Blowfish to enhance
the security of cloud-data. Even though multi-layer
encryption can greatly enhance defence against
brute-force attacks, the additional encryption
duration can be problematic to industrial
applications with limited latencies. Urvashi Rahul
Saxena et al. [12] dealt with access control by
proposing a role-based encryption model that
combines  Identity-Based @ and  Broadcast
Encryption so that the data owners can implement
fine-grained access control measures. Although it
is behaviorally appropriate in a cloud environment,
the influence of the high frequency of role
transitions, which can common in dynamic
industrial teams, on encryption overhead is also
not studied. Additionally, P. Chinnasamy et al.
[13] explored ECC-Blowfish hybrid encryption
model that has the ability to ensure safety of
healthcare and industrial data sets. Although ECC
offers the benefit of minimizing key size without
compromising the effectiveness of its security, its
performance in the real time setting with large-
scale industrial communication challenges is under
adequate evaluation. Ahmar et al. [14] referred to
the issues of cybersecurity in the IoT-based
Industry 4.0 environment and proposed a
resistance to blockchain to enhance privacy and
confidence. Nevertheless, blockchain has latency
issues, energy consumption, and scalability that
makes its usage in high-speed industrial
automation doubtful.

Security approaches that are powered by Al have
become dominant as the industrial sphere moves
towards automated and interconnected processes.
Alohali et al. [15] suggested a multi-model
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intrusion-detection system based on RNN, LSTM,
and DBN, which had a higher detection accuracy
than other models. However, its computational
intricacy can limit real-time execution on minimal
resource edge devices. Barton et al. [16] reviewed
the literature on SMEs embracing Al in the ToT
context of manufacturing, and highlighted that one
of the factors hindering adoption is the concern of
cybersecurity, as associated with lack of expertise,
financial limitations, and failure to integrate the
system. Blanco-Medina et al. [17] conceived a DL-
pipeline to classify control-panel screen shots
images, which can support cyber forensic in
industrial environment. Although it is useful in
classification, the method fails to detect anomalies
on the behavior level, which is a gap in its ability
to mitigate threats on a proactive mode.
Meanwhile, Chang et al. [18] examined how frauds
can be detected at the Industry 4.0 finance systems
with the help of ML models. Even though their
work is a valuable contribution to anomaly
detection in the digital payment ecosystem, it is not
applicable to cyber-physical attack vectors
applicable to industrial automation.

The implementation of Al, cloud system,
and IoT to manufacturing ecosystems has made
cybersecurity requirements ever more challenging.
Chen et al. [19] have talked about the obstacles to
the adoption of the smart-manufacturing systems
which are largely dependent on the areas of
wireless communication, robotics, and automated
decision-making. Their work mentions that
security-enhanced architectures would be strong
but it is not empirically proven to be applicable to
real-life  industrial deployments. The GIS
monitoring system built by Elsisi et al. [20], being
IoT-enabling and utilizing ML, provides the useful
contribution to the predictive maintenance.
Nevertheless, communication media of sensing
systems based on IoT are still vulnerable to
cybercrime and the research does not
comprehensively deal with these safety flaws.
Lastly, Khaled et al. [21] tested ICPS security
based on attack scenarios that were produced by
ML and confirmed their methodology on actual
environments. Despite the encouraging results the
technique provides, the narrowness of the attack
datasets limits its application to different Industry
4.0 areas.

Among all the examined papers, a few
gaps from a whole new perspective can be
identified: the absence of real-time performance
assessment, a lack of cross-model comparisons,
and lack of insight into the deployment of a large-
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scale industrial system, the absence of combined
multi-layer security architectures, and the low
number of studies validated on industry-specific
data. These loopholes demonstrate the necessity of
an even more sophisticated, flexible, and Al-based
cybersecurity model that could respond to the
constantly changing threat environment of
Industry 4.0 ecosystems. The current research
paper seeks to follow this path, and create a
consolidated framework that goes to these unmet
challenges.

Data analysisserver

L

Switch

Byt
]

3. PROBLEM DEFINITION

Without an identity authentication
mechanism, the system architecture is depicted in
Figure 1. IoT (Internet of Things) terminal devices
collect operational data, which is transmitted
directly to a backend server for parsing or analysis
without undergoing any identity authentication
process in conventional industrial transmission
scenarios. The Modbus protocol is used for data
transmission.

Factory local server

Lightbulb Thermaostat Windfarm
loT devices

Figure 1. The lack of verification steps in the industrial IoT system

As can be seen in Figure 2, the proposed identity
authentication system introduces a structured
architecture designed to establish a secure channel
for sensitive data transmission in industrial
settings. The enhanced design integrates a robust
authentication mechanism into the baseline system
to prevent unauthorized access and ensure data
integrity.

Register Server (RS):

In this paper's experimental setup, the trusted
registration server performs a dual role:

e Terminals' identities must be registered with a
reliable registration server.

* For devices that make it through the initial
authentication phase, generate a JWT.

The terminal Internet of Things (IoT) devices in
the proposed authentication system are required to
initiate registration with the trusted registration
server. Based on the registration request, this
server generates a Temporary Identifier (TIDi) for
the endpoint IoT device and relays it to both the
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device and the Backend Data Analysis Server
(BDAS). Once the first stage of identity
verification is successfully completed, the trusted
registration server issues valid JWT tokens for use
in subsequent encrypted data transmission. These
tokens are utilized in the second stage of the
authentication mechanism to confirm the
legitimacy of the communicating devices and the
accuracy of transmitted power data.

Backend Data Analysis Server (BDAS):

In this setup, the Backend Data Analysis
Server (BDAS) emulates the role of an industrial
control server, such as those used in power
distribution systems. The server serves a dual
purpose:
e Authenticate the identity of the IoT terminal
device and establish a session key after successful
registration.
* Verify the validity of the token communicated
by the terminal IoT device to ensure that the
received power information originates from a
trusted source.
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The terminal device's TIDi is shared with
the BDAS via the trusted registration server. First-
stage identity authentication is performed using
TIDi and the corresponding registration data stored

in the BDAS. If a device is verified as legitimate,
the BDAS proceeds to the second stage of
authentication by generating additional tokens to
validate both device identity and data credibility.

s

1. Register

Backend analysisserver

!

3. Request Token

L
Register Server

E| w@amEg
4. Validate token 2. Validate _ ” : : ::I]IJ
andsend power | basedonECC Switch — 4
data I Al
Lightbulb  Thermostat Windfarm 3

1. Register

[3

vt

Edge loT devices

Figure 2. The proposed system

Although the trend is to utilize [oT systems
connected to clouds as a part of Industry 4.0, every
current data transmission system (including
Modbus) has no native methods of authentication in
place, which makes it prone to device spoofing,
replay, and unauthorized data injection. Like the
identified in the literature, most of the existing
authentication systems either do not make use of
computationally expensive cryptography operations
or rely on token-based authentication systems that
are not mutually verified, so they do not fit into the
real-time industrial context. Also, not many
solutions are combined to manage temporary
identities with the multi-stage validation to be
efficient and trustful. This paper discusses these
drawbacks by presenting a hybrid identity system
that integrates lightweight ECC-based mutual
authentication with time-bound JWT tokens, to have
a secure, speedy, and verifiable communication
between IoT terminals and cloud-based backend
servers.

143

4. METHODOLOGY OF THE PROPOSED
SYSTEM

The proposed identity authentication system is
structured into four sequential stages:

1. Identity Registration

2. First-Stage Authentication

3. Token Acquisition

4. Data Transmission

The stages guarantee safe and credible
correspondence among loT terminal equipment
and servers in Industry 4.0 settings. The general
authentication procedure involves three
significant stages, which include: the initiation
phase, identity registration phase as well as
identity checking phase. This structured
solution can be used in response to the lack of
device-level authentication on industrial
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transmission systems, that is, using insecure
protocols such as Modbus.

Figure 3 illustrates the complete identity
registration workflow, which establishes initial
trust before any operational data exchange
occurs.

4.1. Phases of Initialization and Individual
Registration

In the setup stage, the Register Server
(RS) establishes settings of the system and
disseminates the necessary information needed

Select Temporary_IDi (TIDi) = Random 256 bits

-
E communication
1. Register EID for

communlcation ul E

B4

4, Send TIDi to EID

EID get TIDi
for the next
step

Figure 3. The process of signing up for something.

This temporary ID enhances privacy and
prevents long-term tracking of the
device.

The Backend Data
(BDAS) shares its

Analysis Server
network details

End of

Registration

in future identity management. This provides a
stable and safe basis of registering devices.

As shown in Figure 3, the identity registration
process involves five key steps:

1.

The endpoint IoT device initiates
registration by sending its permanent
identifiers including EID mac address,
EID ip, EID port, and EID hostname to
the RS.

Upon receiving the request, the RS
generates a temporary identifier (TIDi) for
the device, as defined in equation (1):

2. Register BDAS for

3. R5 Generate
Temporary |D: TIDI

5. Send TIDi and
EID_Information to
BDAS

BDAS gets TIDI
and
EID_Information
for the next step

(BDAS_hostname, BDAS host_ip,
BDAS mac _addr) with the RS to
establish a trusted connection.

The RS transmits the generated TIDi to
the [oT terminal device.
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Simultaneously, the RS forwards the
TIDi along with associated EID data to
the BDAS for local storage, enabling
future authentication validation during
the verification phase.

4.2. Phase of Authenticating Identity

The identity authentication phase is a
comprehensive verification process involving
three entities: the IoT terminal device, the
Backend Data Analysis Server (BDAS), and the
Register Server (RS). The mechanism combines
elliptic curve cryptography (ECC) for secure
key exchange with JWT-based token validation
to achieve strong security with minimal
computational overhead making it suitable for
resource-constrained [IoT environments.

Below 23 steps of equation depicts the
verification procedure described in this paper for the
identity authentication phase. Three devices in the
verification mechanism each have their own
viewpoint from which the process is described. As
shown in below equations, during the authentication
phase, creating a private key (ai) using elliptic curve
cryptography is the first step for a local terminal IoT
device. The apparatus does an elliptic curve point
operation utilizing the generated private key to
generate the public key (Ki). Ki, the obtained public
key, is related to the X and Y coordinates (Kix and
Kiy) through their respective values. An appropriate
AIDi is computed by the terminal IoT device using
the TIDi obtained in the registration phase.

Select Pri_Key(ai) = Rand 256 bits
Pub_Key(Ki) = ai P

Ki = (Kix, Kiy)

Alice_IDi(AIDi = #(TIDi)
Encrypt AIDi) = Sign(AIDi)

Kx = Kix @AIDi

Ky = Kiy @AIDi

N1 =<TS; Kx,Ky,Sign(AIDi) >
N2 =< TS,, Wx, Wy, Authenticate;
Wsx = Wx@RIDi

Wsy = Wy@RDIi

Sessi_Key(TK; *) = ki.p
Authenticate; x= #(TKs * ||AIDi
N4 =< TK_enocde, Power data >
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This pre-authentication stage ensures that only
registered devices are recognized in the system,
laying the groundwork for secure mutual
authentication.

Following this, the encrypted AIDi is XOR'd with
the elliptic curve public key (Ki) to derive its XY-
axis values relative to AIDi. At last, the server doing
the backend data analysis receives the verification
notification N1. After the device has sent the N1
verification message, it will wait for the N2
verification message to be received back from the
server performing the analysis of the final data. The
details provided by the N2 confirmation message
sent by the server doing the background analysis. By
executing XOR on Wx, Wy, and AIDi in N2, the
terminal loT device can retrieve the backend server's
public key for elliptic curve cryptography. To
generate the session key TK_s*, the device must first
acquire the public key used by the server performing
the back-end data analysis. The session key is linked
to the AIDi, and then Authenticate i* is hashed to
create it. The device checks for differences between
Authenticate i* and Authenticate i. If the two
values match, the device proceeds; otherwise, the
connection is terminated. If validated, the device
waits for a server-issued token. After receiving a
token with the TK encoded value, the target loT
device decodes it using AIDi, allowing it to retrieve
the necessary data for further transmission. N4 is a
message container that contains both the token and
the data it represents.

—_ e =
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The server responsible for analysing data in
the background is then given an account of the
verification procedure. The authentication procedure
of the data processing server checks the time stamp
in N1. The connection is disconnected if the
authentication fails. To verify the authenticity of an
AIDi, the server that handles backend analysis of
data employs a hash function on the TIDi received
during registration. The backend data analysis server
obtains the elliptic curve public key (Ki) of the IoT
terminal device by performing an exclusive-or on Kx
or Ky in the confirmation message N1. The backend
data analysis server verifies the correct signature
(AIDi) in N1 using the public key for the elliptic
curve on the IoT terminal gadget. In the event that it
is inaccurate, the link will be broken. In case
everything checks out, the server performing the
backend information examination will construct a
private key (ws) for elliptic curve cryptography and
then calculate the public key (Ws) by performing
point multiplication on the elliptic curve. The X and

Y coordinates of the public key (Ki) that was
transmitted are used to derive the session key TK s
by performing elliptic curve point multiplication
using the private key of the local data analytics
server and the public key of the IoT endpoint gadget.
At that point, the server performing the assessment
of the data in the background will produce a
timestamp TS_s. After the hash function is applied
and the current session key TK s and the AIDi are
concatenated, the backend data analysis server will
create the confirmation message Authenticate. The
data in N2 is then bundled and sent to the IoT
terminal for verification. As N2 is dispatched, the
server analyzes the measurements within the
foundation and creates N3. The N3 token is
confirmed by the registration server and sent to the
server for data analysis capacity. The backend data
analysis server sends the encoded token
TK encoded to the IoT terminal device, which
eventually sends back message N4.

Validate AIDi = decry(Sign(AIDi)) 16
Select BDAS_Pri_Key(ws) = Rand 256 bits 17
BDAS_Pub_Key(Ws) = ws.P 18
Ws = (Wsx, Wsy) 19
Session_Key(TKy) = ws. Ai 20
Authenticate = #(TK,||AIDi) 21
N3 =< info_EIS,TKs > 22

N4's token is checked against the one received by the
data analysis server from its registration server. If
they don't match up, the links are severed. If they
match, then the information in N4 is received. Steps
8 and 9 in equations represent the verification
procedure as seen by the registration server. After
the information investigation server sends a message

TK_encoded = jwt.encode()

This two-stage design combining ECC-based
mutual authentication with JWT token validation
addresses RQ1 by minimizing expensive
cryptographic operations and supports RQ2
through dual verification. The use of temporary

5. RESULTS

5.1. Environment Setup

As can be seen in Table 1, Ubuntu 10.0
was utilised as the experimental server to
construct the endpoint IoT devices, Register
Server (RS), and Backend Data Analysis Server

N3, the registration server checks to see whether the
information_EID it contains is valid. Token requests
that include any illicit data are naturally denied. The
token TK encoded, with the generation strategy
portrayed in (23), is created by the registration server
if acceptable.

23

identifiers (TIDi) enhances privacy, while
session-bound tokens prevent replay attacks
offering a balanced, lightweight solution suitable
for real-time industrial cloud environments.

(BDAS). In Figure 4, we see a schematic
representation of the experimentally fabricated
real-world simulation. Figure 4 depicts the
terminal smart metre and the server used to
implement the authentication process, both of
which were Ubuntu 10.0 computers. The data
analysis server and the trusted registration
server, both running Ubuntu 10.04, were
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located in the meter box, while Ubuntu 10.0
served as the identification server for terminal
devices. The identities of legitimate devices are
registered with the trusted registration server,

and the front-end devices are responsible for
user authentication and data transmission to the
back-end server for analysis.

Figure 4. The Virtual Gadgets Used In The Suggested Procedure.

Table 1. Device Simulation Requirements.

Server (0N} Storage
EID Ubuntu 10.0 Ubuntu 10.0 64 GB
RS Ubuntu 10.0 Ubuntu 10.0 64 GB
BDAS Ubuntu 10.0 Ubuntu 10.0 64 GB

5.2. Elliptic Curve Cryptography Authentication
Stage

In order to protect against future
assaults that could compromise a lone elliptic
curve cryptography or JWT verification
mechanism, this study offers a verification
system based on the combination of the two.
Experiments with the proposed verification
system are shown in Figure 5, specifically the
registration  and  initial  authentication
mechanism execution phases. Figure 5 shows
how the trusted registration server generates

B ———————————————
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and transmits TIDi, while AIDi is generated
locally by the IoT device. The endpoint of the
IoT gadget and the information backend
analytics server separately generate elliptic
curve key pairs both private and public in the
first stage, as appeared in Figure 5. An open key
is utilized to encrypt AIDi at the terminal IoT
gadget. Figure 5 appears that the terminal Web
of Things gadget and the back-end information

examination server derive session keys
independently and approve AIDi for
authenticity.
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Figure 5. Elliptic curve cryptography refers to that method.

5.3. Phase of Authentication Using Credible
Tokens

Tests with the second verification
strategy, as seen from the Internet-of-Things
gadget, the solid enrollment server, and the
backend for information examination server,
are illustrated in Figure 6. The reliable
enrollment server disseminates a token to the
information analytics server, which in turn
gives it to an IoT gadget. The session key and
AIDi are utilized by the IoT gadget to decode

and approve the token's information. The server
makes a request to the gadget, collects the
information, bundles it, and sends it back to the
server for processing. The tokens in this bundle
are compared by the information investigation
server within the background to see if they have
been altered. The server will only recognize the
package's control information if the token has
not been modified in any way.

W AT e w7 U o li™ T 1)

g L B T P W Sl ML BT E

Figure 6. Token authentication method

5.4. Packet Encryption

In this study's authentication procedure, an
IoT terminal with an exchanged data backend

e
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analytics server communication packets to confirm
the identities of the parties involved (Figure 7).
Because the TLSv1.3 protocol encrypts all packets
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in transit, it is impossible for attackers to decipher
any data included within them.

Figure 7. Packet-encryption-related data.

6. ANALYSIS

In this part, we will first go over the most
frequent types of network assaults and then discuss
how they might be defeated by the authentication
method described in this work.

Security Analysis
6.1. Replay attack:

This study proposes an authentication
mechanism that can foil replay assaults by
confirming the timestamps (TSi, TSs) from both the
terminal IoT gadget and the backend information
examination server. In the event that the time of the
confirmation ask is more seasoned than the session's
termination, the framework will dismiss it as coming
from a prohibited area. This implies that neither the
aggressor can send any information to the terminal
IoT gadget nor recover it through the backend
investigation server, even if they replay already sent
messages, since the timestamp will have already
terminated. Unlike token-only schemes such as,
which lack timestamp validation, our method
ensures freshness without adding extra rounds of
communication.

6.2. Attack on eavesdropping:

In this probe, the data packets in transit are encrypted
using the TLS protocol. From the perspective of the
attacker, the stolen packet therefore provides no
insight into the contents of the packet.

6.3. Attack by a ""man in the middle:

In this research, packets are encrypted
using the TLS protocol. If a hacker steals a packet,
they won't be able to decipher its contents and learn
what was being transmitted. As a result, the attacker
is unable to base on the information in the packet to
alter the data. Both the IoT terminal and the server-
side analysis service check the authenticity of the
token if the encrypted data is modified. In other
words, if the attacker alters the packet, the system
will reject it as invalid. This dual-layer check TLS +
token validation provides stronger protection than
ECC-only methods, which do not verify application-
layer tokens.

6.4. A simulated assault:

In the event that an aggressor needs to send
information to the backend examination server from
a false terminal IoT gadget, they will require the
AIDi of the genuine gadget. In any case, since each
server produces its claim AIDi, the assailant cannot

149



Journal of Theoretical and Applied Information Technology ~
30" April 2026. Vol.104. No.8 N

© Little Lion Scientific A ma——

-;l'\lll

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

take their esteem. An aggressor who bypasses the
primary confirmation step and enters the moment
cannot steal the token utilized within the moment
confirmation step since he or she does not have get
to to the session key. In expansion, the terminal [oT
device's token's legitimacy will be confirmed by the
backend information examination server upon
receipt of the message. Since the information
investigation server is found assist absent, the
aggressor cannot get to it specifically. This makes
impersonation harder than in single-factor systems,
where device identity is not bound to a session-
specific token.

6.5. Encouragement of two-way authentication:

Common confirmation is characterized as a
two-way prepare in which one party confirms the
character of the other. To begin with, the endpoint
IoT gadget with cloud-based information
investigation server must pass a confirmation
handle, this article makes utilize of AIDi,
Authenticatei, and Authenticatei for personality
verification. Amid the moment stage of verification,
tokens are utilized to demonstrate the character of
the endpoint IoT gadget to the backend information
investigation server. This mutual verification is
stronger than unidirectional schemes, where only the
device is authenticated, leaving the server exposed
to spoofing.

6.6. Support for forward secrecy:

The case of forward mystery in past session
keys will stay covered up indeed in the event that the
long-term fundamental key is compromised. Past
communication can be protected from the hazard of
crucial divulgence much obliged to forward mystery.
A new session key is produced in each confirmation
method underneath to scramble the information. The
security of future communications isn't imperiled in
case a session key is stolen from a past session.
Unlike static-key protocols, which reuse session
keys across sessions, our method ensures that each
authentication generates a fresh key, enhancing
long-term resilience.

7. ASSESSING EFFICIENCY

In this part, we compare the computing
requirements of this work to those of other similar
investigations. Elliptic curve cryptography, tokens
generation after generation, and various other
authentication-related encrypted methods have their
time needs and descriptions of notation supplied in
Table 2. Table 3 displays the results of our

comparison of the suggested scheme to the schemes
reported in numerous other studies for the purpose
of performance evaluation. The authentication
procedures employed in [22, 23] used elliptic curve
cryptography in implementation, while relied on
tokens for user authentication. Total authentication
system time expenditures were weighed against
those reported in. Compared to the LACKA-IoT
proposed in, the TBLUA is the name given to the
identity authentication protocol presented. In the
anonymous authentication technique was suggested
to ensure the authenticity of users without revealing
their identities. There are four phases to LACKA-
IOT: initialization of the system, device registration,
access control, and dynamic addition of devices. It's
fascinating to see how LACKA-IOT uses a
combination of point addition and multiplication on
elliptic curves for its verification. The
trustworthiness of timestamps is checked as the first
stage of cross-device verification. When adding
devices on the fly, a registration identity process is
also implemented. The authors of this research [23]
propose a secure authentication method built on top
of wireless sensor networks. In their authentication
system, they utilise a fuzzy extractor to convert data
about the user's biometric features into a string of
constant length, and elliptic curve cryptography to
perform the verification. There are four phases of
TBLUA authentication: the offline registration of
smart devices and the gateway, the reservation of
users, the allocation of tokens to smart devices, is the
last stage of login and authentication. The registering
authority chooses a device ID and creates a random
number of 1024 bits to be used as the gateway's 1D
during the off-line registration phase. In order to
access the features of smart gadgets, users must first
reserve their accounts with the registering
authorities. Tokens are periodically distributed to a
set of smart devices by the gateway during the token
allocation phase. After signup is complete, users can
go on to the login-authentication phase, where
numerous gateways and intelligent devices will be
used for mutual and individual authentication. The
smart gadget establishes a session key with the user
after successful authentication, granting the user
access to the device's capabilities. Utilisation
exclusivity is shared by user reservation, token
distribution, login, and authentication ~OR
procedures and hash functions to encrypt messages
exchanged among gadgets or between devices and
users, lowering time and computational costs
greatly. The total validation time of [22, 23] is
significantly longer than and the suggested
authentication mechanism in this paper. The overall
time spent using the authentication system was
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calculated by averaging the timespan of fifty
individual checks for this study. From the moment
Up to the point when the data was supplied to the
back-end processing server, the terminal Internet of
Things device requested registration, the fastest of
the tested authentication systems took only 29.21
milliseconds, as shown in Figure 8.

Table 2. Time-Related Notation Explained.

Notation Description

Teca Addition of elliptic curves and its computational complexity
Teem The complexity of multiplying elliptic curves computationally
Th Hash function's computational overhead

Txor Expense of computation for an exclusive OR

Tiwt enc Cost of encoding a JSON Web Token computationally

Tiwt_dec Decoding a JSON Web Token's Computational Expense

Tene Symmetric encryption's per-encryption cost

Tec Symmetric cryptography's per-decryption cost

Table 3. Each procedure's time-to-completion complexity

Method Total Cost

LACKA-IoT 3 Teca+ 7 Tecm + 6 Th

Anonymous Authentication Protocol 6 Tecm + 19 Th

TBLUA [22] 42 Th + Tdec

Proposed method 4 Tecm + 5 Th + Tjwt_enc + Tjwt_dec + 8 Txor
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Figure 8. The Analysis Of Time Spent

8. CONCLUSION:

Industry 4.0 is changing the manufacturing
and production landscape, making robust cloud
security more imperative than ever. This is due to the
integration of digital technology and industrial
processes. The lack of strong identity confirmation
methods is a genuine issue in industrial transmission
situations, and this study aims to address that issue.
Information is collected by terminal IoT devices and
sent directly into a backend server through the
Modbus protocol without legitimate security shields,
as shown in Figure 2 of the current framework
architecture. On the other hand, the Register Server
(RS) and the Backend Data Analysis Server (BDAS)
are critical to the proposed authentication scheme.
One of the important functions of RS is the
identification of IoT terminals and the
implementation of JWT. Under such a configuration,
terminal IoT devices request registration with RS
which assigns temporary identities (TIDi) and
tokens to the registered gadgets. Such tokens act as
points of entry to confidentiality of information
exchange. The paper covered the authentication
process fully including registration of identities to
initial authentication, obtaining of token as well as
data transmission in a systematic manner in solving
the problems that arise in the process. The
authentication process consists of three phases
namely: setup, identity registration and verification.
All in all, the proposed research will enhance data
integrity and confidentiality under the Industry 4.0
by developing an effective identity authentication
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system, which will address an essential security gap
in industrial transmissions setting, and enhance
cloud security.

The originality of the work is the combination
of temporal identity administration (TIDi), two-way
authentication with ECC and JWT, and forward
secrecy with dynamically generated session keys,
which have not been previously integrated in the
IIoT authentication models. The main contribution is
a lightweight but secure mechanism that would
achieve computation efficiency and good level of
trust assurance, hence suitable in industrial cloud
applications which are real-time. This system would
help to enhance the security of older protocols such
as the Modbus in intelligent manufacturing systems
by a good margin. Nonetheless, the existing
implementation is restricted to a testbed controlled
and presupposes the trusted RS and clock
synchronization. The next steps in work may be the
investigation of decentralized identity models,
artificial intelligence-enhanced anomaly detection in
failed logins, and post-quantum cryptography
adaptations.
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