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ABSTRACT

The advent of 6G and Industry 4.0 technologies has revolutionized industrial automation, connectivity, and
data processing. With the growing complexity of heterogeneous data environments in these domains,
detecting faults in real-time has become increasingly challenging. This paper proposes a sustainable deep
learning framework that integrates advanced neural networks with resource-efficient processing techniques
for fault detection in 6G-enabled Industry 4.0 environments. The framework leverages data from various
sources, including IoT devices, sensors, and industrial machines, ensuring high accuracy, scalability, and
energy efficiency. A hybrid deep learning model combining Convolutional Neural Networks (CNNs) and
Long Short-Term Memory (LSTM) networks is employed to capture both spatial and temporal data
patterns. The framework is designed to optimize resource allocation while maintaining fault detection
performance. Simulation results demonstrate the efficacy of the proposed approach, highlighting its
potential to enhance fault management in smart industrial systems.

Keywords: 6G, Industry 4.0, Deep learning, Fault detection, Convolutional Neural Networks, Long Short-

Term Memory, Sustainability, loT
1. INTRODUCTION processing. Industry 4.0 is characterized by the
convergence of cyber-physical systems, IoT

The rapid evolution of industrial technologies,
driven by the integration of 6G networks and
Industry 4.0, has brought about transformative
changes in manufacturing, automation, and data

devices, artificial intelligence, and data analytics,
all working together to create highly interconnected
and intelligent industrial ecosystems. The
implementation of 6G technology further amplifies
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this connectivity by providing ultra-fast, low-
latency communications and enabling seamless
integration of heterogeneous devices and data
sources [1], [2]. While the benefits of 6G and
Industry 4.0 are clear, these advancements also
introduce significant challenges, particularly in the
areas of system reliability, fault detection, and
sustainability. Fault detection is a critical
component in ensuring the operational efficiency,
safety, and longevity of industrial systems. In
traditional industrial environments, fault detection
methods rely on predefined rules and thresholds,
which can be insufficient in managing the
complexity and dynamism of modern smart
factories [3], [4]. The heterogeneous nature of data
in Industry 4.0—ranging from sensor readings and
machine logs to image data and time-series
signals—adds another layer of difficulty to fault
detection. The volume and variety of data sources
necessitate advanced processing techniques that can
effectively identify faults in real-time while
minimizing false positives and ensuring resource
efficiency [5].

In this paper, we propose a sustainable deep
learning framework designed to address the
challenges of fault detection in 6G-enabled Industry
4.0 environments. The framework integrates
advanced neural networks with resource-efficient
processing methods to enable accurate and timely
fault detection in highly heterogeneous data
environments. Specifically, we employ a hybrid
deep learning model that combines Convolutional
Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks to capture both spatial
and temporal data patterns. The system is designed
to optimize resource allocation, reducing
computational overhead and energy consumption
while maintaining fault detection performance [6],
[7]. Through this work, we aim to contribute to the
ongoing efforts in developing fault detection
systems that are not only accurate and robust but
also sustainable and scalable for future industrial
environments.

Industry 4.0 represents a significant shift in
industrial practices, driven by the integration of
advanced digital technologies. These
technologies—such as IoT, cloud computing, big
data analytics, and machine learning—enable the
creation of smart factories, where automation and
data exchange improve operational efficiency and
decision-making. Central to Industry 4.0 is the
concept of cyber-physical systems (CPS), which
link physical machines to computational models
through IoT sensors, facilitating real-time data

collection and analysis [8], [9]. The emergence of
6G, the next generation of wireless communication,
promises to further transform Industry 4.0. Building
upon the advancements of 5G, 6G will offer ultra-
reliable low-latency communication (URLLC),
enhanced mobile broadband (eMBB), and massive
machine-type communication (mMTC). These
features are expected to unlock new capabilities in
industrial environments, enabling faster data
transfer, seamless device integration, and real-time
decision-making at unprecedented scales. 6G’s
bandwidth and speed are key to managing the vast
amounts of heterogeneous data generated in smart
factories, where different sensors and machines
continuously monitor the status of industrial
processes [10], [11]. However, the complexity
introduced by this data diversity presents
challenges. Handling data from multiple sources,
such as industrial sensors, cameras, and machine
logs, requires efficient processing techniques to
ensure timely fault detection and system reliability.
The need to manage these large volumes of data
without overwhelming computational resources
underlines the importance of sustainable solutions
[12].

Fault detection is essential in industrial systems
for maintaining operational efficiency, minimizing
downtime, and preventing costly failures.
Traditional fault detection methods, such as model-
based approaches, rely on physical models of the
system or statistical techniques to monitor
deviations from normal behavior. While these
methods can be effective in simple or well-
understood systems, they often fall short in
handling the complexity and variability of modern
industrial environments. The heterogeneity of data
and the need for real-time analysis require more
advanced techniques capable of detecting faults
under various conditions [13], [14]. Machine
learning (ML) and deep learning (DL) approaches
have gained attention as more flexible alternatives
for fault detection. These models can learn patterns
directly from data, enabling them to adapt to
changing system dynamics without needing explicit
rules or models. Specifically, deep learning models,
such as Convolutional Neural Networks (CNNs)
and Long Short-Term Memory (LSTM) networks,
have been widely applied for their ability to capture
both spatial and temporal dependencies in data [15].
For instance, CNNs have been used extensively in
image-based fault detection, where they excel at
identifying visual patterns associated with machine
defects or anomalies. LSTMs, on the other hand,
are well-suited for processing time-series data,
making them ideal for fault detection in systems
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that involve sequential data, such as sensor readings
or machine logs. By combining CNNs and LSTMs,
hybrid models can be developed to address both
spatial and temporal fault detection challenges [16],
[17].

The heterogeneity of data in Industry 4.0
environments poses a unique set of challenges for
fault detection. Data may come in various formats,
including structured sensor data, unstructured text
logs, images, and videos. This diversity requires
fault detection models to be highly adaptable and
capable of processing multiple data types
simultaneously [18]. Moreover, fault detection in
Industry 4.0 requires real-time processing, as delays
in detecting or responding to faults can result in
costly system failures. The large volume of data
generated by IoT devices, coupled with the high-
speed communication enabled by 6G, demands
fault detection systems that are not only accurate
but also computationally efficient and scalable [19].
Several studies have proposed deep learning
frameworks for fault detection in industrial
environments. For example, CNNs have been used
to detect anomalies in manufacturing processes
based on visual inspection, while LSTM networks
have shown success in monitoring time-series data
from industrial sensors. However, these approaches
often focus on specific data types and lack the
flexibility needed to handle the variety of data
sources found in Industry 4.0 systems. Additionally,
the energy-intensive nature of deep learning models
presents sustainability concerns, particularly in
resource-constrained environments [20], [21].

The sustainability of deep learning models has
become a critical concern in modern industrial
systems, particularly in environments like Industry
4.0, where computational resources are often
limited. The energy consumption associated with
training and running deep learning models is
substantial, especially in systems that need to
process data in real-time and at scale. As 6G
technology expands the data handling capabilities
of industrial networks, optimizing the energy
efficiency of deep learning models becomes crucial
to maintain the operational sustainability of smart
factories [22], [23]. Recent research has explored
various fault detection models in the context of
Industry 4.0 and 6G. A CNN-based model was
applied to detect surface defects in manufacturing
processes using image data. Similarly, employed
LSTM networks to monitor sensor data for
predictive maintenance in industrial machines.
These studies demonstrated the potential of deep
learning for fault detection but highlighted the

limitations in terms of data heterogeneity and
resource demands [24]. Efforts to address these
challenges include hybrid models that integrate
multiple deep learning techniques to handle diverse
data types. A hybrid CNN-LSTM model was used
to analyze both visual and time-series data, showing
improved fault detection performance across
different data modalities. However, these models
still face challenges related to sustainability,
especially when deployed in large-scale industrial
environments with real-time data processing needs
[25]. This paper builds upon existing work by
proposing a sustainable deep learning framework
that not only improves fault detection accuracy in
heterogeneous data environments but also
incorporates resource-efficient techniques to reduce
energy consumption. Our framework leverages 6G's
capabilities to handle large volumes of diverse data
while ensuring that computational resources are
optimized for sustainable operation.

2. RESEARCH METHOD
ZIn this section, we introduce a
sustainable deep learning framework designed for

fault detection in G-enabled Industry 4.0
heterogeneous data environments. The framework
addresses key challenges such as data

heterogeneity, real-time processing, and resource
optimization, ensuring both accuracy and
sustainability. The proposed framework integrates
multiple deep learning components to handle the
diverse data streams generated in Industry 4.0
environments. The architecture is built on a hybrid
deep learning model that combines Convolutional
Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks to exploit both spatial
and temporal features within the data. The primary
goal of the framework is to enable accurate fault
detection while minimizing the computational
overhead and energy consumption, ensuring the
system remains scalable and sustainable [26]. The
framework consists of the following key
components:

Data Preprocessing Unit

Hybrid Deep Learning Model

Fault Detection Module

Resource Optimization Engine

6G Communication Layer

These components work together to
provide real-time fault detection, resource
management, and seamless communication

between different devices in the Industry 4.0
ecosystem. Given the heterogeneous nature of data
in Industry 4.0 environments, effective data

.
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preprocessing is essential for ensuring that the deep
learning model can interpret and process diverse
inputs. The Data Preprocessing Unit handles
multiple data types, including structured data from
IoT sensors, unstructured logs, image data from
cameras, and time-series data from machine logs.
The unit normalizes, standardizes, and organizes
the data into formats suitable for input into the
hybrid deep learning model. The core of the
proposed framework is the Hybrid Deep Learning
Model, which combines the strengths of CNNs and
LSTM networks. This hybrid model is designed to
handle both spatial and temporal data patterns,
making it suitable for a wide range of data sources
in Industry 4.0. Convolutional Neural Networks
(CNNs) are used to process image data, such as
images of equipment or production lines. CNNs can
detect spatial features, such as patterns or
anomalies in the visual data, which are critical for
identifying faults like cracks, deformities, or
surface defects in manufacturing equipment. Long
Short-Term Memory Networks (LSTMs) are
integrated to handle sequential time-series data
from industrial sensors and machine logs. They can
capture temporal dependencies, allowing the model
to recognize evolving patterns or anomalies over

Notifications

Industry 4.0
IIH

ADL-FDI4

time, such as abnormal temperature fluctuations or
irregular vibration patterns in machinery.

The hybrid architecture enables the
simultaneous analysis of both image and time-
series data, making the model highly adaptable to
the heterogeneous data environments of Industry
4.0. An initial step is the extraction of data from
several sensors. Deep learning is subsequently
implemented to identify system defects and activate
alarms that would alert the Industry 4.0 monitoring
system of the identified problems. Within this
particular framework, three distinct deep learning
architectures are integrated to effectively manage
the diverse data: long short-term memory for time
series, a convolutional neural network for images,
and a graph convolutional neural network for graph
data. In this study, a novel Branch-and-Bound
optimization approach is introduced for the purpose
of hyper-parameter tweaking in various deep
learning models. The technique takes into account
the hyper-parameters space and systematically
investigates the enumeration tree by employing a
heuristic rather than exhaustive search-based
approaches. Figure 1 presents a streamlined
representation of the model established in this
research article.

9

Nothing

Happens

Non-Fault
]

Figure 1. Simplified representation of DL
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The Fault Detection Module is responsible
for monitoring and detecting faults in real-time. It
receives processed data from the hybrid deep
learning model and flags any deviations from
normal operating conditions as potential faults. The
module classifies faults into different categories,
enabling tailored responses based on the severity
and type of fault detected. For instance, minor
deviations might trigger alerts for preventive
maintenance, while critical faults may lead to
automatic system shutdowns to prevent further
damage [28]. The fault detection module is
designed to operate with high accuracy and low
false-positive rates, ensuring that the system can
efficiently identify genuine faults without
unnecessary interruptions to industrial processes.
The Resource Optimization Engine is a key feature
of the framework, ensuring its sustainability and
scalability. The engine optimizes the computational
resources used by the deep learning models and
data processing tasks by incorporating the
following techniques:

Model Pruning and Quantization Reducing
the complexity of the deep learning models by
removing unnecessary neurons and weights (model
pruning) or reducing the precision of calculations
(quantization), lowering memory usage and energy
consumption.

Edge Computing Integration Distributing
computational tasks between edge devices and
central servers. Non-critical data processing tasks
can be handled at the edge, reducing the load on
central systems and minimizing data transmission,
which is essential for reducing latency and energy
usage in large-scale industrial environments.

Dynamic Model Scaling Adjusting the size
and complexity of the deep learning models
dynamically based on the current data load and
fault detection requirements. In periods of low
system activity, a smaller version of the model can
be used to save resources, while during critical
times, the full model can be deployed for more
comprehensive analysis.

This resource optimization strategy
ensures that the fault detection system remains both
energy-efficient and capable of handling the high
data volumes characteristic of 6G and Industry 4.0
environments.

The 6G Communication Layer facilitates
high-speed, low-latency data transfer between the
various components of the framework. This layer
ensures that the fault detection system can process
real-time data from multiple devices, sensors, and
machinery in Industry 4.0 environments. By
leveraging the URLLC (Ultra-Reliable Low

Latency Communication) and mMTC (Massive
Machine Type Communication) capabilities of 6G,
the framework can support a vast number of

connected  devices  without  compromising
communication speed or reliability [29]. The
framework incorporates several sustainability

features designed to minimize energy consumption
and reduce the carbon footprint of industrial
operations. These include:

Energy-Efficient Model Training
employing techniques like transfer learning and
fine-tuning, the  framework reduces the
computational burden associated with training deep
learning models from scratch, leading to energy
savings.

Intelligent Data Filtering Preprocessing
units filter redundant or irrelevant data, ensuring
that only wvaluable data is processed, reducing
unnecessary computational efforts.

Adaptive Resource Allocation resource
optimization  engine  dynamically  allocates
resources based on real-time system demands,
ensuring that energy is used efficiently, particularly
in edge computing scenarios.

By integrating these features, the proposed
deep learning framework provides a comprehensive
solution for fault detection in 6G Industry 4.0
environments,  balancing  performance  and
sustainability.

3. RESULTS AND DISCUSSION

In this section, we present the results of
our experiments comparing the Advanced Deep
Learning Framework for Fault Diagnosis in
Industry 4.0 (ADL-FDI4) with state-of-the-art fault
detection models. Our evaluation focuses on three
primary metrics: fault detection rate, computational
efficiency (running time), and energy consumption.
The experiments were conducted in a simulated
Industry 4.0 environment with heterogeneous data
inputs, including sensor time-series, visual data,
and network graph structures. ADL-FDI4 achieved
superior performance in fault detection across all
data formats, particularly excelling in scenarios
with heterogeneous data. The integration of Long
Short-Term Memory (LSTM), Convolutional
Neural Networks (CNN), and Graph Convolutional
Networks (GCN) allowed the system to process
diverse types of data efficiently, resulting in more
accurate fault detection.

The LSTM module demonstrated an
increase in detection accuracy for time-series sensor
data compared to traditional deep learning
approaches. The ADL-FDI4 framework accurately

.
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captured patterns in the temporal sequences and
identified faults with a detection rate improvement
over existing LSTM-based methods. For visual data
from industrial systems, the CNN component of
ADL-FDI4 provided precise fault identification,
particularly in  machinery and equipment
monitoring. The detection rate in image-based fault
detection higher than competing CNN-based
models. A critical aspect of fault detection in real-
time industrial environments is computational
efficiency. Our experimental results showed that
ADL-FDI4 significantly reduced the running time
for both training and inference compared to
competing models.

Our preliminary tests sought to assess the
precision of ADL-FDI4 in relation to the baseline
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fault diagnosis methodologies: semi-DCNN, FD-
SAE, and GA-SVR. Utilizing the aforementioned
four datasets. Varying the amount of faults as input,
Figure 2 demonstrates that ADL-FDI4 surpasses
the three baseline methods regarding detection rate.
The ADL-FDI4 achieved a detection rate of 73%
for addressing defects in the Microsoft Azure
predictive maintenance dataset. The detection rate
for the other models falls below 691% when
addressing the identical case. These results are
achieved through the effective integration of deep
learning and the Branch-and-Bound technique for
fault identification. The Branch-and-Bound
technique  can  effectively  optimize  the
hyperparameters of various deep learning models
employed in ADL-FDIA4.
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Figure 2. ADL-FDI4 Accuracy in Comparison to Top-Notch Fault Diagnosis Systems
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Figure 3. The ADL-FDI4's runtime in comparison to the most cutting-edge fault diagnosis solutions

Using the same four datasets as the first set
of tests, the second set out to compare the ADL-
runtime FDI4's to that of the baseline fault
diagnostic solutions—semi-DCNN, FD-SAE, and
GA-SVR. By changing the input fault count from
to, Figure 3 demonstrates that ADL-FDI4 achieves
better runtime performance than the three baseline
models. On the other hand, the Microsoft Azure
Predictive Maintenance dataset has a large
performance gap between the three models,
whereas the one for Azure is too small. When
handling errors from the Microsoft Azure
Predictive Maintenance dataset, the runtime
difference between ADL-FDI4 and the baseline
algorithms is less than milliseconds. However,
when it comes to addressing the identical case on
the CWRU Bearing dataset, the runtime difference
between ADL-FDI4 and the baseline algorithms
reaches milliseconds. The alternative algorithms are
complicated methods that integrate deep learning
architectures for feature extraction and classical
machine learning algorithms for defect diagnosis,
which explains these results.

The Branch-and-Bound procedure not only
improved the running time but also minimized the
computational resources needed during both the
training and inference stages. This reduction in
computational load directly translated to lower
energy consumption, making ADL-FDI4 a more
sustainable solution for fault detection. In
comparison to state-of-the-art models, ADL-FDI4
required less computational power while achieving
higher detection accuracy. This balance between
performance and energy efficiency positions ADL-
FDI4 as a highly sustainable approach to fault
detection in 6G-enabled Industry 4.0 environments.
In contrast, traditional fault detection models often
struggle with generalization when faced with
heterogeneous data, requiring separate models or
additional pre-processing steps. ADL-FDI4's ability
to natively handle diverse data inputs in a unified
system is a major advantage in real-world Industry
4.0 applications.

While ADL-FDI4 performed exceptionally
well in our experiments, there are areas that could
be further improved. One limitation is the potential
for scalability issues when dealing with extremely
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large datasets in real-time industrial applications.
While ADL-FDI4's energy efficiency and running
time improvements are promising, future work
could explore the incorporation of distributed
computing techniques, such as edge computing, to
further reduce latency and enhance scalability. The
results of our evaluation clearly demonstrate that
ADL-FDI4 offers significant advancements over
traditional fault detection models, providing a more
accurate, efficient, and sustainable solution for the
rapidly evolving landscape of Industry 4.0.

4. CONCLUSION

The ADL-FDI4 framework represents a
significant step toward achieving sustainable and
efficient fault detection in Industry 4.0
environments. By integrating LSTM, CNN, and
GCN models, our framework is capable of handling
heterogeneous data within a single computational
system, reducing both energy consumption and
computational complexity. Furthermore, the
Branch-and-Bound hyper-parameter tuning
procedure ensures that ADL-FDI4 can operate with
minimal computational overhead, making it a
scalable solution for the next generation of smart
industries powered by 6G technology. In future
work, we aim to further enhance the scalability and
adaptability of ADL-FDI4 by incorporating
reinforcement learning techniques for real-time
adaptation to changing industrial environments.
Additionally, we will explore the integration of
edge computing to reduce latency and further
improve the energy efficiency of fault detection
systems.
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