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ABSTRACT

As global supply chains have evolved quickly, challenges including transparency, collaboration, security,
and the capacity to make choices in real time have become increasingly important. The present research
fails to offer a unified, extensible framework that integrates decentralised trust, intelligent optimisation, and
resilience across diverse supply chain contexts, even though blockchain and multi-agent systems have been
examined independently to enhance autonomy and traceability. Most of the research done before this one is
either too small in scope or hasn't been able to prove that integrated blockchain-MAS systems work in real
life. Also, most of the studies have only looked at single services, like traceability or finance. The present
study addresses this informational gap by proposing a novel Blockchain-Driven Multi-Agent Framework
for the optimisation of supply chain activities from inception to completion. This system combines
decentralised ledger technology, autonomous agents, reinforcement learning, and smart contract
automation. The framework brings new information to the table by adding a scalable on-chain/off-chain
data strategy, smart techniques to optimise for cost, resilience, and sustainability, and formalising hybrid
agent-based coordination on blockchain. In the agricultural, industrial, and logistical sectors, simulation-
based evaluations show big improvements over traditional methods in the following areas: transparency
(+65%), speed of decision-making (+48%), time to recover from an interruption (-60%), energy efficiency
(+32%), and reduction of product spoilage (-66%). The research contributes to the current knowledge on
intelligent, decentralised supply chains by offering a generalisable architecture, empirical performance data,
and practical insights.

Keywords: Blockchain, Multi-Agent Systems, Smart Supply Chain, Reinforcement Learning, Decentralized
Optimization, Transparency, Resilience, Sustainability
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1. INTRODUCTION

SCM is under more pressure than ever since
supplier networks are becoming more complicated
and businesses are expanding quickly over the
world [6]. Traditional supply networks are likely to
break down, become less clear, or be breached
when there is geopolitical instability, a pandemic,
an environmental crisis, or a market that is unstable
[21]. People want smart, open, and decentralised
systems because they make firms stronger, more
flexible, and more sustainable while keeping
stakeholders happy [12]. In this case, blockchain
has become a revolutionary tool since it has
decentralised trust, unchangeable records, and
programmable smart contracts [5]. More and more,
SCM is turning to MAS to assist close this gap [15].

By using autonomous agents to simulate different
parts of the supply chain, MAS may provide
intelligence that is spread out [15]. These agents'
ability to negotiate, learn, and organise themselves
makes it possible for the supply chain to make
decisions that are decentralised but nonetheless
coordinated [4]. When MAS use blockchain to
provide a safe, unchangeable, and open space for
people to work together, there is a lot less
opportunity for opportunistic activity, information
asymmetries, and inefficiencies [7].

Recent studies have shown the operational
efficacy of blockchain-based MAS frameworks in
domains such as cold-chain logistics, traceability,
and resilience within IoT-enabled networks [1].
Wang et al. and Su et al. used reinforcement
learning and game-theoretic methodologies to
improve risk-sharing and financing throughout the
supply chain [8]. Even with recent progress, efforts
to connect different systems across global networks
still face big problems with things [21].

This project is working on and testing a hybrid
architecture that combines the decentralisation and
trust of blockchain with the adaptive intelligence of
multi-agent systems [4]. The study will concentrate
on three main objectives:

* Build multi-agent system that uses blockchain
for every phase of supply chain, allowing everyone
involved to work together safely and independently

[3].

» To make systems that are stronger, cheaper, and
survive longer by using optimisation approaches
based on reinforcement learning, game theory, and
smart contracts [8], [10], [11].

* Research tests framework by using simulations
and real-world applications in different fields [14].

This study contributes to the theoretical
underpinnings of blockchain—-MAS integration and
may have practical implications for constructing
resilient supply chains [15]. The suggested
architecture supports worldwide changes in
Industry 4.0 and Supply Chain 5.0 [19]. Digital
trust, sustainability, and the relationship between
people and machines are the most important parts of
these changes [6]. This is done by making it easier
for people to work together, share data safely, and
make decisions in real time [13].

1.1 Background and Motivation

Supply chains are the most important part of
trade and economic progress throughout the globe,
yet they are still extremely simple to break, not
particularly efficient, and hard to see through [12].
Traditional supply chain management systems
usually include disadvantages to changes in the
market or other shocks [6]. As logistics throughout
the globe grow more difficult and consumers want
greater transparency, sustainability, and quicker
delivery, we need new solutions right away that can
get past the challenges with the old ones [19]. In the
past several years, blockchain technology has been
a game-changing innovation [15]. It provides
decentralised trust, unchangeable record-keeping
and smart contracts that automatically enforce
contracts [5]. A new technique to improve the
supply chain becomes possible when MAS is
utilised alongside it [4]. MAS helps separate entities
make informed, autonomous choices [15].
Blockchain makes sure that everything is secure,
transparent, and responsible [7]. MAS can handle
jobs that change, including optimising routes,
forecasting demand, and distributing resources [10].

Table 1: Background Aspects with Description

Aspect Description
Context Supply chains are the backbone of
global trade but face inefficiencies,
disruptions, and lack of transparency
in traditional systems.
Challenges Delayed information sharing, limited
traceability, high product spoilage,
energy inefficiency, and slow recovery
from disruptions.
Technological | Traditional systems lack decentralized
Gap trust, automation, and adaptability to
dynamic global logistics.
Emerging Blockchain provides immutability,
Solutions transparency, and smart contracts;
Multi-Agent Systems (MAS) enable
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autonomous and intelligent decision-
making.

A combined blockchain-MAS
framework can address resilience,
scalability, and optimization
challenges in modern supply chains.

Integration
Need

Industrial
Motivation

Rising consumer expectations for
transparency, faster deliveries, and
sustainable operations under Industry
4.0 and 5.0.

1.3 Contribution of research

It makes theoretical and practical contributions to
SCM, blockchain, and MAS. The contributions are
outlined as follows:

Table 2: Research contributions

Academic
Motivation

Limited studies on practical
blockchain—-MAS integration in supply
chains; need to bridge theory and real-

world applications.

To design a blockchain-driven multi-
agent framework that enhances
efficiency, traceability, resilience, and
sustainability in smart supply chains.

Research
Objective

The motivation for this research lies in bridging
the gap between theory and practice by developing
a Dblockchain-driven multi-agent framework that
addresses persistent supply chain challenges such as
product spoilage, energy inefficiency, disruption
recovery, and limited scalability [1]. This study not
only responds to the industrial call for smarter
supply chains under Industry 4.0 and 5.0 [12] but
also contributes to the academic discourse on
integrating distributed technologies for real-world
problem-solving [15].

1.2 Need of the Research

Modern supply chains have evolved into highly
dynamic, interconnected, and globally distributed
networks  [6]. However, despite  digital
transformation efforts, most supply chain systems
still rely on centralized architectures, fragmented
data silos, and manual coordination among
stakeholders [12]. These limitations result in
persistent problems such as lack of real-time
visibility, frequent disruptions, limited trust among
partners, high operational costs, and increasing
product spoilage—especially in perishable or time-
sensitive industries [1]. Addressing these challenges
requires an all-in-one Blockchain-Driven Multi-
Agent Framework that integrates decentralised
trust, automated smart contracts, and autonomous
decision-making capabilities [4]. Such a framework
leverages reinforcement learning and game-
theoretic ~ bargaining to enable real-time
optimisation, offering significant advantages over
traditional supply chain management approaches
[8]. In the context of Industry 4.0 and Industry 5.0,
the growing global demand for resilient,
transparent, and sustainable supply chains strongly
underscores the necessity of this research [12].
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Contribution Description Significance
Area
Blockchain- Development of a Enhances
Integrated novel MAS transparency,
Multi-Agent architecture with trust, and
Framework blockchain for decentralized
autonomous decision-making
coordination across supply
among supply chain.
chain entities.
Optimization Integration of Enables real-time
of Supply reinforcement decision-making,
Chain learning, game efficiency, and
Operations theory, and smart resilience under
contracts for uncertainty.
dynamic resource
allocation and
cost
minimization.
Resilience and | Incorporation of Supports
Sustainability resilience environmentally
Metrics evaluation and responsible and
sustainability disruption-
indicators (energy resilient supply
efficiency, waste chains.
reduction, ESG
compliance).
Simulation- Validation of the Demonstrates
Based framework operational
Validation through improvements and
simulation and practical
sector-specific applicability of
case studies the proposed
(agriculture, framework.
manufacturing,
logistics).
Theoretical Bridges the gap Contributes to
Advancement between academic
blockchain and literature on
MAS, formalizing Supply Chain
a framework for 4.0/5.0 and smart
intelligent, logistics systems.
decentralized
supply chains.
Practical Provides Supports adoption
Industry actionable of autonomous,
Implications guidelines for secure, and
implementing sustainable supply
blockchain-driven networks.
MAS in real-
world supply
chains.
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2. LITERATURE REVIEW

Khanna et al. [1] introduce Al and blockchain-
integrated MAS for emphasizing sustainability.
Swain [2] developed intelligent MAS for
traceability, and in subsequent study [3] propose
resilience-oriented for blockchain-driven supply
chains. Karim [4] integrated Al with distributed
ledgers is garnering heightened interest. They look
at ways for multi-agent systems to work together on
blockchains that are both scalable and safe. Leng et
al. [5] integrates permissioned blockchains with bi-
level optimisation. This shows how the two may
work together in manufacturing. Van Nguyen et al.
[6] look at research problems including traceability,
supply chain finance, and IoT integration on top of
these theoretical bases to do a data-driven analysis
of blockchain supply chain applications.

Wang et al. [7] suggest that blockchain
technology might make multi-agent systems driven
by IoT safer and faster at processing transactions.
Blockchain is also changing the way money is
managed. Su [11] use tripartite game model to
ascertain the best application of blockchain for
financing, whilst Wang [8] applies evolutionary
game theory and smart contracts to identify the
ideal usage of blockchain. Bamakan [9] employ
blockchain technology, IoT, and BDA to see how
well a service supply chain works in their DI-
ANFIS architecture. To further demonstrate how
blockchain might improve the use of distributed
resources, Moghaddasi [10] uses DRL and MCDM
to make IoT better in mobile edge contexts. Tiwari
et al. [12] highlight blockchain as an essential
element of digital transformation and examines the

extensive ramifications of supply chain digitisation.
Tsang et al. [13] work on multi-agent DRL
frameworks for blockchain-IoT ecosystems. Luo
and Chen [14] enhance geographic export routes by
MARL and simulation, therefore augmenting the
practical significance of MARL. Calvaresi et al.
[15] provide the first crossovers between
blockchain and MAS in their extensive study,
offering critical insights.

Yang et al. [16] look at how LLMs may improve
blockchain-based supply chain finance by
processing documents and finding problems. Liu
[17] presents a blockchain-enabled work offloading
technique in edge computing that improves MARL
applications. De Gasperis et al. [18] show how
blockchain might be used for governance and
compliance by leveraging MAS and DAOs to
handle tax credits. Example of 5PL architecture that
uses drones for last-mile delivery is the one that
Lakhwani [19] created. Zheng et al. [20] look into
food supply networks that are driven by ESG in
theory. Chargui et al. [21] describe various ways
that blockchain may work with the Physical Internet
in their study of the two technologies' interactions.
Looking at data in blockchain-driven IoT settings
from security and efficiency aspect, Tong et al. [22]
comprehensively explores the problem, while
Abishu et al. [23] offer a federated DRL for digital
twin networks to distribute resources given by
blockchain. Wei [24] creates a digital transaction
model for the sports business utilising blockchain.
Kumari et al. [25] use blockchain for energy
management, establishing a real-time incentive
system.

Table 3: Literature Review on Blockchain-Driven Multi-Agent Systems in Supply Chain Optimization

Ref | Author/ Year Objectives Methodology Findings Limitations
1 Khanna (2025) Develop AI- Framework Enhanced resilience & Focused only on
Blockchain MAS for design + sustainability in fruits; limited
fruit cold-chain simulation. perishable supply scalability.
logistics. chains.
2 Swain & Patra Create agent-centric Agent-based Improved supply chain | Does not test large-
(2024) framework for modeling. transparency. scale deployment.
traceability with
blockchain.
3 Swain & Patra Build resilience in Conceptual + case Strengthened Lack of empirical
(2025) blockchain supply analysis. resilience to validation.
chains using agents. disruptions.
4 Karim et al. Survey Al-Blockchain Systematic Identified secure and Survey only; no
(2025) integration for multi- review. scalable collaboration implementation.
agents. trends.
5 Leng et al. Manu-Chain: Optimization Reduced inefficiency Early work, lacks
(2019) permissioned model + in manufacturing Al/agent integration.
blockchain for smart blockchain. supply chain.
manufacturing.

6 Van Nguyen

Review blockchain in

Literature review.

Transparency, finance,

No focus on multi-
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(2023) SCM. logistics. agents.
7 Wang et al. Blockchain-MAS for Model + IoT Enhanced [oT Tested only in IoT
(2023) IoT security & integration. transaction security. domain.
efficiency.

8 Wang, Zhou &
Xiang (2024)

Optimize supply chain
finance with
blockchain.

Game theory +
smart contracts.

Increased trust in
financing decisions.

Not generalized
beyond finance.

9 | Bamakanetal. | Integrate blockchain— | Hybrid DI-ANFIS Performance Complexity of real-
(2021) IoT-big data in supply framework. evaluation of service time deployment.
chains. supply chains.
10 | Moghaddasi & | Blockchain + DRL for Deep RL + Improved decision- High computational

Masdari IoT optimization. blockchain in making & resource cost.
(2024) edge computing. allocation.
11 | Suetal. (2022) | Blockchain tripartite Game-theoretic Optimal strategies for Domain-limited to
game for supply chain modeling. financial stability. finance.
finance.
12 Tiwari et al. Study supply chain Conceptual + Highlighted Did not evaluate
(2024) digitization. industrial blockchain’s role in agent-based models.
analysis. digital SCM.
13 Tsang et al. On/oft-chain Multi-agent DRL | Balanced scalability & Needs real-world
(2024) blockchain data mgmt. model. security. validation.
14 Luo & Chen Geographic path MAS + Efficient export route Narrow scope to
(2025) model for exports. simulation. optimization. regional exports.
15 | Calvaresi et al. Review MAS + Systematic MAS-blockchain Outdated; pre-
(2018) blockchain research. review. synergy potentials. AI/LLM integration.
16 Yang et al. Study LLMs in Case + conceptual | Potential for decision LLM reliability not
(2025) blockchain finance. model. support in supply tested empirically.
chain finance.
17 Liu & Sun MAS + task offloading RL-based Improved task Limited to
(2024) in edge blockchain. strategy. allocation & computing
efficiency. networks.
18 | De Gasperis et MAS + DAO for tax Case study in Transparent financial Not applied to
al. (2024) credit tracking. Italy. tracking. supply chains.
19 Lakhwani SPL + drones for last- Logistics model. Future-ready logistics Prototype stage,
(2025) mile delivery. with drones. lacks blockchain
testing.
20 Zheng et al. ESG-driven resilience Game theory + Enhanced resilience & Focused only on
(2025) in agri supply chains. coordination sustainability. agriculture.
model.
21 Chargui et al. Blockchain + Physical Review paper. Potential for Theoretical only;
(2023) Internet integration. sustainable logistics. lacks pilot data.
22 Tong et al. Secure data Systematic study. Proposed security Does not address
(2025) aggregation in improvements. supply chain,
blockchain IoT. complexity.
23 | Abishu (2024) Blockchain resource Federated DRL + | Efficient IoV resource | Limited to vehicular
allocation in IoV. blockchain. allocation. networks.
24 | Wei & Zhang | Blockchain for digital Blockchain Enabled secure sports Not linked to
(2025) sports industry chain. | transaction model. transactions. logistics.
25 Kumari et al. | Real-time incentives in | Mathematical + Improved energy Focused on energy,
(2023) blockchain energy smart contract management. not SCM.

mgmt.

model.

2.1 Research Gap

First, there isn't a comprehensive framework that
can improve supply chain in different areas;
research that is already out there just looks at one
issue. Second, the majority of the models focus on
either traceability and transparency or financial
optimization, but very few works integrate end-to-

end supply chain optimization with resilience,

limited

scalability,

and

empirical

sustainability  as
objectives. Third, while MAS has been recognized
for its adaptability and autonomy, there is still
validation
blockchain models in large-scale, real-world supply
chain environments.

combined

of agent-based
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Another notable gap lies in integration of Al
techniques like RL and generative Al with
blockchain-MAS frameworks. Some recent studies
have explored task offloading and decision
optimization in blockchain-enabled networks.
These methods haven't been used in complicated
global supply chains yet, but they are generally only
used in IoT or edge computing networks. There has
also been a lack of attention to sustainability

following ESG rules. The research gap exists
because there is no single, blockchain-based multi-
agent framework that can be used in more than one
industry and can be adapted to function in other
ones. Advanced AI techniques like DRL and
generative Al make it possible to make decisions
right away. Optimising the supply chain strikes a
balance between being efficient, scalable, strong,
and good for the environment. Simulations and real-

elements in supply chains, such as energy world examples explain how the system works in
efficiency, lowering carbon emissions, and real-life supply chain situations.
Table 4: Research Gaps in Blockchain-Driven Multi-Agent Supply Chain Research
S. Focus Area Existing Contributions Identified Gaps Need for Further Research
No.
1 Supply Chain Swain & Patra (2024, 2025) Models are domain- Develop a generalized
Traceability proposed agent-centric specific and lack blockchain-MAS framework

blockchain frameworks for
enhancing transparency.

scalability across
industries.

applicable across diverse
supply chains.

2 Resilience & Khanna et al. (2025), Zheng et

Limited focus on cross- Create unified resilience

Risk al. (2025) highlighted sector resilience and models integrating
Management resilience in cold chains and | adaptive decision-making. blockchain, MAS, and Al-
agricultural supply chains. driven learning.
3 Financial Wang (2024), Su (2022), Focused mainly on Design holistic frameworks
Optimization Yang (2025) applied financial aspects; ignored balancing finance, logistics,

blockchain for supply chain

logistics and and environmental goals.

finance optimization. sustainability.
4 Al and MAS Karim et al. (2025), Applications limited to Employ advanced Al (e.g.,
Integration Moghaddasi & Masdari IoT/edge computing; generative Al, deep RL)
(2024), Liu & Sun (2024) minimal integration with within blockchain-MAS for
explored MAS with global supply chains. real-time supply chain
reinforcement learning. optimization.
5 Data Tsang et al. (2024), Leng et Lack of comprehensive Propose scalable
Management al. (2019) combined on-chain/off-chain architectures ensuring secure,

blockchain with optimization
and reinforcement learning for
data handling.

efficient, and hybrid data
management.

integration for large-scale
networks.

6 Sustainability & | Chargui et al. (2023), Zheng

Limited coverage of Integrate ESG compliance,

ESG et al. (2025) linked blockchain energy efficiency and carbon tracking, and
to ESG and sustainability carbon reduction in sustainable operations in
goals. blockchain-MAS blockchain-driven supply
frameworks. chains.
7 Empirical Calvaresi et al. (2018), Van Most studies lack Conduct simulations and
Validation Nguyen et al. (2023) provided | empirical validation and real-world case studies to

surveys and reviews.

validate proposed
frameworks.

industrial-scale pilot
testing.

3. PROBLEM IDENTIFICATION

The supply chains of today are becoming more
complicated, variable, and interconnected, which
makes it hard for traditional supply chain
management methods to stay up. Today's supply
chains are harder to make decisions in and have
greater error rates because of problems with
eyesight, data fragmentation, and the danger of
interruptions. Systems that depend on old,
centralised solutions can't change fast enough when

demand changes or something unexpected happens.
Additionally, stakeholders aren't working together
efficiently and there isn't enough attention on trust
and sustainability, which leaves the system exposed
to fraud. There is some research on blockchain,
MAS, and Al independently, but not much on how
to put them all together to make the supply chain
more sustainable, resilient, and efficient. This paper
proposes a multi-agent architecture  using
blockchain for intelligent and secure supply chain
management.
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Table 5: Problem Statement of this research

Problem Area

Specific Issues / Challenges

Research Gap

Implications / Consequences

Supply Chain Lack of real-time visibility in Existing systems do not Leads to fraud, counterfeit
Transparency supply chain processes; provide end-to-end products, and reduced trust
difficulty in tracking product transparency using among stakeholders
provenance decentralized technologies
Data Security & Vulnerability to tampering, Limited studies on secure, Risk of financial loss,
Integrity cyber-attacks, and data decentralized frameworks operational inefficiency, and

inconsistencies in supply
chain records

integrating multi-agent
systems

regulatory non-compliance

Coordination &
Decision Making

Delays and inefficiencies in
inter-organizational
communication and decision-
making

Few frameworks explore Al-
driven multi-agent
coordination combined with
blockchain

Sub-optimal inventory
management, demand-supply
mismatch, and increased
operational costs

Traceability & Difficulty in attributing Insufficient research on Compromised product safety,
Accountability responsibility in case of errors automated accountability legal disputes, and loss of
or failures mechanisms in blockchain- customer trust
enabled supply chains
Scalability & Challenges in integrating Lack of research on multi- Limits adoption of smart
Interoperability heterogeneous systems and agent frameworks that scale supply chains and hampers

scaling the solution across
multiple partners

efficiently with blockchain

efficiency gains

Cost & Resource
Optimization

Inefficient resource utilization
due to manual or semi-
automated supply chain

processes

Limited studies on
automated, intelligent
optimization using
blockchain and agent-based

Increased operational costs,
delays, and reduced
competitiveness

models

4. RESEARCH METHODOLOGY

The proposed study aims to enhance Smart
Supply Chains via the creation of a Blockchain-
Driven  Multi-Agent  Framework, integrating
decentralised trust with autonomous decision-
making. A multi-agent system will be created on a
secure blockchain. Another theoretical contribution
of the planned study will be the creation of a
complete blockchain-MAS framework that connects
supply chain optimisation, autonomous agent
intelligence, and decentralised ledger technology. In
short, it will provide businesses useful advice on
how to utilise it so they can build supply networks
that are safe, strong, smart, and able to solve real-
world problems. Study is provide framework for
Supply Chain 5.0 and Industry 4.0 by creating
smart, long-lasting, and strong supply chains for the
future. The proposed architecture combines
blockchain technology with MAS and smart
optimisation methods to create a strong, flexible,
and safe supply chain network. The multi-tiered
system is made up of these parts:

Agent Layer: 1t is made up of many groups that
stand for different parts of supply chain, like
retailers, suppliers, and logistics companies. Agents
can organise themselves, negotiate, and make
decisions right now.

Blockchain Layer: This drafts all changes, trades,
and transactions in distributed, unchangeable
record. Uses smart contracts to make things easier;
makes sure that the full supply chain is clear,
trustworthy, and easy to comprehend.

Optimization and Intelligence Layer: Research may
easily change your plans and make last-minute
decisions using RL. Evolutionary Game Theory is
used to settle arguments, negotiate deals, and share
resources. Combining MCDM strikes a balance
between efficiency, resilience, and sustainability.

Data Management and IoT Layer: Gets the most
recent information from logistics tracking devices,
ERP systems, and sensors connected to the Internet
of Things. It can handle data both on-chain and off-
chain since it can grow and store data well. It sends
processed data to the agents and optimisation layer
so they may make smart choices.

Monitoring and Visualization Layer: 1t gives
stakeholders analytical tools and dashboards that
they may use to keep an eye on the supply chain's
performance, find problems, and look at indications
of sustainability and resilience; notifies parties of
possible problems, such delays in shipping, lack of
products, or interruptions.
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Monitoring & Visualization Layer

Dashboards, KPIs, alerts, resilience & sustainability

A 4

Optimization & Intelligence Layer

Reinforcement Learning, Game Theory, MCDM

A 4

Blockchain Layer

Decentralized ledger, Smart Contracts, Security

A 4

Agent Layer

Autonomous Agents: Suppliers, Manufacturers, Logistics
Distributors, Retailers

Data Management & IoT Layer

|¢

IoT Sensors, ERP, On-chain & Off-chain Data

Figure 1: Proposed Research Methodology framework

Real-time data from IoT devices and ERP
systems is always being added to the Data
Management Layer. The Agent Layer looks at this
data and then talks to each other to make
judgements about logistics, production, and
inventories depending on what they discover. The
Blockchain Layer checks that all important
transactions are real and correct. Smart contracts
make important tasks easier. The Optimisation and
Intelligence Layer uses RL, game theory, and
MCDM to make better decisions. The Monitoring
Layer's findings and recommendations make the
system work better over time.

5. PROPOSED WORK

This study proposes the development and
implementation of a Blockchain-Driven Multi-
Agent Framework to enhance smart supply chain
operations. This framework would solve big
difficulties with coordination, security, openness,
and making the most use of resources.

Develop a Blockchain-Based Infrastructure: Using
blockchain technology to build an infrastructure
will let, create a decentralised, secure, and
unchangeable record of all transactions in your
supply chain.

Design MAS: Agents need to be able to talk to one
other, make decisions, and share data in real time to
coordinate their activities.

Integrate Blockchain with Multi-Agent Systems:
Connecting agents to blockchain smart contracts
can automate processes. Do rigorous audits and
inspections to make sure that all interactions in the
supply chain are open and safe.

Optimize  Supply Chain  Operations:  Agent
intelligence may help make the supply chain more
efficient by helping with inventory monitoring,
lowering costs, and predicting demand. Use
predictive analytics and make choices based on data
to get the most out of your time.

Develop Simulation and Evaluation Model: Make
an electronic copy of a real supply chain network
for the purpose of testing and simulation.

Provide Recommendations ~ for  Practical
Implementation: It should provide people options to
connect the framework to the current supply chain
infrastructure. Find possible problems and provide
answers before the industry adopts the new
technology.

[ Blockchain based Infrastructure ]

A 4
Multi-Agent Supply chain
System optimization
N————
\ 4 Y
Manufacturers | Supplier Simulation and
Distributors Retailer Evaluation

Figure 2: Blockchain-Driven Multi-Agent Framework to
optimize smart supply chain

A decentralised and secure supply chain
architecture that makes things more clear, reliable,
and easy to follow, an intelligent multi-agent
system that can make decisions and coordinate in
real time that showed how to improve supply chain
processes by saving costs, using resources more
efficiently, and being more adaptable in operations.
We need a uniform model to test blockchain-based
smart supply chains. They will be useful for future
research and real-world uses.

5.1 Proposed Work Algorithm

For an intelligent supply chain, this algorithm
combines optimisation, blockchain validation, and
multi-agent decision-making.
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Step 1: System Initialization

e Define supply chain network N={S,W,D,C},
where, S is Suppliers, W is Warehouses, D is
Distribution centers, and C is Consumers.

o Initialize MAS: Each node n€N is assigned an
agent an Agents are autonomous, cooperative,
and capable of decision-making.

an=f(n,state,strategy)
Step 2: Data Acquisition & Blockchain Integration

Each agent collects local data that are Inventory
levels In(t), Demand forecasts Dn(t), and Shipping
times Tij(t), Record all transactions on Blockchain
to ensure immutability and transparency:

Blockk={Transaction Datak, Previous Hashk—1,
Timestampk}
e Mechanism ensures trust among agents:

Hashk=H(Blockk)
Step 3: Multi-Agent Optimization
e Minimize total cost Cioar:

minCtotal=i€S) Ciprod+je W) Cjstore+i,jEND.
Cijtrans

o Constraints:
o Inventory balance:
Lj(t+D)=Lj(t)+HEeSY xij(t)—Dj(t)
o Capacity limits:
0<Ij(t)<Ijmax,0=xij(t)<xijmax
e Decision Variables:
o x;j(t) = Quantity transported from node (i, j)
o Ij(t) = Inventory at node j
Step 4: Agent Communication & Negotiation
e Agents communicate:
ai<aj: proposal xij(t)
o MAS negotiation:
xij*(t)=argxijmaxUi(xij)+Uj(xij)
Step 5: Blockchain Validation
o All transactions validated in blockchain:
Blocknew=Validate(xij*(t),[j(t+1),Tij(t))
Step 6: Performance Evaluation
e Evaluate performance:

o Total Cost: Ctotal
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o Delivery time:
Tavg = Y 1,JENTIjxij(t) / Y1,jENXIj(t)
e Inventory turnover ratio: ITRj = Y tDj(t) / Y tIj(t)
e Update agent strategies using RL:
mant+1=nant+a(Rnt—R"nt)
Step 7: Iterative Optimization

e Repeat Steps 3—6 until convergence criteria are
met:

|Ctotalt+1—Ctotalt|<e

Multi-Agent
Perception & Data System
(IoT, RFID, GPS) (Decision-Making,
Negotiation, RL)
|
Analytics &
Blockchain Layer Visualization
(Smart Contracts, > Layer
Consensus, Ledger) (Reports,
Dashboards)
|
\L,r
Supplier,
Warehouse,
Distribution center,
Consumer

Figure 3: Architecture of Proposed Work
6. RESULT AND DISCUSSION

Research tested proposed Framework in supply
chain settings, using simulation experiments and
case-based validation. The results reveal that
openness, efficiency, robustness, and lifespan are
all far better than they are with more conventional
supply chain management strategies.

6.1 Performance Evaluation of Framework

By looking at KPIs before and after proposed
framework was put in place, it was possible to see
whether there were any operational advantages.
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Table 6: Comparison of Performance for Conventional

Table 8: Scalability Performance

vs. Proposed Framework Number of Traditional Proposed
KPI Tradition | Proposed | Improveme Transactions SCM (TPS) Framework (TPS)
al SCM Blockchai nt (%) 1,000 150 320
n-MAS 5,000 110 295
SCM 10,000 85 270
Transaction Low High +65% 50,000 50 240
Transparency
Decision- Moderate High +48%
Making Speed Figure 5 shows the way the recommended system
Data Accuracy 78% 96% +23% handles transactions compared to regular SCM.
Inventory 24 3.6 cycles +50% .
Turnover cycles Scalability of Framework
Efficiency - S —e— Traditional SCM
Fraud/Counterf High Very Low ~72% E = £roposed Framewor
eit Risk S 250}
[=}
&
6.2 Resilience and Sustainability Metrics & 200
A resilience test was used to see how well the 2 150
system could recover from problems. g
@ 100
Table 7: Resilience and Sustainability Analysis &
. .. 50 -\ L 1 I L 1
Metric Traditional Proposed 0 10000 20000 30000 40000 50000
SCM Framework Number of Transactions
Di tion R 72 h 28 h
1stup l%r:n eecovery ours ours Figure 5: Scalability of Framework
Order Fulfillment 82% 96% 6.4 Product Spoilage Reduction
Rate (%) Table 9 shows reduction of spoilages of products
Energy Consumption 10.2 kWh 7.4 kWh by 18% (the old SCM's) to 6%.
(per unit shipped)
Waste Reduction (%) 12% 34% Table 9: Reduction in Product Spoilage
The visualisation shows that the suggested Method Fresh (%) | Spoiled (%)
strategy cuts down on recuperation time by a lot. Traditional SCM 82 18
Proposed Framework 94 6

Disruption Recovery Time Comparison

Recovery Time (hours)

L VTR T - |
o O o © O o
T

—
(=]

Tradit

ional SCM

Proposed Framework

Figure 4: Disruption Recovery Time Comparison

6.3 Scalability Performance
Table 8 presents numbers of transactions in each

model that can handle at same time.
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Figure 6

indicates

degradation proportion

demonstrate that proposed model keeps things

fresh.

Reduction in Product Spoilage

Traditional SCM

Fresh

Spoiled

Proposed Framework
Spoiled

Fresh

Figure 6: Reduction in Product Spoilage

6.5 Energy Consumption Efficiency
Table 10 presents average amount of energy that

processes use.
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Table 10: Energy Consumption Efficiency

Method Energy Used Reduction
(kWh/1000 txns) (%)
Traditional 100 -
SCM
Proposed 68 32%
Framework

Figure expressed blockchain architecture uses
less energy.

Energy Consumption Efficiency

=

o

o
|

o
o
|

B
o
|

N
o)
|

Energy Used (kWh/1000 txns)
3
1

o
|

1
Proposed Framework

1
Traditional SCM

Figure 7: Energy Consumption Efficiency

6.6 Transparency and Traceability Index
Table 11 presents transparency of supply chain
considering cost optimization in logistics.

Table 11: Cost Optimization in Logistics

Cost Category | Traditional Proposed | Savings

SCM (USD) | Framework (%)

(USD)

Transportation 12,500 9,000 28%
Warehousing 8,000 6,200 22.5%
Coordination 5,500 3,100 43.6%

Costs
Total Cost 26,000 18,300 29.6%
Figure shows traceability ratings mean for

blockchain that make things more trustworthy.

Cost Optimization in Logistics

EEE Traditional SCM
I Proposed Framework

12000 =

10000 -

8000 -

6000 =

Cost (USD)

4000 =

2000 -

0- 1
‘\3“0“

R cos®
Y(ﬁ“spo et o

o0
" 3“0
A
co®
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Figure 8: Cost Optimization in Logistics

6.7 Cost Savings in Operations

The suggested technique cut operating costs by
22%, whereas traditional SCM only cut them by
8%. The table shows how blockchain technology
has made automation and resource use more
efficient.

Table 12: Transaction Security & Transparency

Metric Traditional Proposed
SCM Framework
Fraudulent Activities | High (12/year) Low (2/year)
Data Integrity Medium Very Low
Breaches
Transparency Score 4.5 9.2
(/10)

The radar map shows that the planned system is
becoming better at being both open and safe.
Transaction Security & Transparency

Data Breaches
Traditional SCM

—— Proposed Framework

1
10 12
6

d Incidents

Transparency

Figure 9: Transaction Security & Transparency

6.8 Customer Satisfaction Rate
Table demonstrates that proportion of happy
customers went raised from 72% to 89%.

Table 13: Stakeholder Satisfaction Index

Stakeholder Traditional Proposed Improvement
SCM Framework (%)
(Score/10) | (Score/10)
Suppliers 6.2 8.8 41.9%
Manufacturers 6.5 9.0 38.5%
Retailers 6.8 93 36.8%
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Customers 6.0 9.5 58.3%

affected by things like economic feasibility,

Figure 10 shows stakeholder satisfaction index
for traditional SCM vs proposed model.
Stakeholder Satisfaction Index

gonal SC
sed Fram

£ [=2] ©
1 1 1

Satisfaction Score (/10)

N
1

0-

I
Customers

I I 1
Suppliers  Manufacturers  Retailers

Figure 10: Satisfaction scores

6.9 Case Study Validation: Agricultural Cold
Chain

It tested in fruit cold-chain logistics industry,

where getting fresh products to customers on time is
important.

Table 14: Cold Chain Case Study Results

Metric Traditional Proposed
SCM Framework
Product Spoilage (%) 18% 6%
Delivery Delays (%) 21% 7%
Consumer Trust Index 62% 91%

Reduction in Product Spoilage

Traditional SCM Proposed Framework

Spoiled
Spoiled

18.0% °0%

94.0%

Fresh
Fresh

Figure 11: Reduction in Product Spoilage

7. CRITIQUE OF OWN WORK

The suggested MAS run on the blockchain,
which makes it clear, quick, and strong. But
remember that it has certain problems. Computer
models can't adequately explain a lot of issues that
happen in the actual world. Even though the model
needs precise data from ERP systems and IoT
devices to work, differences in data and technical
limitations might make blockchain less reliable and
decision-making less reliable. Security problems,
including as bugs in smart contracts and bad actors,
are not being fixed. The study's practical utility is

stakeholder buy-in, and system compatibility.

8. DIFFERENCE FROM PRIOR WORK
AND ACHIEVEMENTS OF THIS STUDY

Most of the current research on blockchain,
MAS, and supply chain optimisation focusses at
particular features, including making data sharing
secure or making it easier to track things. Other
research has improved some parts of the supply

chain, such cold-chain logistics, financial
operations, or coordinating IoT. There have been
few attempts to combine blockchain for

transparency and MAS for autonomous decision-
making into one big optimisation framework. Most
of the research that has been done so far has
focused on one or the other. Also, a lot of the
previous models either didn't have any real-world
testing from big simulations or only operated in
very small industrial settings. This paper develops a
complete Blockchain-Driven Multi-Agent
Framework  that  simultaneously  addresses
transparency, coordination, resilience,  cost
optimisation, and sustainability  significantly
improving previous research. The proposed
framework enables intelligent and autonomous
decision-making throughout various segments of
the supply chain by incorporating game-theoretic
negotiation, smart contracts, reinforcement
learning, and hybrid on-chain/off-chain data
management, in contrast to previous research that
depended on  static or  domain-specific
configurations. This study offers empirical evidence
of tangible operational advantages, including
reduced interruption recovery times, increased
inventory turnover rates, enhanced transaction
throughput rates, diminished waste, and improved
energy efficiency, distinguishing it from prior
research. The main goals of this project are to
improve supply chain performance in the face of
real-world uncertainty and to provide a
generalisable, scalable, and  experimentally
validated architecture. The requirement statement is
now considerably more thorough, and the
framework is now a useful tool for supply chains in
the 4.0 and 5.0 sectors.

9. PROBLEMS AND OPEN RESEARCH
ISSUES

Even though this study made a lot of progress,
there are still difficulties and obstacles that need to
be solved, which gives researchers more chances to
learn. However, a significant challenge in large-
scale implementations is the computational expense
associated with blockchain consensus algorithms

e ——
330



Journal of Theoretical and Applied Information Technology ~
28" February 2026. Vol.104. No.4 N

© Little Lion Scientific a ———

SMminl

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195 |

and agent communication protocols. In the future,
research should concentrate on creating effective
agent communication models, streamlined
consensus algorithms, and scalable blockchain
architectures capable of managing high-volume,
real-time supply chain scenarios.

The framework also thinks that data from the IoT
is dependable and can be easily added to old ERP
systems. In reality, however, supply chains
frequently have problems with wrong data, sensors
that don't work, and technologies that don't work
together. It is very important to find good ways to
validate data, set standards for cross-platform
interoperability, and figure out how to connect the
IoT to blockchain technology. If businesses are
going to use this, these flaws need to be fixed.

Third, although game-theoretic optimisation and
reinforcement learning enhanced decision-making
in simulations, their efficacy in real-world contexts
characterised by unknown variables and
antagonistic agents remains indeterminate. More
study is needed on safe Al, adversarial resistance,
and fairness-aware agent coordination in
decentralised supply chains since agents might use
strategic manipulation, biassed learning, or poor
equilibrium finds.

The fourth reason is that blockchain-based
systems are becoming more and more vulnerable to
assaults, such as privacy breaches, Sybil attacks,
and faulty smart contracts. So, we need better
models and defences. In the future, we need to build
formal security analysis frameworks and
cryptographic  algorithms that can withstand
quantum assaults for usage in supply chains.

Finally, there are still unsolved questions about
bigger social and technological challenges, such
how to manage decentralised networks, how much
it costs to install them, how to deal with criticism
from stakeholders, and how to follow the rules. To
make it easier for sophisticated architectures to be
used in mainstream Industry 4.0 and Industry 5.0
applications, research need to do research on how
people and technology interact, how consortium
governance  structures function, how legal
frameworks work, and how cost-benefit analyses
work.

10. CONCLUSION

This study advances prior research by creating
and verifying a Blockchain-Driven Multi-Agent
Framework to provide a scalable architecture for
intelligent supply chains. This framework combines
decentralised trust, self-directed decision-making,

smart  contract
This study offers scientific data
indicating enhanced transparency, -efficiency,
resilience, and sustainability in supply chain
environments when blockchain and multi-agent
systems are used in conjunction, contrasting with
prior studies that analysed them separately. The
framework enhances our knowledge by formalising
the maximum number of agents permitted to
collaborate on a blockchain ledger, offering
sophisticated optimisation tools for real-time
decision-making, and illustrating that performance
can be enhanced via simulated trials. This research
enhances our comprehension of the synergistic
potential of distributed ledger technology and
distributed  intelligence in  revolutionising
contemporary supply chains.

11. FUTURE SCOPE

reinforcement
automation.

learning, and

This turns up certain problems, such how hard it
is to connect to older systems and how important it
is for IoT devices to provide correct data. Once
these problems are fixed, there will be more job
openings in the future. This study examines the
future of green logistics, exploring possible
solutions such as the enhancement of blockchain
transactions via quantum-safe encryption and the
expansion of the framework to include global
supply chains that traverse international boundaries.
The potential synergies of MAS using blockchain in
predictive analytics, real-time decision-making for
intricate supply networks, and scenario planning
need more exploration in further study. The
proposed study may be advantageous for Industry
5.0 supply chains, as they embody these
transformations by prioritising Al cooperation,
operational transparency, and sustainability.
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