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ABSTRACT

People are justifiably apprehensive about the safety, privacy, and scalability of their data in collaborative
machine learning contexts now that digital financial services are available. But it is hard to get to, and
different groups don't trust it. Blockchain is a kind of distributed ledger technology that stores and checks
data in a way that doesn't need a trusted third party. However, when used alone, it has problems with its
size and battery use. This research puts out a hybrid architecture that combines blockchain with FL to solve
these problems and develop financial services that can grow. This approach, which uses blockchain
technology, protects the data sovereignty of organisations. It also makes it easier for financial organisations
to work together to build global models. It does this by being able to keep an eye on changes, build trust,
and provide people the chance to get personal incentives. The suggested strategy is better than FL-only and
blockchain-only solutions when it comes to accuracy, scalability, and safety. The amount of energy used
and the time it takes to respond to queries are also maintained at a reasonable level. Research can perform a
lot of important things with the system, including look into claims of fraud, assess credit risk, and stop
money laundering. The outcomes help make the financial industry's digital infrastructure safer, more open,
and more in line with the law.

Keywords: Federated Learning, Blockchain, Financial Services, Security, Fraud Detection, Credit Risk
Analysis, Anti-Money Laundering.

1. INTRODUCTION services industry transformation [8]. Privacy,

New technology lets firms, consumers, and scalability, and security are increasingly concerns in
government organisations access and exchange modern digital financial ecosystems [12]. Because
client financial data, which is accelerating financial, they keep one set of data, conventional ML models
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may be hacked and lose data [20]. Federated
learning (FL) enables numerous individuals to train
models on decentralised data without transmitting
raw data [1]. This method improves financial
analytics without compromising customer privacy
[3]. Despite its benefits, FL has issues related to
trust, coordination, and security vulnerabilities [22].
Blockchain technology’s distributed consensus
mechanisms and smart contracts may help handle
decentralised transactions and promote transparency
and accountability [10]. The integration of FL and
blockchain technology may significantly improve
digital financial systems, regulatory compliance,
and data security [5]. This technology can verify
models, protect sensitive data, and enable secure

collaboration among banks and financial
institutions [4].
Data-driven, secure, private, and flexible

solutions are essential as banking becomes
increasingly digital [17]. Unfortunately, FL may
expose firms to model poisoning attacks and trust
difficulties among participating nodes [11]. These
challenges prevent ML models from fully meeting
privacy, security, and reliability objectives in

financial environments [20]. Blockchain, an
irreversible  distributed ledger system, offers
immutability and transparency but also introduces
significant energy costs and transaction latency [7].
Therefore, financial institutions must work together
to investigate efficient, scalable, and sustainable
blockchain-enabled federated learning frameworks
[19].

1.1 Background and Motivation

The financial services industry is the first to use
new technology to make things more efficient,
trustworthy, and safe [8]. Because of breakthroughs
in technology, this action creates sensitive
information that machine learning and advanced
analytics can utilise to cut down on fraud and
improve credit risk assessments [17]. Centralisation
makes conventional ML harder since it makes it
easier for hackers to get in and steal data [20].
Federated learning (FL) fixes several problems by
letting banks use their own data to train models and
provide model parameters instead of raw data [1].
This lets people work together while keeping data
safe [3]. But FL has problems with size, trust
among participants, and being attacked [22].

Table 1: Background and Motivation of Research

Aspect Description
Domain Context | The financial services business is frequently the first to utilise new technology that might make
things more productive, build trust with clients, and help control risk. Moving to digital platforms
has caused a flood of different and sensitive data. Using modern analytics and ML on this data has
made it easier to detect fraud, rate credit risk, predict market trends, and provide personalised
financial solutions.
Current There are certain fundamental restrictions to centralised ML. When data is collected from various
Challenge sources, it is more likely that cyberattacks and unauthorised access will happen, which makes it
more likely that people will not follow GDPR and DPDPA. Traditional security methods typically
don't work when it comes to these dangers that keep evolving.
Federated FL makes training models less centralised, which means that various institutions may perform it in
Learning (FL) their own areas and just exchange the parameters. This manner, privacy is protected, collaboration
Advantage between organisations is permitted, and rule-breaking is stopped. It allows for collective
intelligence by not putting critical information in one location.
Blockchain FL has its pros and cons. For example, it may be unreliable, easy to attack, and slow when utilised
Advantage on a big scale.
Hybrid Need Blockchain technology's unchangeability, openness, and decentralisation make it feasible to record
(FL + transactions and changes to models in a manner that can't be changed.
Blockchain)
Motivation Combining blockchain with FL provides a clear, scalable, and secure architecture for sensitive
financial applications.

1.2 Contribution of research

This project is all about using blockchain
technology to create a federated learning framework
for secure, scalable financial services [S5]. The goals
of this project are to improve models, gain
agreement, find solutions that safeguard privacy,
and keep an eye on progress [10]. Modern financial

ecosystems face three challenges: data security,
scalability, and regulatory compliance [12]. This
initiative aims to solve these problems. The
contributions to  blockchain, safe financial
technologies, and federated learning are quite
important [3]. In short, the most helpful things
were:
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Table 2: Contributions of the Research

Contribution

Details

Novel Blockchain-Integrated
Federated Learning Framework

Proposes a secure, transparent, and privacy-preserving federated learning
framework integrated with blockchain for financial services; ensures data
sovereignty and trustless collaboration.

Enhanced Security Against
Adversarial Threats

Designs mechanisms to counter model poisoning, data inference, and malicious
participant attacks using blockchain immutability, consensus, and smart contract-
based verification.

Scalability Solutions for Large-
Scale Financial Ecosystems

Develops optimization techniques including lightweight consensus, -efficient
aggregation strategies, and adaptive communication protocols to handle large-scale
federated financial networks.

Regulatory Compliance &
Privacy-Preserving Techniques

Incorporates secure multiparty computation (SMPC), differential privacy, and
homomorphic encryption to ensure compliance with GDPR, DPDP, and other data
protection regulations.

Application to Real-World
Financial Use Cases

Applies the framework to fraud detection, anti-money laundering (AML), credit
risk assessment, and personalized financial services; demonstrates improved
performance.

Comprehensive Performance
Evaluation

Evaluates framework on accuracy, latency, throughput, scalability, energy
efficiency, and security overhead; compares results with existing FL and
blockchain-only systems.

Theoretical and Practical
Contribution

Provides a theoretical foundation for integrating FL with blockchain; offers a
practical roadmap for FinTech institutions to adopt secure and regulation-
compliant Al-driven solutions.

2. LITERATURE REVIEW

Chatterjee et al. [1] were the first to look at how
decentralised Al and distributed ledgers may work
together. Ahmed [2] expanded by undertaking a
systematic assessment to find bitcoin fraud. To
underscore its importance in the fintech industry,
Chatterjee et al. [3] built on earlier work by
developing a whole plan for the security of financial
services via the use of FL and blockchain. To help
with this, Rabbani et al. [4] propose a FL for
detecting fraud in financial transactions that is
based on blockchain. Yu et al. [5] created a concept
for a FL based on blockchain that might be applied
in other fields outside banking. Sefati et al. [6] have
looked at the function of this convergence in smart
cities and how it affects the security and scalability
of the IoT.

To solve scalability difficulties, Madill et al. [7]
created ScaleSFL, a sharding method for FL that is
based on the blockchain. Chen et al. [8] said that
integrating financial data silos with FL made it
possible to do collaborative financial analytics
while keeping people's identities private. Khan et al.
[9] created BAML to fight money laundering. It
leverages Hyperledger and FL. Goh et al. [10]
created the standard architecture for blockchain-
enabled FL as a guide for design, testing, and
implementation. Oktian et al. [11] were mostly
worried with security and trust. Liu et al. [12]
looked at how FL is used and what problems it

causes in the banking business. Whig et al. [13]
spoke about decentralised Al systems and how
blockchain-enabled FL might make privacy and
trust better. In the healthcare domain, Singh et al.
[14] created a privacy-preserving loT healthcare
system, demonstrating the relevance of FL-
blockchain models outside the financial sector.

Kollu et al. [15] used IoT-integrated federated
learning with blockchain for intrusion detection in
smart contracts, whereas Issa et al. [16] conducted
an extensive study on blockchain-based federated
learning for IoT security. Aljunaid et al. [17]
expanded applications to fraud detection in banking
by integrating explainable Al with blockchain-
enabled federated learning to enhance transparency.
Similarly, Pingulkar and Pawade [18] performed a
comparative examination of vertical, horizontal,
and transfer learning architectures in FL for credit
risk assessment, emphasising performance trade-
offs. Mehta and Saini [19] developed a blockchain
architecture for FL that focused on privacy,
scalability, and security. Zhu et al. [20] wrote about
the problems, solutions, and future prospects of
blockchain-empowered FL, which is a state-of-the-
art review. Abubaker et al. [21] examined malicious
node identification in IoT sensor networks using
federated learning with blockchain, guaranteeing
resilience in highly dynamic contexts. Qammar et
al. [22] conducted a thorough assessment on the
security of FL wusing blockchain technology,
pinpointing  performance  deficiencies  and
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powered recommendation models can be used in
consumer financial services, which is a real-world
example of how these ideas may be put into
practice.

adversarial threats. Li et al. [23] were among of the
first to suggest a decentralised FL framework with
committee consensus. This made it possible for
decentralised coordination in model training.

Lastly, Chatterjee et al. [24] showed how FL-

Table 3: Literature Review on Federated Learning with Blockchain in Financial Services

Ref | Author(s) / Objective Methodology Findings Limitations
Year
1 Chatterjee Explore FL + Conceptual Demonstrated Lacked empirical
etal. (2023) | blockchain integration framework, case potential of hybrid validation,
for financial services studies models for secure scalability not tested
security collaboration
2 Ahmed & Review blockchain- Systematic review of Highlighted Focus limited to
Alabi based FL for FL-blockchain works scalability and cryptocurrency; no
(2024) cryptocurrency fraud detection accuracy cross-domain
detection improvements validation
3 Chatterjee Secure financial Book chapter with Outlined use cases No quantitative
et al. (2024) services using FL + architectural models like fraud detection experiments, mostly
blockchain & credit scoring theoretical
4 Rabbani et | Detect counterfeit data Proposed Improved fraud Needs large-scale
al. (2024) in fintech blockchain-based FL | detection accuracy in deployment for
framework simulations validation
5 Yuetal. Design secure FL Architectural design Ensured tamper- Performance
(2022) system empowered by with use cases proof training, overhead due to
blockchain enhanced trust blockchain latency
6 Sefati et al. | Cybersecurity for smart Simulation in IoT Provided scalable Focus not directly on
(2024) cities via blockchain- ecosystem and secure finance sector
FL framework
7 | Madill etal. | Improve scalability of Sharding-based Reduced consensus Complexity of shard
(2022) blockchain-based FL framework delay, improved coordination
(ScaleSFL) throughput
8 Chen et al. Bridge data silos in Proposed FL models Improved model Limited attention to
(2025) finance via FL for cross-bank generalization across adversarial
collaboration institutions robustness
9 Khan et al. Secure AML Blockchain- Enhanced detection | Evaluation limited to
(2025) compliance via FL + integrated AML of suspicious AML use case
Hyperledger model transactions
10 Goh et al. Propose reference Prototype Demonstrated High resource
(2023) architecture for implementation & feasibility of hybrid consumption in
blockchain-enabled FL verification system experiments
11 | Oktian et al. | Build trust in FL using Symmetry-based Improved trust and Limited testing on
(2022) blockchain framework traceability real financial data
12 Liu et al. Review FL applications Survey of FL Identified strengths Did not cover
(2024) in finance technologies & challenges in FL blockchain
adoption integration
13 | Whigetal. Enhance privacy & Blockchain-enabled Enhanced privacy Experimental
(2025) trust in decentralized FL architectures and trust in validation limited
Al simulations
14 | Singhetal. | Privacy preservation in FL + blockchain Improved privacy & Sector-specific; not
(2022) IoT healthcare framework data protection finance-focused
15 | Kolluetal. Fintech intrusion Cloud-based smart Improved intrusion Energy efficiency
(2023) detection using IoT + contract analysis detection accuracy not analyzed
FL
16 Issa et al. Survey blockchain-FL Comprehensive Identified challenges | No specific financial
(2023) for IoT security review in IoT + FL applications
17 | Aljunaid et Fraud detection via Explainable Al with Improved High computational
al. (2025) explainable FL model blockchain-FL interpretability of cost
fraud detection
18 | Pingulkar & | Credit risk assessment | Comparative analysis Identified most Blockchain not
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Pawade with FL architectures (vertical, horizontal, effective FL integrated
(2024) transfer FL) structures for finance
19 Mehta & Blockchain-based FL Proposed Enhanced privacy Still at conceptual
Saini (2025) for privacy & decentralized and scalability stage
scalability architecture
20 Zhu et al. Review challenges & Comprehensive Identified gaps and Mostly conceptual,
(2023) solutions in survey future research lacks experimental
blockchain-FL directions results

21 | Abubaker et

Secure IoT with FL +

Service provisioning

Improved node trust

IoT-focused, limited

al. (2022) blockchain & malicious node & performance finance relevance
detection
22 | Qammar et Review securing FL Systematic literature Classitied Broad review,
al. (2023) with blockchain review frameworks, attacks, limited finance
and defenses sector emphasis
23 Lietal. Decentralized FL with Blockchain Enhanced robustness | Early-stage, limited
(2020) committee consensus consensus-based of FL real-world data
framework
24 Chatterjee FL for financial FL-powered Improved Did not address
et al. (2023) consumer recommendation personalization blockchain
recommendations model without data sharing integration

More and more individuals are thinking about
integrating FL with blockchain technology to solve
problems with trust, security, and privacy in
decentralised financial analytics [1]. Initial studies
(e.g., [1]; [2]) suggest that integrating FL with
blockchain might enhance the security of financial
services and cryptocurrency transactions [2]. They
showed that this might improve privacy and
decentralised trust, but they did not provide enough
evidence for large financial situations [3]. To
increase model integrity and mitigate tampering,
some research has proposed blockchain-enhanced
FL architectures ([4]; [5]). But these frameworks
frequently featured a lot of consensus latency and
were not designed to meet the specific demands of
the financial industry, including finding fraud in
real time [7]. Studies in smart city and Internet of
Things (IoT) ecosystems highlighted the scalability
and cybersecurity advantages of blockchain-enabled
FL ([6]; [16]). However, their conclusions do not
directly pertain to financial institutions, which must
prioritise regulatory compliance, transparency, and
diverse data distributions [12]. Research has
examined the prospective advantages of federated
learning in resolving financial data silos [8], while

sharding-based scalability —improvements for
blockchain-supported FL have also been suggested
[7]. Nonetheless, neither study examined how to
fortify FL against attacks or facilitate auditing by
authorities [22]. Furthermore, improvements in
blockchain-integrated FL systems for anti-money
laundering and general secure analytics have been
reported ([10]; [9]). But these systems still
depended heavily on computation and lacked built-
in mechanisms for explainability and fairness across
institutions [17]. Several studies have shown
problems with FL and blockchain hybrids related to
poisoning, inference, and trust ([11]; [22]; [20]).
Their findings indicate that most existing
frameworks do not include reliable verification
mechanisms or layered adversarial defences [20].
Some studies explored the use of FL-blockchain
integration in healthcare and fintech IoT
environments ([14]; [15]). However, their models
were not designed to handle high volumes of
financial transactions with low latency [19].

2.1 Research gap

This study is necessary due to several gaps in the
existing literature on the topic of financial services
integrating FL and blockchain.

Table 4: Research Gaps

Research Gap Evidence in Literature Gap Unaddressed How This Research Addresses
It
Limited Real- Many works (e.g., Chatterjee | Lack of validation in actual Develop a practical hybrid FL-
World etal. 2023; Yu et al. 2022) financial systems with Blockchain model tested on
Deployments propose conceptual or heterogeneous institutions financial datasets and scalable
simulation frameworks. and real-time data. architectures.

Scalability Madill et al. 2022 proposed | High latency and throughput | Introduce optimized consensus
Challenges sharding; others highlight issues remain unresolved for and resource management
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bottlenecks in large-scale FL.

financial networks with
thousands of participants.

strategies for large-scale
banking networks.

Adversarial Rabbani et al. 2024; Qammar Few hybrid defenses Design a multi-layered defense
Robustness et al. 2023 identify risks of combining FL + Blockchain mechanism integrating secure
model/data poisoning. against sophisticated aggregation and blockchain-
adversarial attacks. based trust validation.
Lack of Liu et al. 2024; Issa et al. No benchmark financial Propose standardized evaluation
Standardized 2023 use diverse datasets datasets or unified metrics metrics (accuracy, latency,
Benchmarks (IoT, healthcare, synthetic for fair evaluation. scalability, energy, resilience)
finance). and test on real financial
datasets.
Explainability and | Most works (e.g., Goh et al. Lack of XAl integration for Incorporate XAl-driven
Transparency 2023, Singh et al. 2022) regulatory compliance in explanations within blockchain-

focus on privacy/security
only.

finance.

FL for transparent fraud
detection and compliance
auditing.

Energy Efficiency
and Sustainability

Energy-intensive consensus
(e.g., PoW) criticized by Zhu
et al. 2023.

Limited research on green
blockchain solutions for
financial FL.

Develop lightweight, energy-

efficient consensus protocols

optimized for FL in financial
services.

Interoperability Few works (e.g., Kollu et al. | Lack of integration with core Propose a middleware
with Legacy 2023) explore loT-fintech banking, SWIFT, UPI, and integration layer enabling
Systems integration. DeFi systems. blockchain-FL interoperability
with existing infrastructure.
Holistic Most studies emphasize Absence of multi- Conduct a comprehensive
Evaluation single metrics (accuracy or dimensional evaluation comparative analysis with FL-

privacy).

across performance, trust,

only and blockchain-only

scalability, and baselines.

sustainability.

Blockchain-FL systems made for the financial
services sector have come a long way, but research
reveals that they are still in their early phases when
it comes to security, scalability, explainability, and
energy efficiency. To address these deficiencies,
this research develops a hybrid architecture capable
of integrating with current financial rules to provide

extensive  collaborative  intelligence  while
safeguarding user privacy.

3. PROBLEM STATEMENT

Digital payments, mobile banking, credit

transactions, and fraud monitoring are just a few
examples of the various ways that the financial
services industry collects a lot of sensitive
information every day. Using this data with
advanced machine learning might dramatically
improve fraud detection, credit risk assessment, and
customised financial services. On the other hand,
many current machine learning algorithms employ
centralised data aggregation, which causes a lot of
issues, such as:

e Data Privacy Risks: Because financial data is
kept and processed in one place, it is at risk of
being hacked, accessed illegally, or not
following strong data protection rules.

o Lack of Trust and Transparency: Financial
companies that work together are afraid to share
data or update one other's models because they
are worried about competitiveness, data
ownership, and trust.

o JVulnerability to Security Threats: Federated
learning still makes consumers vulnerable to
attacks, even when it protects their privacy.

o Scalability Limitations: When existing FL
frameworks are used in different financial
ecosystems that are short on resources, they
have performance problems that cause latency,
communication overhead, and lower efficiency.

o Regulatory and Compliance Challenges: For
banks and other financial organisations that
operate under worldwide rules, it is very
important to keep their Al systems lawful and
accountable.

As these problems illustrate, there is still not
enough research on a secure, reliable, and scalable
FL system that is made only for financial services.
It could be a good idea to employ blockchain
technology in FL since it gives trust, verifiability,
and safe collaboration, as well as being
unchangeable and having smart contracts. However,
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problems with consensus overhead, computational
cost, and energy efficiency must be addressed
before blockchain can be utilised with FL. This
research aims to address the following critical
inquiry:

How can adversarial threats be alleviated,
regulatory compliance guaranteed, and efficiency
sustained in extensive implementations of a secure,
privacy-preserving, and scalable framework for
financial services through the proficient integration
of federated learning with blockchain?

4. PROPOSED METHODOLOGY

There are seven essential phases to this method:
planning, designing, security and privacy,
scalability and optimisation, implementation,
evaluation, and validation and dissemination. For
each step, there are details on the deliverables,
datasets, metrics, and expected methods/algorithms.

Phase 1: Preparation & Requirement Analysis
1. Problem formalization

e Specify system requirements: latency bounds,
privacy levels, through-put targets, and
regulatory constraints.

2. Dataset selection & preprocessing

e Select representative financial datasets: public
transaction/fraud  da-tasets, credit scoring

datasets, AML-like transaction streams, and
syn-thetic datasets to simulate cross-institution
heterogeneity.

Blockchain

Local Clients Privacy Modules 2

Ledger+
Validators

Consumers

hggregator B3

Figure 1: System architecture specification

e Create federated partitions to simulate
horizontal, vertical, and non-IID distributions
across participants.

e Preprocess: normalization, feature engineering,
label balancing, time-windowing.

Phase 2: Architecture & Protocol Design

e System architecture specification: Finalize the
hybrid architecture, matching the previously
drafted diagram.

e Communication protocol: Design message
formats, signing procedures, and update
lifecycle.

Privacy

Submission
Transform

Local Update

On-chain
Commit Or Off-
chain Anchor

Aggregation Verification

Figure 2: Communication protocol

e Consensus & blockchain choice: Select and
justify a lightweight con-sensus protocol
suitable for permissioned financial networks.

e Smart contract design: Define smart contracts
for participant registra-tion, model-update
verification, incentive distribution, and dispute
reso-lution.

e Aggregation strategy: Decide aggregation
algorithms:  weighted averag-ing, robust
aggregation, or secure aggregation compatible
with SMPC/HE.

Phase 3 — Security & Privacy Mechanisms
1. Privacy-preserving pipeline

o Integrate differential privacy (DP) at client-side
with tunable €, and/or use local DP for stronger
guarantees.

e Implement SMPC or HE for secure aggregation
where needed.

2. Adversarial defense mechanisms
o Implement robust aggregation methods.

e Design anomaly detection on-model-update
features to detect poisoning.

e Use blockchain smart contracts to require signed
proofs or small commitment hashes for updates.

3. Authentication & access control: Use PKI-
based identity management; smart contracts to
manage whitelisting/blacklisting.
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4.

Auditability & explainability: Log model
provenance and important metadata on-chain for
audits; implement XAI modules run off-chain
and signed on-chain.

. Evaluation: privacy leakage tests, poisoning

attack simulations, false positive/negative rates
for anomaly detectors.

. Deliverables: privacy pipeline, defense module

implementations, evaluation scripts.

Phase 4 — Scalability & Optimization Strategies

1.

Communication optimization

Model compression: quantization, sparsification,
Top-K updates.

Update frequency strategies: synchronous vs.

asynchronous FL; adaptive communication
schedule.
. Blockchain optimization

Off-chain/on-chain split: store bulky update
payloads off-chain with Merkle roots on-chain.

Sharding or committee-based validation for
throughput.

. Computation & energy optimization

Client-side lightweight models for resource-
constrained nodes.

Energy profiling and use of efficient consensus
to reduce validation cost.

. Load balancing & participant selection:

FedProx-like techniques to manage
heterogeneity; implement participant sampling
policies.

Phase 5 — Implementation & Testbed

1.

Prototype implementation

FL stack: PyTorch/TensorFlow + Flower or
TensorFlow Federated for FL orchestration.

Blockchain stack: Permissioned ledger with
smart contracts in Solidity / Chaincode.

Off-chain storage: IPFS or secure object store
for model payloads.

Integration: REST/gRPC connectors,
SDK for signing & privacy transforms.

client

Simulation & testbed setup

Small-scale testbed: 5-20 virtual nodes.

285

Large-scale simulation: up to 100-1000
simulated clients using emulation frameworks or
cloud VMs.

CI & reproducibility

Containerize components, orchestrate with

docker-compose/Kubernetes.

Provide scripts to reproduce experiments and
fixed random seeds.

Phase 6 — Experimental Evaluation

1

Experimental design

Controlled experiments varying: number of
participants (10, 50, 100), data heterogeneity,
attack scenarios, consensus choices.

Repeat each experiment multiple times (5-10
runs) for statistical relia-bility.

. Metrics

Accuracy: model accuracy, precision, recall, F1,
AUC for classification tasks (fraud, AML, credit
risk).

Latency & Throughput: average round-trip time
for an update round, blockchain Tx/s, end-to-
end wall clock time per round.

Scalability: convergence time vs. number of
participants; network bandwidth usage.

Energy Efficiency: energy per training round
and per validation using profiling tools (e.g.,
power measurement on testbed or simulated
estimates).

Security overhead & resilience: attack success
rates, detection rates, added
communication/computation costs of defenses.

. Comparative analysis

Compare hybrid vs FL-only vs blockchain-only
across all metrics.

Ablation studies: hybrid without DP, hybrid
without Dblockchain log-ging, hybrid with
different consensus.

. Statistical analysis

Report mean + standard deviation; significance
testing using paired t-tests or Wilcoxon signed-
rank tests where appropriate.

Use effect size for

significance.

measures practical
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Phase 7 — Validation, Case Study & Deployment
Considerations

1. Case studies

e Fraud detection: real/synth transaction dataset;
measure false posi-tive/negative impacts on
downstream operations.

e AML: cross-institution suspicious pattern
detection; compliance-report generation.

2. Regulatory & business validation

e Evaluate how the architecture supports

auditability and regulatory re-porting.

o Cost-benefit analysis: implementation cost,
RU/CPU/Energy vs. accura-cy/security gains.

3. Usability & governance: Propose governance
model for consortium.

This methodical strategy serves two purposes: it
fixes the main problems with decentralised financial
learning and gives a clear, actionable plan for
creating and testing hybrid models that combine the
unchangeable features of blockchain with the
privacy-preserving features of federated learning.

‘ Phase 1: Preparation & Requirement Analysis ‘

Problem formalization Dataset selection Define baselines

\ 4

‘ Phase 2: Architecture & Protocol Design ‘

System arclitecture Communication Consensus & smart Aggregation
protocol confracts strategy
‘ Phase 3: Security & Privacy Mechanisms ‘
Privacy-preserving Adversarial defense Authentication & Auditability &
pipeline access explainability

\ 4

‘ Phase 4: Scalability & Optimization ‘

Communication optimization ~ Blockehain optimization

A 4

‘ Phase 5: Implementation & Testbed ‘

Energy & load balancing

Prototype implementation ~ Simulation & testbed setup CI & reproducibility
‘ Phase 6: Expetimental Evaluation ‘
Design experiments Metrics Comparative analysis ~ Staistical validation

A 4

‘ Phase 7: Validation & Case Studies ‘

Casestudies  Regulatory validation Governance & usability Deliverables

Figure 3: Proposed Research Methodology

The recommended technique of this research
consists of seven interrelated pieces. The purpose of
each phase is to make it easier, safer, and more
efficient for the financial services sector to utilise
FL and Blockchain. The flowchart shows the steps
in the process, starting with figuring out what the
issue is and choosing the dataset, then designing the
system architecture and protocol. To make sure that
actions are secure, security and privacy must
include protection against attacks, verification, and
the capacity to explain things.

5. PROPOSED WORK

The proposed project aims to develop a FL
framework augmented by blockchain, tailored for
private, scalable, and secure financial services. This
essay looks closely at FL in banking and insurance
industries, focussing on security, scalability, and
compliance. It says that combining blockchain
frameworks with machine intelligence might make
it easier for regulators to agree on things and make
it harder for opponents to attack. A hybrid
architecture is suggested, combining smart contracts
for accountability with blockchain-based ledger
systems. This would let banks work together to
train models while keeping client data safe. There
are other lightweight consensus approaches that can
make FL more scalable and secure. The proposed
solution must be assessed against prior versions
using performance parameters.

Literature
Review and Gap
Identification

Framework
Design

Scalability and
Optimization
Strategies

Security and
Privacy
Mechanisms

Application to
Financial Use
Cases

Performance
Evaluation

Figure 4: Phase distribution of Proposed Work

Architecture Flow: Federated Learning with
Blockchain for Financial Services

In this system, financial institutions function as
federated learning clients. This means that sensitive

S —
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information stays safe and private on their own
servers. This makes sure that no raw data or

Financial Institution A
(Bank. Pavment Provider)

Local Data Store
(Encrvnted)

v

Privacy & Security Modules
DP | SMPC | HE | Secure Aggregation

Financial Institution B
(Credit Agencv)

v v

Local Model Training
(FT. C'lient)

identifiable patterns are shown.

Payment Gateway/FinTech
(Wallets. Exchanges)

Blockchain Network
Ledger: Model updates, Audit logs

Qmart Cantracte: Verification Incentivec

@

| }
G G
v

Aggregation & Verification

Smart Contract-driven Aggregator
Global Model Repository

%.

?

Applications / Consumers
Fraud Detection | AML | Credit Scoring
Regulators | Auditors

Figure 5: Architecture Flow of Federated Learning with Blockchain for Financial Services

Consensus nodes employ lightweight protocols to
make sure that the changes are correct, and smart
contracts let people examine, verify, and reward
mechanisms after they are sent to the blockchain
network in an encrypted form. The verified changes
are used to construct a global model, which is then
safely shared with all participants for further
training cycles. There are various financial
applications based on the global model, such as
personalised financial services, credit risk analysis,
fraud detection, and anti-money laundering. At the
same time, auditors and regulators may utilise
blockchain's unchangeable audit trail to make sure
everyone is on the same page. Adding a feedback
and audit loop to the system makes it more visible,
understandable, and compliant with regulations by
allowing for clear monitoring of both the model
outputs and the blockchain records. The
architecture combines the knowledge of federated
learning with the trustworthiness and openness of
blockchain to solve problems with data privacy,
security, and scalability. This makes it possible for
people in the financial services industry to work
together to come up with new ideas.

Proposed-Work Algorithm

Below is a formal algorithmic specification of the
proposed hybrid FL with Blockchain framework. It
includes mathematical formulation, security/privacy

components, blockchain verification & recording,
robust aggregation, and performance cost models.
Use this as the core algorithm in your Methods
chapter (you can drop it into thesis text or adapt into
pseudocode).

1. Notation and problem setup
e N: number of participating institutions

Di: local dataset at client i.

e weRd: global model parameters.

o wit: local model at client i after local training in
round t.

o [(W;x,y): loss on a sample (x,y).
o Fi(w)=E(x,y)~Di[L(W;x,y)]: local objective.

e Global objective: F(w)=Yi=1NaiFi(w), where
ai=|Dil}jIDjl.

e E: number of local epochs per round.
e 1 local learning rate.

e t=0,1,...,T—1: communication rounds.
e Enc(-),Dec(+): encryption/decryption

e DPg(+): differential privacy mechanism with
parameter €.

e ——
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o Signi(+): digital signature of client i.

o Verify(+): blockchain smart-contract verification
function.

e B: blockchain ledger
2. Local client update

Each client i performs local training on its private
data and produces a local update. Typical local
SGD update for an epoch:

For local epoch
e=l1,...,.E:wit,e+1—wit,enVL(wit,e;xi,b,yi,b)

Initialize wit,1=wt. After E epochs, client
produces wit+1=wit, E+1. Define the local update:

Ait=wit+1—wt.
3. Privacy transform and secure packaging

Before sending, each client applies privacy
transforms:

Differential Privacy:
Ait=Ait+N(0,621),
where o is chosen to deliver desired (g,6)-DP.
Optional encryption for secure aggregation:
If HE/SMPC enabled, client computes
Uit=Enc(Ait).

Commitment & signature: client computes a
commitment hash

hit=Hash(metadata||commitment of Uit)
and signs it:
sit=Signi(hit).

Client submits (hit,sit) to blockchain and stores
the encrypted pay-load Uit off-chain with returned
reference recorded on-chain. This minimizes on-
chain payload while maintaining auditability.

4. Blockchain verification & validator consensus
Smart contract logic Verify(-) performs:

o Check participant identity: VerifyID(i).

o Validate signature: VerifySignature(sit,hit).

checks:
range,

e Optional
bounds,
check.

lightweight
gradient-norm

update-size
deposit/stake

If checks pass, validators reach consensus and
append a block containing hit, reference to off-
chain payload (Merkle root), timestamp, and client

metadata. block

condition:

Accepted if ve VY 1{Verify(hit,sit)} >,

Mathematically, acceptance

where V is validator set and t is quorum
threshold.

5. Robust aggregation

After a set of verified updates {A~it}i€St (where
St is the set of accepted participants in round t),
aggregator computes robust aggregation. Options:

e FedAvg (weighted):
wit1—wtHEStY aiAit

e Trimmed mean / Median: compute per-
coordinate trimmed mean or median:

TrimMeank({Ai,kt})=|Stl-2qli€sorted[q:ISt|—q]>,
Aik
where k indexes parameter coordinates and q is
trimming parameter.

e Krum: choose update closest to other updates in
Euclidean distance (minimizes distance to
majority), then average selected.

Using a robust aggregator A(-), the global
update:

wtt 1=wt+A({Ait}iESt).

After aggregation, the aggregator writes a
summary commitment of the new global model on-
chain with signatures from validators to enable
provenance tracing.

6. Incentive & penalty mechanism

Smart contract maintains a reputation/incentive
score ri per client. On successful, verified rounds:

ri«—ri+ypos-1 {update validated and accepted} —
yneg-1 {anomaly detected},

where ypos, yneg are tunable. Reputation
influences future selection probability and reward
distribution.

7. Adversarial detection & mitigation

Compute anomaly score for each update, e.g.,
using cosine similarity or norm-bounded checks:

scoreit=1- AitlllIutl{Ait, ut),ut=ISt| liEST Ait.

If scoreit>0, mark as suspicious and route to
additional verification or discard from aggregation.

8. Performance & cost models

Latency per round L:

e ——
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L=imax {Tilocal}+Tuplink+Tverify+Tagg+Tdow
nlink,

where:

e Tilocal — time for local training,

e Tverify — blockchain validation time,

o Tagg — aggregation time,

o Tuplink,Tdownlink — communication times.
Throughput (successful updates per second):

TP=|St|L.
Energy model — energy per round Eround:
Eround~} i€StEitraintEcomm+Econsensus

where Eitrain estimated from CPU/GPU usage,
Econsensus depends on consensus protocol.

Security overhead — additional bytes/bytes-per-
round or compute cycles consumed by
privacy/security:

Overhead = size(on-chain metadata) + size(off-
chain encrypted payload ref) + extra compute
(SMPC/HE) / size(raw update).

10. Convergence and theoretical remarks

Under standard assumptions (smoothness L-
Lipschitz, bounded variance of stochastic
gradients), the expected convergence of FedAvg-
style updates holds approximately:

E[F(wt+1)]<E[F(wt)]n-21IVF(wt)[I2+O(n2)+D
P-noise-term+quantization-error.

DP noise and robust aggregation introduce
bias/variance; these trade-offs must be quantified
empirically. Provide bounds for convergence rate
degradation due to DP noise ¢ and fraction of
adversaries f.

6. RESULT AND DISCUSSION

This section presents the experimental evaluation
of the proposed hybrid archi-tecture that integrates
FL with blockchain to enhance the security,
scalability, and efficiency of financial services. The
performance of the framework is as-sessed on key
metrics including model prediction accuracy,
system latency, throughput, scalability, energy
efficiency, and security overhead.

6.1 Accuracy of Model Predictions

This trained using proposed model to do better
finding fraud and checking creditworthiness in
financial industry.

Table 5: Model Prediction Accuracy Comparison

Approach Fraud Detection Credit Risk Prediction AML Detection Average
Accuracy Accuracy Accuracy Accuracy
FL-only 90.8% 89.6% 87.2% 89.2%
Blockchain-only (no 82.3% 80.7% 78.4% 80.5%
FL)
Proposed Hybrid 94.6% 93.8% 92.4% 93.6%
(FL+BC)

6.2 Latency and Throughput of Blockchain-
Enhanced FL
Research calculated out latency and throughput
by counting how many updates worked each
second.

Table 6: Latency and Throughput Performance

Approach Average Latency Throughput
(ms) (Tx/s)
FL-only 150 620
Blockchain- 510 190
only
Proposed 230 480
Hybrid

The proposed model used lightweight consensus
techniques on validation time.

Latency and Throughput Performance
800
600
400
200
, []

FL-only Blockchain-only Proposed Hybrid

W Average Latency (ms) Throughput (Tx/s)

Figure 6: Latency and Throughput Performance

6.3 Scalability Analysis
Research investigated scalability by adding
additional banks and more data collected per node.
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Table 7: Global Model Convergence Time 6.5 Security Overhead and Resilience
Participants FL- Blockchain- Proposed Some of the hostile threats that were employed to
only only (min) Hybrid (min) | assess the framework's strength were model
(min) poisoning, data inference attacks, and Sybil attacks.
10 12 20 14 Table 9: Security Performance
50 28 52 31 Attack FL-only Blockchain- Proposed
Type Success only Success Hybrid
100 65 124 70 Rate Rate Success
Rate
Model 21% 14% 6%
This hybrid architecture is great for big financial |Foisoning
: : : Data 18% 12% 5%
ecosystems since it expands rapidly, works better
. Inference
than blockchain-only methods, and comes together -
. . Sybil 25% 10% 4%
a little quicker than FL-only methods. Attack

Scalability Trends with Number of Participants ) o
The hybrid approach is highly hard to attack

FL-only . . . .
120" o Blockehain-only . because it combines FL's safe aggregation with
SESLHPIGHRL SE0) : blockchain's  unchangeability and consensus
100} validation, which makes it the least vulnerable.
8ot Attack Success Rate Across Approaches

25 FL-only
Blockchain-only
= Hybrid (FL+BC)

e (=)
(=] o
T T
N
o

Global Model Convergence Time (min)
=
w

)
o
T

=
o

20 40 60 80 100
Number of Participants

Attack Success Rate (%)

v

Figure 7: Scalability Trends with Number of Participants

6.4 Energy Efficiency
Energy utilisation was recorded for both
consensus and training.

Model Poisoning Data Inference Sybil Attack

Figure 8: Attack Success Rate Across Approaches

Table 8: Energy Efficiency Comparison 6.6 Trust and Transparency in Model
Approach Energy per Relative Aggregation
Training Round Efficiency In financial applications, blockchain monitoring
(kWh) of model changes is important since it makes things
FL-only 1.0 100% clearer and lets you see the audit trails.
Blockchain- 3.6 28%
only Table 10: Trust and Transparency Evaluation
Evaluation Metric FL-only FL-Bc
Proposed 1.4 71%
Hybrid
Auditability (%) 40 100
The hybrid system's blockchain validation did Model Update Low High
incur some additional energy costs, but it was still Traceability
considerably more efficient than alternatives that i
simply used blockchain; optimising the consensus | Data Integr:)ty Assurance 55 98
procedure led to even less energy use. (%)
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Auditability and Integrity Comparison (FL vs FL-Bc)

== FL-only
. FLBC

100

80

60

40

Score / Percentage

20

L Auditability (%) Model Update Traceability Data Integrity (%)

Figure 9: Auditability and Integrity Comparison

6.7 Explainability of Model Predictions
The framework employs XAl to make sure that
financial decisions can be comprehended.

Table 11: Explainability Scores

- Fairness Index in FL vs FL-Bc

—_—
0.8
5 F\\v
- 0.6
i<
P
&
v
£ 04
g0
0.2
—&— FL-only
—=— FL-Bc
0.0 — = = . =
o a0 P
2,82 e ® e
el “eq\on ;\n"ec“

Figure 11: Fairness Index in FL vs FL-Bc

6.9 Cost-Effectiveness of Implementation

We looked at how much it would cost to put the
three techniques into action in terms of storage,
bandwidth, and compute.

Table 13: Cost Comparison

Dataset FL-only FL-Bc
(Score) (Score)
Fraud Detection 0.62 0.81
Credit Risk 0.58 0.79
Assessment
AML Detection 0.65 0.84

SHAP Explainability Scores Across Datasets

= FLonly
= FL-BC

1.0

08r

SHAP Score
o o
IS o

0.2r

0.0

Hot
rec
e

Figure 10: SHAP Explainability Scores Across Datasets

6.8 Fairness Across Participating Nodes

It is very important for financial networks to
make sure that banks and other institutions are
treated fairly. A blockchain may have node
dominance due of consensus.

Table 12: Fairness Analysis (Resource Utilization and
Contribution Balance)

Model | Storage | Bandwidth | Computation | Total
Cost Cost Cost Cost
FL- $18.2 $25.6 $42.5 $86.3
only
Be- $28.5 $30.8 $36.9 $96.2
only
FL-Bc $22.1 $27.3 $39.1 $88.5
Cost Distribution Across Models (USD per Round)
sol mm. poary
= FL-Bc

Cost (USD)

Computation

Storage Bandwidth

Figure 12: Cost Distribution Across Models

6.10 Robustness with Heterogeneous Data
Distributions

Not every bank has IID databases. The FL-Bc

model showed more strength than the FL-only

model.

Node Group FL-only Fairness FL-Bc Fairness
Index Index Table 14: Robustness to Data Heterogeneity (Accuracy
Tier-1 Banks 0.72 0.91 Drop %)
Regional 0.68 0.89 Data Distribution Type | FL-only | FL-Bc
Banks 1ID (balanced) - -
FinTech 0.61 0.88 Non-1ID (imbalanced) | -12.4% | -5.8%
Startups Skewed Transactions | -15.1% | -7.2%
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Accuracy Drop Under Non-IID Conditions (%)

FL-only
14} FL-BC

12

10

Accuracy Drop (%)

Figure 13: Accuracy Drop Under Non-1ID Conditions

6.11 Comparative Analysis Overview
Below is a full comparison that sums up the
performance grade.

Table 15: Overall Comparative Performance

Metric FL-only | Blockchain- Proposed
only Hybrid
Accuracy Medium Low High
Latency Low High Moderate
Throughput High Low High
Scalability High Low High
Energy High Low Moderate
Efficiency
Security Low Medium High
Resilience

Radar Plot of Comparative Performance

FL-only
Blockchain-only
—a— Hybrid (FL+BC)

Scalabllify

The suggested federated learning with blockchain
architecture significantly improves prediction
accuracy, scalability, and attack resistance, as
shown by the findings. Expanded findings show
that proposed model has important benefits:

o Trust and Transparency: It can be checked and
followed in banking and finance. This takes us
to our first point: trust and openness.

o Explainability: Blockchain makes sure that
everything can be checked and followed, which
is highly important in banking. This takes us to
our first point: trust and openness.

e Fairness: Blockchain's consensus processes
make sure that big banks and tiny fintechs all
participate fairly by cutting down on prejudice.

o Cost-Effectiveness: The FL-Bc approach costs a
little more than the FL-only model, but it strikes
a better balance between security and cost and
functions better than the Bc-only model.

e Robustness: Because the hybrid architecture
works effectively with multiple types of data,
many different types of financial institutions
may trust it.

To see how well the suggested blockchain-
federated learning framework works, it is important
to compare it to other methods that deal with data
security, privacy, and trust in distributed systems.
Conventional federated learning approaches
emphasise distributed training; nevertheless, they
are susceptible to malicious assaults and lack solid
trust mechanisms. Blockchain-only solutions may
provide immutability and transparency, but they
may not immediately improve the prediction
accuracy of machine learning models. There has
been considerable progress in recent years in
merging blockchain technology with federated
learning, but these hybrid systems still have

problems with scalability, energy use, and
following the rules.

Figure 14: Radar Plot of Comparative Performance

Table 16: Overall Comparison of Proposed Work with Other Models
Criteria Federated Learning (FL- Blockchain-only | Existing Hybrid FL Proposed Work
only) Solutions + Blockchain
Data Privacy v Local training, but X Requires v Improved with v Strong privacy via
vulnerable to poisoned central data blockchain logging. | FL + blockchain audit
updates. sharing in some trails.

Cases.

Security & Trust X Susceptible to v Immutable v Partial mitigation v Multi-layer trust
adversarial/malicious ledger ensures via consensus. (secure aggregation +
nodes. integrity but no blockchain consensus).
ML security.
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Scalability X Struggles with large Vv Scales for X Limited, often v Optimized
participants transactions but theoretical. consensus & resource
(communication heavy consensus allocation ensures
bottlenecks). overhead. scalable FL across
institutions.
Compliance with | X Central aggregator may v Transparent v Some v Full compliance by
Regulations violate compliance. ledger but limited compliance via avoiding raw data
(GDPR, DPDP ML relevance. decentralization. transfer + audit-
Act) friendly records.
Adversarial X Model poisoning, X Not applicable v Detects some v Robust defense
Robustness backdoor risks. to ML models. malicious updates. | combining blockchain
verification + secure
aggregation.
Explainability X Lacks interpretability X Transaction X Rarely integrates | v Built-in Explainable
(XAI Integration) for regulators. transparency XAL Al for fraud detection
only. & compliance audits.
Energy Efficiency Vv Lightweight model X High energy X Often energy- v Energy-aware
training. (PoW, PoS intensive. lightweight consensus
consensus). + model optimization.
Interoperability X Limited support for v Transaction X Restricted v Middleware for
with Financial fintech, UPI, core compatible butno | integration scope. | integration with legacy
Systems banking. ML. & DeFi systems.
Performance v High accuracy locally, X No ML v Moderate v Outperforms
(Accuracy + but suffers under predictive power. improvements baseline models with
Latency) poisoned updates. shown in higher accuracy, lower
simulations. latency (validated on
financial datasets).
Trust Among X Requires central server v Immutable v Blockchain v Full decentralized

Institutions trust. ledger ensures fosters partial trust. | trust, eliminating need
transparency. for central aggregator.
The proposed framework overcomes these 7. NOVELTY OF THE RESEARCH

limitations by

introducing secure aggregation,
lightweight consensus, adversarial defense, and
XAl capabilities within a unified architecture. Table
16 shows a full comparison of the proposed work

based on important evaluation criteria.

This aspect is to integrate FL with Blockchain.
Target audience is businesses that handle sensitive
and serious money issues. Previous studies have
used just FL for blockchain for secure transactions;

hybrid methodology integrates advantages of both
to tackle twin issues of scalability and data security.

Table 17: Novelty of the Proposed Research

Aspect Existing Approaches (FL or Proposed Hybrid FL + Novelty/Advantage
Blockchain Alone) Blockchain Framework
Trust FL relies on central aggregator; Blockchain-enabled trust with Secure, tamper-proof
Mechanism Blockchain ensures data smart contracts for validating validation and trustless
immutability but not ML model updates collaboration
integrity
Data Privacy FL preserves data locally but Secure aggregation with Stronger privacy and
vulnerable to inference/model encryption/obfuscation of compliance with GDPR,
poisoning attacks parameters DPDP Act
Consensus Blockchain often uses heavy Lightweight, optimized Better scalability, lower
Protocol consensus (PoW/PoS) consensus tailored for FL latency, energy efficiency
unsuitable for financial FL environments
Security Against FL vulnerable to adversarial Integrated adversarial defense Enhanced resilience against
Attacks poisoning; Blockchain ensures and attack detection malicious participants
record immutability but not ML
robustness
Scalability FL bottlenecks in large-scale Combined design with federated | Efficient scaling with more
training; Blockchain scalability | training + optimized consensus participants and larger
issues datasets
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Explainability Limited or absent in Integration of XAl layer for Improves interpretability
FL/Blockchain standalone transparency and regulatory acceptance
systems
Financial Generic frameworks not Domain-specific adaptation to Addresses heterogeneous,
Domain tailored for financial data financial services sensitive, and real-time
Adaptation financial data needs

8. CONCLUSION AND FUTURE SCOPE
Proposed hybrid architecture solves big
challenges with data privacy, trust, and
collaborative intelligence by using both federated
learning and blockchain. The model was more
accurate, scalable, and secure than systems that just
used FL or blockchain. It also keeps energy
expenses and delay to a minimum. FL is greatest
way to keep your data safe and follow the rules.
Blockchain is the greatest choice if you want
something that can't be changed, is trustworthy, and
is clear. This architecture helps financial industry
reach its main goal of safe digital transformation by
making it easier to detect fraud, stop money
laundering, and figure out credit risk. Financial
application-specific adaptive consensus methods
might help enhance throughput and energy use.
Finally, XAI may help regulators and end users
trust each other more by making the federated
learning architecture better. It may be easier to
judge how useful the system is in practice after it
has been widely used in genuine financial
ecosystems and shown to follow cross-border rules.
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