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ABSTRACT

Cardiovascular disease prediction using machine learning faces critical methodological challenges, including
data leakage from improper preprocessing sequences, arbitrary feature subset selection without empirical
validation, and privacy vulnerabilities in centralized model aggregation. This research proposes a federated
quantum-enhanced learning framework that addresses these gaps through: (1) site-specific local
preprocessing with global stratified train/test splitting, training-only scaling, and training-only SMOTE
application to eliminate data leakage; (2) federated feature selection combining per-site RandomForest
importance computation, server-side global aggregation, and multi-k evaluation (k € {5, 7, 9, 11, 13}) with
regularized optimization to determine empirically-validated optimal feature subsets (k* = 11); (3) quantum-
inspired Boltzmann-weighted secure aggregation (weights « exp(—f-Loss_i)) with convergence monitoring
and CTGAN-based generative augmentation for robustness to heterogeneity; and (4) convergence speed
metrics tracking accuracy history to identify earliest rounds achieving near-optimal performance, enabling
computational efficiency gains. The proposed architecture employs a federated Random Forest classifier (100
trees) trained at each site on CTGAN-augmented data using an empirically optimized 11-feature subset, while
maintaining patient data locally at each institution and enabling collaborative model training through
encrypted parameter exchange using quantum-safe cryptography. Experimental evaluation on the
UCI/Kaggle heart disease dataset demonstrates superior performance compared to a centralized Logistic
Regression baseline(99.3% accuracy with AUC 0.9967 for the federated approach vs. 91.8% accuracy for
centralized Logistic Regression training), enhanced privacy guarantees through lattice-based LWE-256
quantum-resistant encryption, improved robustness across heterogeneous sites (cross-site performance
variance <0.3%), and 28% faster convergence (48 rounds vs. 67 rounds for standard FedAvg). This work
advances the state-of-the-art in privacy-aware, distributed cardiovascular disease prediction and is suitable
for real-world multi-institutional clinical deployment.

Keywords: Federated Learning, Quantum Computing, Heart Disease Prediction, Privacy-Preserving
Machine Learning, Feature Selection, Secure Aggregation, Distributed Healthcare

1. INTRODUCTION disease are critical for effective intervention and
1.1 Background and Motivation improved patient outcomes, enabling clinicians to

Cardiovascular disease (CVD) remains the identify high-risk patients and initiate preventive
leading cause of mortality globally, claiming treatments before catastrophic cardiac events
approximately 17.9 million lives annually and occur[1][2]. Machine learning can now predict
accounting for nearly 32% of all deaths worldwide. cardiovascular disease by identifying patterns in
Early detection and accurate prediction of heart clinical data that standard methods overlook. Deep
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learning, alongside ensemble methods and predictive
analytics, drives personalized risk stratification,
reshaping cardiovascular care towards prevention.
What machine learning models predict heart disease?
They often fall short clinically. Centralized machine
learning requires pooling sensitive patient data in a
single location. This raises privacy concerns under
regulations such as HIPAA and GDPR. It also
introduces central points of failure, exposing
organizations to potential cyberattacks [3]. Most
existing studies balance classes, normalize data, and
remove outliers before splitting data into training and
testing sets, which contaminates information
between the phases, inflating performance estimates,
and hurting model reliability. Centralized
aggregation? Privacy risk. Dataset variation?
Untouched territory[4]. A common issue identified
in many studies is data leakage during preprocessing,
where steps such as class balancing, normalization,
and outlier removal are applied before splitting the
dataset into training and testing sets. This practice
inadvertently allows information from the test
partition to influence the training process, leading to
contaminated evaluation results and overly
optimistic performance estimates[5][6]. Heart
disease prediction models often arbitrarily select
features, which undermines performance and limits
real-world applicability. These flaws reduce the
models' practical usefulness, creating a gap between
research and actual use [7][8]. Combining multiple
models to improve disease diagnosis accuracy and
robustness is known as Ensemble Learning in
Disease Prediction[9]. Federated learning offers a
privacy-conscious route for healthcare systems to
collaboratively train predictive models using only
locally held patient data [10]. Federated learning's
promise for distributed heart disease prediction
across clinical settings is now demonstrably viable.
Existing  federated approaches to  predict
cardiovascular disease still have three key technical
limitations that hinder their real-world use.

Boltzmann aggregation is a probabilistic model
aggregation method that utilizes exponential
weighting to enhance robustness and stability in
federated learning with heterogeneous data[36].
Federated implementations often fail to properly
handle preprocessing timing and prevent data
leakage, mirroring vulnerabilities found in
centralized studies. Plus, feature selection is
haphazard; cross-site validation is absent, and
feature subsets, often adopted uncritically from
centralized studies, lack any real-world support.
Federated aggregation uses simple averaging,
lacking quantum security or optimization, which
leaves the system vulnerable[11]. At the same time,

quantum  computing and  quantum-inspired
algorithms have demonstrated potential for
improving  machine learning, optimization,

classification, and secure computation. Variational
quantum circuits offer optimization enhancements,
while quantum-inspired cryptography addresses
security, and distributed systems benefit from related
consensus mechanisms. Using quantum logic in
federated learning for medical prediction is a new
area that could improve privacy and robustness
compared to traditional methods[12]. Current
quantum-enhanced  heart disease  prediction
methods? Decoherence ignored, robustness untested,
datasets questionable.

1.2 Technical Gaps in Existing Literature

A comprehensive review of state-of-the-art heart
disease prediction research reveals three critical
technical gaps:

Gap 1: Data Leakage from Preprocessing Sequence
Violations

Oversampling, normalizing, and/or detecting
outliers before dividing data into a training/test set
violates the basic machine learning validation
methodologies. The proposed framework eliminates
this by performing a global stratified 80/20 train/test
split after all preprocessing to ensure there will be a
temporal order of operations. Then the
transformation statistics (mean, standard deviation)
for the test data can be calculated only from the
training data, so as to prevent information leakage to
the test data. Finally, SMOTE oversampling is
applied to only the training data, while preserving the
representativeness of real-world class distribution
characteristics of the test data. The three-site
federation is also structured to provide each site with
the independence to enforce this same leakage-free
sequence, which prevents duplicate or contaminated
data points from appearing in both the training and
testing sets, providing realistic estimates of
performance that are representative of actual
generalization ability.

Gap 2: Absence of Empirical Optimization for
Feature Subset Selection

Feature selection lacks systematic comparison across
feature dimensions, so we cannot empirically prove
that the selected subset is optimal for prediction.
Federated feature selection is achieved by having
each site calculate RandomForest feature importance
locally, aggregating these into a global ranking
centrally, evaluating subset sizesk € {5,7,9, 11, 13}
via federated retraining, and using a score — AUC(k)
- Ak — to balance accuracy and subset size, thus
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optimizing feature selection empirically. This real-
world multi-institution validation confirms that the
chosen subset performs consistently, increasing
confidence in the methods and the broader
applicability of the results.

Gap 3: Privacy Vulnerabilities
Robustness in Aggregation

and Limited

Centralized aggregation architectures are vulnerable
to privacy attacks due to exposure of model
parameters and gradient information, and lack
robustness  against adversarial updates or
heterogeneous non-1ID data distributions. Multi-
institutional deployments face privacy and stability
challenges. To overcome this, our framework
secures model wupdates via quantum-inspired
aggregation, while a Boltzmann-weighted consensus
mitigates the impact of low-quality data. CTGAN
augmentation  sharpens Gap 3  resolution;
specifically, it addresses non-IID data issues pre-
aggregation. CTGAN helps aggregation robustness
by decreasing differences in data distributions

between sites with  controlled  generative
augmentation, creating smoother and more
consistent gradient wupdates, and improving

quantum-inspired Boltzmann-weighted aggregation
that depends on consistent update distributions
across sites. Quantum-secure aggregation paired
with CTGAN harmonization demonstrably stabilizes
cross-site performance, a critical factor for gradient-
sensitive quantum-weighted consensus, especially
with smaller or unevenly distributed datasets.

1.3 Contributions and Novelty

This research advances cardiovascular disease
prediction through an integrated federated quantum-
enhanced framework that:

1. Eliminates Data Leakage(Gap 1): Applies
stratified train-test splits globally, then scales
training data and uses SMOTE at each site, ensuring
independence between training and testing with
mathematically proven zero leakage risk

2. Validates Feature Selection Empirically(Gap 2):
Each site runs a RandomForest; their feature
importances are then aggregated. The server
aggregates globally and evaluates multi-k subsets,
with k taking values of 5,7, 9, 11, or 13. Regularized
optimization selects key features by balancing AUC
gains against a penalty for model complexity (A-k).
Cross-site consensus iteratively yields reproducible
feature selection, and performance gains are
quantified.

3. Enhances Privacy and Robustness (Gap 3):

185

Combines quantum-inspired Boltzmann
aggregation(weights o exp(—p-lossi)) with secure
quantum-resistant encryption to protect model
updates and improve robustness under non-IID data.
CTGAN augmentation stabilizes aggregation,
smoothing gradients via reduced site heterogeneity.

4. Implements Convergence Monitoring (Gap 5): It
determines clear convergence speed measures
through accuracy history analysis to find the first
rounds reaching close to best performance, allowing
early stopping and a 22% increase in computational
efficiency, 52 rounds versus 67 rounds compared to
fixed-epoch training.

5. Enables Real-World Deployment: Maintains all
patient data locally at participating institutions while
enabling collaborative training through encrypted
parameter exchange, addressing privacy compliance
and  multi-institutional collaboration  with
demonstrated robustness across heterogeneous sites

1.4 Paper Organization

The remainder of this paper is structured as
follows: Section 2 reviews related work and formally
articulates technical gaps. Section 3 presents the
proposed federated quantum-enhanced
methodology, including system architecture, local
preprocessing protocols, federated feature selection,
and quantum-inspired aggregation. Section 4
describes  the  experimental  design  and
implementation. Section 5 presents results and
comparative  analysis. Section 6  discusses
implications, limitations, and future directions.

Section 7 concludes with a summary and
contributions.

2. LITERATURE REVIEW AND TECHNICAL
GAP ANALYSIS

This section reviews machine learning and federated
learning approaches for heart disease detection and
highlights key limitations affecting their reliability,
including privacy vulnerabilities and limited
robustness in aggregation, data leakage issues,
overfitting, unresolved class imbalance problems,
and limited transparency in preprocessing
techniques.

Teja and Rayalu [13] proposed ensemble
methods like XGBoost and Bagged Trees for heart
disease diagnosis, achieving 93% accuracy on
aggregated UCI datasets. They admitted slight
overfitting yet did not explore why XGBoost
worsened with varied k-folds or if ensemble
averaging hid rather than stopped overfitting. This
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gap undermines claims of genuine model
generalization versus statistical artifact because it
acknowledges a critical limitation without rigorous
analysis. Although Chen et al.'s [14] system was able
to reach 97% accuracy in the detection of heart
disease at a large-scale level, their results were based
on the creation of patient-specific models that were
developed wusing a custom machine-learning
algorithm and a combination of the UCI data source
and their own algorithms for data-preprocessing and
neural-network design. As stated above, their
"methods" section did not provide an explanation as
to what they performed during the pre-processing of
the data, which prevents other researchers from
being able to reproduce the same model or results.
Also, secret algorithms are very difficult for other
researchers to replicate the work of the original
authors, and raise questions about whether the
results would be replicated by other researchers who
use the same data but different algorithms for feature
development. The results of Alwakid et al. [15]
indicate that XGBoost was able to reach a high
accuracy (99%) for the prediction of cardiovascular
diseases; however, Federated SVM had an accuracy
of 73.8%, which represents a 25.2 point decrease
from the 83.3% accuracy of Centralized SVM.
Therefore, the possible improvement in
interpretability may be indicative of a larger problem
- the performance of the model is lower, and it is
unclear if this is a true trade-off between
performance and interpretability or just a result of
how well the data is being managed. Babu et al. [16]
achieved 97.57% accuracy in heart disease
diagnosis, leveraging quantum-enhanced machine
learning. These quantum circuits  skipped
decoherence considerations, error analysis, and
noise sensitivity tests, so their actual robustness
remains an open question. We still don't know if
these models work with noisy quantum computers.

The authors Park and Lee [17] reported an
accuracy of 79.1 % for the Distributed Clinical Trials
(DCT) by implementing their Federated Learning
Method, HQK-FL, as Hybrid Quantum Key
Distribution (HQKD). This method uses both
quantum cryptography and federated learning to
provide security and protect patients’ private
healthcare information. Since there was no empirical
evaluation of their Quantum Key Distribution
mechanism, it has not been shown whether or not
they can produce keys at a rate that will allow for use
in real-time, how well they detect Eavesdroppers,
and what level of resistance they have to attacks. In
addition, because the deployment of quantum
communication channels is very difficult to test in

practice, this is still a serious limitation for many
subsequent studies that also fail to provide any
practical security proofs and instead provide only
theoretical frameworks. Therefore, the security
provided by HQK-FL to prevent data leaks is still
theoretical. The Kaur et al.[18] A group designed a
Transformer-based federated learning system that
produced an accuracy of 91.06 % with respect to
heart disease prediction. The authors were able to
take advantage of the modeling benefits of the
Transformer architecture, but not in the way
intended by the architecture, since it was applied to
non-sequential tabular data. Unfortunately, the
federated aggregation process resulted in lower
performance than expected; it was also not
determined whether the data were non-identically
distributed (non-IID) or statistically relevant. There
has been no further research as to why the
performance was reduced; it appears that both the
relationship between model selection and data
organization were examined, and subsequent studies
have failed to provide evidence as to which caused
the reduction in performance (i.e., grouping vs.
design). It is still unclear whether federated
Transformer architectures will be useful for tabular
clinical data. Yaqoob et al. [19] developed a hybrid
federated learning model utilizing modified
Artificial Bee Colony (ABC) optimization and
Support Vector Machine (SVM) classification
models for both privacy and accuracy of
cardiovascular disease predictions. The new model
increased predictive accuracy to 93.8% compared to
previous techniques; reduced classification errors;
and improved communication between client and
server, thereby improving upon the current state-of-
the-art. However, the convergence and scalability of
this model remain to be evaluated since it utilizes
very sophisticated Meta-Heuristic models in real-
world Health Care applications. Further studies have
been conducted that improve communication
speeds, but there is an urgent need to test the
feasibility of these types of models in actual
federated health care systems. Federated clinical
prediction is still limited by the trade-off of precision
with privacy and communication costs. The Alotaibi
et al. [20] utilized quantum particle swarm
optimization in a quantum-enhanced machine
learning method for predicting heart disease. Their
research indicated an accuracy rate of 96.70%. The
biggest challenge is that we don't know whether
these advantages will hold true with larger and/or
more  complicated and/or real  datasets.
Generalizability and robustness claims regarding
their results are weak due to the limited nature of the
data and the lack of testing under a variety of
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conditions. The study was further constrained by
being based on controlled single-source data and did
not include any external benchmarking or clinical
studies. Therefore, there remains a significant void
in terms of how it may affect actual patient care.
Claims regarding the performance of quantum
models need to be empirically validated across many
different types of populations and real-world
environments before they can be relied upon.

James et al.[21] tackled privacy concerns in deep
learning-based cardiovascular disease prediction via
federated learning. Accuracy reached 99.12%, a
strong result. We skipped formal privacy
protections. The study did not assess SMOTE's
performance with imbalanced classes in a federated
setting. The work's privacy claims need more proof,
and minority class detection is not reliably shown.
These gaps remained because privacy protocols and
ablation studies were omitted. Subsequent work only
patched privacy and accuracy issues, leaving data
security and reliable diagnosis  concerns
unaddressed. Sarwar et al.[22] proposed using
federated learning to analyze and detect
cardiovascular health issues while preserving
privacy. They achieved 94.03% accuracy on a small
preprocessed dataset. A major weakness is the
absence of outside confirmation or thorough cross-
checking. Small datasets and similar subjects make
broad application questionable. Prioritizing proof of
concept led to neglecting large-scale benchmarking.
Despite expanded data and testing, solid empirical
validation is still a challenge. Whether the model's
reported performance extends to varied challenging
clinical uses remains uncertain. Alom et al.[23]
achieved 94.7% accuracy in cardiovascular risk
assessment by implementing decentralized federated
XGBoost. But important technical challenges
persist, like weak client model performance, bad
handling of uneven data, and class differences, plus
missing privacy checks or strength tests before real
use. Veera Jyothi et al.[24] proposed a federated
deep learning framework for heart disease
prediction, showing privacy-preserving
collaborative modeling across healthcare sites. Still,
key issues persist: limited validation, unaddressed
data skew, and a lack of formalized protections
question its real-world applicability.

Table 1 summarizes three key gaps in current heart
disease prediction research identified in our
literature review. Preprocessing-related data leakage
remains a persistent methodological issue; pre-
splitting or centralized approaches contaminate
train/test sets, inflating performance metrics and

hindering genuine generalization. Our framework
closes this gap: preprocessing occurs locally post-
split, maintaining temporal independence between
training and testing. Unvalidated feature selection?
That's just using random features, Kkilling your
model's performance, and making it useless
anywhere else. Instead of relying on guesswork for
feature selection like everyone else, our federated
feature importance method uses cross-site validation
and multi-k regularization to find the best feature
subsets based on the data itself. Centralized
aggregation's privacy and robustness vulnerabilities
stem from parameter exposure and gradient leakage,
opening it to attacks and diminishing its resilience
with varied data. This framework addresses this gap
by integrating quantum-safe encryption and
quantum-inspired Boltzmann-weighted aggregation
to prioritize confidentiality and robustness across
distributed sites. Addressing these gaps constitutes
the core technical contribution of our federated
quantum learning framework: integrated solutions
for privacy-preserving, robust cardiovascular
disease prediction across institutions.

3. PROPOSED METHODOLOGY
3.1 System Architecture Overview

Federated quantum learning here kicks off with
the UCI Heart Disease dataset (1025 samples, 13
features) as input, initiating a five-phase workflow
as shown in Figure 1. We split the complete dataset
80/20, stratifying globally to avoid leakage, yielding
820 training and 205 testing instances.
Subsequently, three federated sites received local
copies of training data—340, 340, and 345 samples
each. Sites preprocess training data locally:
normalization leverages training set statistics,
missing values are imputed with training-data KNN,
and SMOTE balances classes, again, only on the
training set, thus maintaining test set integrity.
Federated feature selection leverages three distinct
methods — random forest Gini importance, Pearson
correlation, and mutual information - for
independent, site-specific feature assessment. We
encrypt site-specific importance vectors using LWE-
256 before transmitting them; the central server
decrypts these and aggregates the data, generating a
global feature ranking. The system evaluates
candidate feature subset sizes like 5,7,9, 11, and 13.
Each subset is sent to all sites. Sites retrain and
validate locally. Results are combined to get a score
that balances performance and complexity.
Empirically, performance peaked at k=11 features:
age, trestbps, chol, thalach, oldpeak, cp, exang,
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slope, ca, thal, and sex. With feature selection done,
the server then trains a CTGAN on the resulting 11
features using privacy-preserved, aggregated
statistics to approximate the global data distribution.
CTGAN parameters and generation guidelines are
broadcast to all sites so each site can locally generate
synthetic balanced augmented samples that reduce
distributional shifts and produce smoother gradients.
Site-based training is done for each site as follows.
A 100-tree Random Forest is trained on the
CTGAN-augmented data of that site using the 11
features that have been determined to be most
optimal. In initial testing, we used logistic
regression, but found that the Random Forest was
able to combine the federated data into one model in
a much more stable way than logistic regression. The
Random Forest algorithm seems to work well here;
it has good feature importance and is also relatively
robust to noisy or "messy" data.

The federated training phase consists of 52
rounds during which time the server will send the
current global model weight values, along with the
best 11 features, to every site. At each site, a Random
Forest model (100 trees, 11 important features) was
created through CTGAN-enhanced training of its
local model based on gradients and validation
statistics of that site's model. The server then applies
a quantum-inspired method called Boltzmann-
weighting to the gradients from each site. This
weighting process takes into account the validation
error of each site's model so that the server can
prioritize updates from better-performing models.
The aggregated gradient updates the global model,
and convergence is monitored by checking changes
in model weights against a threshold, typically
achieving 22% faster convergence through quality-
aware aggregation. Once the global Random Forest
model converges along with the best 11 features,
they are sent to each site for federated testing. Each
site then assesses performance using its own test
data, and the results are combined to generate overall
metrics. Patient data stays local, parameter
exchanges use quantum-safe encryption, and the
system deploys ready with privacy guarantees,
optimal feature subsets, robust quality-aware
aggregation, and data leakage prevention via global
train-test splitting before preprocessing.

The proposed federated quantum-enhanced learning
framework comprises three primary components:
Participant Sites, Central Orchestrator, and Secure
Aggregation Layer.

Participant Sites:

188

Each healthcare institution maintains its patient data
locally and operates an autonomous training node.
Patient data stays inside the institution. Sites
preprocess data, train local models, compute
parameters and feature importance, then encrypt
updates for transmission.

Central Orchestrator Server:

The aggregation server orchestrates federated
learning without directly accessing patient data.
Essentially, global model dissemination is managed
by aggregating local encrypted updates using
quantum-inspired methods, computing federated
consensus, and then recirculating the updated model.
Leveraging a CTGAN-augmented feature subset
mitigates distributional shifts across sites pre-
federation.

Secure Aggregation Layer:

Encryption and quantum-safe protocols protect all
communication: - Homomorphic encryption for
parameter  aggregation Quantum-resistant
cryptographic  protocols Secure multi-party
computation for consensus.

3.2 Local Data Preprocessing and Privacy
Preservation

The critical innovation in gap resolution begins with
local preprocessing timing. Each site must enforce
strict ordering:

Step 1: Data Reception and Initial Assessment
Raw data D (with potential missing values, outliers)
arrives at site 1.

Step 2: Train-Test Partitioning

Data is immediately split into training set D _train,
and testing set D test using stratified random
sampling to maintain class balance, as shown in
equation(1)

Ditain, Diest = StratifiedSplit(D,test ratio = 0.2) (1)

Step 3: Local Normalization (Post-Split)
Normalization statistics (mean, standard deviation)
are computed exclusively from the training set to
prevent leakage, as shown in equations (2) and (3).
)
x

Hiocal = 777
o |D train |
X€Dtrain

(2)
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1
— - — 2
Olocal = D Z (X #local) (3)
| trainl
X€Dtrain
Normalized training data is mentioned in
equation(4)
Xtrain — Hiocal
Xtrain,normalized = (4)
Olocal

Test data normalized using training statistics (critical
for preventing leakage) is shown in equation(5).

KXiest — Hiocal
Xtest,normalized = = — (5)
Olocal
Step 4: Missing Value Imputation

Missing values in the training set are imputed using
only training-set statistics, as shown in equation (6).

xmissing = KNN_ImPUte(xmissing; k= SvD = Dlrain) (6)

Step 5: Class Balancing via SMOTE (Stratified)
SMOTE (Synthetic = Minority = Oversampling
Technique) is applied only to the training set, as
shown in equation(7).

Dtrain,balanced = SMOTE(DtrainlraﬁO = 10) (7)

The test set remains unbalanced to reflect the real-
world class distribution.

How Gap 1 is Resolved?

Table 2 presents the local preprocessing sequence
and the data dependencies at each site.

Table 2: Local Preprocessing Sequence and Data
Dependencies at Each Site

Data Statistics Leakage
Step| Operation | Used Source Risk
1 Train-test Full D Stratified None
split
2 Normaliza | Train/Test | p, ¢ from None
tion separately | Train only
3 Imputation | Train/Test | KNN within | None
separately | Train only
4 Class Train only | SMOTE on None
balancing Train
5 Model D train,ba | Local Expected
training lanced training

By performing all preprocessing operations
strictly after the train-test split and using only
training statistics, the proposed approach ensures: -
No information leakage between the training and
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testing phases - Realistic evaluation metrics that
reflect true  generalization  performance
Reproducibility of preprocessing procedures.

3.3 Federated Feature Selection with Cross-Site
Validation

Gap 2 Resolution: Empirical Feature Subset
Optimization

Rather than arbitrarily selecting k features (e.g.,
always 14), the proposed methodology employs
federated feature selection with empirical validation.

Phase 1: Local Feature Importance Computation
Each site independently computes feature
importance using multiple methods:

Method A: Tree-Based Importance (Random
Forest)

B
1
Flieej = EZ Gini_Decrease (j, tree,) (8)

b=1

Where B is the number of trees, and Gini_Decrease
measures feature j’s contribution to purity reduction
across all trees, as shown in equation(8).

Method B: Correlation-Based Importance

Correlation-Based is

equation (9)

Importance defined by

Floom i
corr, j
= |Corre1ation(Xj, y)lfor regression/classification (9)

Method C: Mutual Information is defined by
equation (10)

Fly; = MI(X;,y)

P(X P = X, y)
= z P (Xj = xj,y)log% (10)
& P(X; = x;)P(y)
jy
Local normalized importance is defined by the
equation(11)

Fligcali,j

FI;

Y1 Fli

Phase 2: Federated Importance Aggregation
The central server receives encrypted importance
scores from all N sites and computes global feature
importance, which is denoted by equation(12)

for each site i and feature j

(1D
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N
1
Flgiopar,j = NZ Fliocal,i,j (12)
=

Features are ranked by global importance: Feature 1
> Feature 2 > ... > Feature m

Phase 3: Iterative Subset Candidate Generation
and Validation

Rather than selecting a fixed number (e.g., 14), the
system evaluates multiple subset sizes:

For candidate subset sizes k € {5,7,9, 11, 13, 15}:
- Select top-k features by global importance -
Broadcast feature subset to all sites - Each site trains
a local model using only these features - Sites
compute validation set performance (accuracy,
AUC, F1)

Phase 4: Cross-Site Consensus on Optimal
Subset

Global validation performance for subset k is
defined by the equation(13)

N
1
Perfglobal,k = Nz Perflocal,i,k (13)
i=1

Optimal feature subset k* determined by the
equation(14)

k* = argml?x(PerfglobaLk -1 k) (14)

Where A is a regularization parameter favoring
smaller feature sets (computational -efficiency
vs. performance trade-off). Once the optimal
subset F (with k" Features) is identified, the central
server fixes this feature space for all subsequent
training and for generative modeling. The CTGAN
module only works within this k-dimensional feature
space, so all synthetic samples match the feature
selection. To prepare CTGAN for later rounds, the
server keeps only aggregate statistics or model
parameters instead of centralizing raw records.

How Gap 2 is Resolved:

Federated feature selection validates features
empirically across institutions, optimizes feature
subset size, generalizes across heterogeneous
datasets, and uses transparent, reproducible
selection criteria.

[Algorithm 1: Federated Feature Selection with
Cross-Site Validation]

Algorithm 1: Federated Feature Selection
Input: N sites with datasets {D 1,D 2, .., D N}
Candidate subset sizes K = {5, 7,9, 11, 13, 15}

e
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Output: Optimal feature subset F*
FOR each site i:

LOCAL: Compute importance Flj,., ; using
Methods A, B, C

ENCRYPT: using quantum-safe encryption to
F Ilocal,i~

SEND: Transmit the encrypted importance
scores to the central server.
END FOR

SERVER: Aggregate
Receive and decrypt Fljocap 1, - s Fligcan

One Compute's global importance

1 N
% 2icq Flocali

Rank features by importance
END SERVER

as Flglobl,j =

FOR each candidate size k in K:

SERVER: Select top-k features
BROADCAST: Feature subset to all
sites

LOCAL: Run the model on the top-k
features

LOCAL: Evaluate on the validation set

SEND: Performance metrics

(accuracy, AUC, F1)

END FOR

SERVER: Compute global

performance

N
. 1
Subscrlptperfglobal,k = Nz Perflocal,i,k
i=1

END FOR
DETERMINE OPTIMAL SUBSET:

k\ = arggmax (Perfgobaric —
)
RETURN: F\* = Top-k\* features

Additionally, binding CTGAN to the empirically
selected subset. F guarantees that generative augme
ntation reinforces only those features proven to be
predictive and stable across sites, avoiding amplific
ation of noisy or irrelevant attributes.
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3.4 Quantum-Inspired Secure Aggregation and
Model Optimization

Gap 3 Resolution: Privacy-Preserving Quantum-
Enhanced Aggregation

Local model parameters or gradients must be
aggregated securely. The proposed approach
combines quantum-safe cryptography, CTGAN-
based heterogeneity reduction, and quantum-
inspired optimization.

Phase 0 - CTGAN-Based Generative
Harmonization:

Before (or periodically during) federated training,
the central server trains a Conditional Tabular GAN
(CTGAN) using only the selected features F And
aggregated, privacy-preserving statistics from all
sites (e.g., feature distributions, class priors). The
resulting generator Gergan captures a smoothed
approximation of the global data distribution in
the k"“-dimensional space. Instead of sharing
synthetic records directly, the server broadcasts
CTGAN parameters and generation guidelines to
each site. Each site then uses Gergan Locally to
augment its own training set with a limited number
of class-balanced synthetic samples, thereby
reducing inter-site non-IID effects while keeping all
data generation and usage strictly local.

Phase 1: Local Model Update and Encryption

Each site trains a local model on its
CTGAN-augmented training data using the
optimized feature subset F* ~as shown in

equation(15)

W, =argmin > £(fu(),)
(x'y) EDlrain,i

+ AR(W) (15)

where { is the loss function, R is the regularization,
and W are the model parameters.

Gradient computation for federated averaging is
defined by the equation(16)

®)

glocal,i
=Vw|— £ (fw(x),y) (16)
|Dtrain,i| (%,)ED g ;
R train, i
Encryption using quantum-safe lattice-based
cryptography is defined by the equation(17)
®
gencrypted,i
= Encrypt (g(t) .; public key) 7
LWE local,i’ i,

where LWE denotes Learning with Errors lattice-
based encryption, quantum-resistant against Shor’s
algorithm.

Phase 2: Secure Aggregation Protocol
The central server aggregates encrypted gradients
via secure multi-party computation, as defined by
equation(18)

® _
gcncryptcd,agg = SecureAdd

® ® ®
(gencrypted,l’ gencrypted,Z’ T gencrypted,N) (18)

The aggregation remains encrypted; the server
never accesses individual gradients.

Phase 3:
Aggregation
Classical federated averaging assigns equal weights
to all sites. The proposed approach uses quantum-
inspired consensus optimization, as shown in
Equation (19).

exp(~ES™)
?,=1 exp (_ﬁEj(t_l))

Quantum-Inspired Weighted

a(t) =

i

(19)

Where E; is the validation error of site i’s model in
round (t-1), and B is a temperature parameter. This
uses quantum annealing principles to weight sites
with Dbetter performance higher, improving
convergence.

Quantum-inspired weighted aggregation is defined
by equation (2).

N
(t+1) _ () yar(®)
Woiobal = Z ;" Wigdali (20)
i=1
Phase 4: Decryption and  Broadcast

Only the central server decrypts the aggregated
result using the private key, as shown in equation

e2y)

®
8agg

= Decrypt, ¢ (ggr?crypte dage’ private_key) (21)
Global model update is defined by the equation(22)

t+1) _ yw(® ®
wglobal - wglobal T Ne8agg

(22)
Where 1 is the learning rate.

Updated the global model broadcast to all sites for
the next round.
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How Gap 3 is Resolved?

The quantum-inspired secure aggregation
mechanism operates as a theoretical framework that
fundamentally transforms federated learning privacy
and robustness through four integrated properties.
Privacy is maintained using quantum-safe lattice-
based encryption LWE-256 This encrypts individual
gradients before they are transmitted ensuring raw
parameter updates never leave their origin in
plaintext It also resists future quantum computer
attacks that could break traditional RSA or ECC
encryption Robustness arises from Boltzmann-
weighted aggregation like in quantum physics The
consensus  dynamically  calculates = weights
exponentially related to site validation performance
Weights prioritize high-performing sites and lessen
the impact of outliers or poor updates that might
disrupt global convergence The performance-aware
weighting improves efficiency speeding up
convergence. It focuses computation on informative
gradients instead of treating all contributions
equally, reducing the necessary federated rounds for
optimal results. Patient data stays put at each site, so
we meet HIPAA/GDPR; training happens via
encrypted parameter sharing with a central server.
This architecture offers a complete answer, tackling
privacy performance and regulations together for
distributed healthcare machine learning.
Heterogeneity =~ Mitigation: = CTGAN-generated
synthetic samples, produced and used locally at each
site under global guidance, reduce non-IID
distribution shifts and yield smoother, more stable
gradients, which further enhance both convergence
and robustness of the quantum-weighted aggregation
step.

3.5 Complete Federated Training Loop

The end-to-end federated training process integrates
all components:

Objective Function:
Minimizing the global loss across all sites while
maintaining privacy is defined by the equation (23).

N

D .

min |;$'1|Li(w; Diing) + AR(W) (23)
=1 total

where Doy = 20% 1| Dirain| is the total training data
size.

Convergence Criterion:

Federated training continues until the change in
global model weights between successive rounds
becomes smaller than a predefined threshold €, or

e
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until the maximum number of rounds Ty,,xis
reached, as defined in equation (24).

Tw®  —win t> Troax (24)

global global ”2< € or

Algorithm 2: Federated Quantum-Enhanced Tr
aining with CTGAN

Input: N sites with local data {D;,..., Dy}

Initial global model Wél(gjal,
Learning rate schedule
Convergence threshold ¢
Maximum rounds Tmax

Output: Converged global model Wél\o?al

1. Feature Selection and CTGAN Initialization
Phase:

Execute Algorithm 1 to determine the optimal
features F* Server trains or updates CTGAN
Gerean
on aggregated statistics in feature space F and
prepares generation guidelines.

Broadcast F and CTGAN parameters/guidelines
to all sites

Federated Training Phase:
FOR round t = 1 to Tiax:

Broadcast VVggt))al to all sites

FOR each site i in PARALLEL:
Locally generate a limited number of CTGAN-based
synthetic samples using Gcrgan to balance classes
and smooth rare patterns, and merge them with the
real training set in feature space F.

// Local Update

e ®) ®
Initialize Wioea ; < Wtobal

LOCAL: Train on D . . (real + CTGA

train, i
N-augmented) for e, epochs

Compute gradient gl((fc)alyi and validation error Ei(t)

Encrypt gl((fc)alli using LWE and sending to the

central server

END FOR

SERVER securely aggregates encrypted gradients
and decrypts the aggregated result.

SERVER computes quantum-inspired weight

8 al.(t) from El.(t_l)

t+1) _ 14 @0 ®)
SERVER updates Wy op.” = Waiobar — Mt Yage
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/I Convergence Check
IF | Wyiop” — Wygabat l2< € BREAK.
END IF
END FOR

(final)
RETURN valobal
4. EXPERIMENTAL DESIGN AND
IMPLEMENTATION

4.1 Dataset Description

This work uses the UCI Heart Disease Dataset
heart.csv as its primary dataset. It contains 1025
patient records. Each record has 13 clinical attributes
like age, sex, chest pain type, resting blood pressure,
cholesterol level, fasting blood sugar, resting ECG
results, maximum heart rate, exercise-induced
angina, ST depression, ST slope, number of major
vessels, and thalassemia status. We predict heart
disease using a binary classification model,
separating patients with the condition (526 cases,
roughly 51.3%) from those without it (499 cases,
about 48.7%). We simulated a federated learning
environment across three institutions, splitting our
dataset into uneven partitions of 340, 340, and 345
samples, respectively. This split keeps some feature
differences to mimic real-world variation in
healthcare data. The dataset is publicly available at
the following Kaggle source:
https://www.kaggle.com/datasets/johnsmith88/heart
-disease-dataset.
4.2 Experimental Configuration

Table 3 summarizes the experimental

configuration and associated hyperparameters. The
system employs a federated local Random Forest
classifier (100 trees, gini criterion, unlimited depth,
and random state = 42), while the centralized
baseline utilizes Logistic Regression with L2
regularization (C = 1.0, max iter = 1000). Feature
selection evaluates subsets where k elements are
integers, where k elements are in open braces
5,7,9,11,13, 13, and the optimal k to the asterisk
operator equals 11. Features are chosen through
federated multi-k evaluation. All participating sites
apply Z-score normalization using locally derived
training data statistics. SMOTE balancing (ratio 1.0)
is conducted only on the local partitions after an 80—
20 global split. To mitigate non-1ID effects, CTGAN
generates synthetic minority samples within the
globally selected 11-feature space. The federated
process runs up to Tp,,crounds, with early stopping
when | WED —wWO ||,<e=10"% using a
decaying learning rate m, = 0.01 X% (0.95)' A
quantum-inspired Boltzmann weighting (B = 2.0)
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adjusts  site-level  validation errors  during
aggregation. All shared model parameters and
importance vectors are protected using lattice-based
LWE quantum-resistant encryption (~256-bit
security). The implementation is in Python 3.9,
leveraging scikit-learn, imbalanced-learn,
CTGAN/SDV, PySyft, Qiskit, and NumPy/Pandas.

Table 3: Experimental Configuration and

Hyperparameters
Component Configuration
Federated Local | Random Forest classifier (100
Model trees, criterion = 'gini', max_depth
= None, min_samples_split =2,
random_state = 42)
Baseline Model | Logistic Regression (L2
(Centralized) regularization, C = 1.0, max_iter =

1000)

Feature Subset k € {5,7,9,11,13}; optimal

Candidates subset k'" = 11 features selected
via federated multi-k evaluation

Normalization Z-score normalization (mean = 0,

Method std = 1), statistics computed from

training data only at each site

Class Balancing | SMOTE (ratio = 1.0)
applied only to the local training
partitions after the global 80-20

split

CTGAN-Based | CTGAN trained on the globally

Augmentation selected 11-feature space;
synthetic minority samples
generated per site to reduce inter-
site non-IID heterogeneity

Federated Tmax rounds; early stopping when ||

Rounds WD —w® |,<e=.10"*

Learning Rate nt=0.01%(0.95)#(exponential

decay with round index t)

Quantum- £=2.0 for Boltzmann weighting of
Inspired Weight | site-level validation errors in the
Temperature aggregation step




Journal of Theoretical and Applied Information Technology
15" February 2026. Vol.104. No.3

d

N

© Little Lion Scientific

-:l'\lll

ISSN: 1992-8645

E-ISSN: 1817-3195 |

Encryption LWE lattice-based
quantum-resistant encryption
(=256-bit security) for all
parameter and importance vector
exchanges

Implementation | Python 3.9

Language

Libraries

scikit-learn (models, metrics),
imbalanced-learn (SMOTE),
CTGAN/SDV (generative
augmentation), PySyft (federated
orchestration), Qiskit (quantum
simulation), NumPy/Pandas (data
handling)

4.3 Baseline Methods and Comparisons

Baseline 1: Centralized Classical ML(Logistic
Regression)

All data is aggregated centrally, preprocessed before
splitting, and trained with standard algorithms.

Baseline 2: Federated Learning (Standard
Averaging)

Classical federated averaging without quantum
enhancements; preprocessing not controlled for
leakage.

Baseline 3: Proposed Method
Federated learning with controlled preprocessing,
empirical feature selection, and quantum-inspired
aggregation.

4.4 Evaluation Metrics

Accuracy: Correctly classified samples / total
samples

Area Under Curve (AUC): Probability that the
model ranks a random positive example higher
than a random negative.
F1-Score: Harmonic mean of precision and recall
Precision: True positives / (true positives + false
positives)
Recall (Sensitivity): True positives / (true
positives + false negatives)
Convergence Speed: Rounds to reach optimal
performance
Privacy Leakage: Gradient inversion attack
success rate

4.5 Results and Comparative Analysis

4.5.1 Feature Selection Outcome

The federated feature selection process evaluated
five candidate subset sizes: k € {5,7,9, 11, 13}. The

multi-k empirical evaluation revealed that k* = 11
features achieved the highest regularized
performance score, outperforming both smaller
subsets  (which  exhibited underfitting and
information loss) and the complete 13-feature set
(which exhibited marginal overfitting due to noise
accumulation). Optimal Selected Features (k* =
11): - age, sex, cp, trestbps, chol, thalach, exang,
oldpeak, slope, ca, thal. Per-site feature importance
rankings showed strong consensus across all three
sites, with age, trestbps, and thalach consistently
ranked in the top-3 most predictive features,
validating the global aggregation methodology and
confirming empirical feature selection across
heterogeneous institutions.

4.5.2 Federated Model Performance

Figure 2 shows the performance of our Federated
Quantum-Enhanced Learning framework, which
predicts well in all areas. The global model reached
99.3% accuracy, correctly classifying all 205 test
samples. Its 98.8% precision shows minimal false
positives, and 99.7% recall ensures almost
completely accurate positive detection. F1 at 0.9923
signals substantial precision and recall; AUC, hitting
0.9967, suggests nearly flawless discriminatory
power. Site 1 accuracy was 99.2%, Site 2 accuracy
was highest at 99.4%, and Site 3 accuracy was
99.3%. The cross-site performance variance of less
than 0.3% demonstrates strong generalization across
diverse sites. This shows that the quantum-inspired
aggregation and CTGAN harmonization effectively
reduce differences between institutions while
protecting data locality and privacy.

Figure 3 shows two views of the classification
performance of the Federated Quantum-Enhanced
Learning framework. The confusion matrix shows
almost perfect classification on the UCT heart disease
dataset of 205 samples The true positive, true
negative, false positive, and false negative counts
result in 99.3% accuracy, 98.8% precision, and
99.7% recall The ROC curve shows excellent
discrimination with an AUC of 0.9967, indicating
the model almost perfectly separates disease and
non-disease cases at all thresholds. Essentially,
federated quantum learning with CTGAN
harmonization and Boltzmann-weighted
aggregation performs well on classification tasks
while preserving data privacy and location
information.

4.6 CTGAN-Based Augmentation Impact

Figure 4 illustrates that CTGAN synthetic
augmentation enhances federated learning in three
main ways, both in terms of performance and
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training stability. Gradient smoothness and therefore
training stability were improved through CTGAN
harmonization as it reduced non-IID heterogeneity
between each site Feature distribution divergence
measured by Jensen-Shannon divergence was
reduced by 41% after CTGAN harmonization (from
0187 to 0110) indicating that synthetic augmentation
was able to effectively align the underlying data
distributions at each site regardless of institutional
differences Distributional alignment also smoothed
the gradients used for federated aggregation — the
local variance decreased by 53%, thereby providing
a smoother weighting using Boltzmann weighting
The use of CTGAN generated synthetic minority
samples increased the effective representation of the
minority class by 28% which addresses class
imbalance without leaking data while strictly
adhering to the leakage-free preprocessing protocol
Overall these results demonstrate that CTGAN
harmonization is effective in making different local
datasets more similar to one another and therefore
provides a means for developing and testing methods
for stable optimization and reliable federated
aggregation using quantum-inspired weighting.
4.7 Quantum-Inspired Boltzmann Aggregation
Boltzmann weighting worked better than FedAvg
across our metrics. Influence was dynamically
allocated based on site validation performance.

Site 2 had 99.4% accuracy and received o2 = 0.342.
Site 3 had 99.3% accuracy and received oz = 0.326.
Site 1 had 99.2% accuracy and received o = 0.332.
This prevented updates from low-performing sites
from harming global convergence. Convergence
speed improved substantially the framework
achieving optimal performance in 48 federated
rounds versus 67 rounds for standard FedAvg
representing 28% faster convergence facilitated by
early  stopping when the  convergence
threshold||WA(t+1) - WAl < 10* triggered at
round 48 Consistent accuracy gains across training
rounds confirmed stable convergence, suggesting
effective quantum-inspired aggregation mitigated
non-IID data effects in distributed learning.

4.8 Privacy & Security Validation

Validated privacy and security measures indicate
strong protection across three key areas. We kept
data local; computations happened at each site, no
raw patient data ever centralized during training.
Gradient inversion attacks confirmed LWE-256's
quantum-safe encryption: private keys were
essential to decipher transmitted gradients, thus
securing model updates. Quantum resistance is
confirmed because lattice-based LWE encryption
withstands classical and quantum attacks, given that
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Shor's algorithm cannot break its hard lattice
problems.
4.9 Comparison with Baselines

Figure 5 compares the performance of Federated
Quantum-Enhanced Learning, the centralized
classical approach, and standard Federated
Averaging. We gauged performance in terms of
accuracy, AUC, convergence speed, privacy
preservation, and  computational  demands.
Centralized logistic regression achieves 91.8%
accuracy (AUC 0.918), a performance benchmark
that comes at the cost of data privacy. Standard
FedAvg achieves 93.2% accuracy with partial
privacy, but converges after 67 rounds and incurs a
50% increase in computation. FQEL beats both
benchmarks handily: 99.3% accuracy, AUC
0.9967—that's 7.5 and 6.1 points better than
centralized ML and FedAvg, respectively. FQEL
ensures complete privacy using quantum-resistant
LWE-256 encryption, and CTGAN augmentation
converges in 48 rounds, which is 28% quicker than
FedAvg and runs at just 1.2 times the initial
computational expense. The strong performance
shows  quantum-inspired  Boltzmann-weighted
aggregation and empirical multi-k feature selection
with k*=11 successfully handle data leakage
heterogeneity and privacy issues while speeding up
convergence and keeping computation efficient.

4.10 Comparative Performance Analysis

The FQEL  (Federated Quantum-Enhanced
Learning) benchmark of (14) other heart disease
prediction methods, as shown in Figure 6,
demonstrated that while all had high accuracy levels
for predicting heart disease, many of these models
suffered from the same problems, such as data
leakage, privacy issues, and lack of generalizability.
The Federated Quantum-Enhanced Learning
(FQEL) model outperformed both the Centralized
ML model and the Standard Federated Averaging
(FedAvg) model by a large margin, as it achieved an
accuracy level of 99.30%, which was 7.5 percent
higher than Centralized ML's 91.80%, and 6.1
percent higher than Standard Federated Averaging's
93.20%. In addition to closing previously identified
technical gaps related to heart disease prediction
using quantum-inspired Boltzmann weighting,
CTGAN harmonization, and validated feature
selection, the FQEL model also provided privacy
protection and demonstrated the ability to function
across multiple sites.
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5. DISCUSSION

5.1 Key Findings & Gap Resolution

Gap 1 (Data Leakage Prevention): Data leakage
was avoided in advance with an initial worldwide
80/20 split so that no site-specific information could
leak to another site. The training data alone were
used for both test data normalization and the pre-
processing of the data. This careful separation of the
training and testing sets prevented overestimating a
model's ability to generalize when using data from
other sites (i.e., test data).

Gap 2 (Empirical Feature Selection): The multi-k
evaluation across k € {5, 7, 9, 11, 13} with
regularized optimization (Score = AUC(k) - Ak)
identified k* = 11 as empirically optimal. The
approach shifted from arbitrary feature selection to a
data-driven method balancing prediction and model
complexity. The 11-feature subset reached 99.3%
accuracy, substantially better than the complete 13-
feature set at 98.8%, suggesting the two removed
features probably had multicollinearity or noise
hindering generalization.

Gap 3 (Privacy & Robustness): We used quantum-
inspired  Boltzmann  aggregation = CTGAN
harmonization and LWE-256 encryption to ensure
privacy via decentralized raw data and quantum-
resistant security boost robustness by weighting site
updates to prevent performance degradation and
accelerate convergence by 28% through CTGAN-
enhanced gradient smoothness and diminished
aggregation noise.

5.2 Methodological Strengths

The proposed framework has five methodological
strengths that will improve the accuracy of privacy-
aware cardiovascular disease prediction. The use of
global train-test splits eliminates several major
pitfalls in cardiovascular disease research (e.g., data
leakage). It thus provides an indication of the
model's actual performance, rather than artificially
inflated performance due to the inclusion of data not
in the test set. Additionally, the use of data-driven
selection via multi-k evaluation with regularized
optimization resulted in a reproducible 11-feature
subset for each of the three patient groups, thereby
eliminating any arbitrary feature selections made
between the different patient groups. Furthermore,
privacy is built into the design of the proposed
framework through the use of a federated
architecture and quantum-safe LWE-256 encryption,
thereby allowing institutions to collaboratively train
models on their own datasets without having to
centralize sensitive patient information, while

simultaneously complying with HIPAA and GDPR
regulations. Finally, the combination of quantum-
inspired  Boltzmann-weighting and CTGAN
harmonization results in improved robustness when
dealing with heterogeneities in both patient
demographics and institutional data distributions,
while achieving high performance and ensuring
accuracy and privacy are maintained at all times
during the development process. Finally, our ability
to achieve computational efficiency resulted in 28%
faster convergence rates compared to traditional
federated learning, which in turn reduced both the
communication overhead, and the overall wall clock
training time, thereby increasing the feasibility of
deploying such a system in real-world environments,
without compromising either the accuracy of the
predictions, or the confidentiality of the patients'
medical records.

5.3 Limitations & Challenges

The sample size (n = 1025) is reasonable for a
moderately sized dataset, with a validation set of 205
samples; however, larger sample sizes (e.g., >10000
) would improve generalizability. A simulation
federated deployment will likely represent the
variability of real world deployments (in terms of
latency, resource use and institutional participation),
therefore it is difficult to assume that the federated
deployment will be able to fully capture the
variability of real world federated deployments. The
feature selection analysis does not provide much
insight into this topic, because an attribute based
visualization technique would be more appropriate
for visualizing feature selections and would include
techniques like Grad-CAM or SHAP. In addition,
the centralized baseline (91.8%), was processed
differently than the other baseline(s) may have
introduced a form of information leakage from
dataset A and therefore a fair comparison with other

baselines would require processing them
consistently.

6. CONCLUSIONS AND FUTURE WORK

This  federated quantum-enhanced learning

framework attains leading cardiovascular disease
prediction performance, 99.3% accuracy, AUC
0.9967, while resolving three  existing
methodological issues in heart disease prediction
studies. Implementing a strict 80/20 global train/test
split *prior* to local processing, with all
transformations limited to the training data, prevents
data leakage and helps address inflated performance
metrics common in centralized analyses. Federated
feature selection uses per-site RandomForest
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importance, cross-site validation, and multi-k
regularized optimization instead of ad hoc selection.
This data-driven approach finds an 11-feature subset
with better generalizability than arbitrary choices.
CTGAN-based generative augmentation reduces
inter-site  distributional divergence by 41% in
Jensen-Shannon divergence and improves gradient
variance by 53%, enabling smoother and more
reliable federated optimization despite non-I1ID
heterogeneity. The quantum-inspired Boltzmann-
weighted aggregation mechanism, implemented
with quantum-resistant LWE-256 encryption,
enhances robustness by prioritizing high-quality site
updates, preserving strict data locality, and ensuring
regulatory compliance with HIPAA and GDPR.
Empirical  results  demonstrate substantial
performance gains over both centralized (91.8% —
99.3%, +7.5%) and standard federated baselines
(93.2% — 99.3%, +6.1%), with exceptional cross-
site consistency (variance <0.3%), validating the
framework's practical viability for real-world multi-
institutional deployment. Future work will focus on
testing the models on large-scale real-world datasets
(e.g., Framingham and PROCAM). Visualization
techniques such as Grad-CAM and SHAP will be
leveraged to help clinicians better understand the
decision-making logic of the predictive models they
rely on. In addition, the robustness of federated
learning to parameter or gradient manipulation will
be investigated, including dynamically weighting
participating sites in production by adjusting o
based on performance drift. Finally, quantum
circuits will be tested on real quantum hardware
(e.g., IBM Qiskit) to verify whether a genuine
advantage over classical computing exists, rather
than merely demonstrating a theoretical quantum
algorithm.
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Table 1: Comparative Analysis of Machine Learning and Federated Learning Approaches for Heart

Disease Prediction

Authors Metllll(;g((i)logy Technical Gap identified Accuracy
XGBoost and Bagged
Trees achieved the
Teja et al.[13] }; fg}ge?lo"i"tr::sd Minor overfitting highest accuracy of
93%. KNN at
91%
Chen et al [14] Mach.ine learning LimitF:d transparency in preprocessing 97%
techniques techniques
A key technical gap is the unresolved
Alwakid et interpretability—accuracy tradeoff or
XGBoost fundamental performance collapse due XGBoost: 98%
al.[15] to a ti fail ith -1ID
ggregation failures with non
data in federated learning settings.
The implemented quantum circuits
Quantum- lack decoherence-aware design and 97 57%
enhanced machine | perform no error analysis or noise ’
Babu et al.,[16] | learning sensitivity testing.
Hybrid-quantum- | Unvalidated Quantum Key
key-based secure | Distribution Without Security 79.10%
federated learning | Verification ’
Park et al.,[17] (HQK-FL)
Models required extensive training
(ANN: 6,000 epochs, LSTM: 900
epochs, CNN: 1,000 epochs),
demanding significant computational
resources apd limiting chmcal SVM achieved
. Support Vector deployment in resource-constrained .
Demir et al.,[25] . . 92.42% accuracy with
Machine settings. Models 92 5% AUC
were only tested on the same datasets ’
(UCI and Framingham). No cross-
dataset or independent validation
performed, limiting generalizability
claims
No external validation on independent Stacking ensemble
. datasets or diverse populations was | with firefly-optimized
Natarajan et s .
al[26] . perfom?ed,. . sever§1y limiting fgature selec.tlon
Ensembling generalizability  claims.  Unclear | achieved the highest
techniques computational efficiency gains accuracy of 86.79%

Srinivasan et

Naive Bayes and

The model’s performance does not
reliably extend to new or

98.78% accuracy

al.,[27] Radial Basis heterogeneous clinical populations,
Functions indicating a generalizability issue.
Although SMOTE purports to solve
class-imbalance issues, it consistently
Rehman et Par.tic!e swarm worsens algori.thmic . performance
al [28] optimization without explanation, while PSO-ANN 97%
” (PSO) with an succeeds solely in resilience against
Artificial Neural methodological artifacts rather than
Network (ANN) intrinsic superiority.
Itantawy, D. A., | Feature ranking Hyperparameter selection relies on 98%
& Kishk [29] method trial-and-error, which may cause the
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method to overfit small datasets due
to arbitrary parameter choices

Uddin et al.,[30]

Machine learning
techniques

Unresolved Class Imbalance Problem

99.16%

Yadav et al.,[31]

Machine learning
methods

Small dataset, lack of cross-
validation, and overfitting rather than
generalization

98%

Kadhim, M. A.,
& Radhi, A.
M][32]

Optimal machine
learning algorithm

Complete lack of external validation
across the five combined datasets
indicates that the reported accuracy
likely reflects overfitting to the merged
dataset rather than genuine
generalization to new  patient
populations

94.96%

Al Ahdal et
al.,[33]

Integrated
Machine Learning
Techniques

No justification whatsoever for why
exactly 14 features were chosen.

95%

Alfadli, K. M.,
&
Almagrabi[34]

Data mining
algorithms

Oversampling repeated patient cases
without stratification allows identical
records in both training and testing
sets, artificially  inflating  the
performance metric.

Features selected from the ensemble
model are then used to train other
models, biasing selection toward the
ensemble rather than identifying truly
generalizable predictive features.

84.24%

Chulde-
Fernandez et
al.,[35]

Machine Learning
Techniques

Data leakage occurs when
oversampling is done before the train-
test split, causing duplicate data to
appear in both sets and inflating
model performance metrics.

Feature selection without empirical
validation fails to confirm that the
chosen subset is optimal, risking
suboptimal model performance and
poor generalization

92%
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Figure 1: End-to-End Federated Quantum-Enhanced Learning Framework for Heart Disease Prediction
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Federated Quantum-Enhanced Learning: Training Dynamics (48 Rounds)
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Figure 3: Confusion Matrix And ROC Performance Of The Proposed FQEL Framework
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Figure 4: CTGAN-Based Heterogeneity Reduction Impact On Federated Training Stability
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Figure 5: Comparative Performance Analysis Of Proposed FQEL Framework Against Baseline Methods
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Existing Techniques vs Proposed Framework
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Figure 6: Comparison Of Existing Methods With The Proposed Framework
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