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ABSTRACT

As the Internet of Things (IoT) continues to grow exponentially, securing interconnected devices against
evolving cyber threats has become paramount. This paper explores the development of an autonomous cyber
defence system leveraging artificial intelligence (AI) to enhance intrusion detection for IoT networks.
Traditional security measures fall short in resource-constrained, heterogeneous environments like IoT.
Hence, we propose an Al-driven Intrusion Detection System (IDS) capable of real-time threat detection and
autonomous response. Using a hybrid machine learning approach and reinforcement learning for automated
mitigation, the system is evaluated on publicly available IoT security datasets. Results demonstrate improved
detection accuracy, reduced false alarms, and efficient resource utilization. This research contributes to the
advancement of intelligent, self-governing security mechanisms in IoT ecosystems.

Keywords: Autonomous Cyber Defence, AI-Driven Intrusion Detection, Internet of Things (loT) Security,
Machine Learning for Cybersecurity, Intelligent Network Protection.

1. INTRODUCTION

The Internet of Things (IoT) provides platform
interconnecting all physical devices, sensors,
actuators, and  software  systems. Such
interconnection will allow communication and
decision-making with intelligence [1]. With billions
of connected devices around the globe, IoT has a
significant role to play in multiple industries such as
healthcare, transportation, agriculture, smart cities,
and manufacturing [2].

The even more rapid proliferation of IoT
applications has cast complexity and heterogeneity
to unprecedented levels upon the network
infrastructure. Devices diverge vastly in terms of
capabilities, operating systems, and communication
protocols. Therefore, in combination with limitations
as far as computational resources are concerned and
the absence of security mechanisms on a standard
basis, [oT systems appear to be vulnerable on a wider
range of cyber threats.

Cybercriminals have taken advantage of the
increased number of IoT devices to expand their
attack surface. Unlike traditional computing
environments, the ToT networks consist of mostly
low-powered devices that are extremely hard to
update and secure [3]. As a result, these devices
become vulnerable to any threat due to weak

authentication, hardcoded passwords, insecure
firmware, and absence of encryption. Attackers have
often been seen exploiting these vulnerabilities to
initiate distributed denial-of-service (DDoS) attacks,
steal data, spoof, or propagate botnets [4].

The decentralized nature of IoT systems allows
single-compromise devices to be used as an entry
point for attackers into the entire network [5].
Instances like the Mirai botnet attack demonstrated
the destructive power of coordinated cyberattacks
using IoT, with thousands of infected devices
brought together to incapacitate major internet
services. The fallout of such breaches ranges from
enormous financial losses and disruption of
operations to actual endangerment of human lives in
vital systems such as healthcare and smart
transportation [6].

Traditional cybersecurity systems, often designed
for centralized and well-resourced environments,
find themselves in an awkward fit for IoT
ecosystems [7]. They are simply not agile, scalable,
or intelligent enough to counter dynamic, large-
scale, and stealthy attacks. This creates an urgent
demand for new security paradigms that can
accurately detect and autonomously respond-in-real-
time to threats.
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Manual or reactive cybersecurity approaches are
no longer realizable in such complexities and
magnitudes as modern IoT networks. The defence
strategies against [oT systems must also function
autonomously, make decisions with minimal human
intervention, and adapt to the ever-evolving threat
landscape [8]. This is especially pertinent with the
need for real-time intrusion detection and mitigation
in mission-critical environments, where any delay in
threat response could induce catastrophic
ramifications.

On the contrary, autonomous cyber defence
solutions promise to bridge this divide through
intelligent detection with automated response [9].
Such a system would need to analyse very large data
quantities, detect malicious activity, and carry out
appropriate countermeasures without interfering
with legitimate operations or activities. Such
promising scenarios can be best accomplished with
the aid of artificial intelligence (AI) and machine-
learning (ML)-based systems [10].

Al-based intrusion detection systems work by
using machine learning algorithms to detect
anomalies and threats based on learning the patterns
from historical and real-time network data [11].
Leveraging past experiences, the Al system can
identify anomalies and threats; in contrast to
signature-based IDS that depend on the use of
predefined signatures corresponding to certain
threats, it can easily identify new or zero-day attacks
through behavioural analysis and classification
techniques [12]. Deep learning models based on
CNN (Convolutional Neural Networks) and LSTM
(Long  Short-Term Memory) have proven
particularly effective in dealing with time-dependent
data that highly entangles with complex
environmental parameters generated by IoT devices.
Al integrated with an autonomous decision-making
framework such as reinforcement learning equips the
systems to detect as well as dynamically respond to
threats [13]. The systems can isolate compromised
devices, block malicious traffic, and adapt any
defence mechanism over time, adding to the
resilience of the IoT infrastructures.

This research aims to develop a comprehensive
and autonomous cyber defence system tailored for
IoT networks using Al-driven intrusion detection
techniques. The core objectives of the study are:

e To evaluate the effectiveness of various
AI/ML algorithms for detecting IoT-
specific cyber threats

e To design a real-time intrusion detection

architecture that integrates with IoT
environments.
e To implement autonomous response

mechanisms using reinforcement learning
for proactive defence.

e To wvalidate the performance of the
proposed system using real-world datasets
and practical deployment scenarios

The major contribution that this research makes
lies in its integrative approach between detection and
response, through Al, in bringing forth a scalable,
adaptive, and autonomous security framework
concerning the rapidly changing landscape of IoT.

2. LITERATURE REVIEW

2.1 ToT Network Architecture and Security
Challenges

Designated as a major development in
connectivity, the IoT is a system for interconnection
of physical objects that are also equipped with
sensors, software, and networking capabilities for
autonomous data collection and exchange mention
[14]. IoT architectures typically consist of three
layers: the perception layer (sensors and actuators),
the network layer (gateways and communication
protocols), and the application layer (data processing
and services) [15]. By providing a layered setup, it
intends to provide seamless integration of
heterogeneous devices in distinct contexts: for
example, healthcare, industrial automation, smart
homes, and transportation systems [16].

A major characteristic of IoT networks is the
heterogeneity. Devices may differ from each other in
terms of hardware platforms, operating systems,
network interfaces, and communication protocols
(e.g., Zigbee, MQTT, CoAP, 6LoWPAN) [17]. Such
aspects of heterogeneity make it difficult to design a
common security model, for rarely can a common
solution be applied [18].
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Figure 1: IoT Infrastructure

Figure 1 shows the layered infrastructure of the
IoT. This representation shows integration across
various communication protocols, network stacks,
and application services. MQTT, CoAP, XMPP, and
HTTP/WebSocket are some of the lightweight
communication protocols. They are supported by
network stacks like TCP/IP and 6LoWPAN. This
network stack is primarily used in low-power
networks. XML and JSON are some of the data
formats. There are various security vulnerabilities.

IoT presents unique challenges stemming from its
scale of deployment. Wired and wireless sensors and
actuators together are estimated in the tens of billions
of their interconnectivity by 2025. Any of the
traditional centralized security mechanisms are
hardly workable to provide real-time surveillance
and protection-throughout such large networks [19].
Scalability, thus, becomes an important requirement
for any security solution meant to work in IoT
environments.

Another major limitation is due to resource
limitation. Many IoT devices operate with limited
processing power, memory, and energy resources.
These constraints limit the implementation of
sophisticated cryptographic protocols or real-time
monitoring agents on the device level [20]. Security,
therefore, has to be offloaded more often to edge or
gateway devices, which themselves may be under
threat.

2.2 Common Attack Vectors in IoT Networks
IoT networks are becoming increasingly fragile
against a variety of cyber threats, both new and old,
owing to their pervasive deployment, heterogeneous
architecture, and often limited on-service inbuilt
security [21]. The Distributed Denial of Service
(DDoS) attacks, are overwhelmingly quite common
and disruptive types of attacks where illegitimate
traffic overloads devices or networks, depriving
services from legitimate users [22]. An example of

such hijacking and orchestrating a major DDoS
attack over global infrastructure is the famous Mirai
botnet attack in 2016, which attacked several IoT
devices worldwide, from IP cameras to home routers
by exploiting weak or default log-in credentials [23].
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Figure 2: IoT attack types and vulnerabilities [24]

Figure 2 shows a layered taxonomy of attack
vectors that can be utilized to attack IoT devices.
Level 1 concerns network attacks that affect
communication, including DoS, DDoS, and MitM
attacks. Level 2 concerns direct attacks on IoT
devices, including physical, side-channel, and
firmware attacks. Level 3 concerns attacks on users
at the application level, including malware, data
manipulation, and breaking access control. The
layered approach shows the complexity of securing
IoT devices and the need for multiple layers of
security.

Spoofing and impersonation are common threats,
especially in IoT environments. Malicious actors
impersonate trusted devices or users to gain unlawful
access to sensitive data or network functions [25].
No single strong or standardized authentication
mechanism exists across many IoT platforms;
therefore, spoofing attacks are comparatively easy to
carry out and can grant unauthorized control of
devices or what is even worse, can result in leakage
of data. Weak, hardcoded passwords and open ports
are just some security settings that make [oT devices
attractive targets for botnet builders [26].

Man-in-the-Middle (MitM) attacks are among the
major threats IoT networks in themselves suffer.
Attackers intercept communications between IoT
devices and backend servers, thereby allowing
manipulation or passive eavesdropping on the
transmitted data [27]. This leaves the door open to
successful MitM attacks, especially with the many
lightweight communication protocols in use in IoT,
most of them not using adequate encryption or
authentication [28]. This vulnerability is especially

146

Data Leakage



Journal of Theoretical and Applied Information Technology ~
15 September 2026. Vol.104. No.17 N

© Little Lion Scientific A ma——

-;l'\lll

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

critical in applications involving control systems,
such as industrial [oT or smart home environments
where data integrity is vital for operational safety.

2.3 Traditional Intrusion Detection Systems
(IDS)
2.3.1 Signature-Based vs.
Systems

These systems are now the basic development
units of the architecture of cybersecurity. They can
be anything, from monitoring network traffic to
system activity, for malicious behaviour detection,
violations of policy, or indications of compromises,
such as user ongoing activities [29]. IDS are
essentially classified into two broad categories:
signature-based detection systems or anomaly-based
detection systems. IDS types have their merits and
demerits depending on their applications in dynamic
resource-constrained environments such as [oT [30].
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Figure 3: Signature vs. anomaly-based detection
comparison [31]

Figure 3 compares two types of IoT security
detection  mechanisms:  signature-based and
anomaly-based. Signature-based detection is very
effective at identifying known threats with a low
false-positive rate, but it cannot detect unknown
threats, also known as zero-day threats. Anomaly-
based detection is effective at identifying unknown
threats, but it comes with a high rate of false
positives and requires constant model tuning.

Signature-based IDS detect intrusions by the use
of precompiled set match databases (signatures) of
known threats by their one-to-one mapping on an
activity of the network. Signature basically is the
fingerprint or pattern of a previous attack, that is, a
specific byte sequence, traffic pattern, or even a
system call sequence. This approach works
efficiently and quite accurately for previously
familiar threats and has low rates of false positives
owing to its deterministic nature. The main problem
associated with signature-based intrusion detection

systems is that they cannot detect new or
metamorphic  threats, such as  zero-day
vulnerabilities and polymorphic malware [32].
Moreover, signature maintenance and that of the
entire signature database have to be executed over a
large number of IoT devices. This brings in logistical
and performance-related challenges [33].

Anomaly-based IDS aim to solve this problem by
understanding what constitutes "normal" behaviour
for that particular system or network and then
flagging deviations from this as possible threats [30].
The detection of new forms of attacks previously
unseen before can dynamically change the profile of
the threat as the adaptive behaviour sample feature
tries to encompass the varied and changing
environment present in dynamic scenarios. It is
relatively impossible, however, to create a general
and specific enough baseline in IoT environments,
where aspects such as highly diversified device
behaviours are normally considered context-
sensitive [34]. Thus, they generally have a much
higher churn in terms of false positives because they
tend to mistake benign but unusual activity as bad
behaviour [35]. The learning, modelling, and
continuous analysis of behaviour, coupled with
processing demand, adds severe stress to the very
limited processing and memory capability of IoT
devices.

2.3.2 Limitations in Dynamic and Resource-
Constrained Environments

Due to these challenges, the traditional Intrusion
Detection Systems (IDSs) cannot meet the
performance or efficiency requirements for use in
IoT networks. One of the major issues is the extreme
resource constraints that are typical of loT devices
[36]. In contrast with servers or desktop
workstations, the IoT endpoints have very minimal
computing power and memory that sometimes is
measured in kilobytes and with very low energy
budget. Thus, the deployment of traditional IDSs,
which are resource-intensive and architected for
powerful hardware, is certainly not optimal for these
devices [37]. Installing a full-fledged IDS agent on
every single IoT node is neither practical nor
economically feasible, particularly in large-scale
deployments such as smart cities or industrial IoT
networks.

Another major hurdle for conducting threat
analysis is the dependency on centralized
architecture. In most traditional cases of IDS
deployment, the network traffic is diverted to
centralized servers for the actual data analysis and
detection of anomalies [38]. Such a model converts
the analysis into a time-consuming process and is
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harmful where IoT applications are concerned. In
applications such as Remote Patient Monitoring,
autonomous vehicles, or industrial automation, a few
seconds delay in declaring an attack, may well lead
to catastrophes of great consequence: either a
massive operational failure or a safety hazard.
Therefore, real-time detection and response imply
that the edge or distributed IDS architecture should
be highly capable of functioning with minimal delay.

Devices often connect and disconnect, and
functional behaviour can change depending on
temporal, spatial, or contextual conditions. For
example, smart lighting during the night might
behave differently than during the day. Anomaly-
based IDS systems that depend on static behavioural
models come unstuck in such environments and are
quickly outdated, leading to false positives or misses
[39]. But adaptation is continuously required as
device behaviour evolves, yet this is difficult to
achieve in a traditional IDS setting.

One more hindrance is the absence of
standardization for IoT communication protocols.
Conventionally, enterprise networks use protocols
that are fairly anodyne, whereby most of the work is
carried out using HTTP, TCP/IP, or DNS [40]. In
contrast, IoT networks tend to use lightweight and
special-purpose protocols such as Zigbee, MQTT,
CoAP, or Bluetooth Low Energy (BLE). Most of the
existing IDSs in this field are protocol-based and
focused on monitoring one or just a few selected
protocols, whereas traffic outside of their design
consideration lies beyond the monitoring scope [41].
The heterogeneous nature of protocols presents an
obstacle for the deployment of universal IDS
solutions and incites the need for detection systems
that are more flexible and context-aware.

Likewise, several interrelated constraints make
obvious the necessity for an urgent push toward next-
generation IDS technologies that would be
lightweight and adaptive with decentralized
deployment capabilities [42]. There are exciting
developments in the area of Al-based IDS
frameworks, which are believed to raise the
prospects of scalability, contextual awareness, and
real-time threat detection in diverse environments.

2.4 Al in Cybersecurity

Machine Learning and Deep Learning have
emerged as transformative techniques in intrusion
detection and The ability to really stand out for
artificial intelligence in discovering complex non-
linear patterns into very large data sets, the key aim
of which would be served extremely well by AT [43].
Unlike older traditional intrusion detection systems

that relied mostly on present rules or signatures, one
built on Al can learn from both historical and real-
time network data and hence detect both known and
unknown forms of malicious behaviour. The
learning-based methods allow detection capabilities
for a wide range of very subtle anomalies, adaptive
threat patterns, and zero-day attacks, which have
evaded the conventional detection mechanisms [44].

Within machine learning, several algorithms have
demonstrated their applicability in developing useful
IDS models. An example would be Support Vector
Machines commonly used on binary classification
problems for separating normal from malicious
traffic with distinct decision boundaries [45].
However, its performance is heavily dependent on
kernel choice and hyperparameter tuning, both of
which can occasionally be very costly in terms of
computational resources. Random Forest therefore is
quite appreciated in terms of robustness, resistance
to overfitting, and interpretation, which is an
ensemble learning technique aggregating predictions
from numerous decision trees with differing
perspectives [46]. The K-Nearest Neighbours
(KNN) algorithm is a simple and efficient method
under low dimensional conditions, yet it faces
extreme difficulty in terms of scalability and
computation in high-dimensional datasets [47],
which are common in the IoT networks. Naive Bayes
(NB) is a probabilistic classifier based on Bayes'
theorem. This classifier works well for high-
dimensional datasets even as it presupposes the
independence of features, a condition that does not
always hold true in real-world antivirus data.

Deep learning algorithms enhance the abilities of
Al-based IDS through an automatic extraction of
various hierarchical features within the raw input
data [48]. Artificial Neural Networks (ANNs) are
quite versatile in modelling non-linear decision
boundaries and are generally utilized in supervised
learning scenarios. CNNs are made for the detection
of spatial patterns from structured network data, e.g.
packet matrices or encoded flow data [49]. Recurrent
Neural Networks (RNNs), especially in the form of
Long Short-Term Memory (LSTM), are intended
and greatly suited for analysing time-dependent
sequences, such as traffic logs or system call traces,
maintaining the timing dynamics of attacks. In an
unsupervised scenario, Autoencoders learn to
reconstruct normal behaviour and flag anomalies by
measuring reconstruction error; this technique is
quite light and simple for anomaly detection.

Together, these Al tools engender higher levels of
detection accuracy, adaptability to the changing
nature of threats, and an ability to generalize to
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unseen attack vectors, qualities of utmost importance
in the dynamic and heterogeneous environments of
IoT networks.

2.5 Previous Work on AI-Driven IDS for IoT

The deployment of Al into the Intrusion Detection
Systems of IoT networks has become a hot topic in
recent years. Many works have discussed how to
improve IDS through ML and DL algorithms
regarding accuracy, adaptability, and effective use
against security threats in resource-limited and
heterogeneous IoT spaces. Though the studies do
deliver candid contributions, critical examination
would unveil the limitations that still hinder the
evolution of fully autonomous and scalable cyber
defence systems [50].

Applied deep learning models, namely CNNs and
RNNs, on the NSL-KDD dataset for the
identification of IoT traffic for malicious behaviours.
Their work showed that deep learning models tended
to outperform their traditional ML antecedents such
as the SVM and Decision Tree in terms of detection
accuracy and adaptability. The authors pointed out
that their findings, when applied in a real-world
setting, could be challenged by the use of generic
datasets like NSL-KDD, which fail to encompass the
full scale of diversity over IoT protocols and attack

types.

Likewise [51], proposed a distributed deep neural
network (DNN)-based approach that decentralized
training among IoT devices. Their method countered
communication overhead in centralized learning and
improved intrusion detection performance. By doing
so, however, they assume a certain level of
computation exists at the edge, which may not be the
case for many low-power loT nodes. Their approach
did enhance detection rates, but they still did not
have autonomous response features and therefore
depended on a manual intervention post-alert.

N-BaloT, introduced by [52], employed
unsupervised anomaly detection using autoencoders
in smart home environments. The model effectively
captured deviations from normal device behaviour
and accomplished an impressive detection accuracy
of above 99%. Although it efficiently detected
compromised devices, the framework shows passive
operation without the ability to autonomously
contain or remediate any observed threats.
Autonomy is a deficiency that most contemporary
Al-driven IDS frameworks share. The intrusion
detection capability is also based on the edge [53].
Devised lightweight neural networks tailored to
resource-constrained IoT environments. Their
solution determined that even the lowest power

devices could contribute to detection of threats at the
network edge. Nonetheless, the system's inflexibility
to varied attack patterns was due to its reliance on
static thresholds and manual tuning. Besides, in its
performance measure, the system kept varying
results on different datasets, thus lowering its
performance in a real-world heterogeneous IoT
environment. Other approaches have integrated such
hybrid systems which combine signature- detection
methods with Al-based anomaly detection in order
to exploit both detection methods' strengths. While
hybrid systems improve detection coverage, they
tend to increase complexity and resource
requirements that may not align with the constraints
of IoT networks.

2.6 Gaps in Existing Approaches: Lack of
Autonomy, Explainability, and Adaptability

With autonomy in Al-enabled IDS being a critical
gap in current research endeavours, although the
detection accuracy can be said to be considerably
high, very few have consciously developed decision-
making paradigms that would trigger responses
toward real-time threats. Other than being under-
researched, autonomous defence systems with
reinforcement learning and policy-based action
selection mechanisms have yet to form the basis of
any concrete validation. The next emerging
challenge is explainability. The black box paradigm
of deep learning models renders them accurate yet
untrustworthy as stakeholders in safety-critical
domains (healthcare, autonomous vehicles) seek
interpretable outputs to trust system decisions.
Research into Explainable Al (XAI) for IDS is still
very much in its infancy. Adaptability is still limited.
Many IDS are trained offline with static datasets that
do not reflect the ever-changing nature of real-world
threats. Over time, models will lose their relevance
or efficacy, called model drift. Continuous learning
or online learning mechanisms are needed to sustain
effectiveness within a dynamic environment.
Finally, problems regarding scalability and
deployment feasibility still exist. Where cloud-based
solutions hold the computation power, they
introduce latency and privacy concerns. Edge-based
Al appears to be a way forward, but this requires
lightweight and energy-efficient models, which is
not yet fully developed.

3. PROBLEM STATEMENT
RESEARCH QUESTIONS

3.1 Problem Statement

The fast spread of IoT devices across many
sectors, including healthcare, smart homes, and
industrial control systems, is adding tremendously to
the already big digital attack surface [1].

AND
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Heterogeneity, scalability, limited computational
power, and a mélange of communication protocols
are the peculiar traits of IoT networks. Given these
characteristics, the traditional security methods like
conventional Intrusion Detection Systems (IDS) are
rendered largely incapable of efficaciously
protecting the IoT environments [2].

Most of the existing IDS solutions are passive,
concentrating solely on intrusion detection without
any capacity for autonomous response or real-time
mitigation. Moreover, many Al-based
implementations of IDS are built on generalized
datasets or customized to a specific use case, thereby
limiting their scalability and adaptability across
various IoT ecosystems [3]. There are the issues
regarding latency in centralized data processing and
the diminished feasibility to run resource-heavy
models on resource-constrained edge devices.

In this juxtaposition of threat scenario against the
IoT infrastructure, where threats such as DDoS,
spoofing, and botnet infiltration keep changing and
evolving, there is an utmost need for an intelligent,
lightweight, and autonomous IDS system that could
detect and respond to security threats in real time
with minimal human intervention [4]. The use of Al,
especially ML, and DL offers a way forward in this
direction for IDS. However, so far, the literature has
not yet explored optimizing these Al techniques for
autonomous real-time cyber defence in resource-
limited heterogeneous [oT environments.

3.2 Research Questions

To address this overarching challenge, the
research is guided by the following comprehensive
and interrelated questions:

e How can Al techniques be optimized to
enable accurate, real-time intrusion
detection in heterogeneous and resource-
constrained IoT networks?

e Which machine learning and deep learning
models demonstrate the highest efficacy in
identifying IoT-specific attack vectors such
as spoofing, botnet infiltration, and DDoS
attacks?

e What design principles and architectures
can support the integration of reliable,
autonomous response mechanisms within

Al-driven IDS to minimize human
dependency and latency in threat
mitigation?

e How can these Al-driven IDS frameworks
be generalized to ensure scalability,

interoperability, and resilience
different IoT applications

communication protocols?

4. METHODOLOGY

across
and

4.1 Data Collection and Preprocessing

For training and evaluation purposes, there were
employed two common datasets, namely UNSW-
NBI15 and Bot-1oT, to propose and develop an Al-
based autonomous Intrusion Detection System (IDS)
for IoT networks. The selection of these datasets was
because they describe in detail benign and malicious
behaviours that directly affect the IoT environment.
The UNSW-NBI15 dataset involves modern
intrusions such as reconnaissance, fuzzers, and
shellcode attacks, while the Bot-IoT dataset relates
to [oT situations and has detailed samples of botnet
activity, DDoS attacks, and data theft attempts.

f Data Processing \
i |
! Drop Remove flow Feature |
| Duplicates " identifiers ¥ conversion .
. Habenl |
| k2 :
1 Drop - Drop Drop I
'\ Duplicates Duplicates Duplicates ]
e e e e e l ________________ -

r_ N I . ¥ S N

| Explainable Feature Extraction |

] [

i ([ pca [ ciwrr | :

A s

Shallow Learning

(e J{or J( e )J( me (e ]

Attack

| Evaluation l

Figure 4: Proposed Framework

Before training the model, the data underwent
significant preprocessing. First, irrelevant and
redundant  features were eliminated using
correlation-based feature selection, which computes
Pearson correlation coefficients to eliminate
attributes exhibiting low variance or high inter-
feature redundancy. This way, only the most
informative attributes are retained for training,
reducing training complexity and enhancing model
generalizability.

Next, all numeric features were normalized using
Min-Max scaling to a scale of [0,1]. The
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normalization is crucial-as CNN and LSTM
algorithms are sensitive to input scales-for
convergence during training and maintaining relative
proximity among data points. Categorical variables
were also encoded using one-hot encoding to
maintain numerical compatibility for learning
algorithms. After preprocessing, the datasets were
split into training (70%), validation (15%), and
testing (15%) subsets through stratified sampling to
maintain the class distribution in each split.

4.2 Model Design

The detection model is designed as a hybrid deep
learning architecture that incorporates some of the
best features of the Convolution Neural Networks
(CNNs) and Long Short-Term Memory (LSTM)
networks for effective feature extraction and
temporal pattern recognition. The CNN part of this
model serves as the very first step in the model
pipeline, taking normalized input features into a
series of convolutional layers that capture some
spatial correlations and hierarchical patterns present
within the data. The extracted features are then
flattened and passed to the LSTM layer, which
captures sequential dependencies and time-based
trends in network behaviour-an essential ingredient
in spotting sophisticated and evolving IoT attacks
like botnet propagation or slow-scan techniques.

Proposed Cyberattack Detection Model
Using Hybrid Machine Learning

Data Collection

® Smart system logs, network traffic,

sensor outputs gathered from loT
infrastructure.

1

Data Preprocessing

Cleaning, normalization, handling
missing values, encoding categorial data

l

Feature Extraction & Selection
— Relevant features selected using
'Q techniques like PCA. Chi-Square. or
Information Gain to reduce dimensionality
and improve model performance

1

Model Training (Hybrid ML)
Combination of supervised algorithms
(e.g., Random Forest + SVM) trained
on labeled dataset for better
generalization and attack classification

J

Detection & Mitigation

Real-time classification of input as
Normal or Attack, followed by triggering
mitigation protocol in the security system

©

Figure 5: Proposed Model Design
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After the LSTM layer, the output is sent to a
Random Forest (RF) classifier. This ensemble model
was chosen for its good resistance to overfitting, high
interpretability, and good performance even with
noisy or partially informative features. The deep
learning-ensemble learning combination
accomplishes accuracy and generalization-the
specific challenge of variances and the evolving
nature of [oT traffic patterns. Hyperparameter tuning
for all models was then done through Bayesian
optimization on the validation set to achieve optimal
architecture depth, learning rates, number of
estimators (for RF), and batch sizes.

4.3 Autonomous Response Mechanism

Besides intrusion detection, the system consists of
an autonomous response layer based on RL-
Reinforcement Learning or Q-learning. The
environment is modelled as a Markov Decision
Process- MDP- where the agent observes the state of
the network (for instance, detection status, the
affected node, and type of attack) and picks the best
action from a predefined list. In this case, the actions
include: (1) isolation of infected nodes from the
network, (2) rerouting critical traffic away from
compromised traffic segments, and (3) generating
automated alerts to system administrators using
MQTT-based messaging.

The Q-learning agent is trained using the
simulation episodes generated from attack patterns
in these datasets. A reward structure is set up to
encourage behaviours aimed at minimizing system
damage and maintaining service availability while
penalizing false positives or ineffective mitigations.
The agent learns a policy over several iterations that
maps observed states into fitting responses, thus
facilitating the process of autonomous mitigation
without constant human supervision. It also saves its
decisions into a policy table, periodically updated
through online refinement in the live environment.

4.4 System Architecture

The suggested architecture is designed in a
simulated edge-cloud culture to capture real IoT
deployments. The detection elements are distributed
among edge nodes, where initial classification by
lightweight CNN-LSTM models is performed with
negligible latency. This would typically be in
embedded devices or edge gateways with limited
computing capabilities, such as those based on
Raspberry Pi or Jetson Nano platforms. Once a
potential threat is identified, an anomaly summary is
relayed via MQTT to streamline a deeper analysis in
the centralized cloud nodes while coordinating a
multi-node response through the trained agent RL.
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The cloud layer possesses visibility into the
network globally and administers the distributed RL
policy. This dual-launched deployments enable real-
time threat detection at the edge while capitalizing
on advanced data processing in the cloud for further
analytics, model updates, and policy fine-tuning.
MQTT, a lightweight publish-subscribe messaging
protocol, guarantees that even heterogeneous
devices communicate openly and rapidly without
exceeding the low bandwidth constraints.

4.5 Evaluation Metrics

A comprehensive list of classification and system-
level metrics was used to measure the functioning of
the system. These included accuracy, precision,
recall, and F1 score-and the Receiver Operating
Characteristic Area Under Curve (ROC-AUC),
which are together used to measure the model's
ability to classify between benign and malicious
traffic under varying conditions. Additionally,
response time was measured from detection to
mitigation to represent a real-time response of the
system.

Due to the resource constraints of IoT, power
profiling tools were used to monitor energy
consumption, and system monitors were used to
record the memory usage of edge nodes. In this
regard, they are important for estimating the
feasibility of installing a solution in real-world
scenarios where power and memory budgets are very
tight. The system was evaluated under different
varying loads and attack intensities to test its
resilience, scalability, and robustness in a dynamic
environment.

5. FINDINGS AND ANALYSIS

The autonomous intrusion detection and response
framework powered by Al has been subjected to
evaluation in terms of three broad performing
dimensions’ detection capability, autonomous
response efficacy, and deployment viability in
resource limited IoT environments. The system has
this hybrid detection model (CNN-LSTM with
Random Forrest) in place with an aggressive real-
time response from a reinforcement learning agent.
The evaluations were made on public datasets like
UNSW-NB15 and Bot-IoT deployed in a simulated
edge-cloud environment.

5.1 Intrusion Detection Performance

Designing the core of the intrusion detection
module was done to achieve high detection accuracy
resilience against false positives. A comparative
evaluation was done between a conventional
standalone machine learning model (e.g., a Random
Forest classifier with manual feature selection) and

the proposed hybrid algorithm integrating deep
feature learning and temporal analysis. As
summarized in Table 1, it could be seen that the
hybrid CNN-LSTM + RF model greatly
outperformed the baseline. The hybrid model was
able to identify 97.2% of all detections, produce a
precision score of 0.94, a recall of 0.96, and an F1-
score of 0.95, showing a good trade-off between true
positive and false positive rates.

Table 1: Intrusion Detection Performance.

urac | Preci | Recal Fl1-
Model . ve
y sion 1 Score
(%) Rate
(%)
Standal
one ML 90.3 0.88 0.86 0.87 9.20
Hybrid
CNN-
LSTM 97.2 0.94 0.96 0.95 5.98
+ RF

The false positive rate (FPR) shown by the hybrid
model of 5.98% illustrates a 35% enhancement from
the standalone ML baseline. This improvement is
vital for IoT deployments, wherein too many false
alarms could translate into unnecessary system
intervention, resource wastage, and fatigue for
management. Furthermore, the integration of CNN
and LSTM layers allowed for spatial as well as
temporal dependence representation in the data,
improving generalization to unseen attack patterns.

5.2 Autonomous Mechanism
Performance

In addition to detection and classification, this
system  consisted of a  Q-learning-based
reinforcement learning agent that autonomously
suggested mitigate actions. The objective is for the
system to determine the natures of the threats and
accordingly choose the best possible response in real
time without human intervention. The autonomous
agent's performance in various attack scenarios is
presented in Table 2. In particular, the agent
achieved a hit rate of 91%, which indicates a fairly
high accuracy in decision-making. His average
response time would be 180 milliseconds, thereby
showing compatibility with real time applications.

Response
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Table 2: Autonomous Response Mechanism Performance

Metric Reinforcement
Learning Agent
Correct Response Rate
%) 91.0
Average Response Time
180
(ms)
False Alarm Rate (%) 4.5

A false alarm rate of 4.5% indicates that the
system has the capability to distinguish between
benign anomalies from genuine threats and thus take
no excessive or unnecessary action whenever it is
triggered. Actions performed by the agent included
isolating infected nodes, dynamically rerouting data
flows to secure paths, and dispatching administrative
alerts. This has a special effect in IoT applications
with a very large number of sensors where human
intervention becomes impractical for every alert
because of scale and latency factors.

5.3 Deployment and Resource
Efficiency

IoT environments are resource-constrained,
wherein edge devices have limited CPU, memory,
and power availability. Therefore, an important
parameter for determining the feasibility of real-
world deployment is the operational footprint
assessment of the system. The architecture employed
a distributed edge-cloud paradigm whereby
lightweight detection was performed at the edge and
deeper analyses and coordination were offloaded to
the cloud layer. In contrast to that, Table 3
summarizes the average energy consumption and
memory usage at both tiers.

Feasibility

Table 3: Deployment Feasibility and Resource Efficiency.

Average
Average
Deployment Energy
Layer Consumption Memory
Usage (MB
(W) ge (MB)
Edge Node 2.8 130
Cloud Node 7.5 420

For an edge level, this worked on a power
envelope of 2.8W, well within the usual limits of
typical IoT gateways and smart devices. The
memory size of 130 MB was bearable by the cheaper
devices. At the cloud level, while power
consumption was higher (7.5W and 420 MB), that is
acceptable as that resource gets better scaling and
computational capacity from the cloud. Therefore, an
edge-cloud division of labour ensures that the IDS is
both responsive and scalable; both its detection and
preliminary mitigation stage is on the edge while it
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sends the more expensive historical correlation,
reinforcement learning updates, and cross-node

analytics over to the cloud.
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Figure 6: Comparison of Performance Evaluation
between Models

6. DISCUSSION

The integration of CNNs and LSTMs with
ensemble methods has facilitated much advancement
in IDSs in [oT environments. Our study substantiates
these findings, showing the hybrid CNN-LSTM
model combined with ensemble techniques like
Random Forest (RF) can render reliable and accurate
detections. Specifically, our model attained a
detection accuracy of 97.2% and 0.95 for the F1-
score, capitalizing on the shortcoming of the
traditional machine learning models. Our results fell
in line with earlier research like that of Altunay and
Albayrak (2023), who reported that the hybrid CNN-
LSTM model achieved 93.21% accuracy for binary
classification on the UNSW-NBI15 dataset, while
another by Sun et al. formed a DL-IDS by CNN-
LSTM hybrid network and achieved overall
accuracy of 98.67% on the CICIDS2017 dataset. The
legions of studies thus point to the successfulness of
the hybridization of CNN and LSTM in grabbing
spatial and temporal features from network traffic
data aimed at enhancing intrusion detection.

Alongside detection, this research has been
directed at the realization of an autonomous response
mechanism using Q-learning, a reinforcement
learning approach. In our case, the Q-learning agent
optimally responded in 91% of the tests, with an
average response time of 180 ms and a 4.5% false
alarm rate. This is in agreement with the work of
[54], who developed a Deep Q-Learning (DQL)
mechanism for network intrusion detection with
promising results in self-learning, outperforming
traditional machine learning methods. Thus,
reinforcement learning in IDSs would be
advantageous as this allows real-time adaptive
responses to detected threats without invoking
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substantial human interaction; hence making the
system more robust overall.

There are still improvements required in
adversarial robustness, one of the considered areas.
The adversarial attacks on deep learning-based IDS
deceive the model into considering malicious
activity as benign, through sophisticated inputs [55],
assessed the effects of adversarial attacks on deep
learning-based IDS and concluded that adversarial
attacks could successfully mislead detectors into
thinking that malicious activity was normal with a
sufficient level of distortion. They pointed out,
however, that any possible increase in robustness
conferred by adversarial training comes at the price
of requiring more data and computational resources.
Correspondingly [56], stressed the importance of
realistic adversarial robustness analysis and
proposed several methodologies aimed at evaluating
and improving the resilience of IDS against such
attacks. These remarks suggest that although our
model shows very high detection accuracy,
adversarial training and defence mechanisms against
adversarial inputs should form part of our long-term
reliability plan. Al-driven IDS must incorporate
various other ethical considerations in their
deployment, which go from the transparency to the
auditability of AI decisions. Stakeholders should
understand and trust Al decision-making processes if
these Al models were operating in an intelligible
manner. This show of transparency is very relevant
for security applications. In fact, it is within security
where opaque models result in decisions that are
unexplainable, often causing harm to the target or
otherwise hampering user trust. XAl techniques
must therefore be formed into the arena as a tool for
mitigating this problem by providing insights into
how the models reach a particular decision. In
support of explainable AI [57], proposed a hybrid
LSTM-Random Forest model for intrusion detection
in Wireless Sensor Networks. The logic is that XAl
boosts trust in the interpretation of the results
produced. The result of integrating X AI methods into
IDS will be to produce explanations for their
detections and responses that can be understood by
the users and enhance their accountability.

Moreover, the presence of resource constraints in
the environment has to be considered when
deploying an Al-based IDS in any IoT environment.
In this regard, our study analysed the resource usage
by the system, which shows that edge nodes
consumed an average power of 2.8W at the same
time consuming 130 MB of memory, while 7.5W
and 420MB, respectively, were required by the cloud
nodes. Thus, the division of labour enables the IDS

to function efficiently within limited computational
capabilities of [oT devices. Similar approaches have
been adopted in other studies, where hybrid models
are designed that balance the computing load
between edge and cloud resources so that
performance is optimized while the network is not
overburdened.

The combination of these models with ensembles
is a successful means of improving the robustness of
intrusion detection for an IoT environment. Coupled
with Q-learning for making autonomous responses,
this component significantly strengthens the
capability of the entire system to tackle threats in
real-time. However, adversarial robustness and
ethical issues, as well as transparency and
auditability, need to be tackled and incorporated into
any trustworthy and resilient Al-based IDS. Future
research should centre on strategies such as the
incorporation of adversarial training methods,
implementation of explainable Al techniques, and
improved resource utilization to further increase the
effectiveness and efficiency of IDS in IoT networks.

7. CONCLUSION AND FUTURE WORK

This research brings into view the design of a new,
autonomous IDS that takes into account the
peculiarities and dynamics of ToT environments. The
Al techniques of interest feature hybrid ML models
in performing temporal pattern recognition and
feature extraction, while Random Forest ensemble is
used for classification purposes. The proposed
system achieves very high detection accuracy and
performance robustness for different attack
scenarios. A Q-learning-based autonomous response
mechanism is incorporated into the proposed
solution, allowing for real-time threat mitigation
rather than complete dependence on human
operators, thereby enhancing system resilience. The
findings of the research concluded that combining
deep learning with ensemble methods, by far, gives
the highest possibility for detection reliability with
potential enforcement of proactive and adaptive
defence strategies by reinforcement learning. The
system, furthermore, maintains suitability for
resource-constrained IoT devices following an edge-
first architecture model, balancing performance with
energy efficiency.

There are still challenges in building adversarial
robustness and ensuring ethical transparency.
Explainable, auditable, and fair Al-based decisions
are paramount to catalyse trust and meet regulatory
requirements. Future work will focus on the real-
world deployment of the system on IoT testbeds to
assess scalability and applicability for these

154



Journal of Theoretical and Applied Information Technology ~
15 September 2026. Vol.104. No.17 ~J

© Little Lion Scientific

SATIT

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

challenges. Thus, federated learning also would be a
good option for distributed model training without
centralized data aggregation, preserving privacy and
enhancing performance. Finally, leveraging
explainable Al (XAI) techniques will be necessary
for interpretability and accountability, thereby
enhancing the trustworthiness and acceptance of Al-
based security systems within IoT networks.
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