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ABSTRACT 
 

In many Internet of Things (IoT) systems, low-power sensors distributed in the environment continuously 
collect data from their surroundings and forward it to an application backend, where it is analyzed and acted 
upon. Including a timestamp in every reading helps keep events consistent and properly ordered, but requires 
the sensors and server clocks to be synchronized. This common challenge is usually solved by relying on 
frequent exchanges of dedicated timing messages between nodes, which increase network traffic and 
processing overhead on resource-constrained sensors. In this paper, we introduce a lightweight time 
synchronization mechanism for IoT deployments using MQTT-SN as the data delivery protocol. It leverages 
existing MQTT-SN messages to carry data timestamps to a central server, which applies an adaptive 
algorithm to identify possible clock desynchronization, limit the effect of transient delays, and send clock-
adjustment notifications to sensors only when necessary. By minimizing dedicated synchronization 
exchanges and shifting computation to the server, the proposed mechanism reduces additional 
communication traffic and limits processing at the sensor. Simulation results in OMNeT++ show lower or 
more stable clock offsets than SNTP during the later part of representative runs. The simulations also show 
approximately 96–98% fewer synchronization messages than SNTP without increasing simulated sensor 
energy consumption. Under approximately matched conditions, the mechanism produced lower average 
clock offsets than those reported for an MQTT-based approach. 

Keywords: Time Synchronization, MQTT-SN, Server-Assisted, Wireless Sensor Networks, Low Overhead 
 

1. INTRODUCTION  
Nowadays, IoT systems are used widely in areas 

like smart cities, industrial automation, and 
healthcare monitoring [1], [2]. Different sensors or 
connected devices within these systems collect 
environmental or operational data, usually at regular 
intervals. The measurements are sent to a designated 
server located either at the network edge or in the 
cloud. To allow the server to correctly interpret the 
data, each reading must include its acquisition time. 
Without this information, common operations such 
as event correlation, joint compression, and anomaly 
detection become difficult to perform.  

Maintaining precise timing across all sensors is 
often difficult in practice due to the behavior of their 
internal clocks. Such clocks are commonly 
implemented with low-cost quartz oscillators whose 
frequencies drift with temperature, component 

tolerances, and long-term aging [3]–[7]. Due to the 
cumulative effect of these small differences in 
frequency, over time sensor timestamps become out 
of sync. This random drift affects the reliability of 
any analysis subsequently performed on the 
measurements. As a result, the problem of time 
synchronization for low-power sensors continues to 
be a central issue in IoT systems design. 

Many IoT systems try to handle this challenge 
by adopting well-known protocols such as the 
Network Time Protocol (NTP) [8], the Simple NTP 
(SNTP) [9], the Timing-sync Protocol for Sensor 
Networks (TPSN) [10], and the Flooding Time 
Synchronization Protocol (FTSP) [11]. These 
approaches provide acceptable clock accuracy at the 
price of frequent exchanges of timing messages 
among nodes. Each exchange consumes sensor 
energy and occupies part of the available bandwidth. 
The issue is aggravated when an application-layer 
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protocol such as Message Queuing Telemetry 
Transport (MQTT) [12], MQTT for Sensor 
Networks (MQTT-SN) [13], or the Constrained 
Application Protocol (CoAP) [14] is employed in 
parallel for data delivery. When synchronization and 
application messages are transmitted over the same 
network, they compete for bandwidth and energy. As 
a result, node lifetime and data throughput are 
reduced. A further issue with some existing solutions 
is that they require sensors to periodically measure 
Round-Trip Time (RTT) and estimate clock drift. 
These tasks may impose additional processing and 
memory requirements on low-power IoT devices. As 
a result, there is a need for synchronization 
mechanisms that achieve accurate timing while 
maintaining low communication and energy 
overhead. 

This work targets IoT deployments that already 
use MQTT-SN to periodically deliver data from 
sensors to a server. We propose a server-assisted, 
low-overhead time synchronization mechanism that 
leverages existing application messages to carry 
timestamp information. The server maintains a 
sliding window of recent timestamp differences and 
applies a detection algorithm that distinguishes 
transient delay variations from possible clock 
desynchronization. Clock-adjustment notifications 
are sent only when needed, avoiding periodic 
dedicated synchronization traffic and limiting 
sensor-side synchronization processing.  

The main contributions of this work are as 
follows. (i) A piggybacked mechanism for MQTT-
SN that avoids periodic dedicated synchronization 
exchanges; (ii) a server-side algorithm with an 
adaptive sensitivity factor K; (iii) an event-driven 
notification policy that triggers when possible 
desynchronization is detected; (iv) an OMNeT++ 
evaluation of synchronization accuracy, 
communication overhead, and sensor energy 
consumption, including comparisons with SNTP and 
the reported SMQTT results. 

The paper is organized as follows. Section 2 
reviews related work. Section 3 presents the 
proposed mechanism and server-side detection 
algorithm. Section 4 reports the performance 
evaluation. Section 5 concludes. 

2. RELATED WORK 
The challenge of ensuring time synchronization 

between distributed devices has been extensively 
studied long before the emergence of IoT 
applications [5], [7], [15], [16]. Several approaches 
have been proposed in traditional computer 
networks, yet many of them are not suitable for 
sensor networks that operate under severe resource 
constraints. NTP [8] remains the most widely used 

solution to synchronize clocks of devices over 
packet-switched networks, using a hierarchical 
system of dedicated time servers. Each client 
interacts with a time server on a periodic basis by 
sending and receiving timestamped request/reply 
messages. These exchanges allow the client to 
determine the difference between its local clock and 
the time on the server. To reduce the effect of latency 
and jitter, clients may need to apply filtering 
techniques before adjusting their clocks. These 
techniques make NTP a relatively complex protocol. 
A lightweight alternative, SNTP [9], reduces the 
computational burden but still depends on the same 
client-server model, requiring periodic timing 
message exchanges. Both NTP and SNTP can 
introduce considerable communication overhead, 
which may limit their suitability for IoT systems 
where devices operate with very limited resources. 

Common clock synchronization protocols also 
include TPSN, FTSP, and Reference Broadcast 
Synchronization (RBS), which are specifically 
designed for wireless sensor networks (WSNs). 
TPSN [10] requires sensors to be organized in the 
form of a spanning tree where each child node 
synchronizes with its parent using a two-way 
message exchange model. The drawback of this 
protocol is the need to continuously maintain the tree 
and reconstruct it at every topology change, which 
requires the exchange of extra control messages 
among sensors. In FTSP [11], [17], sensors rely on 
an elected reference node that periodically 
disseminates timestamped synchronization 
messages. Upon receiving these messages, sensors 
apply regression techniques to estimate offset and 
skew. These sensor-side computations, in addition to 
the continuous flooding mechanism, consume 
sensors’ energy and generate high traffic, thereby 
limiting the scalability of FTSP. RBS [18] also 
requires a reference node but, unlike FTSP, 
broadcasts a message in the network at each 
synchronization event. Each receiver should 
exchange the message reception time with the other 
nodes. This allows every sensor to have enough 
information to compute offsets and adjust its clock 
accordingly. These exchanges, however, increase 
communication overhead, limiting the use of RBS to 
only small local broadcast domains.  

Recent studies have also proposed 
synchronization mechanisms for WSNs based on 
scheduled packet exchanges and clock-control 
algorithms. The approach in [19] organizes sensors 
in a spanning-tree topology and represents the 
synchronization process using a state-space model 
that considers clock-frequency drift and 
communication delays. An output-feedback 
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controller is then used to adjust the clocks. The 
method in [20] uses packet-coupled oscillators and 
output-feedback control, while synchronization 
messages are exchanged through a time-division 
multiple access (TDMA) superframe. In [21], the 
number of exchanged synchronization messages is 
reduced through a one-way packet-exchange 
scheme. However, the method still uses TDMA 
scheduling and an adaptive proportional-integral 
controller to correct clock offset and skew.  

Although these approaches improve 
synchronization and, in some cases, reduce the 
number of exchanged messages, they still depend on 
synchronization-specific exchanges and clock-
adjustment processing at sensor nodes [19]–[21]. 
One way to eliminate this limitation is to leverage 
the messages from application-layer protocols that 
exist between sensors and servers to transmit 
synchronization information. This approach can 
only be implemented in cases where an application-
layer protocol dedicated to resource-constrained 
systems is already in use. Selecting such a protocol 
is an essential step toward defining a 
synchronization mechanism that is compatible with 
it. Common options include Hypertext Transfer 
Protocol (HTTP), Advanced Message Queuing 
Protocol (AMQP), CoAP, and MQTT. Among these 
protocols, HTTP and AMQP rely on TCP as the 
transport-layer protocol. Neither protocol is suitable 
for a constrained network due to the high 
communication and processing overhead incurred by 
the creation of sessions and the necessary signaling 
messages. CoAP [14], [22], in turn, is a stateless 
protocol based on UDP, which follows a 
request/response model whereby the client must 
initiate a new request to the server for each 
interaction. Reliability is provided through the 
support of confirmable and acknowledgment 
messages. Nevertheless, confirmable exchanges can 
increase traffic in constrained environments. MQTT 
[12] uses a publish/subscribe model based on TCP 
and assumes the use of a broker to mediate 
communication among parties as well as provide 
session persistence. MQTT provides reliable 
publish/subscribe communication, but its use of TCP 
adds connection and signaling overhead that may be 
significant for constrained IoT devices. A 
lightweight variant of MQTT, MQTT-SN [13], was 
designed to better suit the limitations of low-power 
sensors. MQTT-SN adapts MQTT’s 
publish/subscribe model to constrained sensor 
environments using compact messages over 
datagram-oriented networks. It ensures reliability 
through mechanisms such as quality-of-service 
levels, message acknowledgment, message 

persistence, and last will messages. MQTT-SN and 
CoAP provide different communication models and 
efficiency characteristics for constrained 
environments [23]. However, none of these 
application-layer protocols natively supports time 
synchronization.  

Several studies have attempted to integrate a 
synchronization mechanism into communication 
protocols used in sensor networks [24]–[28]. Among 
these works is [25], in which the authors propose a 
protocol called SMQTT, designed for Industrial IoT 
(IIoT) devices that use MQTT for data transmission. 
In this approach, each sensor embeds a timestamp 
representing its local clock in the payload of every 
MQTT message sent to the server, and the server 
includes its local time in the corresponding response. 
After each exchange, the sensor must calculate the 
RTT and apply a specific algorithm to adjust its 
clock when necessary. Experimental results show 
that SMQTT yields higher efficiency than traditional 
synchronization protocols. However, this approach 
assumes that sensors can periodically perform 
statistical calculations and execute complex 
algorithms at the same time as collecting and 
transmitting data. This sensor-side processing may 
limit the suitability of SMQTT for resource-
constrained IoT devices. Another proposal in [26] 
integrates timestamps into CoAP messages and 
shows higher efficiency than NTP. However, it still 
requires frequent message exchanges initiated by 
clients because CoAP inherently operates in a 
request-response manner. In addition, as CoAP does 
not have persistent sessions, the proposed 
approaches in [26], [27] have limitations when 
applied to many IoT systems.  

These studies show that application-layer traffic 
can be used to carry timing information. However, 
the reviewed approaches still require repeated client-
server exchanges, synchronization processing at the 
sensor, or both. These requirements add 
communication and processing overhead to the 
normal operation of the sensor. The research 
problem addressed in this study is how to maintain 
accurate synchronization in resource-constrained 
MQTT-SN-based sensor networks while limiting 
this additional overhead. 

The objective of this study is therefore to 
propose and evaluate a time synchronization 
mechanism for MQTT-SN-based sensor networks. 
Accordingly, the study addresses two research 
questions. Can the proposed mechanism maintain 
synchronization accuracy comparable to SNTP and 
the reported SMQTT results? Can it reduce 
synchronization traffic compared with SNTP 
without increasing sensor energy consumption? 
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3. PROPOSED TIME SYNCHRONIZATION 
MECHANISM 
We consider IoT systems where sensors 

periodically publish measurements to a server 
through MQTT-SN [13] and propose a time 
synchronization mechanism. The basic principle of 
our scheme is to exploit the sensors' MQTT-SN 
traffic for time information exchange and to perform 
desynchronization detection primarily at the server 
rather than at the distributed sensors. 

We assume each sensor has a local clock to keep 
track of the acquisition time of each measurement. 
This timestamp is included in the payload portion of 
each outgoing MQTT-SN message without 
modifying the existing protocol specifications. Upon 
receiving a timestamped MQTT-SN PUBLISH 
message, the server executes the algorithm described 
in Algorithm 1 to identify possible clock 
desynchronization and issue a correction when 
needed. The server records the receipt time and 
calculates an observed timestamp difference as 
ObservedDifference = ReceiptTime − Timestamp. 
This sample is then added to a sliding window 
maintained by the server. The window stores the 
latest W observed timestamp differences. When a 
new sample is added and the window size exceeds 
W, the oldest sample is removed. Once the window 
is full, the server computes the mean value, denoted 
by AverageObservedDifference, and its standard 
deviation, denoted by , using the updated window. 
The former represents the average observed 
timestamp difference, while the latter represents the 
short-term variation. Using these values, the server 
attempts to distinguish usual variations in the 
observed timestamp difference from possible clock 
desynchronization at the sensor. 

A desynchronization is declared only when the 
observed timestamp difference exceeds an adaptive 
threshold defined as  
Threshold = AverageObservedDifference + K   (1) 

where K acts as a sensitivity factor that 
determines how tolerant the algorithm is to delay 
variations. 

A larger value of K widens the acceptable delay 
range, reducing unnecessary synchronization 
notifications, but a smaller value increases the 
algorithm’s sensitivity and responsiveness to 
possible desynchronization. Under stable conditions, 
we set K = K_init = 2. When delay variability 
increases, the server makes the detector more 
sensitive by decreasing K by 0.5, subject to the 
minimum value K_min = 1. The server detects a 
change in timestamp-difference variability when the 
change in standard deviation between two 
successive windows exceeds a predefined instability 

threshold (Δσ_threshold = 2 ms), i.e., when |σ − 
prev_σ| > Δσ_threshold. Hence, K and, 
consequently, the threshold are dynamically tuned 
according to the observed network volatility.  

Algorithm 1: Server-Side Desynchronization-Detection 
Algorithm and Adjustment Policy 

Input: 
• Messages: stream of timestamped sensor messages 
• ServerTime: accurate server clock 
• W: window size for timestamp-difference statistics 
• K_init: initial sensitivity factor (default K_init = 2) 
• K_min: minimum sensitivity factor (default K_min = 1) 
• Δσ_threshold: predefined instability threshold (default 
Δσ_threshold = 2 ms) 

Output: 
• AdjustmentNotification: sent to each sensor if a clock 
correction is needed 

Procedure: 

For each sensor: 
  Initialize ObservedDifferenceList ← empty 
  K ← K_init 
  prev_σ ← undefined 
For each incoming message: 
 ReceiptTime ← ServerTime 
 SensorTime ← message.timestamp 
 ObservedDifference ← ReceiptTime − SensorTime 
 Append ObservedDifference to ObservedDifferenceList 
 If size(ObservedDifferenceList) > W: 
  Remove the oldest element from ObservedDifferenceList 
 If size(ObservedDifferenceList) = W: 
   AverageObservedDifference ← 
     mean(ObservedDifferenceList) 
  σ ← stddev(ObservedDifferenceList) 
  If prev_σ is undefined: 
   K ← K_init 
  Else if |σ − prev_σ| > Δσ_threshold: 
   K ← max(K_min, K − 0.5) 
  Else: 
   K ← K_init 
  Threshold ← AverageObservedDifference + K × σ 
  If ObservedDifference > Threshold: 
   Send AdjustmentNotification to sensor 
  prev_σ ← σ 

When a message yields an ObservedDifference 
greater than the Threshold, the server interprets this 
as possible clock desynchronization and issues an 
adjustment notification containing the current server 
time plus the computed AverageObservedDifference 
value. This adjustment uses the average observed 
timestamp difference computed from recent sensor-
to-server messages to determine the clock value 
included in the notification. When the sensor 
receives the notification, it updates its local clock 
accordingly. This process keeps the sensor closely 
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synchronized without requiring RTT estimation, 
filtering, or regression at the sensor. 

This proposed mechanism provides several 
advantages that enhance IoT systems deployed on 
resource-constrained platforms. The main benefit is 
the elimination of periodic dedicated 
synchronization message exchanges, relying instead 
on infrequent adjustment notifications. Another 
benefit is that RTT estimation, filtering, and 
regression are not performed at the sensor, as the 
main synchronization processing is shifted to the 
server. An additional feature is the sensitivity 
parameter K, which is adjusted according to changes 
in the observed timestamp differences. Based on 
these characteristics, we hypothesize that the 
proposed server-assisted mechanism can reduce 
dedicated synchronization traffic without 
compromising synchronization accuracy or 
increasing sensor energy consumption. 

4. MECHANISM EVALUATION  
We carried out simulations with OMNeT++ 

[29] to evaluate the performance of our mechanism. 
The simulator offers a well-established framework 
to simulate message-oriented communication and 
allows fine-grained control of network conditions. 
We deployed the WSN in a star topology in which 
sensor nodes can communicate with a central server. 
For the MQTT-SN communication framework, we 
used the implementation described in [30], based on 
the MQTT-SN specification in [13], and added 
SNTP and the components required for our 
evaluation. We used a single sensor connected to the 
server to isolate the behavior of the synchronization 
mechanism and conduct controlled comparisons 
under the selected conditions. We repeated each 
7000-second simulation of the proposed mechanism 
and SNTP ten times using different random seeds. 
The main simulation parameters and system 
components are listed in Table 1. The same 
simulation setup was used for all evaluated 
scenarios, while the network conditions were varied 
using the delay model described below. 

We implemented a configurable delay injection 
process to represent different network conditions. 
The delay was inserted at three locations on a 
random basis as follows: before the sensor transmits 
a message, during transmission through the network, 
and immediately before processing at the server. An 
exponential distribution was used to generate the 
injected delays and represent variable queuing 
conditions.  

Using different delay parameters, we modeled 
scenarios representing stable and congested network 
conditions. Each condition was characterized using 

the coefficient of variation (CV) as described in [25]. 
The formula is given in (2): 
 CV = _RTT / _RTT (2) 

This coefficient is the ratio of the standard 
deviation of the RTT samples to their mean. A value 
less than 0.33 indicates a good network condition. 
Values between 0.33 and 0.66 represent fair network 
conditions, while values above 0.66 represent poor 
conditions with high delay variability [25]. 

Table 1: Main Simulation Configuration and MQTT-SN 
System Specifications 

Component Specification 
Simulation Platform OMNeT++ discrete-event 

simulator [29] 

Network Topology Star topology with one sensor 
node and one central 
server/gateway 

Simulation Runs Ten independent runs for each 
simulated scenario using different 
random seeds 

Simulation Duration 7000 s 

Client (Sensor) MQTT-SN client node, battery-
powered, with limited memory 
and processing resources; supports 
sleep and wake cycles for energy 
efficiency. 

Server MQTT-SN broker simulated at the 
gateway, acting as a bridge 
between the IEEE 802.15.4 
network and the IP backbone. 

Supported MQTT-
SN Messages 

CONNECT, CONNACK, 
REGISTER, REGACK, 
PUBLISH, PUBACK, 
SUBSCRIBE, SUBACK, 
PINGREQ, PINGRESP, 
DISCONNECT.  

Timestamp 
Overhead 

An 8-byte timestamp is added to 
each MQTT-SN PUBLISH 
payload 

Physical Layer  IEEE 802.15.4 radio operating at 
2.4 GHz, with a maximum data 
rate of 250 kbps and a maximum 
PHY packet size of 127 bytes 

Link/Network Layer Datagram-oriented wireless link 
using IEEE 802.15.4 MAC 
frames; suitable for low-power 
sensor communication 

Sliding-Window 
Size 

W = 40 observed timestamp-
difference samples 

Initial Sensitivity 
Factor 

K_init = 2 

Minimum Sensitivity 
Factor 

K_min = 1 

Sensitivity 
Adjustment Step 

0.5 

Variability 
Threshold 

Δσ_threshold = 2 ms 

During each simulation run, we measured the 
following three metrics: clock offset, 
communication overhead, and sensor energy 
consumption. Clock offset is a widely used metric 
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that reflects synchronization accuracy. It is measured 
at the sensor upon receiving a synchronization 
notification, using the standard NTP formula shown 
in (3) [8], [25].  
 Offset = ((T2 - T1) + (T3 - T4)) / 2 (3) 

where T1 is the transmission time at the sensor, 
T2 the arrival time at the server, T3 the departure 
time of the notification message from the server, and 
T4 the reception time at the sensor. In the proposed 
mechanism, the sensor is not required to perform this 
calculation during normal operations, as all the 
computations are shifted to the server. However, we 
enabled this measurement in the simulations to 
obtain directly comparable results with other 
synchronization techniques. A lower average and 
smaller variability of the offset indicate tighter 
synchronization in practice. In the presence of 
variable network delays, smaller average absolute 
offsets generally indicate better synchronization 
accuracy.  

The second metric, communication overhead, 
represents the additional traffic introduced by the 
synchronization mechanism. Lower overhead 
reduces the amount of additional synchronization 
traffic. This metric is measured as the number of 
synchronization messages received by the sensor 
over the simulation, or as the total volume of 
synchronization traffic in bytes. The third metric, 
sensor energy consumption, is obtained from the 
energy model used in the OMNeT++ simulation and 
is reported in joules. Lower simulated energy 
consumption indicates that the mechanism does not 
introduce additional energy cost under the evaluated 
settings. Although this metric depends on multiple 
factors, including radio activity and CPU utilization, 
the evaluation examines whether the proposed 
mechanism increases it. 

Regarding the algorithm parameters, we used 
the default initial values in all the experiments for the 
sensitivity factor (K_init = 2), the instability 
threshold (Δσ_threshold = 2 ms), and the window 
size (W = 40). The value of K_init defines the initial 
sensitivity of the algorithm, while K is adjusted 
during runtime according to changes in timestamp-
difference variability. Δσ_threshold represents the 
minimum change in timestamp-difference 
variability required to update K. In the preliminary 
runs used to configure the evaluated scenarios, short-
term delay variation was approximately 1 ms. We 
therefore selected a slightly higher threshold value to 
reduce sensitivity to normal random jitter. The W 
value defines the number of data samples considered 
by the server when computing the timestamp-
difference statistics. A larger W reduces decision 
noise but slows the initial convergence of the 
algorithm; a value of 40 was used as a balance 

between decision stability and initial convergence 
time in the evaluated setup. 

In the rest of this section, we present the results 
of the two main comparisons. The first is the 
proposed mechanism against SNTP, and the second 
is the proposed mechanism against a representative 
MQTT-based synchronization method.  

4.1 Comparison With SNTP  
We implemented SNTP in our simulator as a 

baseline synchronization protocol for comparison 
with the proposed mechanism. The implemented 
SNTP baseline used the same periodic 
synchronization configuration in all evaluated 
scenarios. The message count reported in the results 
represents the synchronization messages received by 
the sensor during each simulation run. Comparisons 
were performed under the same network conditions. 
The injected delay parameters were varied to obtain 
different RTT means, standard deviations, and CV 
values. Three main network conditions were tested, 
as summarized in Table 2. Two scenarios were 
considered for each condition, each with a specific 
CV. For instance, both CV = 0.7 and CV = 0.8 have 
been used as representative cases for poor network 
conditions. For each comparison, the simulation 
parameters were adjusted so that SNTP and the 
proposed mechanism experienced approximately 
similar RTT means and standard deviations.  

Table 2: RTT Statistics Used for the SNTP Comparison 

Method CV Condition 
Mean 
RTT 
(ms) 

Std. 
RTT 
(ms) 

Proposed Mechanism 
SNTP 

0.16 Good 
97.57  
97.76 

15.48  
15.92 

Proposed Mechanism 
SNTP 

0.25 Good 
83.3  
83.01 

20.87  
21.24 

Proposed Mechanism 
SNTP 

0.4 Fair 
84.16  
84.5 

33.8  
34.8 

Proposed Mechanism 
SNTP 

0.52 Fair 
86.96  
86 

45.51 
45.9 

Proposed Mechanism 
SNTP 

0.7  Poor 
100.46 
97.58 

70.75  
71.8 

Proposed Mechanism 
SNTP 

0.8  Poor 
98.22  
99 

79.15  
79.36 

4.1.1 Clock offset 
Figures 1–3 summarize the results obtained 

under three representative network conditions 
selected from Table 2. In each figure, panel (a) 
shows the RTT variation over time, while panel (b) 
compares the clock offsets produced by SNTP and 
our mechanism. We present a visual representation 
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of RTT to show the differences among the network 
conditions, to ensure that both stable and variable 
delay scenarios are evaluated, and to illustrate how 
each solution behaves in response to delay 
variations.  

From the plot of Figure 1(a), it can be observed 
that in a good network condition with CV = 0.16, 
RTT values are relatively stable and remain close to 
an average of 95 ms. The clock offset results indicate 
that SNTP starts with a value close to 200 ms and 
later stabilizes around 100.3 ms after some 
fluctuations, as shown in Figure 1(b). Our 
mechanism also begins with an offset of 
approximately 170 ms but later shows a smoother 
trajectory, with an average of 92.7 ms and fewer 
fluctuations in this representative run.  

 
Figure 1(a): RTT Variation for CV = 0.16 

 
Figure 1(b): Clock Offset for CV = 0.16 

In the case of a fair network (Figure 2) with CV 
= 0.4, the RTT plot shows mild variations in delay 
experienced with a few bursty spikes, especially 
within a time duration between 3000 s and 6000 s. 
During these spikes, SNTP experiences large offset 
deviations, as shown in Figure 2(b) at the 
corresponding time instants. This behavior occurs 
because the implemented SNTP baseline adjusts the 
sensor clock without filtering the abrupt delay 
changes observed in this scenario. In contrast, our 
mechanism mitigates the impact of these spikes and 
provides smaller offsets in this representative run. 
For instance, during a significant RTT increase, 
SNTP’s offset exceeds 350 ms, while the proposed 
mechanism remains below 100 ms. 

Figure 3 illustrates the two solutions in a worst-
case scenario characterized by a CV = 0.8, with 
highly variable delays. The offsets of SNTP are 
heavily influenced by the delay spikes, causing them 
to climb beyond 600 ms. Our mechanism starts with 
a relatively large offset of about 400 ms but 
subsequently converges to smaller and more stable 
values than SNTP in this representative run. The 
smoother trajectory is associated with the adaptive 
threshold mechanism, which decreases K when the 
variation in the observed timestamp differences 
increases, making the detector more sensitive to 
possible desynchronization.  

 
Figure 2(a): RTT Variation for CV = 0.4 

 
Figure 2(b): Clock Offset for CV = 0.4 

 
Figure 3(a): RTT Variation for CV = 0.8 
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Figure 3(b): Clock Offset for CV = 0.8 

The average offset across the entire simulation 
is a standard metric for direct comparison. Figure 4 
presents these averages for the proposed mechanism 
and SNTP across a wider range of CV values with 
details listed in Table 2. Results are averaged over 
ten independent runs using different random seeds. 
The results show that both approaches provide 
broadly similar averages. This similarity is expected, 
since the initial transient phase of the proposed 
mechanism temporarily increases the average offset. 
This high offset is due to the need to collect W 
samples at the server side before starting the 
desynchronization detection. However, these full-
run averages include the initial window-filling 
phase. As shown in Figures 1–3, the proposed 
mechanism provides lower or more stable offsets 
during the later part of the representative runs shown 
in these figures. 

 
Figure 4: Average Clock Offset Across CV Values: 

Proposed Mechanism vs. SNTP. Bars Show Full-Run 
Averages; Error Bars Show 95% Confidence Intervals 

Across Ten Runs 

4.1.2 Communication overhead and energy 
consumption 
The communication overhead for the network 

conditions listed in Table 2 is shown in Figure 5. It 
shows that, in all evaluated scenarios, the proposed 

mechanism introduces considerably less overhead 
than SNTP. It reduces the number of 
synchronization messages received by the sensor 
from approximately 100 with SNTP to 2–4 
adjustment notifications with the proposed 
mechanism, corresponding to a reduction of 
approximately 96–98%. The benefit arises because 
the server-side algorithm is event-driven and fires a 
notification only when a possible desynchronization 
is detected. The implemented SNTP baseline 
exchanges timing information periodically, 
including during periods when no correction is 
required, which increases communication overhead. 
By minimizing dedicated synchronization 
exchanges, the proposed mechanism reduces 
communication overhead in the evaluated MQTT-
SN scenarios. 

 
Figure 5: Number of Synchronization Messages 

Received by the Sensor: Proposed Mechanism vs. 
SNTP 

Comparison of sensor energy consumption 
between the two approaches is illustrated in Figure 
6. The proposed mechanism shows slightly lower 
simulated sensor energy consumption than SNTP 
across the evaluated scenarios. This difference is 
consistent with the mechanism design, which shifts 
synchronization detection to the server and reduces 
dedicated synchronization messages. This design 
leaves the sensors with only lightweight clock 
adjustments. The difference remains modest because 
the simulated energy metric depends on several 
factors beyond synchronization traffic. However, the 
results show that the proposed mechanism reduces 
communication overhead without increasing 
simulated sensor energy consumption under the 
evaluated conditions. 

4.2 Comparison With SMQTT 
To further evaluate the proposed mechanism, 

we compared it with SMQTT [25], a representative 
MQTT-based synchronization approach that, like 
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the proposed mechanism, relies on application 
messages carrying timestamp information. As the 
SMQTT source code was not publicly available, we 
reproduced similar network conditions by adjusting 
the delay model until the mean RTT, standard 
deviation of RTT, and resulting CV were close to the 
values reported in [25]. Although the exact packet-
level behavior of SMQTT could not be replicated, 
matching the reported RTT statistics provides a basis 
for an indirect comparison under approximately 
similar delay conditions. Table 3 summarizes these 
conditions. The RTT and average offset values for 
SMQTT were taken from the results reported in [25], 
while the proposed-mechanism results were 
obtained from our OMNeT++ simulations.  

Figure 6: Simulated Sensor Energy Consumption: 
Proposed Mechanism vs. SNTP 

Table 3: Approximately Matched Network Conditions 
and Average Clock Offsets for the Proposed Mechanism 
and SMQTT. SMQTT Values Are Reported Means From 

[25] 

Method CV Condition 
Mean 
RTT 
(ms) 

Std. 
RTT 
(ms) 

Proposed Mechanism 
SMQTT 

0.32 
0.32 

Good 83.7 
83.23 

27.1 
26.85 

Proposed Mechanism 
SMQTT 

0.49 
0.49 

Fair 95.07 
95.19 

47 
47.29 

Proposed Mechanism 
SMQTT 

0.91 
0.94 

Poor 93.69 
93.66 

85.27 
88.52 

Figure 7 depicts the average offsets of the 
proposed mechanism and the reported SMQTT 
results. Under the three approximately matched 
network conditions, the proposed mechanism 
produced lower average offsets than the reported 
SMQTT values. For example, in the poor network 
condition, the average offset decreased from 409.3 
ms for SMQTT at CV = 0.94 to 312.8 ms for the 
proposed mechanism at CV = 0.91. The proposed 
mechanism showed average offsets that were 49% 
lower in the good condition, 31% lower in the fair 
condition, and 23% lower in the poor condition than 

the reported SMQTT values. The proposed-
mechanism values were averaged over repeated 
simulation runs and were lower than the SMQTT 
means reported in [25] under the approximately 
matched conditions. 

SMQTT does not report results for 
communication overhead or energy consumption. 
We therefore report the communication overhead 
and simulated sensor energy consumption of the 
proposed mechanism under the approximately 
matched network conditions, without presenting 
them as direct comparisons with SMQTT. Figure 8 
shows that the synchronization traffic received by 
the sensor remains below 4 KB in all evaluated 
conditions. In the poor condition, the sensor received 
50 adjustment notifications, corresponding to 3.66 
KB of synchronization traffic. Since [25] does not 
report communication overhead using the same 
metric, a direct overhead comparison with SMQTT 
cannot be made. 

 
Figure 7: Average Clock Offset Under Approximately 
Matched Network Conditions. Error Bars Show 95% 

Confidence Intervals Across Ten Runs for the Proposed 
Mechanism; SMQTT Values Are Reported Means From 

[25] 

 
Figure 8: Communication Overhead of the Proposed 
Mechanism Under Approximately Matched SMQTT 

Network Conditions 
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Figure 9: Simulated Sensor Energy Consumption of the 
Proposed Mechanism Under Approximately Matched 

SMQTT Network Conditions 

4.3 Discussion 
The simulation results show that the proposed 

mechanism provides broadly similar full-run clock-
offset averages to SNTP and lower average offsets 
than the reported SMQTT results under 
approximately matched conditions. It also 
considerably reduces communication overhead 
relative to the implemented SNTP baseline without 
increasing simulated sensor energy consumption. 
Overall, these findings address the study objective 
by showing comparable synchronization accuracy 
with substantially lower dedicated synchronization 
traffic. These findings also support the study 
hypothesis under the evaluated conditions. 

The adaptive threshold with parameter K 
supports the detection of possible desynchronization 
from the observed timestamp differences, without 
requiring per-sensor RTT estimation or regression. 
Because detection is performed on the server and 
notifications are event-driven, sensor-side 
processing remains limited. This avoids the sensor-
side RTT calculation used in SMQTT [25]. The use 
of existing MQTT-SN traffic reduces the need for 
the periodic or scheduled synchronization-specific 
exchanges used by recent WSN approaches [19]–
[21]. Results under the evaluated poor conditions 
(CV > 0.9) show that the mechanism continues to 
operate under high delay variability. 

The evaluation was limited to a single-sensor 
simulation. Multi-sensor operation and gateway 
scalability were not evaluated. The comparison with 
SMQTT is also indirect because the SMQTT source 
code was not available. It therefore relies on 
published results under approximately matched 
delay conditions. 

5. CONCLUSION  
This paper addressed the time synchronization 

problem in resource-constrained IoT systems that 

deliver application traffic over MQTT-SN. The main 
contribution of this work is the combination of 
existing MQTT-SN traffic for timing information, 
server-side adaptive desynchronization detection, 
and event-driven clock adjustment. This design 
reduces the need for dedicated synchronization 
exchanges and sensor-side synchronization 
processing. The sensor’s role is limited to 
timestamping data and applying clock adjustments 
when needed. Simulation results showed broadly 
similar full-run clock-offset averages to SNTP. The 
proposed mechanism reduced synchronization 
messages by approximately 96–98% without 
increasing simulated sensor energy consumption 
relative to SNTP under the evaluated conditions. It 
also produced lower average offsets than the 
reported SMQTT values under approximately 
matched conditions. The current evaluation is 
limited to a single-sensor simulation and an indirect 
comparison with SMQTT. Future work includes 
real-world multi-sensor deployments, scalability 
studies on gateway hardware, and adaptation of the 
mechanism to other application protocols such as 
CoAP. 
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