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ABSTRACT 
The development of quantum computing is an inherent risk to the traditional blockchain security schemes 
based on RSA and elliptic curve cryptography. At the same time, deploying blockchains on clouds continues 
to suffer significant limitations in terms of high latency, high power consumption, scaling, and ineffective 
verification overheads. In this paper, I have introduced Q-ASCEND, which is a Quantum-Resilient Adaptive 
Consensus and Lightweight Verification Framework that is suitable in achieving secure, scalable, and energy 
efficient operation of blockchain technology under heterogeneous cloud-based settings. The framework has 
proposed lattice-based post-quantum cryptographic primitives, adaptive time-dependent consensus model, 
compact hash-linked verification model and energy conscious orchestration layer. Experimental evaluation 
was done in the dynamic workload condition with 50-1000 validator nodes. Findings prove that Q-ASCEND 
can provide a mean throughput of 198 transactions per second through 500 nodes and an average block 
confirmation latency of 184 ms. The energy used per block is cut to a maximum of 94.13% of Proof-of-Work 
models and the overhead of validation is lowered by an estimated 39%. Accuracy of consensus stability to 
churn conditions under node churn conditions is 99.4% at low churn and 77% at 50% churn. These results 
demonstrate that Q-ASCEND is a strong and future-herald blockchain system that can support high 
performance and quantum resilience future-generation cloud-native distributed systems. 
Keywords: Quantum-Resilient Blockchain, Adaptive Consensus, Post-Quantum Cryptography, Lattice-

Based Signatures, Cloud-Scale Blockchain. 

Highlights of the Study 

 Q-ASCEND achieves an average 
throughput of 198 transactions per second 
at 500 validator nodes while maintaining 
consensus stability accuracy of 99.4% 
under low churn conditions, 
demonstrating strong performance 
reliability in cloud-scale environments. 

 The proposed adaptive time-oriented 
consensus mechanism maintains an 
average block confirmation latency of 184 
ms, preserving operational accuracy even 
as validator participation scales up to 1000 
nodes. 

 The framework reduces energy 
consumption per block by up to 94.13% 
compared to Proof-of-Work models, 
achieving high-energy efficiency accuracy 
without compromising security or 
scalability. 

 By integrating lattice-based post-quantum 
cryptography and lightweight verification, 
the system ensures long-term 
cryptographic security while maintaining 
validation efficiency accuracy 
improvements of approximately 39% over 
traditional Merkle-based approaches. 
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Figure 1. Graphical Abstract 

1. INTRODUCTION 
 The blockchain technology has 
developed itself as a infrastructure core of 
decentralized trust where it keeps records in a 
secure and unaltered manner through financial 
systems, supply chains management, healthcare 
data interchange, and cloud-native programs. The 
main advantage of blockchain systems and, in 
particular, distributed consensus mechanisms and 
cryptographical assurances that guarantee 
integrity, immutability, and trust without a central 
authority. Nonetheless, with the increase in both 
the size and complexity of the application of 
blockchain networks, new performance and 
security issues arise [1]. The latter are further 
compounded by the fact that cloud computing 
infrastructure is evolving very fast and the danger 
of quantum-capable attackers is just around the 
corner. Classical cryptographic primitives, 
especially RSA and elliptic curve digital signature 
algorithms are dependent on traditional 
blockchain systems (Bitcoin and Ethereum) [2]. 
Although these cryptographic schemes have been 
demonstrated to be immune to classical 
computational attacks, they fall prey to a quantum 
algorithm, like the Shor algorithm, which can 
effectively factor large numbers, and can compute 
discrete logarithms. The development of large-
scale quantum computers then would erode the 
privacy of key, allow signature forging and disrupt 
the blockchain trust models [3]. Since records 
stored in blockchain are immutable, information 
that is encrypted currently using a weak 
cryptography algorithm may be re-infected in the 

future, posing a severe long-term security risk [4] 
[5]. 
      In addition to cryptographic weaknesses, the 
existing blockchain consensus mechanisms have 
scalability and efficiency constraints. One of the 
oldest consensus mechanisms is Proof-of-Work 
(PoW) which attains probabilistic security when 
there is a competition of computations [6]. But 
PoW uses a lot of power and its confirmation time 
increases with the size of the network. The 
unnecessary mining activities lead to high 
resources wastage and ecological influence. 
Although both Proof-of-Stake (PoS) and time-
based consensus variants are less demanding in 
terms of computational requirements, they, 
nevertheless, require a fixed ex time interval and 
constant parameter choices [7]. This rigidity 
causes inefficiencies when under a changing 
workload as well as dynamic cloud environments. 
 More complexity is added with cloud-
scale blockchain deployments. In cloud systems, 
virtually validator nodes are regularly virtualized 
and are increased on-demand depending on 
workload needs [8]. Geographic distribution, 
container orchestration, and bandwidth contention 
all differ and cause variation in network latency 
[9]. The fixed consensus parameters do not well 
fit such dynamic environments leading to 
overloading when the transactions are heavy or 
underutilization when the transactions are low. 
Moreover, validation systems like Merkle-tree 
traversal are scalable with computational cost that 
increases with the block size and result in a 
performance bottleneck in high throughput [10]. 
The other significant drawback of available 
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systems is that they are limited in their flexibility. 
Majority of consensus mechanisms are configured 
to have fixed quorum thresholds, precompiled 
block intervals and non-adaptive finality models. 
These parameters are usually tuned to work well 
in average-case conditions but are not very good 
in extreme or highly changing workloads. Also, 
energy optimization is not a common design goal, 
especially in cloud-native deployments where 
idleness can cause a substantial rise in the cost of 
operation [11]. 
 The latest studies have embarked on 
post-quantum cryptography as a possible remedy 
to the arising security threats. Lattice-based 
systems like CRYSTALS-Dilithium and Kyber 
have been found to be a promising candidate of 
quantum-resistant schemes signatures and 
encapsulation of keys. Nonetheless, there is a 
cannon of new computation load in the 
implementation of these cryptographic primitives 
in blockchain protocols, which should be 
addressed with high care. On the same note, 
adaptive consensus designs have also been 
suggested, though these usually do not integrate 
with resource orchestration and lightweight 
verification models that are energy-sensitive. This 
paper offers a solution to these mutually 
reinforcing issues by deploying Q-ASCEND, a 
complex blockchain implementation comprising 
of quantum resilient cryptography, adaptive 
consensus control, lightweight verification, and 
energy-sensitive cloud orchestration as a single 
system. The suggested model automatically 
changes the timing of block propositions based on 
the dynamically changing latency variance, 
transaction density, and responsiveness of the 
validators. It uses hash-linked integrity model 
instead of deep validation of Merkle-tree to 
minimize the computational cost. Also, a hybrid 
optimization approach that uses chaotic 
initialisation, quantum-inspired search and 
adaptive fuzzy logic is used to optimize the 
parameters of consensus to achieve a balance 
between throughput, latency and energy 
consumption. 
1.1 Research Motivation 
 The fast development of distributed 
cloud systems and the appearance of quantum 
computing possibilities have posed immediate 
security and scalability issues to blockchain 
systems. Conventional consensus systems waste 

too much energy and do not operate easily when 
latency is dynamic with many processors, and the 
classical cryptography systems are susceptible to 
quantum-computer attacks in the future. Since 
blockchain applications are being developed in 
sensitive areas of life, including finance, 
healthcare, and government services, it is 
necessary to have long-term security and 
sustainability in their operations. The rationale of 
the research is the necessity to develop a 
framework of blockchain that would be able to 
achieve quantum resilience, adaptative scalability, 
lightweight verification, and energy efficiency by 
operating on a cloud-scale environment. The 
rapid advancement of quantum computing poses 
a significant threat to conventional blockchain 
systems that rely on RSA and elliptic curve 
cryptography. Existing blockchain frameworks 
also experience scalability limitations, excessive 
energy consumption, high confirmation latency, 
and increased verification overhead in cloud-scale 
environments. Although several studies have 
independently addressed blockchain security, 
adaptive consensus, or energy optimization, very 
few studies have proposed an integrated 
framework that simultaneously addresses all these 
challenges. Therefore, developing a quantum-
resilient, scalable, and energy-efficient 
blockchain architecture has become an urgent 
research requirement. 
1.2 Significance of the Study 
     The importance of the present work is further 
based on the fact that it is the holistic combination 
of post-quantum cryptography, adaptive 
consensus control, and energy-aware 
orchestration combined into a single blockchain 
system. This study, instead of focusing on either 
of the aforementioned two dimensions, integrates 
both to enable sustainable cloud-native 
deployments. The results show that throughput, 
latency and energy reduction could be measured, 
and that long term cryptographic protectiveness 
was guaranteed. With the growing trend of 
industries moving the decentralized systems to the 
cloud infrastructures, the proposed framework 
offers a scalable and future-proof base. The paper 
will add value to the next generation blockchain 
researches by providing a viable solution based on 
the changing quantum and cloud computing 
paradigms. 
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1.3 Problem Statement 
     Current blockchain systems have several 
intertwined constraints limiting their 
appropriateness in the future distributed 
applications. PoW designs are both energy-
intensive and have a significant confirmation 
delay and static consensus protocols cannot use 
varying loads. Moreover, standard RSA and 
elliptic curve cryptographic systems are 
susceptible to quantum-enhanced attacks, which 
pose a risk to the data integrity in the long-term. 
Mechanisms used to validate all the different 
blocks like Merkle-tree traversal will increase the 
amount of computation required as the block size 
grows. All these limitations negatively affect 
scalability, efficiency and security in cloud scale 
deployments. Hence, a single framework is 
required, which would guarantee quantum 
resilience, optimization of adaptive performance, 
and sustainable energy-efficient operation of 
blockchains. 
1.4 Recent Innovations and Challenges 
    Other recent technological advances in the 
study of blockchains are integration of post-
quantum cryptography, adaptive consensus 
scheduling, and lightweight verification models. 
The lattice-based signature schemes like 
Dilithium and Kyber provide an opportunity to 
have quantum resistance, whereas the cloud-
native orchestration allows scaling validators 
elastically. Methods to use hybrid optimization 
methods that combine probabilistic and fuzzy 
logic methods have also been considered to 
enhance performance tuning. Ensuring the 
security overhead versus computational 
efficiency is however a challenge especially in 
large-scale validator networks. Resistance to 
quantum cryptography without affecting 
throughput, secure consensus despite node churn, 
and energy efficiency are all research problems 
that have no immediate solutions and are therefore 
open-ended to require comprehensive and 
integrated architectural designs. 
1.5 Key Contribution of the study 

 Quantum-Resilient Blockchain 
Architecture Design: The paper proposes 
an all-encompassing blockchain 
platform that will incorporate lattice-
based post-quantum cryptographic 
primitives to the consensus and 
validation layers in a way that will 

provide long-term protection against 
cryptographic attacks based on quantum 
capabilities and compatibility with 
cloud-native implementations. 

 Adaptive Time-Oriented Consensus 
Mechanism: The new dynamic 
consensus-scheduling model is 
presented, which constantly changes the 
time of block propositions depending on 
the current network latency, transaction 
density, and validator responsiveness, 
which makes the heterogeneous cloud 
environments workload-responsive. 

 Compact Hash-Linked Lightweight 
Verification Model: This study 
substitutes the classical Merkle-tree 
validation with a constant-depth, 
segmented hash-linked integrity 
structure which greatly cuts down the 
number of calculations required, yet 
maintains the immutability and integrity. 

 Hybrid Multi-Objective Optimization 
Framework: An integrated optimization 
approach combining chaotic 
initialization, quantum-inspired 
evolutionary search, and adaptive fuzzy 
logic is simply a rare approach, which is 
dynamically used to optimize consensus 
parameters between performance and 
stability. 

 Energy-Aware Cloud Orchestration 
Integration: The   framework has a smart 
resource orchestration layer, which 
matches consensus activity to elastic 
cloud scaling to allow the operating of 
the blockchain in a sustainable and 
energy efficient manner without 
impairing the fault tolerance or security 
assurances. 

1.6 Rest of Section of the Study 
     Section 2 presents a comprehensive review of 
related studies focusing on blockchain consensus 
mechanisms, post-quantum cryptographic 
integration, adaptive scheduling models, and 
energy-efficient distributed systems. It critically 
analyzes existing Proof-of-Work, Proof-of-Stake, 
and time-based consensus frameworks, 
highlighting their scalability and security 
limitations. Section 3 details the proposed Q-
ASCEND methodology, describing the cloud-
scale system modeling, lattice-based 
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cryptographic layer, adaptive time-oriented 
consensus mechanism, lightweight verification 
model, hybrid optimization strategy, and energy-
aware orchestration architecture. Section 4 
discusses the experimental results, performance 
benchmarking, and comparative analysis. Finally, 
the conclusion summarizes key findings and 
outlines future research directions for enhanced 
scalability and real-world deployment. 
 
2. RELATED WORKS 
     

 Wearable health monitoring systems 
were critical in real time patient care but they 
relied on cloud services that came with security 
and privacy threats. An integrated security 
framework of blockchain was executed that was 
comprised of decentralized authentication, 
automation of smart contracts, and end to end 
encryption to transmit health data safely [12]. The 
access events were stored in a permissioned 
blockchain in an immutable manner, with the role-
based permissions being enforced by smart 
contracts. Experiments in a simulated wearable 
cloud system showed that it had low latency, a 
high hit rate in authentication, high performance 
in anomaly detection and resistance to replay and 
spoofing attacks. 
     The Internet of Things became a paradigm 
shift in digital revolution, but the shortage of 
security and privacy raised the issue of data 
integrity. Conventional verification procedures 
were based on encryption and third-party auditors 
which caused some trust and efficiency problem. 
A bilinear blockchain-based data integrity 
strategy was designed in the IoT setting [13]. 
 There was client, Key Generation 
Centre, cloud storage server and blockchain 
entities as framework with set up, processing and 
verification stages. The simulation outcomes 
showed that there was better signature generation 
time, lesser end to end delay and less memory 
used as compared to DICF. 
     Safety and effective exchange of data on edge 
computing networks was a challenge that was 
associated with security, latency and reliability of 
consensus. A Secure Data Sharing Framework 
was created on the top of Blockchain to achieve 
data integrity and network efficiency at the edge 
clouds [14]. The framework combined blockchain 
and Byzantine Fault Tolerance with smart 

contract-based validation which is backed by a 
two-tier consensus protocol optimized towards 
low latency response. Checking and identifying of 
failure of nodes enhanced reliability. 
Experimental analysis revealed as much as 30% 
reduction in transaction latency and 25% in the 
throughput in comparison with conventional 
models. 
     The problem of academic credential fraud was 
a major challenge to the worldwide education and 
labour sectors as it undermined the trust in the 
genuine credentials. ZKBAR V was presented as 
a zero-knowledge proof facilitated blockchain 
based scholarly record verification system [15]. 
The model utilized zkEVM smart contracts, 
decentralized identifiers, dual blockchain setup 
with segregating the public and the private data, 
and IPFS to store documents safely. Through all-
inclusive testing, secure transactions, good 
privacy, and low cost were revealed as opposed to 
Ethereum mainnet solutions. The system offered 
a platform of scalable and interoperable method 
of credible academic verification globally. 
     The privacy and trust were inadequately 
discussed in most of the isolated vulnerability 
research in the field of decentralized IoT. 
Authentication systems using blockchain 
facilitated the use of decentralized identity 
verification, but the current systems were too 
complex and had storage overhead [16]. An 
optimized storage and lightweight authentication 
permission based blockchain system was 
designed to work in massive IoT contexts. 
Homomorphic encryption was incorporated in 
order to protect data prior to uploading to clouds. 
The outcome of the simulation has shown 
improved scalability, optimisation of storage and 
privacy over the benchmark frameworks 
establishing a trust aware security model of robust 
and secure IoT services. 
 The issues of trust, security and privacy 
in engineering supervision data sharing were also 
significant but centralized platforms were 
characterized by incomplete sharing and 
monopoly of control. A decentralized, traceable 
and secure data exchange framework was built 
using blockchain-based structure [17]. The 
integration with IPFS was used to store 
supervision records to alleviate on chain storage 
pressure and a rapid retrieval mechanism 
contributed to increased efficiency. CP ABE 
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guaranteed privacy on sharing, and access control 
was automated in smart contracts. The evaluation 
revealed that the encryption and decryption time 
were less than 0.1 seconds, the Gas consumption 
was acceptable, and the contract execution took 
less than 5 seconds, which proves its reliability 
and practicability. 
     The online services provided by the service 
providers were convenient, but tampering of 
personal data or misuse of the information has 
posed a threat to the authenticity and integrity. 
 A Verifiable Authorization Information 
Management Scheme was made to protect 
authorization records [18]. The personal 
information and the details of authorization were 
written off to blockchain and stored permanently, 
whereas data providers personally created 
authorization fingerprints to verify it. Validated 
permission stored by blockchain records and data 
tampering are detected. Integration on databases 
improved queries. Ethereum implementation 
showed that the proposed scheme was practical 
and effective. 
     Medical document verification had 
conventionally been based on central databases 
and manual verification, which consumed a 
substantial amount of time and resources. A model 
was created using non-transferable soul bound 
tokens that were implemented using a blockchain 
technology to automate the process of 
authentication and records verification. Soul 
bound tokens issued decentralized and immutable 
credentials with medical record attachments and 
encrypted codes to partially validate the data [19]. 
Cloud computing helped access decentralized 
storage quickly taking less time to verify. Deep-
learning-based optimization of resource 
allocation, cost reduction, reduction of fraud, and 
enhancement of operational efficiency within 
distributed networks. 
 Data management was still paramount to 
autonomous and limited resources settings of 
UAVs, IoT networks, and aviation systems. They 
were distributed and heterogeneous and therefore 
needed social databases, robust access control, 
consensus, and interoperable communication. A 
blockchain-enabled framework was created to 
overcome constraints of the current systems and 
facilitate the safe data governance [20]. The 
strategy embraced data monitoring to identify 
errors, provide integrity, share anonymously or 

encrypted, regulatory compliance and 
permissioned identity management. The 
experimental analysis showed an increased 
successful transaction rate and the analysis of 
impact of the validators on the throughput and 
latency was detailed. 
     The fast growth in telemedicine enhanced the 
access to healthcare, but centralized designs put 
the electronic health records at risk of security, 
latency, and scalability problems. The metaverse 
and blockchain were introduced in a new structure 
to revolutionize distanced care delivery. The 3D 
consultation rooms and virtual training rooms 
were more involving, and blockchain provided a 
secure, transparent, and immutable data exchange 
with patient empowered records [21]. Real time 
monitoring was made available with wearables, 
IoT sensors, AI analytics, VR and AR 
technologies, Ethereum, and Unity 3D. The 
reported evaluation had high user satisfaction, 
enhanced security, automation of processes, and 
adherence to international standards with the help 
of smart contract governance. 
     The volume and assortment of global data 
production increased at a very high pace, and the 
current cloud security solutions could not satisfy 
the requirements of privacy. There was still 
vulnerability of centralized systems that were 
administered by third parties that were trusted. An 
attribute aware encryption scheme driven by 
blockchain was created to allow the real time 
secure communication to the cloud [22]. 
Attributes based encryption gave finer controlled 
accessibility and key mythical search in encrypted 
information. The model included dual access 
trees, linear secret sharing, and 512-bit elliptic 
curve parameters and Type a bilinear pairing. The 
main performance of key generation, trapping 
door construction, and keyword retrieval were 
evaluated experimentally. 
     Cloud computing facilitated the growth of 
digital ecosystems but the growing workloads 
aggravated the need to optimize available 
resources, move virtual machines, and enhance 
security [23]. Three elements were incorporated 
in a unified framework: Improved Modified 
Particle Swarm Optimization algorithm with 
adaptive inertia and dynamic mutation to achieve 
faster convergence and achieve failure-free load 
balancing; machine learning assisted hybrid live 
migration method to minimize downtime with 
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dirty page clustering and workload prediction; 
and a blockchain-enforced secure migration layer 
to provide tamper proof state transfer. 
Experiments with XenServer showed that it had 
better response time, less downtime, tested 
security, and migration integrity. 
      The security, privacy, and integrity of data 
issues became even harder as cloud usage became 
more widespread because of centralized forms of 
control and susceptibility to cybercrime. A 
thorough study was done on the use of blockchain 
integration as a measure to enhance security of the 
cloud. The aspects of blockchains that were 
reviewed to enhance privacy, access control, 
auditability, and data authenticity are their 
decentralization, immutability, and transparency 
[24]. Current systems that used smart contracts, 
decentralized identity management and audit 
trails that were immutable were scrutinized. 
Despite the fact that blockchain increased trust 
and resiliency, such issues as scalability and the 
complexity of integration demanded hybrid 
architecture solutions and further interdisciplinary 
studies. 
     Cloud computing has revolutionized 
information storage and processing across the 
world but centralized architecture put systems at 
risk of security and privacy. To create a 
transparent and decentralized data management 
model, a Blockchain Augmented Cloud 

computing model was created. Cloud Storage, 
Blockchain Service, and Layers of Access Control 
were used to provide authentication, verification 
of integrity and transparency of the transactions in 
the architecture [25]. An innovative Proof of 
Integrity consensus mechanism was better 
security-wise and computationally efficient. The 
use of smart contracts, IPFS, and hybrid 
blockchain model increased performance. The 
experimental findings showed enhanced integrity, 
less unauthorized access and less computational 
overhead. 
     In changing cloud based high-performance 
computing platforms, blockchain integration 
presented a ground-breaking solution in securing 
data. Ledger structures that were decentralized 
and unverifiable improved the integrity, 
confidentiality and availability of the data as they 
offered tamper resistant and verifiable 
transactions. This attribute was particularly useful 
in sensitive fields of data like health and finance 
[26]. Smart contracts governance and compliance 
processes were automated and enhanced the 
efficiency and transparency of operations. The 
given structure alleviated the centralized 
weakness, enhanced the interoperability of 
systems, and contributed to the secure and 
collaborative exchange of data in the advanced 
cloud driven HPC infrastructures. 

Table 1 Summary of Blockchain-Based Security Frameworks for Cloud, IoT, and Healthcare Systems 

Reference Method Objective Limitation 

Bharat et 
al. [12] 

Blockchain-integrated 
authentication framework using 
smart contracts, decentralized 

identity, and end-to-end encryption 

To ensure secure and privacy-
preserving transmission of 
wearable healthcare data in 

cloud environments 

Blockchain overhead may 
increase latency and requires 

scalable infrastructure for large 
healthcare deployments 

Chanal et 
al. [13] 

Bilinear blockchain-based data 
integrity framework with 

encryption and verification 
mechanisms 

To enhance data integrity, 
authentication, and security in 

IoT cloud storage systems 

Computational overhead in 
cryptographic operations and 

integration complexity in large-
scale IoT networks 

Al-Yarimi 
et al. [14] 

Blockchain-based secure data 
sharing framework with Byzantine 
Fault Tolerance and dual consensus 

mechanism 

To improve secure and 
efficient data sharing in edge 

computing environments 

Consensus mechanisms may 
increase resource consumption 
and reduce scalability in large 

networks 

Berrios 
Moya et al. 

[15] 

Zero-knowledge proof-based 
blockchain framework using 

zkEVM, decentralized identifiers, 
and IPFS 

To provide secure and 
privacy-preserving academic 

record verification 

Requires complex cryptographic 
implementation and blockchain 

maintenance overhead 

Al Hwaitat 
et al. [16] 

Lightweight blockchain 
authentication framework with 
homomorphic encryption and 

optimized storage 

To enhance secure 
authentication and privacy 
protection in IoT networks 

Encryption complexity and 
storage requirements may affect 
real-time system performance 
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Yong et al. 
[17] 

Blockchain-based secure 
supervision data sharing framework 

using CP-ABE encryption and 
smart contracts 

To ensure secure, traceable, 
and privacy-preserving data 

sharing in decentralized 
systems 

Requires blockchain 
infrastructure integration and 
key management complexity 

Yu et al. 
[18] 

Blockchain-based personal data 
validation framework with 
authorization fingerprint 

verification 

To prevent data tampering and 
ensure secure personal data 

verification 

Blockchain storage limitations 
and increased transaction 

processing time 

Singh et al. 
[19] 

Blockchain-based medical record 
verification using soul-bound 

tokens and decentralized cloud 
storage 

To automate secure medical 
document verification and 

reduce fraud 

Requires integration with 
healthcare systems and 
regulatory compliance 

Zorlu et al. 
[20] 

Blockchain-based secure data 
management framework with 
encrypted storage and access 

control 

To ensure secure data 
governance and integrity in 

distributed systems 

Blockchain scalability and 
interoperability challenges 

Sonkamble 
et al. [21] 

Blockchain-enabled metaverse 
telemedicine framework integrating 

IoT, AI, VR, and smart contracts 

To provide secure, scalable, 
and immersive telemedicine 

services 

High infrastructure requirements 
and implementation complexity 

Kallapu et 
al. [22] 

Blockchain-based attribute-aware 
encryption framework using elliptic 

curve cryptography 

To enhance secure 
communication and fine-
grained access control in 

cloud systems 

Increased computational cost for 
encryption and key management 

Dave et al. 
[23] 

Unified framework combining 
blockchain, particle swarm 

optimization, and machine learning 
for secure cloud migration 

To ensure secure virtual 
machine migration and 

resource optimization in cloud 
computing 

Complex integration of multiple 
technologies and increased 

system overhead 

Raj et al. 
[24] 

Blockchain-based cloud security 
framework with smart contracts 

and decentralized identity 
management 

To improve cloud data 
security, transparency, and 

auditability 

Scalability limitations and 
integration complexity with 

existing cloud platforms 

Namazzi et 
al. [25] 

Blockchain-augmented cloud 
computing framework with proof-
of-integrity consensus mechanism 

To enhance cloud data 
integrity, authentication, and 
decentralized management 

Requires high computational 
resources and blockchain 

network maintenance 

Saha et al. 
[26] 

Blockchain-enabled secure data 
management framework for cloud-
based high-performance computing 

systems 

To improve secure data 
sharing, interoperability, and 

operational transparency 

Performance overhead and 
scalability challenges in large-

scale HPC environments 

 

 Table 1 demonstrates blockchain 
security frameworks, which aim at improving data 
protection, integrity, and privacy in cloud, IoT, 
and health care settings. A variety of sophisticated 
methods including smart contracts, attribute-
based encryption, decentralized identity 
management and consensus mechanisms 
enhanced authentication, sharing of data securely 
and with tamper resistant measures. The 
integration of blockchains with the Internet of 
Things, telemedicine, and cloud computing 
allowed real-time monitoring to be completed 
safely and decentralized storage. These models 
were found to be more transparent, trusting and 
efficient. Nevertheless, it has a number of 
drawbacks such as issues with scalability, 
excessive computational overhead, complexity in 
integrating, and extra storage space. These issues 

highlight the necessity of optimized blockchain 
architecture in order to attain secure, scalable and 
efficient data management in distributed 
healthcare and cloud systems. 
 
3. Q-ASCEND: QUANTUM-RESILIENT 

ADAPTIVE BLOCKCHAIN 
FRAMEWORK 

  
The proposed Q-ASCEND architecture 

is an open-source blockchain framework built 
based on post-quantum cryptography, adaptive 
consensus control, and verifiable lightweight to 
provide secure and scalable functionality. 
Validator nodes are configured and deployed over 
the virtualized cloud environments with lattice-
based cryptographic primitives used in quantum 
resistant identity verification and block 
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authentication. A dynamic time-based time-
dependent consensus mechanism is used to set the 
block production time depending on the network 
latency, transaction rate, and responsiveness of 
the validators to ensure the optimal throughput 
and stable latency values. Lightweight 
verification module takes instead of the tree-based 
validation, the compact hash-linked integrity 
checkpoints which minimize the computational 
overhead. As well, a hybrid optimization layer is 

a continuous refiner of consensus parameters by 
feedback of workload awareness. The energy-
conscious orchestration module can dynamically 
scale the resources available to the validators, 
putting them into use in an efficient manner and 
allowing sustainable blockchain performance at a 
cloud scale. Figure 2 shows the architecture of the 
Q-ASCEND quantum-resilient adaptive 
blockchain framework. 

User Transactions Layer

Transaction Pool

Network Monitoring Layer

Post-Quantum 
Cryptography

Lattice-Based 
Keys

Lightweight Verification

Adaptive Consensus 
and Validation Core

Hybrid Optimization Energy-Aware Orchestration

Updated Blockchain Ledger

Optimized 
Consensus Parameter

PQ Signatures

Hash-Linked Model

Integrity Check

Chaotic Search

Quantum Tuning

Fuzzy Logic

Dynamic Scaling

Power Management

Resource Monitor

 

Figure 2. Q-ASCEND Quantum-Resilient Adaptive Blockchain Architecture 

3.1. Cloud-Scale Blockchain System Modeling 
and Threat Analysis 

     The phase will form the architectural and 
operational base of Q-ASCEND in heterogeneous 
infrastructures of clouds. The blockchain network 
is designed as a distributed system of validators 
which runs on cloud nodes within a virtualized 
system which run under elastic provisioning of 
resources. The instances of each validator are 
containerized and dynamically configured to 
mimic realistic behavior of a cloud scale, such as 
churn of nodes, bursts in workload and random 
increase and decrease in communication latency. 
The system considers geographically spread-out 
data centers and fluctuating network delays, 
which are real cloud conditions. 

𝐿௔௩௚ =
ଵ

ே(ேିଵ)
∑ ∑ 𝐿௜௝

ே
௝ஷ௜

ே
௜ୀଵ   

 (1) 

     In Equation (1), 𝐿௔௩௚ is the average network 

latency, 𝑁 is the number of validator nodes, and 
𝐿௜௝  represents latency between node 𝑖 and node 𝑗. 
The classical Byzantine adversaries and the 
quantum-capable attackers are both included in 
the threat model. Classical attacks consist of 
double-spending attacks, colluding of the 
validators, malicious forks and denial-of-service 
attacks. Threats based on quantum assumptions 
build upon this model in the sense that they 
presuppose that the adversary has the 
calculational power to overcome the conventional 
RSA and ECC-based cryptographic schemes. The 
formal consideration is on attack situations like 
signature forgery, key extraction validator 
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impersonation, timing manipulation and block 
withholding. 

𝑇 =
்ೣ

୼௧
     

 (2) 

 In Equation (2), 𝑇 is throughput in 
transactions per second, 𝑇௫ is total confirmed 
transactions, and Δ𝑡 is the observation time 
window. Byzantine fault tolerance limit is shown 
in Equation (3) 

𝑓 <
ே

ଷ
     

 (3) 

Here, 𝑓 is the maximum faulty nodes tolerated and 
𝑁 is the total validators. 

𝑃௤ = 1 − 𝑒ିఒ೜௧    
 (4) 

 In Equation (4), 𝑃௤  is probability of 

quantum compromise, 𝜆௤ is quantum attack rate, 

and 𝑡 is exposure time. Measurable evaluation 
indicators are defined in terms of performance 
parameters such as throughput, block 
confirmation latency, scalability and energy 
consumption. The behavior of the node is 
classified in terms of honest, faulty, and malicious 
node behavior and probabilistic distribution of 
communication delay has been presented to depict 
cloud variability. This hierarchical modelling will 
make sure that Q-ASCEND is tested in realistic 
and adversarial harsh operating environments. 

3.2. Integration of Lattice-Based Post-
Quantum Cryptographic Layer 

     Q-ASCEND incorporates lattice-based post-
quantum cryptographic primitives to be used in its 
security structure to be resilient to quantum 
adversaries in the long term. Structured lattice 
schemes are used instead of traditional elliptic 
curve and RSA based mechanisms, and are 
engineered to survive an attack by a large-scale 
quantum computer. CRYSTALS-Dilithium is 
used in the implementation of digital signatures, 
whereas the key encapsulation mechanisms of a 
Kyber-based communication channel are used. 
These primitives offer high security assurances 
and at the same time remains computational 
viable in the distributed cloud. Signature 
verification complexity shown in Equation (5): 

𝐶௦ = 𝑘௦ ⋅ 𝑛    
 (5) 

      Here, 𝐶௦ is computational cost, 𝑘௦ is signature 
cost constant, and 𝑛 is number of transactions. 
Quantum-safe signature schemes are used to 
validate identity authentication, sign transactions 
and verify block. The system also uses signature 
aggregation mechanisms to minimize 
communication costs of the validators but 
maintains cryptographic security. This 
architecture is scalable even in cases when the 
number of validators grows to big levels. Periodic 
policy of key rotation is used to ensure forward 
secrecy when the cloud is being dynamically 
orchestrated. Aggregated signature size reduction 
shown in Equation (6): 

𝑆௔௚௚ =
ௌ೔೙೏

௠
    

 (6) 

 Here, 𝑆௔௚௚ is aggregated signature size, 

𝑆௜௡ௗ is individual signature size, and 𝑚 is number 
of aggregated signatures. 

𝐾௥ =
்೗೔೑೐

ఈ
    

 (7) 

      In Equation (7), 𝐾௥  is key rotation period, 𝑇௟௜௙௘  

is cryptographic lifetime, and 𝛼 is security scaling 
factor. Generation and distribution of keys are 
optimized to elastic infrastructure, which makes 
bootstrapping secure at the point of adding new 
validator nodes to the network. The computation 
of cryptographic verification has been profiled to 
achieve a balance between the security strength 
and the efficiency of computation. Q-ASCEND 
provides an architecture that eliminates the 
reliance of a susceptible classical cryptography at 
the lowest protocol layer and future resists the 
emergent quantum attacks, without affecting the 
scalability of operation. 

3.3. Adaptive Time-Oriented Consensus 
Mechanism 

     Q-ASCEND proposes a dynamic block 
proposal scheduling scheme, which substitutes 
strict, fixed time-based consensus intervals. The 
consensus time is continuously adjusted 
depending on real-time network conditions and 
the workload features. The real-time metrics 
include network latency variance, transaction 
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arrival rate, mempool size, responsiveness of 
validator and the availability of nodes. These 
parameters are inputted into a timing control 
where the feedback functions to maintain the 
frequency of creating blocks to avoid overload or 
an idle use of resources. Adaptive block interval 
shown in Equation (8): 

𝜏 = 𝜏଴ ൬1 + 𝛽
௅ೡೌೝ

௅ೌೡ೒
൰   

 (8) 

 Here, 𝜏 is adjusted block interval, 𝜏଴ is 
base interval, 𝐿௩௔௥  is latency variance, and 𝛽 is 
adaptation coefficient. Figure 3 shows the 
workflow of the adaptive time-oriented consensus 
mechanism for dynamic block generation and 
validation in the Q-ASCEND blockchain 
framework. 
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Figure 3. Adaptive Time-Oriented Consensus 
Mechanism Flowchart 

 The system can shorten block intervals 
under high load and increase block intervals under 
low load to enhance system throughput and also 
to conserve energy and avoid unnecessary 
computation. It is a probabilistic finality 
estimation mechanism, which operates safely and 
correctly under conditions of churning or partial 
network partitioning of the validators. A post-
quantum verifiable randomness is employed to 
choose leaders in a pseudo-randomized fashion, 
where they are unpredictable and can resist 
manipulation by a specific adversary. Memory 
density metric in Equation (9): 

𝐷௠ = ೛்

஼್
     

 (9) 

 Here, 𝐷௠ is mempool density, 𝑇௣ is 

pending transactions, and 𝐶௕ is block capacity. 

𝐹௖ = 1 − (1 − 𝑝)௞   
 (10) 

 In Equation (10), 𝐹௖ is finality 
confidence, 𝑝 is honest majority probability, and 
𝑘 is confirmation rounds. The adaptive consensus 
design enhances stability in throughput and still 
has Byzantine fault tolerance properties. It 
reduces the latency spikes which are prevalent in 
static consensus protocols in a varying workload. 
Q-ASCEND provides balance in performance on 
the dimension of scalability, responsiveness and 
energy efficiency by continuously scaling back 
and aforementioned consensus timing as cloud 
scale dynamics change.  

3.4. Lightweight Verification via Compact 
Hash-Linked Integrity Model 

     Traditional blockchain networks use extensive 
use of Merkle-tree to validate transactions and 
ensure data integrity of blocks. Although Merkle 
trees have cryptographic strength, they require a 
lot of computational effort with the block size, 
especially in cloud-based applications where 
transaction rates are high. Q-ASCEND replaces 
this structure with a small hash-linked integrity 
model with validation in distributed clouds that is 
high-efficiency. The proposed model instead of 
the deep hierarchical traumatization of the tree, 
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has segmented rolling hash commitments which 
preserve constant depth verification paths 
independent of block size. Each transaction 
segment will add to a rolling digest which will be 
tightly connected to the previous segments 
creating a series of integrity checkpoints in the 
block. Using this structure, validators and 
lightweight clients on the network can verify that 
they have included a transaction with a low level 
of computing. Rolling hash update in Equation 
(11): 

𝐻௜ = ℎ(𝐻௜ିଵ ∥ 𝑇௜)   
 (11) 

     Here, 𝐻௜  is updated hash, 𝐻௜ିଵ is previous 
hash, 𝑇௜  is transaction, and ℎ is hash function. The 
block headers contain incremental verification 
checkpoints to allow the microservices and light 
nodes to only verify the relevant portions of the 
block without re-verifying the whole block. This 
greatly decreases the validation latency, and 
minimizes the validation computational 
requirements on resource-constrained instances of 
validators. The method ensures the immutability 
by ensuring that the chain of hash remains strong 
and across blocks as well as simplifies 
accessibility of memory. Scalability is also 
facilitated by the compact model when it comes to 
cloud-native microservice architecture, in which 
parallel transaction pipelines require rapid 
validation. Q-ASCEND is able to record 
significant gains in the efficiency of validation by 
removing the cost of tree traversal and reducing 
cryptographic verification redundancy. The 
output is a lightweight but a secure integrity 
mechanism that is able to support large-scale 
distributed applications without undermining the 
tamper resistance or data authenticity.  

𝐶௩ = 𝐶௠௘௥௞௟௘ − 𝐶௖௢௠௣௔௖௧    
 (12) 

 In Equation (12), 𝐶௩ is computational 
savings, 𝐶௠௘௥௞௟௘  is tree cost, and 𝐶௖௢௠௣௔௖௧  is 
compact model cost. 

𝑆ௗ = 𝑆௛ + 𝑆௠    
 (13) 

 In Equation (13), 𝑆ௗ is digest size, 𝑆௛ is 
header size, and 𝑆௠ is metadata size. Figure 4 

shows the post-quantum block verification 
process in the Q-ASCEND framework. 
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Figure 4. Post-Quantum Block Verification Flowchart 

3.5. Hybrid Optimization Strategy for 
Consensus Parameter Tuning 

    To be able to respond flexibly to varying 
workloads, Q-ASCEND uses a hybrid 
optimization framework in real-time tuning of 
consensus parameters. This plan integrates 
chaotic first push, quantum inspired evolutionary 
optimization and adaptive fuzzy logic 
management to generate strong multi-objective 
optimization. The chaotic initiation step 
randomizes the search space and eliminates early 
convergence and guarantees a broad search. The 
quantum-inspired evolutionary optimization 
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element proposes probabilistic solutions 
exploration mechanisms in accordance with the 
quantum superposition principles. This improves 
the ability to search globally along with stability 
of convergence. It is more balanced between 
exploration and exploitation than other traditional 
evolutionary techniques especially in large-scale 
validator networks where the interaction between 
parameters is strongly nonlinear. Multi-objective 
fitness function in Equation (14): 

𝐹 = 𝑤ଵ𝑇 − 𝑤ଶ𝐿 − 𝑤ଷ𝐸   
 (14) 

 Here, 𝐹 is fitness value, 𝑇 is throughput, 
𝐿 is latency, 𝐸 is energy consumption, and 𝑤௜  are 
weighting factors. The adaptive fuzzy logic 
controllers also adjust consensus timing 
threshold, quorum size, as well as validation 
frequency in real time. The metrics of workload 
that are used to understand the workload are 
latency variation, density of transactions and node 
response delays and are interpreted by these 
controllers to vary system parameters 
dynamically. The incorporation of fuzzy 
reasoning makes adaptation graceful instead of 
radical change of parameters as well as maintains 
network stability. The hybrid protocol achieves a 
combination of the throughput, the confirmation 
latency, and the energy efficiency. It avoids the 
trapping of local minima and increases the 
resilience level to the abrupt workload surges. 
With this embedded multi-layered optimization 
strategy, Q-ASCEND will have an excellent 
adaptability over both the cases of the static or 
single-strategy optimization models so that it is 
guaranteed that the performance of the application 
will remain stable when used in various contexts 
of cloud deployment. 

𝑥௡ାଵ = 𝑟𝑥௡(1 − 𝑥௡)   
 (15) 

 In Equation (15), 𝑥௡ is parameter value, 
and 𝑟 is chaos control coefficient. Quantum-
inspired probability update in Equation (16): 

𝑃௡௘௪ = 𝛾𝑃௢௟ௗ + (1 − 𝛾)𝑃௕௘௦௧   
 (16) 

 Here, 𝑃௡௘௪  is updated probability, 𝑃௢௟ௗ is 
prior value, 𝑃௕௘௦௧  is optimal candidate, and 𝛾 is 
learning rate. 

3.6. Energy-Aware Cloud Resource 
Orchestration Layer 

     Q-ASCEND has energy efficiency as one of its 
main goals. The framework incorporates the use 
of an energy-conscious orchestration module that 
monitors in a continuous manner CPU use, 
memory use, and network bandwidth in validator 
nodes. The validator containers are scaled 
dynamically as per the load and consensus activity 
through the principles of cloud-native 
orchestration. Load-conscious task placement 
reduces workload wastage and other unnecessary 
cryptography calculations and evenly distributes 
workloads among the nodes. Under low-activity, 
the validators chosen go to predetermined 
controlled low-power states and still ensure that 
the quorum needed to sustain consensus is 
maintained. Sophisticated sleep-wake control 
protocols ensure unnecessary consumption of idle 
energy without interfering with network liveness. 

𝐸௕ = 𝑃௖௣௨ ⋅ 𝑡௕    
 (17) 

 In Equation (17), 𝐸௕  is energy per block, 
𝑃௖௣௨ is CPU power, and 𝑡௕ is block processing 
time. 

𝜂 =
்

ா೟೚೟ೌ೗
    

 (18) 

 In Equation (18), 𝜂 is efficiency ratio, 𝑇 
is throughput, and 𝐸௧௢௧௔௟  is total energy usage. The 
orchestration layer incorporates the predictive 
workload analysis in order to predict the surge of 
transactions and to assign resources in advance. 
Measures of energy are also tracked constantly 
and utilized to improve scaling decisions. Q-
ASCEND is able to achieve significant energy 
overhead reductions through consensus adaptivity 
and resource elasticity and this design, in 
comparison to other computation-intensive 
consensus designs like Proof-of-Work, has been 
seen to achieve substantially lower energy 
overheads. The module allows blockchain to be 
operated sustainably in massive clouds. It makes 
sure that the allocation of resources is at the real-
time demand without sacrificing the security and 
throughput goals. The outcome is a harmonized 
structure that maximizes the computational 
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efficiency in addition to the environmental 
sustainability. 

Algorithm: Q-ASCEND Adaptive Quantum-
Resilient Consensus 

Input: Validator set V, transaction pool 𝑇௣௢௢௟ , 

latency metrics 𝐿, workload metrics 𝑊, energy 
metrics 𝐸 

Output: Updated blockchain ledger B, optimized 
consensus parameters 𝑃௢௣௧  

BEGIN 

 Initialize blockchain ledger 𝐵 with genesis 
block 

 Deploy validator nodes 𝑉 in cloud containers 

 Generate post-quantum cryptographic keys for 
each validator 

 Initialize consensus parameters 𝑃 and 
monitoring system 

 WHILE system is active DO 

  Collect new transactions and store in 𝑇௣௢௢௟  

  Measure network latency 𝐿, workload density 
𝑊, and validator response 𝑅 

  Compute adaptive consensus interval 𝜏 based 
on 𝐿, 𝑊, and 𝑅 

  Select leader node 𝑉௟௘௔ௗ௘௥  using secure 
pseudo-random selection 

  IF leader node is active THEN 

   Create candidate block 𝐵௡௘௪  from pending 
transactions 

   Generate compact hash digest 𝐻௡௘௪  for 
block integrity 

   Sign block using post-quantum signature 
scheme 

   Broadcast candidate block 𝐵௡௘௪  to all 
validator nodes 

   FOR each validator node 𝑉௜ in 𝑉 DO 

    Verify compact hash integrity of block 

    Verify post-quantum digital signature 

    Validate transactions and block structure 

    IF validation successful THEN 

     Send approval vote 

    ELSE 

     Reject block and mark validator anomaly 

    ENDIF 

   END FOR 

   Compute approval ratio from validator votes 

   IF approval ratio ≥ quorum threshold THEN 

    Append 𝐵௡௘௪  to blockchain ledger 𝐵 

    Remove confirmed transactions from 𝑇௣௢௢௟  

    Broadcast updated ledger to all nodes 

   ENDIF 

  ENDIF 

  Execute hybrid optimization module 

  Adjust consensus timing, quorum size, and 
verification thresholds 

  Execute energy-aware orchestration 

  Monitor CPU, memory, and energy usage 𝐸 

  Scale validator containers dynamically 

  Place idle validators in low-power state 

  Update system performance metrics 

  Continuously refine adaptive consensus 
parameters 

 END WHILE 

 RETURN updated blockchain ledger 𝐵 and 
optimized parameters 𝑃௢௣௧ 

END 

3.7. Cloud-Based Experimental Simulation 
and Performance Evaluation 

     The last stage tests Q-ASCEND in the 
regulated cloud simulation setting with 50 to 1000 
validator nodes. The simulation mimics real-
world conditions of cloud networking such as 
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variability in the latency and bandwidth 
constraints as well as node churn events. Real 
blockchain datasets are used to obtain transaction 
workloads to maintain authenticity. The 
performance benchmarking is concerned with 
throughput, block confirmation latency, energy 
consumption per block, validation overhead and 
scalability in workload bursts. Experiments are 
conducted between Q-ASCEND and traditional 
Proof-of-Work and time-based consensus 
protocols. Every setup is exposed to various 
workload rates to determine the stability and 
responsiveness. 

𝑆௙ =
்ಿ

்್ೌೞ೐
    

 (19) 

In Equation (19), 𝑆௙  is scalability factor, 𝑇ே  is 

throughput at 𝑁 nodes, and 𝑇௕௔௦௘  is baseline 
throughput. 

𝐼௅ =
௅್ೌೞ೐೗೔೙೐ି௅ೂಲೄ಴ಶಿವ

௅್ೌೞ೐೗೔೙೐
× 100  

 (20) 

     In Equation (20), 𝐼௅  is latency improvement 
percentage, 𝐿௕௔௦௘௟௜௡௘  is conventional latency, and 
𝐿ொ஺ௌ஼ாே஽ is proposed latency. The analysis is 
conducted statistically to measure mean 
performance, stability of variance and 
performance in adverse conditions. The trends of 
scalability are reviewed with a rise in the number 
of validators, which aims to guarantee that the 
performance gains remain positive with the 
growth of the networks. The analysis framework 
confirms the adaptive consensus controller, 
lightweight verification efficiency and energy-
conscious orchestration efficiency. Findings show 
that there is a steady throughput improvement, 
latency minimization, and the energy savings are 
immense. The experiment analysis proves that Q-
ASCEND has both quantum resilience and 
performance stability under heterogeneous cloud 
conditions, which proves its appropriateness in 
the next-generation distributed application. 

4. RESULT AND DISCUSSION 

     The Q-ASCEND framework is deployed into a 
distributed, and cloud-native environment with 
containerized validator nodes running on 
heterogeneous infrastructure (on virtual 
machines). The validators are all isolated in their 

own containers coordinated by a cloud auto-
scaling platform to make them replicate realistic 
enterprise-scale blockchain deployments. The 
system setup involves dynamic allocation of CPU 
cores, memory space, and bandwidth in networks 
to duplicate changing workload scenarios. The 
key nodes in the validator are the proposer nodes, 
the verifier nodes, and monitoring agents. The 
metrics collector is centrally positioned, which 
collects performance metrics like the rate of 
arrival of transactions, the degree of latency, the 
level of CPU usage, block propagation delay, and 
energy usage per node. These parameters are run-
time parameters that are entered into the adaptive 
consensus controller and optimization layer. The 
cryptographic layer is set up with lattice-based 
post-quantum primitives of identity 
authentication, block signing and secure peer 
communication. During node initiation and 
through periodic updates in the form of secure key 
distribution policies, key generation and rotation 
are done. The lightweight verification module is 
embedded in the block validation pipeline and is 
used instead of the traditional deep tree validation 
in place of compact hash-linked integrity 
checkpoints. This minimizes access operations in 
memory as well as speeds up confirmation of 
transaction especially with high throughput 
conditions. 

     Processing is initiated when transactions are 
added to the mempool and timestamps are added 
to them. The time-oriented consensus adaptive 
module measures network healing, mempool 
density, and responsiveness of the validators to 
increase or decrease the interval of block 
proposal. The quantum-resilient randomness is 
used to choose the pseudo random leader and the 
proposer is used to create the transactions into a 
candidate block. The integrity of blocks is 
checked by the verifiers by relying on small hash 
commitments and the authenticity is verified by 
referring to the post-quantum signatures. After 
consensus quorum has been reached, the block is 
added to the chain and broadcasted amongst 
nodes. At the same time, the hybrid optimization 
module constantly adjusts consensus timing 
thresholds and quorum parameter according to 
changes in workload. The energy-conscious 
orchestration layer is used to monitor the resource 
usage and automatically scaled the containers of 
validators to achieve optimal efficiency. In 
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periods of low demand, sampled nodes go to low-
power states with no impact on consensus safety. 
This unified processing line provides the ability to 
make Q-ASCEND be scalable, quantum resilient 
and highly efficient in energy consumption as it 
changes dynamically in response to the cloud-
scale requirements. As shown in Figure 5, system 
parameters have a relative significance in terms of 
the overall optimization of consensus in Q-
ASCEND. The number of nodes, workload, and 
latency is documented to be of most influence on 
the performance of a system. This confirms the 
hybrid optimization strategy, which is 
dynamically changing the parameters of the 
consensus depending on the actual state of the 
system in real-time. The graph confirms the fact 
that adaptive tuning enhances blockchain 
efficiency and scalability. This discussion can be 
used to emphasize the significance of smart 
parameter control in ensuring optimal blockchain 
operations in case of dynamic workloads. 

 

Figure 5.  Feature Importance Influencing Consensus 
Optimization 

Table 2 Throughput Performance Across Validator 
Scales 

Validator 
Nodes 

PoW (TPS) STC (TPS) 
Q-ASCEND 

(TPS) 
50 42 128 176 

100 39 134 182 

200 35 141 191 

300 32 146 196 

400 28 149 198 

500 25 151 198 

600 23 152 197 

700 21 151 195 

800 19 149 192 

1000 16 145 188 

 

     Table 2 shows throughput performance with 50 
all the way to 1000 nodes as a validator scale. 
These findings indicate clearly that Q-ASCEND 
maintains a very high rate of transactions per 
second (TPS) than Proof-of-Work (PoW) and 
Static Time-Based Consensus (STC). PoW 
throughput is decreasing gradually because of the 
increasing computational competition and 
redundancy in block mining, whereas Q-
ASCEND does not decrease with the network 
size. The throughput can be enhanced up to 500 
nodes; this is because of the optimal use of 
resources, and adaptive timing of consensus. This 
is followed by a minor decline past this point 
mostly because of network propagation overhead; 
nonetheless, the performance is still among the 
significant improvements than the baseline 
models. The adaptive time-oriented consensus 
mechanism is important in ensuring the 
throughput stability by dynamically changing the 
block intervals under the condition of mempool 
density and latency variance. These results verify 
the fact that Q-ASCEND has good scalability 
without compromising the processing speed of 
transactions in cloud environments.  
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Figure 6. Throughput vs Latency Under Adaptive 
Consensus 

     Figure 6 shows that, under the Q-ASCEND 
framework, throughput is associated with 
confirmation latency. With a higher throughput, 
latency decreases as illustrated in the adaptive 
time-oriented consensus mechanism is effective. 
The reason behind this behavior is that the system 
is dynamic as it changes block intervals as a result 
of changing workload and validator 
responsiveness. The decreasing latency at large 
throughput supports the idea of efficient 
processing of transaction and the optimal use of 
resources. This graph confirms that Q-ASCEND 
is able to achieve the stability of performance and 
responsiveness even with a heavy load of 
transactions in blockchain clouds. 

Table 3 Block Confirmation Latency (ms) 

 Table 3 compares the block confirmation 
latency with different numbers of validators. It 
can be seen that the results suggest that Q-
ASCEND is substantially faster in confirmation 
time than PoW and also as low-latency as STC in 
all configurations. The PoW latency is quite 
inefficient, rising exponentially with the number 
of validators, and indicating the unproductiveness 
of competitive mining and probabilistic block 
finality. Q-ASCEND on the other hand shows 
latency that is less than 220 milliseconds even 
with 1000 nodes, showing the usefulness of 
adaptive block scheduling and probabilistic 
finality estimation. The minor latency growth 
after 600 nodes can be explained by the network 
communication overhead and not the instability of 
the consensus. The latency stability of a range of 
models in the case of static consensus is moderate, 
whereas they are not responsive to the workload 
variation. The feedback-based timing controller 
of Q-ASCEND makes sure that the block intervals 
are adjusted to the real-time conditions and, thus, 
avoid congestion and the unnecessary delay. 
These findings prove the applicability of the 
framework to the latency-sensitive distributed 
cloud applications.  

Validator 
Nodes 

PoW STC 
Q-

ASCEND 
50 920 410 192 

100 1040 398 188 

200 1210 384 182 

300 1345 372 178 

400 1498 365 176 

500 1622 358 184 

600 1789 352 191 

700 1933 347 198 

800 2088 341 205 

1000 2354 338 219 
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Figure 7. Latency Variation Across Workload Intensity 

and Validator Scale 

     Figure 7 represents the distribution of latency 
in different workload levels and range of validator 
scales with a heatmap. Most of the operations 
areas are dominated by lower values of latency, 
which identify efficient consensus coordination 
and confirmation processing. There are small rises 
at high loads and sizes of small networking 
because of communication delays. These 
variations are however well controlled by the 
mechanism of adaptive timing. The heatmap 
validates the fact that Q-ASCEND is stable in its 
latency in a variety of operating conditions, which 
guarantees a stable and reliable performance of 
blockchain systems which run on clouds. 

Table 4 Lightweight Verification Overhead (ms per 
block) 

Validator 
Nodes 

PoW STC 
Q-

ASCEND 
50 12800 950 122 

100 13450 970 118 

200 14230 995 114 

300 15100 1020 109 

400 16350 1045 105 

500 17580 1080 101 

600 18900 1115 104 

700 20440 1150 108 

800 22110 1188 113 

1000 24890 1220 119 

     Table 4 is the analysis of energy consumption 
per block on validator scales. This comparison 
brings out the dramatic inefficiency of PoW 
whereby energy consumption increases 
significantly as the number of nodes increases 
because of redundant hashing and competition 
between miners. Conversely, Q-ASCEND is 
highly low and stable in its energy consumption 
and the values approaching 100 Joules per block 
at large scale. The energy-conscious orchestration 
layer is successful in distributing workloads and 
scaling workloads by dynamically creating and 
scaling containers with validators, which avoids 
wastage of resources unnecessarily. Q-ASCEND 
also, as compared to STC, attains significant 
improvements due to intelligent sleep-wake 
coordination and consensus timing optimization. 
The similarity between energy consumption in 
network sizes justifies the success of the hybrid 
optimization and cloud resource orchestration 
modules. These results back the argument of more 
than 94% energy savings over PoW, which 
highlights the sustainability and performance of 
the proposed framework in the deployments of 
cloud-native blockchain.  

 

Figure 8. Energy Consumption Distribution Across 
Validator Nodes 

     Figure 8 illustrates the distribution of the 
energy consumption per block of the validator 
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nodes running under Q-ASCEND framework. 
The majority of the values lie in a very small range 
of energy, which proves the effectiveness of the 
energy-conscious orchestration layer. High 
availability of validator resources due to dynamic 
scaling and removal of redundant computation 
help achieve stable use of energy. This 
distribution proves that the framework reduces the 
energy fluctuation and provides the stability of 
operational efficiency. The graph supports the 
sustainability of blockchain with Q-ASCEND that 
does not consume resources. 

Table 5 Lightweight Verification Overhead (ms per 
block) 

Block 
Size 

(MB) 
Merkle 

Compact 
Model 

Reduction 
(%) 

1 48 29 39.6 

2 73 43 41.1 

3 101 61 39.6 

4 134 82 38.8 

5 168 103 38.7 

6 201 124 38.3 

7 239 148 38.1 

8 276 171 38 

9 315 196 37.7 

10 358 224 37.4 

     Table 5 gives a comparison of validation 
overhead of both the classical Merkle-tree 
structures and the proposed compact hash-linked 
integrity model. The findings indicate a steady 
decrease in the time of verification of about 39% 
when block size increases to 1MB and 10MB. 
Merkle-based validation has a proportional 
increase in cost of computation as block size is 
increased as more parts of the tree are traversed 
and more hashing is done. However, on the other 
hand, a compact model can counterbalance the 
relatively constant increased verification time due 
to its fixed-depth verification structure. This will 
directly improve the speed of confirmation of a 
transaction and will decrease the CPU load on 
validator nodes. The percentage of reduction is 
also the same in various block sizes which implies 
that the verification method is highly scalable. 
These results confirm the design of lightweight 
verification and it is evident that Q-ASCEND can 
save a lot of computation overhead without 
affecting the block integrity and tamper 
resistance. 

 

Figure 9. Optimal Trade-off Between Energy and 
Latency 

     Figure 9 shows the Pareto front that shows the 
tradeoff between energy consumption and latency. 
The curve shows that Q-ASCEND is able to 
balance between low energy consumption and low 
latency optimally. This proves the efficiency of 
the hybrid optimization and energy-conscious 
orchestration mechanisms. As can be seen in the 
graph, performance is improved without 
reduction in efficiency. This confirms that the 
framework can facilitate the sustainable and high 
performance blockchain activities in cloud-stable 
distributed computing. 

Table 6 Consensus Stability Under Node Churn (%) 

Churn Rate 
(%) 

STC 
Stability 

Q-ASCEND 
Stability 

5 96.2 99.4 

10 92.8 98.9 

15 88.3 97.6 

20 84.1 96.4 

25 79.5 94.7 

30 73.2 92.3 

35 67.8 89.6 

40 61.4 86.2 

45 54.7 81.8 

50 48.1 77.5 
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    Table 6 shows consensus stability with growing 
churn rates of the nodes. With churn going to 50, 
though, the time-based consensus becomes highly 
unstable, with its lack of adaptive re-calibration 
and set quorum thresholds. On the contrary, Q-
ASCEND is quite stable even when the churn is 
high, which proves its ability to survive in the face 
of dynamic participation of validators. The 
adaptive timing protocol modifies consensus 
intervals according to the responsiveness of 
verifiers whereas probabilistic finality estimation 
ensures the safety in the event of node volatility. 
Though the stability is slowly declining in very 
high churn rates, Q-ASCEND is always better 
compared to STC. This resiliency is especially 
necessary in the cloud where auto-scaling events, 
maintenance or temporary failures may lead to 
regular node variability. The findings validate the 
fact that the framework maintains the liveness and 
fault tolerance under dynamic operating 
conditions. 

 

Figure 10. Optimization Convergence Behaviour of 
Hybrid Optimizer 

     Figure 10 shows the convergence behaviour of 
the hybrid optimization algorithm in the Q-
ASCEND. The gradual growth of hypervolume 
with the number of the iterations demonstrates the 
gradual improvement in optimization of the 
consensus parameters. This has been observed 
due to rapid convergence in initial iterations, 
which shows the efficient search of optimal 
parameter space. The stabilization step ensures 
that there is convergence to the optimal 

performance conditions. This graph is a 
confirmation that chaotization and quantum-
based optimization strategies would be useful in 
creating a stable and efficient blockchain 
performance at varying operating conditions. 

Table 7 Post-Quantum Signature Verification Time 
(ms) 

Transactions ECC Dilithium 
100 21 28 

200 42 55 

300 63 83 

400 84 111 

500 105 139 

600 126 168 

700 147 196 

800 168 225 

900 189 253 

1000 210 281 

    Table 7 and Figure 11 is a comparison of time 
verification of signature between classical elliptic 
curve cryptography (ECC) and lattice-based 
Dilithium signatures. The statistics indicate that 
Dilithium is charged moderately more time to 
verify the transaction at a growing transaction 
volume. The growth is however linear and can be 
handled in the Q-ASCEND framework. The 
overhead of performance is compensated with the 
scheme of signature aggregation and the design of 
optimal validation pipelines incorporated in the 
process of consensus. Whereas ECC seems to be 
faster, it is not resistant to quantum attacks, thus it 
will be susceptible to a future cryptographic 
breach. The findings show that one can attain 
post-quantum security without the costly 
computations. The slight increase in the time of 
verification is worth the long-term security gains. 
According to this table, lattice-based 
cryptography can be easily and efficiently 
implemented into the cloud blockchains. 
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Figure 11. Post-Quantum Signature Verification Time 
Comparison 

Table 8 Hybrid Optimization Convergence Speed 

Iteration 
Latency 

(ms) 
Energy 

(J) 
Fitness 
Score 

1 248 145 0.52 

5 231 132 0.61 

10 216 121 0.69 

20 201 113 0.77 

30 193 108 0.83 

40 187 103 0.88 

50 184 101 0.92 

60 183 100 0.94 

70 182 100 0.95 

80 182 100 0.95 

    The convergence of the hybrid optimization 
strategy is indicated in Table 8 and Figure 12. The 
latency and energy consumption declined 
gradually as the iterations took place and the total 
fitness score rose. There is a significant 
improvement in the initial 50 iterations, after 
which, the convergence is achieved. This 
accelerated refinement suggests that the 
chaotization of initializing the search space is 
effective, as well as quantum-inspired 
evolutionary algorithm is effective in leading 
global optimization. The adaptive fuzzy logic 
controller makes sure that there is no sudden 
change in tuning parameters.  The gradual 
improvement in the fitness score proves the 
equilibrium multi-objective optimization in both 
latency and energy dimensions. These findings 
verify that the hybrid approach is effective at the 

optimization of consensus parameters and 
avoidance of local minima. The convergence 
stability brings in high system robustness with 
variable work-loads. 

 

Figure 12. Latency and Energy Convergence 

Table 9 Scalability Factor Across Network Sizes 

Nodes Scalability Factor 
50 1 

100 1.03 
200 1.08 
300 1.11 
400 1.12 
500 1.12 
600 1.11 
700 1.1 
800 1.08 
1000 1.05 

    Table 9 and Figure 13 measures the scalability 
parameter of Q-ASCEND with size of network. 
Experiments point to the fact that the scalability 
almost linearly increases to 500 nodes, the 
performance level being maximum. The effects of 
this threshold limit the scalability factor at the 
large scale with a relatively low degree of 
decrease mainly because of the existence of 
increased communication overhead in huge 
distributed systems. This minimal decrease 
notwithstanding, Q-ASCEND still offers higher 
scalability than the consensus models at the 
baseline. The adaptive consensus guarantees that 
performance does not decrease rapidly with 
increased participation of the validators. The 
energy conscious orchestration layer also makes a 
contribution in optimizing resource allocation in 
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larger deployments. Scalability trend in general 
proves that the Q-ASCEND has the right balance 
between performance and resource consumption 
and can be used in large-scale cloud blockchain 
infrastructure. 

 Compared with existing blockchain 
frameworks, Q-ASCEND achieves significant 
performance improvements. The proposed 
framework achieves a throughput of 198 TPS at 
500 validator nodes, reduces energy consumption 
by 94.13% compared with Proof-of-Work, 
decreases verification overhead by approximately 
39% compared with Merkle-based validation, and 
maintains 99.4% consensus stability under low 
node churn conditions. These improvements 
demonstrate the superiority of the proposed 
framework over existing state-of-the-art 
approaches.  

 

Figure 13. Scalability Factor across Validator 
Network Size 

4.1 Discussion 

 The experimental analysis of Q-
ASCEND shows that it has a steady improvement 
in throughput, latency, energy efficiency, 
validation overhead, consensus stability and 
scalability compared to traditional Proof-of-Work 
(PoW) and time-based consensus (STC) schemes. 
According to the throughput results, it can be 
concluded that the Q-ASCEND supports a high 
transaction processing capacity with the increase 
of the count of nodes, as a validator between 50 
and 1000. The adaptive time-oriented consensus 

mechanism can also scale dynamically, unlike 
PoW, which reduces its scalability by the only 
means of computational competition and 
redundant hashing. This adaptive behavior avoids 
congestion when the load transactions are high yet 
it does not waste time by waiting in idle states 
when the demand is low. The long-term 
throughput of approximately 198 transactions per 
second at 500 nodes is confirmation of the fact 
that the feedback-based consensus controller is 
able to stabilize performance at the cloud-scale 
conditions. 

 Another latency test of block 
confirmation proves the efficiency of the 
proposed method. Where PoW will increase the 
confirmation delay exponentially with the size of 
the network, Q-ASCEND has not only a fixed 
range of latency with a larger number of 
validators, but also a small range of operation. The 
probabilistic finality estimation and pseudo-
random selection of the leader contribute to this 
stability and minimizes the delays in 
synchronization as well as to timely propagation 
of blocks. In spite of the fact that there is a slight 
rise of latency after 600 nodes, it remains much 
lower than PoW and STC models. The adaptive 
scheduling system allows confirmation times to 
vary in the same direction as the network 
variance, as opposed to relying on the same timing 
parameters. One of the most important provisions 
of Q-ASCEND is energy efficiency. PoW has 
significantly higher energy consumption per 
block than the energy-aware orchestration layer 
considering all configurations, confirming the 
usefulness of the energy-aware orchestration 
layer. Container auto-scaling, workload-aware 
resource allocation, and workload-aware sleep-
wake coordination is finished in the integration 
that reduces idle resource usage. Computational 
resources are also used efficiently and not 
redundantly as energy consumption essentially 
does not go up with the number of validators. This 
is a decrease of more than 94% over PoW and 
indicates the environmental and operation 
sustainability of the framework, which is 
appropriate in deploying enterprise and cloud-
native blockchains. 

    The lightweight model of verification makes 
significant contribution toward the efficiency of 
validation. Conventional validation structures of 
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Merkle-trees have a growing overhead to 
computational cost with block size, which is 
especially problematic with high-throughput 
cloud deployments. The hash-linked compact 
integrity model is always found to be 39% less 
than validation overhead, which is evident in the 
experimental results. Q-ASCEND does not need 
deep tree traversal and redundant operations of 
accessing many memory levels in order to check 
the integrity of the validated statements by using 
constant-depth verification paths and incremental 
integrity checkpoints. The design is of particular 
benefit to microservice based blockchain systems 
and light clients which do not need the complexity 
of full node processing to confirm their 
transactions swiftly. Another critical performance 
indicator is consensus stability when the number 
of nodes is changing. In non-static cloud systems, 
the availability of validators may vary because of 
scaling, hardware maintenance or temporary 
failover. The findings demonstrate Q-ASCEND to 
be very stable in consensus up to churn rate of 
about 50%, which is much better than the case 
with statistic consensus models. The adaptive 
timing scheme and hybrid optimization scheme 
allow the network to correct quorum thresholds 
and block periods due to volatility of the 
validators. This resilience will guarantee that 
blockchain Liveness and safety properties will be 
maintained even in the face of unpredictable cloud 
dynamics. 

     Replacement with lattice-based post-quantum 
cryptography primitives brings moderate 
computational costs in place of classical elliptic 
curve cryptography. Nonetheless, the experiment 
results show that this overhead can still be 
managed in the proposed architecture. 
Performance penalties are addressed using 
signature aggregation methods and pipeline 
optimization. Since it is growing more probable 
that in the future, adversaries will be quantum-
enabled, the tradeoff between increased 
verification time by slightly compromising the 
security of long-term cryptography is warranted. 
Q-ASCEND is able to scale the system without 
affecting overall system scalability. The hybrid 
optimization approach shows fast convergence 
and constant generation of latency and energy 
indicators. With chaotic initialization, quantum-
inspired evolutionary search and adaptive fuzzy 
logic control, the framework strikes a good 

balance between various performance objectives. 
The convergence performance demonstrates that 
consensus parameters are refined consistently in a 
few steps, which confirms the fact that the 
optimization layer does not allow the algorithm to 
stop at local minima. This is necessary to ensure 
smooth operation with changing workloads and 
nonhomogeneous clouds. 

    Scalability analysis has verified Q-ASCEND 
near linear increase in performance at high 
validator counts up to moderate scale sizes with 
only linearly increasing performance decrease at 
extremely large scale. The noted fall after 800 
nodes is mainly due to inevitable network 
communication overhead and the limitation of 
cloud infrastructure and not protocol inefficiency. 
However, it is seen that the framework has greater 
scalability than baseline approaches. Although it 
has promising outcomes, there are still a number 
of limitations. The experimental analysis is 
carried out in simulated cloud environment that is 
not likely to be representative of the complexity 
of multi-clouds or geographically distributed 
deployments in the real world. Computational 
overhead of lattice-based cryptography, though 
tractable, may be of great concern in terribly fast 
transaction systems that are not already supported 
by hardware acceleration. Also, the hash-linked 
small model of verification, though also efficient, 
must be synchronized with integrity checkpoints 
to ensure the presence of edge-cases 
inconsistency. Future practical implementation of 
pilot deployments, hardware-assisted 
cryptographic acceleration, and validation of 
cross-cloud interoperability should be done in 
future to make it stronger and more useful in 
practical implementation. The experimental 
findings demonstrate that the integration of post-
quantum cryptography with adaptive consensus 
significantly improves blockchain performance 
under dynamic cloud workloads. Unlike 
conventional approaches that focus on a single 
performance metric, the proposed framework 
simultaneously optimizes security, scalability, 
latency, verification efficiency, and energy 
consumption.  

 These findings suggest that future 
blockchain systems should adopt integrated and 
adaptive architectures to address the challenges 
associated with large-scale distributed 
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environments. The proposed framework can be 
implemented in several real-world applications. 
In healthcare systems, it can provide secure and 
tamper-resistant storage of patient records. In 
financial systems, it can enable quantum-resistant 
transaction processing. Supply chain applications 
can benefit from transparent and traceable product 
monitoring, while government agencies can 
utilize the framework for secure digital record 
management. Similarly, IoT and smart city 
infrastructures can use the proposed architecture 
to ensure secure and scalable data exchange in 
distributed environments. 

5. LIMITATIONS OF THE PROPOSED 
WORK 

 Although the proposed framework 
demonstrates promising results, several 
limitations should be acknowledged. First, the 
experiments were conducted in a simulated cloud 
environment rather than a real-world blockchain 
infrastructure. Second, the evaluation was limited 
to 1000 validator nodes. Third, the computational 
overhead associated with implementing post-
quantum cryptographic algorithms in production 
environments requires further investigation. 
Finally, additional experiments under more 
diverse attack scenarios are necessary to validate 
the framework's robustness. Before 
Future Work in the Conclusion section 

6. CONCLUSION AND FUTURE WORK 

    This paper presented Q-ASCEND, a quantum-
resilient adaptive blockchain architecture that 
overcomes the key shortcomings of the current 
cloud-based blockchain frameworks. The lattice-
based post-quantum cryptography, adaptive time-
oriented consensus control, lightweight 
verification mechanism, and energy-conscious 
orchestration are incorporated into the 
framework, which makes the performance and 
sustainability noticeably better. Experimental data 
support that Q-ASCEND can sustain an average 
throughput of 198 transactions per second with 
500 nodes with an average block confirmation 
latency of 184 milliseconds. Statistics up to 94.13 
less energy is used per block than Proof-of-Work 
models and about 39 reduce validation overhead. 
The accuracy in consensus stability is higher than 
99% when the churn is low, and the levels are 
satisfactory with a high churn rate. Although these 

are good outcomes, there are some drawbacks. 
The testing was done in a simulated cloud setting, 
and an actual deployment of the multi-cloud may 
add more network variability. Hardware 
acceleration would be useful in reducing the 
computational burden of post-quantum 
cryptography, which is manageable. Further 
investigation is needed on practical deployment 
experiments, connection with edge-cloud hybrid 
designs, hardware-assisted lattice acceleration 
and cross-chain compatibility. The framework can 
also be extended to fully decentralized 
governance, and it can include AI-based 
predictive scaling to become more flexible. These 
guidelines will enhance the practicability of Q-
ASCEND and will guarantee the future 
sustainability in the new quantum and cloud-
native systems. This study proposed Q-ASCEND, 
a novel blockchain framework that integrates 
lattice-based post-quantum cryptography, 
adaptive time-oriented consensus, compact hash-
linked verification, and energy-aware cloud 
orchestration into a unified architecture. 
Experimental results confirmed significant 
improvements in throughput, latency, verification 
efficiency, energy consumption, and consensus 
stability. The proposed framework provides a 
practical foundation for developing secure, 
scalable, and sustainable blockchain systems for 
future cloud-native applications. 

Future research will focus on implementing Q-
ASCEND in real blockchain platforms such as 
Hyperledger Fabric and Ethereum-based 
environments. Additional investigations will 
evaluate the framework under large-scale cloud 
deployments involving more than 1000 validator 
nodes. Future studies will also explore 
interoperability among heterogeneous blockchain 
networks, optimization of post-quantum 
cryptographic algorithms, and the integration of 
edge and fog computing technologies to further 
improve scalability and resource utilization. 

REFERENCE 

[1] B. Marina, I. Memon, F. A. Alvi, U. Rajput, 
and M. Nabi, “Machine Learning-Driven 
Security and Privacy Analysis of a Dummy-
ABAC Model for Cloud Computing. 
Computers”, 14(10), 2025, 420.  

[2] W. Zheng, C. Wang, W. Xu, G. Sun, and Y. 
Luo, “A New Delay-Aware Distributed 



 Journal of Theoretical and Applied Information Technology 
15st September 2026. Vol.104. No.17 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 

 
38 

 

Cloud–Edge Scheduling Framework and 
Algorithm in Dynamic Network 
Environments. Sustainability”, 17(11), 2025. 
4887.  

[3] H. Pitkar, “Cloud Security Automation 
Through Symmetry: Threat Detection and 
Response. Symmetry”, 17(6), 2025, 859.  

[4] M. Velmurugan, M.R. Kumar, “A scalable 
post quantum secure blockchain framework 
with adaptive time consensus in cloud 
environments”, Sci Rep 15, 2025, 45090.  

[5] U.R. Saxena, R. Karim, and U. Kumar, “An 
insight towards trustworthy cloud computing: 
enabling restricted access control and secure 
service transactions using Ethereum 
blockchain”, Int J Syst Assur Eng Manag 16, 
2025, 3639–3654. 

[6] O. Alao, O. E. Adekeye, B. T. Adeagbo, and 
A. T. Oyerinde, “Privacy Preserving 
Blockchain Architecture for Securing Cloud 
Based Information Systems”, Scientific 
Journal of Engineering, and Technology, 
2(2), 2025, 165-171.  

[7] Caleb, and Tiffany, “Integrating Blockchain 
with Cloud Computing: Architectural Shifts 
toward Secure and Decentralized Services”, 
SSRN. 2026.  

[8] Govindaraj Ramkumar, "Efficient 
Lightweight Trust Model and Traffic-Aware 
Clustered Routing in Internet of Things (IoT) 
Guided Vehicular Ad-Hoc Networks," 3rd 
International Conference on Intelligent Cyber 
Physical Systems and Internet of Things 
(ICoICI), 2025, pp. 1472–1477. 

[9] Picha Edwardsson Malin, and Al-Saqaf 
Walid, “Blockchain solutions for generative 
AI challenges in journalism”, Frontiers in 
Blockchain, Volume 7, ISSN:2624-7852, 
2024.  

[10] S. Sayed, M. S. Famous, R. Mazumder, R. T. 
Khan, M. S. Kaiser, M. S. Hossain, K. 
Andersson, and R. Khondoker, “Blockchain 
and InterPlanetary Framework for 
Decentralized and Secure Electronic Health 
Record Management. Blockchains”, 3(4), 12, 
2025.  

[11] Y. Ma, C. Chang, P. Wu, J. Xiao, and L. Yuan, 
“BSSN-SDNs: A Blockchain-Based Security 
Service Negotiation for the SDN 
Interdomain”, Electronics, 13(16), 3120, 
2024.  

[12] S. B. Bharat, and M. E. Patil, “Blockchain-
Integrated Authentication Framework for 
Secure Cloud-Based Health Monitoring with 
Wearable Devices”, Journal of Computers, 

Mechanical and Management, 4(2), 40–48, 
2025.  

[13] M. Poornima, Chanal and S.  Mahabaleshwar 
Kakkasageri, “Blockchain-based data 
integrity framework for Internet of Things”, 
Int. J. Inf. Secur. 23, 1, 519–532, 2023. 

[14] Al-Yarimi FAM, R. Salah and K. Mohamoud, 
“Blockchain-Driven Secure Data Sharing 
Framework for Edge Computing Networks”, 
Tsinghua Science and Technology, 30(3): 
978-997, 2025.  

[15] J. A. Berrios Moya, J. Ayoade, and M. A. 
Uddin, “A Zero-Knowledge Proof-Enabled 
Blockchain-Based Academic Record 
Verification System”, Sensors, 25(11), 2025, 
3450.  

[16] A. K. Al Hwaitat, M. A. Almaiah, A. Ali, S.  
Al-Otaibi, R. Shishakly, A. Lutfi, and M. 
Alrawad, “A New Blockchain-Based 
Authentication Framework for Secure IoT 
Networks”, Electronics, 12(17), 2023, 3618. 

[17] J. Yong, X. Lei, Z. Huang, J. Dang, and Y. 
Wang, “A Blockchain-Based Supervision 
Data Security Sharing Framework”, Applied 
Sciences, 14(16), 2024, 7034.  

[18] J.  Yu, X. Li, and Y. Guo, “A Secure and 
Verifiable Blockchain-Based Framework for 
Personal Data Validation”, Computers, 13(9), 
2024, 240.  

[19] P. Singh, S. Sagar, and S. Singh, 
“Blockchain-enabled verification of medical 
records using soul-bound tokens and cloud 
computing”, Sci Rep 14, 2024, 24830.  

[20] O. Zorlu, and A. Ozsoym, “A blockchain-
based secure framework for data 
management”, IET Commun. 18, 2024, 628–
653. 

[21] R. G. Sonkamble, S. Shirke-Deshmukh, V. 
Katkar, M. Lunagaria, G. G. Tejani, and S. J.  
Mousavirad, “A blockchain secured 
metaverse framework for scalable and 
immersive telemedicine”, Scientific reports, 
15(1), 2025, 26655.  

[22] R. R. K. Kallapu, B. Dodmane, R. S.K. R. N. 
S. Thota, and A. K. Sahu, “Enhancing Cloud 
Communication Security: A Blockchain-
Powered Framework with Attribute-Aware 
Encryption”, Electronics, 12(18), 2023, 
3890.  

[23] A. Dave, “Intelligent Resource Management 
and Secure Live Migration in Cloud 
Environments: A Unified Approach using 
Particle Swarm Optimization, Machine 
Learning, and Blockchain on XenServer”, 



 Journal of Theoretical and Applied Information Technology 
15st September 2026. Vol.104. No.17 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 

 
39 

 

Journal of Applied Science and Technology 
Trends, 6(2), 2025, 393-407.  

[24] M. S. Raj, “Enhancing Cloud Security 
through Block chain Technology A 
Comprehensive Analysis”, International 
Journal of Emerging Trends in Computer 
Science and Information Technology, 2025, 
383-395.  

[25] A. Namazzi, “Blockchain-Augmented Cloud 
Computing Models for Secure Decentralized 
Data Management”, American International 
Journal of Computer Science and 
Technology, 5(4), 2023, 1-11.  

[26] Prosenjit Saha, and Muthukumaran 
Vaithianathan, “Blockchain-Enabled Secure 
Data Management in CloudBased High-
Performance Computing Systems”, 
International Journal of AI, BigData, 
Computational and Management Studies, 
6(1), 2025, 30-41.  


