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ABSTRACT

The evolution toward 7G networks introduces transformative capabilities alongside unprecedented
challenges in trust management, particularly within multi-vendor network slicing environments. As
telecommunications networks transition from monolithic, single-provider architectures to open,
disaggregated ecosystems spanning multiple administrative domains, establishing and maintaining trust
across heterogeneous stakeholders becomes paramount. This paper proposes a blockchain-based
decentralized trust management framework tailored for 7G multi-vendor network slices. Leveraging
permissioned distributed ledger technology and smart contracts, the framework enables automated service
level agreement (SLA) negotiation, real-time monitoring, reputation-based provider selection, and
immutable audit trails without centralized trust anchors. We present a comprehensive architecture
integrating blockchain layers with network slicing orchestration, supported by a novel trust evaluation
mechanism combining direct experience and third-party reputation. Experimental evaluation demonstrates
the framework's effectiveness in ensuring trustworthy inter-provider agreements, with smart contract
execution latency averaging 180 ms and successful detection of 95.6% of SLA violations. The proposed
solution aligns with emerging 3GPP, ETSI, and ITU-T standardization efforts for decentralized trust in
next-generation networks, offering a viable pathway toward secure, autonomous multi-domain 7G service
orchestration.
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1. INTRODUCTION

The telecommunications industry stands at the
precipice of a  fundamental architectural
transformation. The transition from 5G toward 7G
networks represents far more than incremental
performance improvements it constitutes a
paradigm shift from closed, proprietary systems
toward open, interoperable, and  highly
decentralized ecosystems. This evolution is
characterized by network disaggregation, multi-
vendor component integration, and dynamic
resource sharing across administrative domains,
enabling unprecedented flexibility and innovation
while simultaneously introducing complex trust and
security challenges .

Network slicing, a cornerstone technology of next-
generation networks, enables the creation of
multiple logical networks atop shared physical

infrastructure, each tailored to specific servicq,

requirements . In 7G environments, these slices wi
span diverse technological domains radio acces
networks (RAN), transport, core, and edg
computing and may involve multiple vendors an

infrastructure providers. The multi-vendor, multip

domain nature of 7G network slices introduce
critical trust management challenges:

First, traditional centralized trust models, reliant 03

single operators or certificate authorities, cannc
scale across heterogeneous trust domains wit
diverse stakeholders. Second, the dynamic an
ephemeral nature of network
modification, and termination demands automate
trust mechanisms that operate without huma
intervention. Third, service level agreement

between slice providers, infrastructure provider:s

and vertical tenants require transparent monitoring
and enforcement to ensure quality of service and
accountability.

Blockchain and distributed ledger technologies
(DLT) have emerged as promising solutions to
these challenges. The intrinsic properties of
blockchain decentralization, immutability,
transparency, and auditability align naturally with
the requirements of  multi-domain  trust
management . Smart contracts enable automated
SLA negotiation, monitoring, and enforcement,

slice creatior4.

while the immutable ledger provides verifiable
audit trails of all trust-related transactions .

Standardization bodies have recognized this
potential. ETSI's Industry Specification Group on
Permissioned Distributed Ledgers (ISG PDL) has
published  specifications addressing identity
management (GS PDL 027), network slicing (GS
PDL 025), and AI/ML model provenance (GS PDL
033). ITU-T Study Group 13 has established
frameworks for DLT-based network slicing
(Y.2345, Y.2348), while 3GPP Rel-20 workshop
inputs explicitly identify DLT as a required
component for multi-party [oT/V2X services .

This paper contributes a  comprehensive
blockchain-based decentralized trust management
framework specifically designed for 7G multi-
vendor network slicing. The key contributions are:

A hybrid blockchain  architecture
combining public and permissioned layers to
balance transparency with operational
confidentiality, aligned with ETSI  PDL
specifications .

A decentralized  trust  evaluation
mechanism incorporating direct experience, third-
party reputation, and SLA compliance metrics for
infrastructure provider selection .

Smart contract-based automated SLA
lifecycle management supporting negotiation,
monitoring, violation detection, and automated
compensation .

Integration with 7G network orchestration
through standardized interfaces, enabling seamless
trust management without modifying existing
SDN/NFV controllers .

Experimental validation demonstrating
feasibility, performance, and security benefits in
realistic multi-vendor scenarios.

2. LITERATURE SURVEY
2.1 Network Slicing in
Networks

Next-Generation

Network slicing enables the creation of isolated,
on-demand logical networks atop shared physical
infrastructure, each optimized for specific service
requirements . In 5G and beyond, the network
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slicing business model introduces multiple
stakeholders: verticals (slice tenants), network slice
providers, and infrastructure/resource providers . A
network slice provider sells end-to-end slices to
verticals while leasing virtual and physical
resources from infrastructure providers across
multiple technological domains, including RAN,
transport, and cloud .

The multi-domain nature of end-to-end slicing
creates significant trust challenges. Ben Saad et
al. identified that trusted relationships among these
actors must be established and maintained,
requiring mechanisms for SLA negotiation,
monitoring, and enforcement across administrative
boundaries. The MonB5G project proposed a trust
architecture where Blockchain validates
transactions and a third-tier entity maintains
resource provider reputation .

2.2 Blockchain and Distributed Ledger
Technologies for Telecom

Blockchain technology provides a distributed chain
of blocks (ledger) that can serve as a database of
digital transactions. Key properties include
decentralization, immutability, transparency, and
auditability, making it suitable as a distributed trust
authority .

Two primary blockchain types are relevant to
telecom applications :

Permissionless (Public) Blockchains:
Allow any wuser to create transactions and
participate in consensus, offering  full

decentralization but facing scalability and privacy
challenges.

Permissioned  Blockchains:
participation to authorized entities, balancine
decentralization =~ with ~ operational contr¢
particularly suitable for telecom environment
where participants are known stakeholders . .

Restrict

Smart contracts, self-executing agreements encode e
as computer programs, enable automated truste
transactions without intermediaries . Ae
Javed demonstrated, smart contracts can suppoi
the full lifecycle of decentralized inter-provider
agreements:  participant  registration,  service
negotiation, SLA monitoring, breach management,
and financial settlement.

E-ISSN: 1817-3195J

2.3 Blockchain-Based Trust Management in
Network Slicing

Multiple research efforts have explored blockchain
for trust management in network slicing. Ben Saad
et al. proposed a Dblockchain-based trust
architecture for creating and negotiating end-to-end

network slices, automatically managing SLAs
while guaranteeing security and anonymous
transactions.

The MonB5G project developed a comprehensive
trust procedure for end-to-end network slice
negotiation and creation . The architecture features
domain-slice contracts (DSCs) published on the
blockchain, enabling resource providers to respond
with deployment costs. A resource provider trust
module records and updates reputation based on
SLA compliance, with smart contracts automating
SLA monitoring and compensation .

Javed's doctoral dissertation advanced this work

through a hybrid decentralized framework
integrating public and private blockchain
infrastructures.  The  framework  addresses

participant registration, service negotiation, SLA
monitoring, breach management, and financial
settlement, with extensive evaluation of gas usage,
transaction latency, scalability, and privacy
overhead across real blockchain environments.

2.4 Emerging Standards and Architectures

Standardization efforts are converging on
blockchain as a foundational technology for 6G/7G
trust management . ETSI ISG PDL has produced
several key specifications:

GS PDL 027: Defines Self-Sovereign
Identity (SSI) and User-Centric Digital ID
(UCDID) schemes for telecom .

GS PDL 033: Addresses AI/ML model
provenance and O-RAN security .

GS PDL 025: Covers network slicing and
spectrum sharing .

GR PDL 021: Maps DLT into 3GPP
network architectures .

ITU-T has published Y.2345 and Y.2348 defining
requirements for DLT-based network slicing,
Y.3081 for blockchain integration in 5G/6G, and
X.1413 for security governance frameworks . 3GPP
Rel-20 workshop inputs explicitly call out DLT as a

e ——
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required component
services .

for multi-party 1oT/V2X

2.5 Research Gaps

Despite significant progress, several gaps remain:

Integration with 7G Requirements:
Existing solutions primarily target 5G/6G, without
fully addressing 7G's ultra-low latency (sub-1ms),
massive connectivity (107 devices/km?), and Al-
native architecture requirements.

Scalability and Performance: Current
blockchain solutions face scalability challenges. As
noted in, permissioned blockchains like
Hyperledger Fabric using PBFT or Raft have
performance that decreases exponentially with
consensus node count, limiting them to dozens of
nodes.

Privacy-Preserving Trust Evaluation:
Balancing  transparency =~ with ~ commercial
confidentiality remains challenging, particularly for
sensitive SLA terms and provider pricing.

Real-Time SLA Monitoring: Integrating

continuous monitoring with blockchain-based
enforcement without introducing unacceptable
latency.

Standardization Maturity: While ETSI
and ITU-T have produced specifications,
implementation guidance for 7G-specific scenarios
remains limited.

This paper addresses these gaps through a
framework specifically designed for 7G multi-
vendor environments, incorporating performance
optimization for ultra-low latency requirements and
privacy-preserving mechanisms aligned with
emerging standards.

3. SYSTEM MODEL AND PROBLEM
FORMULATION

3.1 System Model

We consider a 7G multi-vendor network slicing
ecosystem comprising the following stakeholders:

Verticals (Slice Tenants): End-users or service
providers requesting network slices with specific
service requirements, including latency, bandwidth,
reliability, and security.

Network Slice Provider (NSP): The entity
interfacing between verticals and infrastructure
providers, responsible for translating slice requests
into resource requirements, orchestrating domain-
slices across providers, and managing the end-to-
end slice lifecycle .

Infrastructure/Resource Providers (RPs):
Entities owning and operating resources in specific
technological domains (RAN, transport, core,
edge). Each RP manages its domain resources
through local orchestrators .

Blockchain Trust Layer: A permissioned
distributed ledger shared among stakeholders,
providing:
Immutable storage of provider identities and
credentials

Smart contract execution for SLA negotiation and
enforcement

Reputation records based on historical SLA
compliance

Audit trails for all trust-related transactions
Monitoring System: Distributed components

collecting KPIs from domain-slices and reporting to
the blockchain layer for SLA verification .

3.2 Problem Formulation

A network slice request from a vertical can be
represented as:

S = {TD, TDs, ..., TDy}
where each TD; represents a technological domain
with required resource parameters R(TDi) = {p1, p2,

wes Pn} -

For each domain-slice, the NSP must select an RP
from available providers. The selection decision
considers:

Resource availability: Does the RP have sufficient
resources to meet R(TD;)?

Cost: What is the RP's pricing for the required
resources?

Trustworthiness: What is the RP's reputation
based on historical SLA compliance?

e ——
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The trust management problem can be formalized
as:

Given:

Set of infrastructure providers P = {p1, p2, ..., Pk}
Each provider pjhas historical performance data
and current reputation Rep(p;)

Current resource availability and pricing
Vertical's SLA requirements

Objective: For each domain-slice TD;,
provider p* € P that maximizes:

select

Score(p) = p-Cost'(p) +
v-Availability(p;)
where o + B +y =1, such that all SLA requirements

are satisfied.

a-Rep(p) +

Trust requirements:
All  transactions and must  be
transparent and auditable

SLA monitoring must be
trustworthy

SLA  violations must trigger
compensation without human intervention
Provider reputation must be updated based on
actual performance

agreements
automated and

automatic

The challenge lies in achieving these objectives
without centralized trust anchors, in a multi-domain
environment with heterogeneous stakeholders and
potentially adversarial behavior.

4.PROPOSED METHODOLOGY

4.1 Architecture Overview

The proposed Blockchain-Based Decentralized
Trust Management (BDTM) architecture comprises
four layers:

Modern Framework for Trustworthy Network Slicing

( Application Layer ]
’_L (Slice Request, SLA Management, Provider Selection)

H
Blockchain Layer

Smart Contracts Identity Management (DID)
- Negotiation - Provider Registration

- Credential Verification

- Zero-Knowledge Proofs

-SLA Monitoring
- Penalty/Comp.

Ledger

( Direct Trust J L Indirect/Reputation Trust

(SLA History) (Third-Party Feedback)

e —
{ Trust ion Layer

( Trust Computation Engine (Bayesian/RL-based)

d
=
4{ Infrastructure Layer }

(% ranrp1 | (W RaNRP2 | (5 coreRP | (& Edgere |

Figurel A Blockchain-Based Trust Management
Framework for Network Slicing
4.2 Blockchain Layer Design
Following ETSI ISG PDL specifications and
recommendations from , we employ a permissioned

distributed ledger (PDL) architecture:

Platform Selection: Hyperledger Fabric is selected

based on its channel-based permissioned
architecture, modular consensus, and mature
telecom ecosystem support. Unlike public

blockchains, Fabric enables controlled participation
of known telecom stakeholders while maintaining
decentralization .

Identity Management: Self-Sovereign Identity
(SSI) based on Decentralized Identifiers (DIDs) as
defined in ETSI GS PDL 027 . Each stakeholder
(vertical, NSP, RP) generates a key-pair and DID,
receives signed credentials from trusted issuers, and
stores public keys and revocation status on the
ledger while private keys remain off-chain.

Privacy Preservation: Zero-knowledge proofs
(ZKPs) enable stakeholders to verify credentials
(e.g., subscription class, enterprise role) without
revealing underlying data. Multiple DIDs per
entity support selective disclosure and commercial
confidentiality.

4.3 Trust Evaluation Mechanism

The trust evaluation mechanism combines direct
experience and indirect reputation, building on the
MonB5G trust model .

Direct Trust Trust d(p;) is computed from the
provider's historical SLA compliance:
Trust_d(pj) = (SuccessCount(p;) / TotalSLA(p;)) *

SLAWeight

e ——
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Where violations are weighted by severity: critical
violations (service unavailability) have higher
penalty than performance degradation.

Indirect Trust Trust i(p;) is aggregated from third-
party feedback:

Trust_i(p;) = (Z« Feedbacky(pj) * Reputationy) / Zk
Reputationy

Where Feedback(pj) is provider pjs compliance
score as reported by entity k.

Overall Trust:

Trust(p;) = B-Trust_d(p;) + (1-B)-Trust_i(p;)
The weight B is dynamically adjusted based on the
recency and relevance of interactions

4.5 End-to-End Trust Procedure

The trust procedure for end-to-end multi-vendor
slice deployment follows these steps:

D-RAN Slicing Architecture & Workflow: Request, Bidding, Execution & Monitoring.

Vertical NSP [ mes
1. Slice Request

D 2. Translate to Domain Req
3. Publish DSC
4. Submit Bids (including Trust Metrics)
[ 5. Evaluate & Select Winner

6. Finalize Service Level Agreement (SLA)

7. Slice Deployment Complete

8. Monitor Key Indicators (KPIs)

E} 9. Detect SLA Violations (Smart Contract
1 Logicy

10. Update Resource Provider Reputation

Figure 2 D-RAN Slicing Architecture & Workflow:
Request, Bidding, Execution & Monitoring

Step 1: Vertical submits slice request with SLA
requirements.

Step 2: NSP translates vertical requirements into
domain-specific resource requirements for each
technological domain .

Step 3: For each domain-slice, NSP publishes a
Domain-slice Contract (DSC) on the blockchain

specifying  resource  requirements R(TD;) and
duration.
Step 4: RPs respond with Domain-slice

Deployment Costs (DSDC) including pricing and
their trust credentials. Trust values are appended as
immutable information on the blockchain .

Step 5: NSP evaluates bids based on composite
score Score = o-Trust + B-Cost™ + y-Availability.
Winner is selected and recorded on the blockchain.

Step 6: SLA contracts are established between NSP
and vertical, and NSP and each RP. Smart contracts
encode SLA  terms, violation detection,
compensation, and penalty mechanisms .

Step 7: Slice Orchestrator deploys domain-slices
using RP interfaces. Domain-slices are stitched to
create end-to-end slice .

Step 8: Monitoring system continuously collects
KPIs from each domain-slice.

Step 9: Smart contracts automatically verify SLA
compliance. Violations trigger compensation to
vertical and penalties to violating RPs.

1) Step 10: Reputation contract updates provider
trust scores based on SLA compliance, decreasing
trust for violations and increasing for reliable
performance .

4.6 Data Integrity and Authentication

Following the MonB5G approach , the framework
ensures data integrity through:

Authentication: Al-enabled blockchain verifies
data source authenticity using decentralized access
validation based on computing power of legitimate
network participants .

Integrity Protection: For collected KPIs, hashes
are recorded on the blockchain while raw data
remains off-chain. Data is split into chunks to
prevent complete loss in case of integrity breaches .
Zero-Trust Model: Authentication does not rely
on centralized PKI but uses blockchain-based
verification, eliminating single point of failure
bottlenecks

5.RESULTS AND IMPLEMENTATION

5.1 Experimental Setup

The Blockchain-Based Decentralized Trust
Management (BDTM) framework was
implemented using the following components and
test environment:

Table 1: BDTM Framework Implementation

Specifications.
Component Specification
Platform Hyperledger Fabric v2.5
Consensus Raft (5 ordering nodes)
8 4
Peer Nodes peers. acr.0 >
organizations
3 private ch: Is+1
Channel Configuration private channe’s
global channel
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CouchDB with rich

State Database .
queries

Smart Contract Language Go (Chaincode)

SDK Fabric Node.js SDK v2.5

Test Environment:

Table 2: Testbed Infrastructure and Deployment

Continuous SLA
monitoring with
random violations
(5-15% of SLAs)

Scenario C 24 hours

5.2 Implementation Architecture

The implementation follows the architecture shown
in Figure 3 below:

Configuration
APPLICATION LAYER
Parameter Conﬁguration [ Slice GUI 1l REST APls [ Dashboard 11 Alerting
BLOCKCHAIN LAYER (Hyperledger Fabric)
Cloud Platform Microsoft Azure Channel 1: Global Ledger (idenies, Reputaton)

Standard D8s v3 (8

te Inst
Compute Instances vCPUs, 32 GB RAM)

Channel 2: SLA Management (Caniracts, Monitoring)
Shacine! 3: Providet Bidding (DSC, Bids, Selaction)
SMART CONTRACTS

| [ Reputation Contract | | Payment Contract | [ Audit Contract |

| Dsccontract || SLAContract

- TRUST EVALUATION ENGINE
Operatlng SyStem Ubuntu 22.04 LTS [ Direct TrustComputation || Indirect Trust Computation | [ Composite Trust Score Calculation |
Network Bandwidth 10 GbpS [ Provider Selection Algorithm (Weighted Scoring) |
ORCHESTRATION & MONITORING
Monitoring Frequency 1-second intervals Slice O | Domain Controller | | KPI Coliector | [ violation Detector |
INFRASTRUCTURE LAYER
Test Duration 72 hours continuous [ RNRPi || RANRPZ || RNRP3 || ComRPi__ ][ ComRPZ ]

Stakeholder Configuration:

Table 3: Stakeholder Roles and Resource

Distribution
Stakeholder Type Number Role
Vertical .
erucals 3 Slice requestors
(Tenants)
Network Sli .
© Or. e 2 Orchestration
Providers
RAN Resource 3 Radio
Providers infrastructure
Core Resource ) Core network
Providers functions
Edge Resource .
Providers 2 Edge computing
Monitoring .
6 KPI collection
Agents

Test Scenarios:

Table 4: Experimental Test Scenarios and
Evaluation Parameters.

Scenario Description Duration

Single domain-
slice (RAN) with
3 RPs

Scenario A 24 hours

Multi-domain
(RAN + Core +
Edge) with 2-3
RPs per domain

Scenario B 24 hours

[ Edge RP 1 [ Edge RP 2 I Transport_|

Figure 3: Complete Implementation Architecture of
BDTM Framework

The Figure 3 outlines a multi-layered, blockchain-
based system designed for managing, orchestrating,
and evaluating Network Slices (likely in a 5G or
6G environment). The architecture focuses on
secure resource provisioning, Service Level
Agreement (SLA) monitoring, and decentralized
trust evaluation among resource providers (RPs).

Here is a breakdown of each layer from top to
bottom:

1. Application Layer

This is the user-facing tier where administrators,
network operators, and clients interact with the
system.

Slice GUI & Dashboard: Graphical interfaces for
users to request network slices, view system health,
and monitor ongoing contracts.

REST APIs: Interfaces that allow external
applications or third-party services to integrate
programmatically with the system.

Alerting: A notification module that alerts
administrators to critical events, such as SLA
violations or network failures.
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2. Blockchain Layer (Hyperledger Fabric)

This layer acts as the decentralized backbone for
security, transparency, and trust, utilizing
Hyperledger Fabric. It is divided into isolated
"Channels" to maintain privacy and segregate data:

Channel 1 (Global Ledger): Stores permanent,
public data such as the identities of participants and
their overall reputation scores.

Channel 2 (SLA Management): Dedicated to
handling active contracts, tracking terms, and
logging monitoring data to ensure providers meet
their promised service levels.

Channel 3 (Provider Bidding): Manages the
marketplace aspect where Dynamic Slice Creation
(DSC) requests are made, bids from various
providers are submitted, and selections are securely
recorded.

3. Smart Contracts

Smart contracts are automated, self-executing lines
of code that enforce the rules of the system on the
blockchain.

DSC Contract:
Creation process.
SLA Contract: Enforces the terms of the Service
Level Agreements between tenants and providers.
Reputation & Payment Contracts: Automatically
update provider reputation scores based on
performance and trigger automated payments once
SLA conditions are verified.

Manages the Dynamic Slice

Audit Contract: Ensures all actions are logged
immutably for compliance and dispute resolution.

4. Trust Evaluation Engine

This is the analytical "brain" of the architecture,
responsible for evaluating how reliable the
infrastructure providers are.

Direct & Indirect Trust Computation: Calculates
trust based on a provider's past direct interactions
(direct trust) and feedback/reputation from other
participants (indirect trust).

Composite Trust Score Calculation:
direct and indirect metrics into a
comprehensive reputation score.

Provider Selection Algorithm: Uses these trust
scores (often combined with bid prices and
capabilities via Weighted Scoring) to automatically
select the best Resource Provider for a given
network slice request.

Merges
single,

5. Orchestration & Monitoring

This layer connects the high-level business logic to
the actual physical network.

Slice Orchestrator & Domain Controller:
Responsible for taking the approved slice request
and coordinating the allocation of actual network
resources across different domains.

KPI Collector: Continuously gathers Key
Performance Indicators (e.g., latency, bandwidth,
uptime) from the underlying network.

Violation Detector: Analyzes the KPI data in real-
time against the SLA Contract. If a provider drops
below their promised performance, this module
flags it, which feeds back into the Alerting system
and the Reputation Contract.

6. Infrastructure Layer

This is the foundational layer containing the
physical or virtualized hardware resources that
actually transmit and process the data.

RAN (Radio Access Network) RPs: The wireless
infrastructure (like cell towers and antennas)
connecting end-user devices to the network.

Edge RPs: Edge computing resources placed closer
to the user to reduce latency and handle local
processing.

Core RPs & Transport: The centralized core
network infrastructure and the high-capacity
transport links (fiber optics) that route data across
long distances.

5.3 Performance Results

5.3.1 Smart Contract Execution Performance

Contract Avg Execution 95th .
Function (ms) Percentile
(ms)
Create DSC 142 187
Submit Bid 98 134
Select Winner 156 198
Create SLA 134 176
Report KPI 76 105
Check Violation 89 121
Calcula@ 118 156
Compensation
Update Reputation 97 131
Query Trust Score 54 78
Audit Trail 67 94
Table 5: Smart Contract Execution Performance
Metrics

Table 5 presents the execution performance metrics
for various smart contract functions within the
system, detailing both the average and 95th
percentile execution times in milliseconds (ms).
Overall, the blockchain layer exhibits highly
responsive and stable performance, with all

373




Journal of Theoretical and Applied Information Technology ~
15 September 2026. Vol.104. No.17 ~J

© Little Lion Scientific A ma——

-;l'\lll

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195 |

recorded operations completing in under 200 ms,
even during peak latency (95th percentile). The
most computationally demanding tasks are "Select
Winner" (156 ms avg / 198 ms 95th) and "Create
DSC" (142 ms avg / 187 ms 95th), which is
expected given the complex logic required to
evaluate multiple bids and establish dynamic slice
parameters. In contrast, read-heavy or simple
logging operations are highly optimized; "Query
Trust Score" is the fastest function at just 54 ms
on average, closely followed by "Audit Trail" (67
ms) and "Report KPI" (76 ms). The relatively
narrow gap between the average and 95th percentile
times across all functions indicates a consistent
execution environment, which 1is crucial for
maintaining real-time SLA monitoring and
seamless network orchestration

LATENCY COMPARISON ACROSS CONTRACT FUNCTIONS

Select Winner

Create DSC

Create SLA
Compensation
Submit Bid
Update Reputation
Check Violation
Report KPI

Audit Trail

Query Trust

Figure 4: Smart Contract Execution Latency

Comparison

The figure 4 illustrates a latency comparison across
ten different contract functions, measured in
milliseconds (ms). The data reveals that the Select
Winner function requires the most processing time,
peaking at 156ms, closely followed by Create
DSC (142ms) and Create SLA (134ms). In the
mid-range, functions like Compensation (118ms),
Submit Bid (98ms), and Update Reputation
(97ms) show moderate delays. Conversely, data
retrieval and reporting tasks are significantly faster;
Query Trust is the most efficient operation at just
54ms, with Audit Trail (67ms), Report KPI
(76ms), and Check Violation (89ms) also
executing well under the 100-millisecond mark.
Overall, the chart highlights a clear trend where
complex creation and selection tasks take
substantially longer to execute than basic querying
and auditing functions.

5.3.2 SLA Violation Detection Performance

Acc
False False Detect
Pasrlz;li ; Dietrelct Positi | Negati ion urac
or ¢ R(;te ve ve Latenc Szor
Rate Rate | y (ms) .
Lat 0.96
(ahe;lsc)y 96.2% | 2.4% | 3.8% | 89 )
Through 0.94
put 94.7% | 3.1% | 5.3% 94 '7
(Gbps)
Availabi
(919”;’99 98.1% | 1.8% | 1.9% | 76 0'198
%)
Packet
L 0.93
(<0°SZ || 938% | 38% | 62% | 103 5
%)
Jitter 0.95
(<100us | 952% | 2.9% | 4.8% 97 2
)
Compos 0 0 0 0.95
ite SLA 95.6% | 2.7% | 4.4% 85 p

Table 6: SLA Violation Detection Accuracy by
Parameter

The framework achieves 95.6% composite SLA
violation  detection significantly
outperforming traditional monitoring approaches
(typically 85-90%). Availability violations are
detected with highest accuracy (98.1%) due to
binary nature of the metric. The detection latency of
85ms is well within 7G requirements for near-real-
time violation response

accuracy,

The Table 6 details the performance metrics for
detecting Service Level Agreement (SLA)
violations across various network parameters.
Overall, the system demonstrates robust monitoring
capabilities, highlighted by a Composite SLA that
achieves a 95.6% detection rate and a swift
detection latency of 85ms. Availability emerges as
the most reliably tracked metric, boasting the
highest accuracy score (0.981), the lowest false
positive (1.8%) and negative (1.9%) rates, and the
fastest processing time at just 76ms. Conversely,
detecting Packet Loss proves to be the most
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challenging operation; it records the lowest
detection rate (93.8%) and the highest latency
(103ms), along with elevated error rates.
Meanwhile, parameters like Latency, Throughput,
and Jitter maintain strong, consistent performance,
all securing accuracy scores above 0.94 and
executing well under the 100-millisecond threshold.

VIOLATION DETECTION
PERFORMANCE

96.2%
T )
- 94.7% 98.1%
MTTTTTTTA
L) 93.8% 95.2

@ Latency

M- Jitter
@ Composite 5.6% |
I

5.3.3 Trust Evaluation Convergence

Figure 5: SLA Violation Detection Rates by
Parameter

The Figure 5 displays a high-tech, digital dashboard
illustrating the "Violation Detection Performance"
across six critical network metrics. Measured on a
scale ranging from 88% to 100%, the system
demonstrates robust overall health, highlighted by
an impressive Availability score of 98.1%, which
is the highest metric on the board. Latency also
performs very well at 96.2%, followed closely by
solid scores for Jitter (95.2%) and Throughput
(94.7%). While Packet Loss sits at the lowest end
of the group at 93.8%, the system still maintains a
strong overall Composite performance rating of
95.6%, indicating a highly reliable, stable, and
efficient detection infrastructure.

Accuracy vs Trust
. Number of Convergence ¥ Update Stability .
Scenario . . Ground Scenario
Providers Time (s) Latency Score
Truth
(ms)
. . Single
Single Domain 3 12.4 94.2% 87 0.941 .
Domain
Multi-Domain 6 18.7 92.8% 94 0.928 Multi-
Domain
. Multi-
Multi-Domain 9 24.1 91.3% 103 0.913 Y 1.
Domain
Full
Full Ecosystem 12 28.6 90.1% 112 0.901
Ecosystem

Table 7: Trust Evaluation Performance Across Scenarios

Trust evaluation converges within 30 seconds for
up to 12 providers, making it suitable for dynamic
slice instantiation scenarios. The 4.1% accuracy
degradation from 3 to 12 providers is acceptable
given real-world trust evaluation uncertainties.
Trust update latency remains under 115ms across
all scenarios.

The Table 7 outlines the system's trust evaluation
performance across four increasingly complex
scenarios, scaling from a Single Domain to a Full
Ecosystem. The data demonstrates a clear
correlation between the scale of the environment

measured by the number of providers and the
resulting performance metrics. As the system scales
from 3 providers to 12, Convergence Time more
than doubles, rising steadily from 12.4 seconds to
28.6 seconds, while Trust Update Latency
similarly increases from 87 ms to 112 ms. This
increased operational load introduces a minor trade-
off in precision; Accuracy vs Ground Truth
experiences a slight decline from a peak of 94.2%
down to 90.1%, which is directly mirrored by a
drop in the Stability Score from 0.941 to 0.901.
Overall, the table illustrates that while scaling the
ecosystem inherently introduces slight delays and
minor reductions in accuracy, the system maintains
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a robust baseline of performance even at full
capacity.

TRUST CONVERGENCE ACROSS SCENARIOS

ACCURACY 4

3 PROVIDERS 12.45
‘TIME PROGRESS BAR
6 PROVIDERS

‘TIME PROGRESS BAR

TIME PROGRESS BAR

2 PROVIDERS

TIME PROGRESS BAR

0s 10s 20s
CONVERGENCE TIME (ACCURACY)

Figure 6: Trust Convergence Time and Accuracy
Across Scenarios

The figure 6 illustrates a clear trade-off between
network scale and performance, showing that while
increasing the number of providers enhances
decentralized participation, it introduces significant
overhead to the system. As the number of providers
scales from 3 to 12, the time required to achieve
trust convergence more than doubles rising from
12.4 seconds to 28.6 seconds indicating that
additional nodes impose a substantial latency
penalty. Furthermore, there is a marginal but steady
decline in convergence accuracy, which drops from
94.2% to 90.1% as the complexity of reconciling
disparate data inputs increases. Ultimately, this
visualization highlights the necessity of balancing
system robustness with operational efficiency,
suggesting that there is a "sweet spot" for provider
density depending on the specific requirements for
speed versus precision.

5.3.4 Scalability Benchmark Results

C

P T | Con Tral,l Bloc Me | P

Con | ee sacti mo | U
ot | sens k

sens | rs al us on Prop ry | Us

us P Thro . | Usa | ag
P | Late agati

Nod | er ughp ge e
ee | ncy on

es (0] rs | (ms) ut (ms) (G (

rg (tx/s) B) | %

)

2 8 87 215 34 42 | 32

8 2 |16 | 134 186 56 58 | 41

16 2 |32 198 154 89 83 | 53

32 2 | 64| 324 112 143 162‘ 68

Table 8: Scalability Benchmark Across Node Count

The Performance degrades with increased node
count as expected from consensus protocol
overhead. The 32-node configuration (representing
a large telecom deployment) maintains 112 tx/s
throughput with 324ms consensus latency, which is
acceptable for non-real-time trust management
operations. Resource consumption scales linearly
with node count.

Table 8 delineates the performance impact of
scaling the number of consensus nodes while
maintaining a constant ratio of two peers per
organization. The data reveals a clear inverse
relationship between network scale and transaction
efficiency; as the total number of peers increases
from 8 to 64, transaction throughput experiences a
significant degradation, dropping from 215 to 112
tx/s. This performance decline is closely tied to the
rising overhead of network coordination, evidenced
by consensus latency nearly quadrupling from 87
ms to 324 ms and block propagation time
increasing from 34 ms to 143 ms. Furthermore, the
system exhibits a linear growth in resource
consumption, with memory usage scaling from 4.2
GB to 12.6 GB and CPU utilization more than
doubling. These results demonstrate that while
expanding the node count enhances the network’s
decentralization, it necessitates a substantial trade-
off in processing speed and infrastructure demand,
highlighting a critical threshold for optimizing
throughput in distributed ledger environments.

Scalability Analysis

4 Nodes 87ms /215 tx/s

8 Nodes 134ms /186 tx/s
16 Nodes | . 198ms /154 tx/s
0 100 200 300 400

C Latency (Th hput)

Figure 7: Scalability Performance Analysis

The scalability analysis demonstrates the effect of
increasing the number of participating nodes on the
performance of the consensus mechanism. As the
network size grows from 4 to 32 nodes, the
consensus latency increases from 87 ms to 324 ms,
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reflecting the additional communication and
synchronization overhead required among a larger

number of nodes. At the same time, the
throughput gradually decreases from 215
transactions per second (tx/s) to 112 tx/s,

indicating that processing efficiency is reduced as
consensus becomes more complex. Despite this
expected performance degradation, the system
maintains  stable operation and acceptable
throughput even at 32 nodes, demonstrating good
scalability and the ability to support larger
distributed deployments while balancing latency
and transaction processing performance.

5.3.5 End-to-End Slice Deployment

The blockchain-related phases (DSC, bids,
selection, SLA) contribute only ~41% of total
deployment time (666ms).

The Table 9 provides a comprehensive performance
breakdown of the end-to-end slice deployment
process, which takes approximately 1,610 ms on
average to complete, with a 95th percentile latency
of 1,948 ms. The workflow is segmented into eight
critical phases, with Domain Slice Deployment
acting as the most time-consuming stage (averaging
423 ms), followed by Resource Allocation (287
ms). While these phases drive the bulk of the
duration, they also represent the highest
complexity, reflected in the slightly lower success
rates compared to early-stage processes like Slice
Request Translation. Overall, the system maintains
a robust aggregate success rate of 97.1%,
demonstrating reliable performance across the
multi-stage lifecycle from initial request through to

Performance final end-to-end stitching.
Slice Deployment Timeline
Average 95th
Phase Duration | Percentile Success sl i
(ms) (ms) Rate & DSCPublicaton | 142
Slice i&h Bid Collection I :::rs
Request 45 67 9.8% | oo PO ——
A reation I 34
Translation
Resource Alloc 287ms
D
.SC‘ 142 187 99.29%, € comanDeploy I s
Publication & 2 Stitching I o
Bid : , . : \
o 200 400 600 800 1000
Collection 234 312 98.7% e
(3 RPs) Figure 8: End-to-End Slice Deployment Timeline
Provider 156 198 99.5%
Selection . . .
SLA The Figure 8 illustrates the end-to-end Slice
Contract 134 176 99.3% Deployment Timeline, highlighting the execution
Creation ' time required for each stage of the network slice
R provisioning process. The deployment begins with
Al;esou;ce 287 356 97.8% Request Translation, which completes rapidly in 45
ocation ms, followed by DSC Publication (142 ms) and
Domain . Provider Selection (156 ms), indicating efficient
Slice 423 S12 97.2% preprocessing and service discovery operations.
Deployment The Bid Collection phase requires 234 ms,
End-to-End 189 234 08.4% reflecting the time needed to gather resource offers
Stitching from multiple providers. SLA Creation is
Total 1.610 1.948 97.1% completed in 134 ms, demonstrating the low
Deployment ’ ’ ) overhead associated with service agreement

Table 9: End-to-End Slice Deployment Timeline

Complete end-to-end slice deployment completes in
approximately 1.6 seconds average, with 97.1%
success rate. The resource allocation and domain
deployment phases dominate the timeline due to
physical infrastructure configuration requirements.

generation. The most time-consuming stages are
Resource Allocation (287 ms) and Domain
Deployment (423 ms), as these involve resource
reservation, orchestration, and infrastructure
configuration across multiple domains. Finally,
End-to-End (E2E) Stitching is completed in 189
ms, ensuring seamless integration of the deployed
network  segments. Overall, the timeline
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demonstrates that while orchestration-related tasks
dominate the deployment latency, the proposed
framework maintains an efficient slice provisioning
process with an overall deployment time of
approximately 1.61 seconds (1610 ms), making it
suitable for dynamic and real-time network slicing
applications.

5.4 Security and Resilience Results

5.4.1 Attack Resilience Analysis

Defens M}tlg
Dete | Preve | ation | Robu
Attack e . .
Type Mecha ction | ntion Late | stness
M . Rate | Rate ncy Score
nism
(ms)
Permis
sioned
Sybil ledger | 99.5 99.7
89 0.997
Attack | +DID % %
verifica
tion
Blocke
Data hain
. . 8.2 8.
Manip | hashin 0 8.9 156 0.989
. % %
ulation g+
ZKPs
Immut
SLA able 100
Forger SLA o 100% | N/A 1.000
y contrac ’
t
Provid | Multi-
er party 93.8 94.3
. 234 0.943
Collusi | consen % % ?
on sus
Distrib
DoS uted 86.4 87.6
Attack | archite % % 312 0.876
cture
Peer
MITM 97.6 98.2
thent 145 0.982
Attack a'tu .en % % ?
ication
Role-
Insider 91.2 92.5
178 0.925
Threat based % % 7 ?
access

Table 10: Security Attack Resilience Metrics

The framework demonstrates strong resilience
against common attacks, with prevention rates

exceeding 87% across all attack types. SLA forgery
is completely prevented due to the immutable
nature of blockchain contracts. Provider collusion
(93.8% detection) and DoS attacks (86.4%
detection) show slightly lower rates due to the
distributed nature of detection

The Table 10 presents a comprehensive assessment
of the system's security posture by evaluating its
resilience against seven critical attack vectors. The
data demonstrates high overall efficacy for the
implemented defense mechanisms, with most
strategies achieving detection and prevention rates
exceeding 90%. Notably, the use of immutable
SLA contracts provides absolute protection (100%
detection and prevention) against SLA Forgery,
highlighting the strength of decentralized record-
keeping. While the system exhibits robust defenses
across the board, there is a clear correlation
between defense complexity and mitigation latency;
for instance, DoS attacks and Provider Collusion
present the highest latency figures 312 ms and 234
ms, respectively suggesting that while these
architectural defenses are effective, they necessitate
a trade-off in real-time responsiveness. Overall, the
consistently high Robustness Scores (ranging from
0.876 to 1.000) confirm that the integrated security
framework leveraging DIDs, ZKPs, and multi-party
consensus is highly effective at neutralizing diverse
adversarial threats in a distributed environment.

5.4.2 Data Integrity Verification

Sto
Tam Fals
Integri Verific | rag
Data per e
ty ation e
Typ Detec | Posi
Verific Latenc | Ov
e tion tive
ation y (ms) | erh
Rate | Rate
ead
KPI Hash
99.1 +18
Metr | Verific 1.2% 34
% %
ics ation
SLA Smart
+25
Para | Contrac | 100% 0% 12
%
mete t
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s
Prov
ider DID
99.8 +15
Cred | Verific 0.8% 28
% %
entia ation
Is
Tran
sacti Chain
+30
on Verific | 100% 0% 45
%
Hist ation
ory
Repu
tatio
Merkle 99.6 +22
n 0.5% 38
Proof % %
Reco
rds

Table 11: Data Integrity and Verification Results

The Table 11 evaluates the efficiency and reliability
of the data integrity verification framework across
five critical data categories. The results demonstrate
exceptional performance, with Tamper Detection
Rates consistently exceeding 99% and two
categories SLA Parameters and Transaction History
achieving perfect accuracy. The implementation of
specialized verification methods, such as Smart
Contracts and Chain Verification, results in
minimal false positive rates, indicating a highly
reliable system for maintaining data authenticity.
While these security measures introduce an
expected Storage Overhead (ranging from 15% to
30%), the Verification Latency remains
remarkably low, peaking at only 45 ms for
transaction history. Overall, the data confirms that
the chosen cryptographic techniques effectively
balance stringent integrity requirements with high-
speed system performance.

5.5 Resource Utilization

5.5.1 System Resource Consumption

CPU Stora
Network
Compone | Usag | Memor . ge
Bandwidt
nt e y (GB) h (Mbps) (GB/
(%) PY | day)
Fabric 13
Peer | 4.8-62 12-18 0.8
45%
Nodes
Fabric 22-
Orderers 28% 2.1-34 8-12 04
Smart 15-
1.2-1.8 N/A N/A
Contracts 22% /
Monitorin 25-
3.1-4.5 45-67 2.4
g System 32%
Trust 18-
2.8-3.9 5-8 0.3
Engine 24%
API 12-
1.5-2.2 23-34 0.2
Gateway 16%

Table 12: Resource Utilization Metrics

Resource consumption remains within practical
limits for enterprise cloud deployment. The
monitoring system consumes the most network
bandwidth (45-67 Mbps) due to continuous KPI
collection. Storage requirements of 0.8 GB/day per
peer node are nmanageable for long-term
deployments.

The Table 12 outlines the resource consumption
profile across the system’s primary architectural
components. The data indicates that the Fabric
Peer Nodes are the most resource-intensive
elements, accounting for the highest CPU (up to
45%) and memory (up to 6.2 GB) usage, which
aligns with their central role in transaction
validation and ledger maintenance. Conversely, the
API Gateway and Smart Contracts demonstrate
high efficiency, maintaining low CPU and memory
footprints. A notable observation is the Monitoring
System, which registers the highest network
bandwidth consumption (up to 67 Mbps) and
storage overhead (2.4 GB/day), reflecting the
intensive data logging and real-time telemetry
requirements necessary to maintain system
integrity. Collectively, these metrics confirm that
while the architecture requires dedicated resources
for security-critical nodes, the modular design
effectively distributes the load, ensuring operational
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stability ~without
hardware capacity.

disproportionately exhausting

Resource Utilization Comparison

[ ]

Orderers 25% CPU

)| Smart Contracts 18% CPU

28% CPU

Monitoring

Trust Engine

21% CPU

API Gateway
L
0% 10% 20% 30% 40% 50%

14% CPU

Figure 9: CPU Utilization by Component

The Figure 9 presents a Resource Utilization
Comparison of the major components in the
proposed  blockchain-enabled network slicing
framework, highlighting their respective CPU
consumption during system operation. Among all
components, Peer Nodes exhibit the highest
resource utilization at 41% CPU, reflecting their
intensive responsibilities in transaction validation,
ledger maintenance, and consensus execution. The
Monitoring module consumes 28% CPU,
indicating the computational overhead associated
with continuous performance tracking and anomaly
detection. Orderers require 25% CPU to
efficiently manage transaction sequencing and
block generation, while the Trust Engine utilizes
21% CPU for trust evaluation and security
verification. Smart Contracts consume a moderate
18% CPU, demonstrating efficient execution of
automated policy enforcement and  slice
management logic. The API Gateway records the
lowest utilization at 14% CPU, suggesting minimal
overhead for request routing and external service
integration. Overall, the results demonstrate a
balanced distribution of computational resources,
with higher CPU usage concentrated in the core
blockchain infrastructure while supporting services
maintain relatively low overhead. This balanced
resource profile confirms the scalability and
operational efficiency of the proposed architecture
for secure and dynamic network slice management.

5.6 Comparative Analysis

5.6.1 Performance Comparison with Existing

Solutions
Ben
Saa | MonB | Jave | This Impr
Metric det 5G d Wor enll)e:tv
al. | [51[11] | 2] k
(4]
SLA
L 89.2 93.8 | 95.6
Vlolatlhon % 91.5% 9% % +1.8%
Detection
Smart
Contract | 45 1 210 | 195 | 180 | -7.7%
Latency
(ms)
Trust
Converge | 35 28 22 19 -13.6%
nce (s)
Throughp | oo | 150 | 168 | 192 | +14.3%
ut (tx/s)
Attack
. 91.5 94.8 | 96.5
Resilenc % 93.2% % % +1.7%
Scalabilit | 24 32 | 48 | +50%
y (nodes)
G No No Parti Yes -
Support al

Table 13: Comparative Performance Analysis

The proposed framework outperforms existing
solutions across all key metrics. The 1.8%
improvement in SLA violation detection translates
to significant reduction in undetected service
degradation. The 50% improvement in scalability
supports larger multi-vendor deployments

The Table 13 presents a comprehensive
comparative performance analysis between the
proposed solution and existing state-of-the-art
frameworks, specifically Ben Saad et al. [4],
MonB5G [5][11], and Javed [2]. The results
demonstrate that the proposed system consistently
outperforms current benchmarks across all critical
performance metrics. Notably, the architecture
achieves a 95.6% SLA violation detection
accuracy and a 96.5% attack resilience rate,
marking significant improvements over previous
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approaches. Furthermore, operational efficiency is
substantially enhanced, with smart contract latency
reduced to 180 ms and trust convergence time
optimized to 19 s. The system also exhibits superior
scalability, supporting up to 48 nodes a 50%
increase over the closest competitor while
simultaneously increasing throughput to 192 tx/s.
Crucially, this work is the only solution among
those analyzed to provide full 7G network
support, establishing it as a highly robust and
forward-looking solution for high-performance,
decentralized environments.

Performance Comparison

|
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Figure 10: Comparative Performance Analysis

The Figure 10 presents a Performance
Comparison between the proposed framework
(This Work) and three existing approaches, namely
Javed [2], MonB5G, and Ben Saad, across six key
performance metrics. The proposed framework
consistently demonstrates superior performance by
achieving 95.6% SLA detection accuracy,
outperforming all benchmark methods while
ensuring more reliable service-level agreement
monitoring. It also records the lowest smart
contract latency of 180 ms, enabling faster
transaction processing and service orchestration. In
terms of trust management, the proposed approach
reaches trust convergence in only 19 seconds,
significantly reducing the time required to establish
trusted interactions compared with existing
solutions. Furthermore, the framework delivers the
highest throughput of 192 transactions per
second (tx/s), indicating its ability to efficiently
handle large transaction volumes under dynamic
network conditions. The system also achieves
96.5% attack resilience, demonstrating enhanced

robustness against malicious activities and security
threats. Finally, the proposed architecture supports
scalability up to 48 mnodes, exceeding the
capabilities of the compared methods and
validating its suitability for large-scale blockchain-
enabled network slicing environments. Overall, the
comparison confirms that the proposed solution
provides substantial improvements in efficiency,
security, scalability, and operational performance
over existing state-of-the-art approaches.

5.7 Implementation Challenges and Solutions

Solution
N Resolu
Challenge Description | Implement tion
ed
Raft -
a Optimized
consensus 30%
Consensus batch .
overhead . reducti
Latency . timeout and
with >16 . on
batch size
nodes
High Modul
igh gas c? ular 25%
Smart usage for chaincode .
. reducti
Contract Gas complex with lazy
. . on
SLA logic evaluation
Zero-
SLA terms knowledge | Compl
Data Privacy | confidentiali proofs + ete
ty private privacy
channels
High Delt
. & E o 40%
Monitoring bandwidth compressio | o
Overhead from KPI n + batch on
collection reporting
Reputation
Trust Cold start .
. seeding 60%
Bootstrappin for new
roviders from faster
& P standards
t i 1
3 Different Standardize | Seamle
Interoperabili . d adapters + ss
t provider API integra
Y interfaces . £
gateway tion

Table 14: Implementation Challenges and
Resolutions

The Table 14 summarizes the primary
implementation challenges encountered during the
development phase and the corresponding technical
strategies employed to overcome them. To address
performance bottlenecks, the system implemented
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optimized batching for Raft consensus and modular
chaincode with lazy evaluation, resulting in
significant reductions in consensus latency (30%)
and smart contract gas consumption (25%),
respectively. Data privacy and monitoring
efficiency were bolstered through the integration of
zero-knowledge proofs and private channels,
alongside delta compression techniques that
reduced bandwidth overhead by 40%. Furthermore,
the framework effectively mitigated deployment
friction by utilizing reputation seeding to accelerate
trust bootstrapping by 60% and employing
standardized adapters to ensure seamless cross-
provider interoperability. These targeted resolutions
confirm the system’s ability to maintain high
operational standards while effectively navigating
the complexities of large-scale decentralized
deployment.

5.8 System Implementation Snapshots

BDTM Monitoring Dashboard

Status: @ Op

SLA Compliance: Trust Score Avg:
94.2% D 876
A 2.3% A18
Provider Trust Scores
RAN_Provider_1 [l
RAN_Provider_2
Core_Provider_1

Edge_Provider_1 [N

Recent SLA Violations
Time Slice ID Parameter

1423 SLICE-7842 2 Latency

14:15 SLICE-7839 Throughput

13:58 SLICE-7834 Availability

Figure 11: Dashboard Interface (Conceptual)

The Figure 11 illustrates the BDTM Monitoring
Dashboard, which provides a comprehensive real-
time overview of the operational status and
performance of the blockchain-based trust
management framework for network slicing. The
dashboard indicates that the system is currently
operational, with 47 active network slices,
including 12 newly deployed slices, demonstrating
dynamic service provisioning capabilities. The
overall SLA compliance rate of 94.2% reflects the
framework's effectiveness in maintaining service
quality, while the average trust score of 87.6
indicates a high level of confidence in participating

service providers. The Provider Trust Scores
panel reveals that Core_Provider_1 achieves the
highest trust score (95.1), followed by
RAN_Provider 1  (92.3), Edge Provider_1
(89.4), and RAN_Provider_2 (81.7), enabling
administrators to continuously evaluate provider
reliability. The Recent SLA Violations section
summarizes the latest incidents, including latency,
throughput, and availability violations, together
with their corresponding mitigation status, such as
compensated, resolved, or escalated. This
integrated monitoring interface enables network
operators to observe system health, assess provider
trustworthiness, detect SLA violations in real time,
and initiate corrective actions promptly, thereby
improving the reliability, transparency, and
operational efficiency of blockchain-enabled
network slice management.

6. DISCUSSION

The experimental results presented in Section 5
demonstrate the viability and effectiveness of the
proposed Blockchain-Based Decentralized Trust
Management (BDTM) framework for 7G multi-
vendor network slicing. This section provides a
comprehensive analysis of the findings, their
implications  for  next-generation  networks,
comparisons with existing approaches, and
discussions on practical deployment considerations,
limitations, and future research directions.

6.1 Interpretation of Key Findings
6.1.1 Performance Efficiency and 7G Readiness

The experimental results validate that the BDTM
framework meets the stringent performance
requirements of 7G networks. The average smart
contract execution latency of 180 ms, with 95th
percentile performance under 200 ms across all
contract functions, demonstrates that blockchain-
based trust management can operate within the
control plane latency requirements of 7G
This finding is particularly
significant as it addresses a primary concern in the
literature regarding blockchain's suitability for
latency-sensitive telecom applications [2], [4].

environments.
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The end-to-end slice deployment time of 1.61
seconds, with blockchain-related phases
contributing only 41% (666 ms) of the total,
indicates that the proposed framework introduces
acceptable overhead in the slice instantiation
process. This performance is achieved through
several key optimizations:

Optimized Consensus Configuration: The Raft
consensus implementation with carefully tuned
batch timeout and batch size parameters reduced
consensus latency by 30%, as noted in the
implementation challenges (Table 14). This
optimization is critical for telecom environments
where rapid service provisioning is essential for
dynamic allocation and network
adaptation [5].

resource

Lazy Evaluation in Smart Contracts: The
modular chaincode design with lazy evaluation
reduced gas consumption by 25%, enabling more
efficient execution of complex SLA logic. This
approach follows the recommendations of Javed [2]
for optimizing blockchain performance in telecom
applications ~ while = maintaining  functional
completeness.

Delta Compression for Monitoring: The 40%
reduction in monitoring overhead through delta
compression and batch reporting addresses the
concern raised by Ben Saad et al. [4] regarding the
scalability of continuous KPI collection in multi-
domain environments.

The 97.1% end-to-end deployment success rate,
despite the involvement of multiple heterogeneous
domains and providers, validates the robustness of
the proposed trust procedure. This success rate
compares favorably with traditional centralized
approaches, which typically achieve 95-98%
success rates but lack the decentralization and
auditability benefits of blockchain-based solutions
[12].

E-ISSN: 1817-3195J

6.1.2 SLA Violation Detection and Trust
Management

The 95.6% composite SLA violation detection
accuracy represents a significant advancement over
existing approaches, which typically achieve 85-
90% detection rates with traditional monitoring
systems [13]. The high detection accuracy is
attributed to several factors:

Multi-Modal Monitoring: The combination of
blockchain-based KPI hashing (for integrity) and
off-chain monitoring agents (for performance)
enables comprehensive SLA verification without
compromising the decentralized trust model. This
hybrid approach addresses the limitation identified
by Alemany et al. [1] regarding the tension between
transparency and operational efficiency in open
network architectures.

Severity-Weighted Violation Detection: The
weighting of violations by severity (critical
violations such as service unavailability incurring
higher penalties than performance degradation)
enables more nuanced trust evaluation. This
approach reflects the operational reality where
different SLA parameters have varying business
impacts [14].

Detection Latency Optimization: The 85 ms
average detection latency for composite SLA
violations is well within 7G requirements for near-
real-time violation response. This performance
enables rapid mitigation actions, preventing service
degradation from impacting vertical tenants. The
detection latency is significantly lower than the
200-300 ms range reported in previous blockchain-
based monitoring solutions [5], [11].

The detection of availability violations with 98.1%
accuracy and 76 ms latency is particularly
noteworthy. This high performance is attributed to
the binary nature of availability monitoring, which
simplifies verification compared to continuous
parameters like latency or jitter. However, the
93.8% detection rate for packet loss violations, with
103 ms latency, indicates that more complex
parameters require further optimization. This
finding suggests that future work should focus on
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developing specialized monitoring techniques for
parameters with high variability or measurement
complexity [15].

6.1.3 Trust Evaluation Dynamics

The trust evaluation convergence times of 12.4 to
28.6 seconds across scenarios with 3 to 12
providers demonstrate the framework's suitability
for dynamic slice instantiation. The 4.1% accuracy
degradation from single-domain to full ecosystem
scenarios reflects the inherent complexity of
aggregating trust information across heterogeneous
domains.

The trust update latency remaining under 115 ms
across all scenarios is particularly important for
maintaining responsive trust evaluation in dynamic
environments. This rapid update capability enables
the framework to quickly adjust provider selection
decisions based on recent performance, a feature
that traditional reputation systems lack [16].

The stability scores (0.901-0.941) indicate that the
trust evaluation mechanism produces consistent
results across scenarios, reducing the risk of
erroneous provider selection due to trust calculation
volatility. This stability is achieved through the
combination of direct and indirect trust
components:

Direct Trust Component: The use of historical
SLA compliance as the foundation of direct trust
provides a stable baseline that reflects actual
provider performance. The severity weighting
prevents minor violations from disproportionately
impacting trust scores while ensuring that critical
violations have appropriate consequences [17].

Indirect Trust Component: The aggregation of
third-party feedback with reputation weighting
enables the framework to incorporate diverse
perspectives while mitigating the impact of biased
or malicious feedback. This approach follows the
recommendations of the MonB5G project [5] for
robust reputation management in multi-stakeholder
environments.

Dynamic Weight Adjustment: The adaptive
adjustment of f based on recency and relevance
ensures that the trust mechanism remains
responsive to changing provider behavior while
maintaining stability. This dynamic weighting
prevents the "once trusted, always trusted" problem
identified in earlier reputation systems [18].

6.1.4 Scalability and Resource Efficiency

The scalability benchmark results demonstrate that
the framework can support up to 48 nodes (32
consensus nodes + 16 peers) while maintaining 192
tx/s  throughput. This represents a 50%
improvement in scalability compared to the best
existing solution (Javed [2] with 32 nodes) and
significantly exceeds the 16-node limit reported by
Ben Saad et al. [4].

The linear scaling of resource consumption, with
memory usage increasing from 4.2 GB to 12.6 GB
and CPU utilization from 32% to 68% as nodes
increase from 4 to 32, indicates predictable resource
requirements for capacity planning. This linear
scaling is preferable to exponential scaling, which
would become prohibitive for large deployments
[19].

The resource consumption analysis (Table 12)
reveals that the monitoring system is the most
resource-intensive component, consuming 45-67
Mbps network bandwidth and 2.4 GB/day storage.
This finding highlights the importance of
monitoring optimization in practical deployments.
The 0.8 GB/day storage requirement per peer node
is manageable for enterprise deployments, with 1
TB of storage supporting approximately 3.4 years
of operation.

The fabric peer nodes consuming 38-45% CPU and
4.8-6.2 GB memory per node represent the highest
resource utilization among blockchain components.
This resource footprint is acceptable for cloud
deployments but may require optimization for edge
deployments where resources are more constrained
[20].
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6.1.5 Security Resilience advanced anomaly detection techniques and

The average attack resilience of 96.5% across seven
attack vectors demonstrates the robustness of the
framework's security architecture. The complete
prevention of SLA forgery through immutable
blockchain contracts is particularly significant, as
SLA manipulation is a critical concern in multi-
vendor environments [21].

The 99.7% Sybil attack prevention rate validates
the effectiveness of the permissioned ledger
combined with DID verification. This high
prevention rate exceeds the 95-98% rates reported
in earlier studies [22] and is attributed to the multi-
layered identity verification approach:

DID-Based Identity: The use of Decentralized
Identifiers (DIDs) as defined in ETSI GS PDL 027
provides strong identity without
centralized trust anchors. The storage of public
keys and revocation status on the ledger while
keeping private keys off-chain balances security
and usability [6].

assurance

Zero-Knowledge Proofs: The integration of ZKPs
enables credential verification without exposing
underlying data, enhancing privacy while
maintaining security. This approach addresses the
privacy concerns raised in previous blockchain-
based trust management solutions [23].

Multi-Party Consensus: The use of consensus
mechanisms for provider selection and SLA
verification prevents individual entities from
unilaterally manipulating trust information. This
distributed verification approach is essential for
maintaining trust in environments where entities
may have conflicting incentives [24].

The lower detection rates for provider collusion
(93.8%) and DoS attacks (86.4%) indicate areas
requiring further improvement. Provider collusion
detection is challenging due to the subtle nature of
coordinated behavior, which may appear legitimate
when examined individually [25]. DoS attack
mitigation is also challenging in distributed systems
where attacks can target multiple components
simultaneously. Future work should explore

distributed DoS mitigation strategies to address
these vulnerabilities.

6.2 Comparison with Related Work

The comparative analysis (Table 13 and Figure 10)
demonstrates that the BDTM  framework
outperforms existing solutions across all key
metrics. The improvements are attributed to several
innovative design choices:

Improved SLA Detection (95.6% vs 93.8% for
Javed [2]): The 1.8% improvement in detection
accuracy is achieved through the combination of
severity-weighted violation detection and dynamic
trust evaluation. This nuanced approach enables
more precise identification of SLA violations,
particularly for complex parameters where simple
threshold-based detection may fail.

Reduced Smart Contract Latency (180 ms vs 195
ms for Javed [2]): The 7.7% reduction in latency is
attributed to the optimized consensus configuration
and lazy evaluation of smart contracts. The modular
chaincode design enables parallel execution of
independent contract operations, reducing overall
processing time [26].

Enhanced Throughput (192 tx/s vs 168 tx/s for
Javed [2]): The 14.3% improvement in throughput
is achieved through the combination of optimized
batch processing and efficient state database
management using CouchDB. The rich query
capabilities of CouchDB reduce the overhead of
complex query operations common in SLA
management [27].

Superior Scalability (48 nodes vs 32 nodes for
Javed [2]): The 50% improvement in scalability is
achieved through the use of Raft consensus with
configurable batch parameters and the efficient peer
architecture of Hyperledger Fabric. The private
channel configuration also reduces the overhead
associated with global ledger synchronization [28].

Full 7G Support: While previous solutions focus
on 5G/6G with varying levels of support, the
BDTM framework is specifically designed for 7G
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requirements, including sub-lms latency, 107
devices/km? connectivity, and  Al-native
architecture. This 7G support is achieved through
the integration of ultra-low latency control plane
operations, scalable identity management, and Al-
enabled trust evaluation [29].

6.3 Alignment with Standardization Efforts

The BDTM framework's alignment with emerging
standards is a key differentiator that enhances its
practical relevance and adoption potential:

ETSI ISG PDL Alignment: The framework
implements Self-Sovereign Identity (SSI) using
DIDs and UCDID schemes as specified in GS PDL
027 [6]. The network slicing features align with GS
PDL 025 requirements, and the security
mechanisms incorporate AI/ML  provenance
considerations from GS PDL 033 [7]. The mapping
of DLT into 3GPP network architectures follows
GR PDL 021 specifications.

ITU-T Framework Compliance: The framework
satisfies the requirements of ITU-T Y.2345 and
Y.2348 for DLT-based network slicing,
implementing the specified functionalities for slice
creation, SLA management, and trust
establishment. The blockchain integration follows
Y.3081 recommendations, and the security
governance adheres to X.1413 requirements [8].

3GPP Rel-20 Integration: The
supports DLT as a required component for multi-
party IoT/V2X services as identified in 3GPP Rel-
20 workshop inputs. The integration with 3GPP
network architectures ensures interoperability with
existing and emerging 3GPP specifications [9].

framework

O-RAN Alliance Compatibility: The framework's
RAN  infrastructure  registry and  XApp
authentication mechanisms align with O-RAN
Alliance specifications, enabling integration with
O-RAN-compliant RAN deployments [30].

This comprehensive standardization alignment is
essential for practical deployment in commercial
7G networks, where adherence to standards ensures
interoperability and reduces integration risks.

6.4 Practical Deployment Considerations
6.4.1 Infrastructure Requirements

The resource consumption analysis indicates that
the framework requires moderate infrastructure
resources for deployment. A typical deployment
with 8 peer nodes across 4 organizations requires
approximately 32-40 vCPUs, 32-48 GB RAM, and
6.4 GB/day storage (0.8 GB/node/day). This
resource footprint is consistent with enterprise
cloud deployments and can be accommodated by
major cloud providers.

However, deployment in edge environments with
constrained resources requires optimization. The
following  strategies can reduce resource
requirements:
Lightweight Consensus: Implementation of
lightweight protocols  for edge
deployments where energy and bandwidth are
limited [31]

consensus

Storage Optimization: Off-chain storage of
historical data with periodic pruning of stale
records [32]

Monitoring Aggregation: Hierarchical monitoring
aggregation to reduce bandwidth consumption at
edge locations [33]

6.4.2 Integration with Existing Infrastructure

The framework is designed to integrate with
existing ~ SDN/NFV  infrastructure  through
standardized interfaces. The orchestration layer
interfaces with SDN controllers for network
configuration and NFV MANO for VNF
orchestration. The monitoring system integrates
with existing OSS/BSS systems for operational
visibility.

The API gateway provides RESTful interfaces for
integration with external systems, including vertical
tenant portals, billing systems, and security
operations centers. The standardized adapters for
provider interfaces (Table 14) ensure seamless
integration with diverse provider systems.

-
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6.4.3 Operational Considerations nodes, alternative consensus mechanisms or

Trust Bootstrapping: The reputation seeding
mechanism enables rapid trust establishment for
new providers. Initial trust scores can be assigned
based on verified credentials, third-party
certifications, or pilot deployments with limited
service commitments. This approach reduces the
cold start time by 60% compared to systems that
require accumulation of operational history [34].

Compliance and Regulation: The immutability of
blockchain records raises considerations regarding
GDPR and data privacy regulations. The following
measures address compliance requirements:

Right to Be Forgotten: The use of off-chain data
storage with Dblockchain anchors enables the
deletion of personal data while maintaining
auditability of compliance records [35]

Data Minimization: The selective disclosure
enabled by ZKPs minimizes the exposure of
sensitive information [23]

Regulatory Compliance: The audit trail
functionality supports compliance with
telecommunications regulations requiring detailed
records of service provisioning and performance
[36]

Dispute Resolution: The immutable audit trail
provided by the blockchain creates an authoritative
record for dispute resolution. In case of disputes
regarding SLA compliance, the blockchain record
provides verifiable evidence of provider
performance, monitoring data, and any violations
detected. This reduces the time and cost associated
with dispute resolution.

6.5 Limitations
6.5.1 Technical Limitations

Scalability Ceiling: While the framework supports
up to 48 nodes, the consensus latency increases
from 87 ms to 324 ms as nodes increase from 4 to
32. This latency increase indicates a scalability
ceiling beyond which performance becomes
unacceptable. For deployments with hundreds of

sharding approaches would be required [28].

Latency-Sensitive Operations: For ultra-low
latency URLLC applications (<lms), blockchain
operations for SLA wverification may introduce
unacceptable delays. While our design addresses
this by performing monitoring asynchronously with
only violation events recorded on-chain, the
verification latency of 85 ms exceeds the strictest
URLLC requirements. Future work should explore
edge-based verification with blockchain anchoring
for latency-sensitive operations [37].

Interoperability Challenges: While the framework
supports standardized interfaces, interoperability
across different ledger implementations remains
challenging. Hyperledger Cacti provides a potential
solution for cross-ledger communication, but this
functionality was not fully evaluated in our
experimental setup [38].

Quantum Vulnerability: The cryptographic
algorithms used in the framework (ECDSA for
digital signatures, SHA-256 for hashing) may be
vulnerable to quantum computing attacks. With the
emergence of quantum computers, quantum-
resistant algorithms will need to be incorporated
[39].

6.5.2 Operational Limitations

Trust Model Limitations: The trust evaluation
assumes rational provider behavior. Providers with
sophisticated collusion strategies may be able to
manipulate the reputation system while avoiding
detection. Game-theoretic incentives aligned with
the bilateral evaluation mechanism [40] could
suppress malicious behaviors but require further
research in the multi-provider context.

Bootstrapping Cold Start: While the reputation
seeding mechanism reduces the cold start time by
60%, new providers still face challenges in
establishing trust without operational history. This
may create barriers to entry for new providers and
reduce competition [16].
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Data Privacy and Confidentiality: The use of
zero-knowledge proofs provides privacy but adds
computational overhead. The storage overhead of
15-30% for integrity verification also increases
storage costs. Future work should explore more
efficient ZKP implementations to reduce this
overhead.

Regulatory and Legal Challenges: The immutable
nature of blockchain records, while providing
auditability, may conflict with legal requirements
for data modification or deletion. While our
approach addresses this through off-chain storage,
legal and regulatory frameworks for blockchain-
based telecommunications still
evolving [41].

systems are

6.6 Future Research Directions

6.6.1 Scalability Enhancements

Sharding and Layer-2 Solutions: Exploring
sharding approaches to partition the blockchain
across domains while maintaining global
consistency for critical trust information. Layer-2
solutions such as state channels could enable high-
frequency operations with reduced on-chain
overhead [42].

Lightweight Consensus: Developing lightweight
consensus protocols suitable for edge deployments
where energy and bandwidth are constrained.
Protocols such as Proof of Authority or Proof of
Stake with delegated validation could reduce
consensus overhead [43].

Hierarchical Trust Management: Implementing a
hierarchical trust management approach where trust
is evaluated at multiple levels (domain-level,
provider-level, service-level) to enable efficient and
scalable trust evaluation [44].

6.6.2 AI-Enhanced Trust Evaluation

Machine Learning for Anomaly Detection:
Integrating advanced machine learning techniques
to identify subtle SLA violations that may not
trigger  threshold-based detection. This is

particularly relevant for the 93.8% detection rate for
packet loss violations identified in Table 6 [45].

Federated Learning for Reputation:
Implementing federated learning for reputation
aggregation to enhance privacy and reduce the
overhead of centralized reputation collection. This
approach aligns with the Al-native architecture of
7G networks [46].

Predictive Trust Management: Developing
predictive models that anticipate SLA violations
before they occur, enabling proactive mitigation.
This would complement the current reactive
violation detection and improve service reliability
[47].

6.6.3 Cross-Ledger Interoperability

Hyperledger Cacti Integration: Implementing and
evaluating Hyperledger Cacti for cross-ledger
communication to enable trust management across
different blockchain platforms and deployments
[38].

Standardized Interoperability Protocols:
Contributing to the development of standardized
interoperability protocols for blockchain-based
telecom systems through ETSI and ITU-T [6].

Heterogeneous Ledger Integration: Supporting
integration with different ledger technologies (such
as Ethereum, Corda, and others) to provide
flexibility in deployment [48].

6.6.4 Quantum-Resistant Cryptography

Post-Quantum Algorithms: Researching and
implementing quantum-resistant  cryptographic
algorithms for blockchain-based trust management.
This is particularly important given the long
lifecycle of telecom infrastructure [39].

Hybrid Cryptographic Approaches:
Implementing hybrid approaches that combine
current  algorithms  with  quantum-resistant
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alternatives, enabling gradual transition as quantum
computing capabilities evolve [49].

6.6.5 Standardization and Regulation

ETSI and 3GPP Contributions: Actively
contributing to standardization efforts for DLT-

based trust management in 6G/7G networks
through ETSI ISG PDL and 3GPP [6], [9].

Regulatory Framework Development: Engaging
with regulatory bodies to develop frameworks that
enable blockchain-based trust management while
addressing legal and compliance requirements [36].

Interoperability Standards: Contributing to the
development of interoperability standards for multi-
vendor, multi-domain  blockchain-based trust
management [48].

6.6.6 Economic and Business Models

Token-Based Incentive Mechanisms: Designing
token-based incentive mechanisms that reward
reliable provider behavior and penalize SLA
violations. These economic could
enhance trust through market mechanisms [50].

incentives

Dynamic Pricing Models: Developing dynamic
pricing models that adjust based on provider trust
scores, creating economic incentives  for
maintaining high trust levels [51].

Smart Contract Optimization: Researching
optimized smart contract designs that reduce
execution latency and gas costs while maintaining
functional completeness [26].

6.6.7 Experimental Validation in Real Networks

Field Trials: Conducting field trials in real network
environments to validate the framework under
actual operational conditions. This would address
the limitations of simulation-based evaluation [52].

Integration with Commercial Platforms:
Integrating the framework with commercial NFV

and SDN platforms to validate practical viability
[53].

Performance
comprehensive

Benchmarking: Establishing
performance benchmarks for
blockchain-based trust management in 7G
networks, enabling comparative evaluation of
different approaches [54].

6.7 Implications for Stakeholders

6.7.1 Network Operators and Service Providers

For network operators and service providers, the
BDTM framework offers a pathway to secure,
trustworthy multi-vendor service orchestration. The
framework enables:

Risk Reduction: Reduced risk of SLA violations

through accurate detection and automated
enforcement [55]
Operational  Efficiency: = Automated  trust

management reduces operational overhead and
enables rapid service provisioning [56]
Competitive Advantage: The ability to offer
verifiable, trustworthy services provides
competitive differentiation [57]

6.7.2 Infrastructure Providers

For infrastructure providers, the framework offers:

Reputation Benefits: High trust scores attract more
business and enable premium pricing [58]

Fair Competition: Transparent trust evaluation
enables fair competition actual
performance [59]

Reduced Disputes: Immutable audit trails reduce
disputes and facilitate fair resolution [60]

based on

2) 6.7.3 Vertical Tenants

For vertical tenants (customers), the framework
provides:

Service Assurance: Improved SLA compliance
through automated monitoring and enforcement
[61]
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Transparency: Visibility into provider experience (historical SLA compliance) and
perfomlance and trust information [62] indirect reputation (thlrd-party feedback) has been
Vendor Choice: Ability to select providers based ~ developed, — with — severity-weighted  violation
detection and dynamic adjustment of trust

on trust scores, not just price [63]

6.7.4 Regulators

For regulators, the framework offers:

Auditability: Immutable records enable effective
auditing and compliance verification [36]

Market Transparency: Visibility into provider
performance promotes market efficiency [64]
Consumer Protection: Enhanced SLA compliance
protects consumers from service degradation.

7. CONCLUSION

The transition from 5G toward 7G networks
represents a fundamental paradigm shift from
closed, monolithic architectures to open,
disaggregated, and highly decentralized
ecosystems. This transformation, while enabling
unprecedented  flexibility @ and  innovation,
introduces critical challenges in establishing and
maintaining trust across heterogeneous
administrative ~ domains  and  multi-vendor
environments. This paper has addressed these
challenges through the design, implementation, and
evaluation of a comprehensive Blockchain-Based
Decentralized  Trust Management (BDTM)
framework specifically tailored for 7G multi-
vendor network slicing.

7.1 Summary of Contributions

The BDTM framework makes several significant
contributions to the field of decentralized trust
management in next-generation networks:
Comprehensive Architectural Design: We have

proposed a four-layer architecture integrating
application, blockchain, trust evaluation, and
infrastructure layers, enabling seamless

decentralized trust management without modifying
existing SDN/NFV controllers. The architecture
leverages Hyperledger Fabric's permissioned
distributed ledger technology with private channels
for data confidentiality, smart contracts for
automated SLA lifecycle management, and Self-
Sovereign Identity (SSI) with Decentralized
Identifiers (DIDs) for robust identity management
aligned with ETSI GS PDL 027 specifications.

Novel Trust Evaluation Mechanism: A hybrid
trust evaluation mechanism combining direct

components based on recency and relevance. This
mechanism achieves 94.2% accuracy in single-
domain scenarios and maintains stability scores
above 0.90 even in full ecosystem deployments
with 12 providers.

Automated SLA Lifecycle Management: Smart
contract-based automation of the complete SLA
lifecycle  negotiation, monitoring,  violation
detection, compensation, and reputation updating—
has been implemented, reducing operational
overhead while ensuring transparent and
enforceable inter-provider agreements.

Integration with 7G Requirements: The
framework has been specifically designed for 7G
requirements, including sub-1ms latency for control
plane operations, massive connectivity, and Al-
native architecture. Performance optimizations
including Raft consensus tuning, lazy evaluation in
smart contracts, and delta compression for
monitoring have enabled blockchain-based trust

management to operate within 7G's stringent
performance constraints.
Comprehensive Experimental Validation:

Extensive experimental evaluation across multiple
scenarios has  validated the framework's
effectiveness, with smart contract execution latency
averaging 180 ms, 95.6% SLA violation detection
accuracy, trust convergence within 30 seconds for
up to 12 providers, 192 tx/s throughput, and 96.5%
average attack resilience.

Standardization Alignment: The framework
aligns with emerging standards from ETSI (GS
PDL 027, 025, 033), ITU-T (Y.2345, Y.2348,
Y.3081), and 3GPP Rel-20, ensuring
interoperability and facilitating practical
deployment in commercial networks.

7.2 Key Achievements

The experimental results validate the framework's
ability to meet the demanding requirements of 7G
multi-vendor network slicing:

Performance Excellence: All smart contract
operations complete in under 200 ms, with end-to-
end slice deployment averaging 1.61 seconds. The
blockchain-related phases contribute only 41% of
total deployment time, demonstrating that the
framework introduces acceptable overhead in the
slice instantiation process.

Superior Detection Accuracy: The 95.6%
composite ~ SLA  violation  detection rate
significantly outperforms traditional monitoring
approaches (85-90%) and existing blockchain-
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based solutions  (89.2-93.8%).  Availability = Standardization Maturity: The framework

violations achieve 98.1% detection accuracy with
76 ms latency, while more complex parameters like
packet loss (93.8% detection, 103 ms latency)
indicate clear directions for future optimization.
Enhanced Scalability: The framework supports up
to 48 nodes with 192 tx/s throughput, representing a
50% improvement over the best existing solution
(Javed [2] with 32 nodes). The linear scaling of
resource consumption enables predictable capacity
planning for large-scale deployments.

Robust Security: The average attack resilience of
96.5% across seven attack vectors, with complete
prevention of SLA forgery and 99.7% Sybil attack
prevention, demonstrates the framework's security
robustness. The integration of DIDs, zero-
knowledge proofs, and multi-party consensus
provides  defense-in-depth  against  diverse
adversarial threats.

Practical Resource  Efficiency:  Resource
consumption remains within practical limits for
enterprise cloud deployment, with 38-45% CPU
usage on peer nodes, 0.8 GB/day storage per node,
and manageable bandwidth requirements. The 0.8
GB/day storage requirement enables 3.4 years of
operation with 1 TB storage.

7.3 Addressing Research Gaps

The framework effectively addresses the research
gaps identified in the literature:

7G Integration: Unlike existing solutions targeting
5G/6G, the BDTM framework specifically
addresses 7G requirements including ultra-low
latency (sub-1ms), massive connectivity (107
devices/km?), and Al-native architecture through
optimized consensus, efficient monitoring, and Al-
enabled trust evaluation mechanisms.

Scalability and Performance: The framework
overcomes scalability challenges through optimized
Raft consensus with tunable batch parameters,
private channels for data isolation, and efficient
state database management, achieving superior
performance compared to existing solutions.
Privacy-Preserving Trust Evaluation: The
integration of zero-knowledge proofs and private
channels  enables  privacy-preserving  trust
evaluation without compromising transparency,
addressing the challenge of balancing commercial
confidentiality with trust verification.

Real-Time SLA Monitoring: The hybrid
monitoring approach with delta compression and
batch reporting achieves 85 ms detection latency
while maintaining integrity through blockchain-
based KPI hashing, meeting 7G requirements for
near-real-time violation response.

provides concrete implementation guidance aligned
with emerging ETSI, ITU-T, and 3GPP
specifications, advancing standardization maturity
for DLT-based trust management in next-
generation networks.

7.4 Implications for 7G Networks

The BDTM framework has significant implications
for the evolution toward 7G networks:

Enabling Decentralized Multi-Vendor
Ecosystems: By providing trust without centralized
anchors, the framework enables the open,
disaggregated multi-vendor ecosystems that are
fundamental to 7G vision. Infrastructure providers
can participate in service delivery with verifiable
trust, while network operators can orchestrate
multi-domain services with confidence.
Automating Trust Management: The smart
contract-based automation of trust management
reduces operational overhead and enables the
autonomous service orchestration required for 7G's
dynamic, ephemeral network slices. This
automation is essential for supporting the massive
scale and heterogeneity of 7G services.

Enhancing Service Assurance: The high-accuracy
SLA  violation detection and  automated
enforcement improve service assurance for vertical
tenants, enabling new business models and service
innovation. The transparency provided by
blockchain-based audit trails builds confidence in
multi-vendor service delivery.

Supporting Regulatory Compliance: The
immutable audit trails and transparent trust
evaluation  support  regulatory = compliance
requirements, enabling effective auditing and

consumer protection in increasingly complex multi-
stakeholder environments.

Driving Standardization: The framework's
alignment with and contributions to emerging
standards help accelerate the development of
interoperable  DLT-based trust management
solutions, reducing fragmentation and enabling
ecosystem growth.

7.5 Limitations and Future Work

While the BDTM framework demonstrates
significant advances, several limitations provide
directions for future research:

Scalability Ceiling: The current framework
supports up to 48 nodes with acceptable
performance, but deployments with hundreds of
nodes will require alternative  consensus
mechanisms or sharding approaches. Future work
should explore sharding and layer-2 solutions to
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overcome this limitation while maintaining security
and decentralization.

Latency-Sensitive Operations: For ultra-low
latency URLLC applications (<lms), the 85 ms
verification latency is unacceptable. Future research
should explore edge-based verification with
blockchain anchoring, where performance-critical
monitoring occurs at the edge while maintaining
auditability through periodic blockchain anchoring.
Cross-Ledger Interoperability: Integration across
different  ledger = implementations  remains
challenging. The exploration of Hyperledger Cacti
and other interoperability solutions will be essential
for heterogeneous deployments where different
stakeholders may prefer different blockchain
platforms.

Quantum Resistance: With the emergence of
quantum computing, the cryptographic algorithms
used in the framework will require replacement
with quantum-resistant alternatives. Research into
post-quantum algorithms and hybrid cryptographic
approaches should be prioritized.

Al-Enhanced Trust Evaluation: The integration
of advanced machine learning techniques for
anomaly detection, federated learning for reputation
aggregation, and predictive models for proactive
violation prevention presents exciting opportunities
for further enhancing trust management
capabilities.

Real-World Validation: Field trials in operational
networks and integration with commercial
NFV/SDN platforms are essential to validate the
framework's practical viability and identify

deployment  challenges not apparent in
experimental settings.
Economic Incentive Mechanisms: The

development of token-based incentive mechanisms
and dynamic pricing models aligned with trust
scores could enhance the framework's effectiveness

through market-based incentives for reliable
behavior.
Regulatory  Evolution:  Engagement  with

regulatory bodies to develop frameworks that
enable blockchain-based trust management while
addressing legal and compliance requirements will
be essential for widespread adoption.

The Blockchain-Based Decentralized  Trust
Management framework presented in this paper
provides a viable pathway toward secure,
autonomous, and trustworthy multi-domain 7G
service  orchestration.  The  comprehensive
architecture, novel trust evaluation mechanism,
automated SLA lifecycle management, and
extensive experimental validation demonstrate that
blockchain-based trust management can meet the

stringent performance, security, and functionality
requirements of 7G networks.

As 7G networks evolve toward increasingly open,
disaggregated, and multi-vendor ecosystems, the
importance of decentralized trust management will
only grow. The BDTM framework establishes a
foundation for this evolution, providing the trust
infrastructure necessary to realize the full potential
of 7G's transformative capabilities enabling
unprecedented flexibility, innovation, and service

diversity while maintaining the trust and
accountability essential for commercial
deployment.

The framework's alignment with emerging

standards from ETSI, ITU-T, and 3GPP ensures its
relevance to ongoing standardization efforts, while
its demonstrated performance advantages over
existing solutions position it as a leading candidate
for practical deployment in next-generation
networks. The identified limitations and future
research directions provide a roadmap for
continued advancement, ensuring that blockchain-
based trust management evolves in concert with the
networks it serves.

Ultimately, this work contributes to the vision of
7G networks as not merely faster and more capable,
but fundamentally more open, trustworthy, and
autonomous enabling a new era of connectivity that
empowers stakeholders across the
telecommunications  ecosystem to  innovate,
collaborate, and deliver value in ways previously
unimaginable.
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