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ABSTRACT 
 
The formation of an integrated digital public administration system in the field of national security in the 
context of hybrid and information threats is critically important for ensuring the stability of the state. The 
problem lies in the insufficient empirical validity of the combination of institutional indicators of governance 
quality (WGI) with an assessment of the implementation of information and computer technologies (GCI) 
for countries in a state of active hybrid war. The purpose of the study is to assess the institutional and 
technological potential of Ukraine to confront modern security challenges based on a comparative analysis 
with the countries of the European Union and the Baltics, as well as to determine the role of information and 
computer technologies in the development of an integrated security management model. The methodology 
is based on WGI and GCI data, using author's indices (INSGI, EUCI, CCI) to assess convergence. The results 
revealed a persistent institutional gap, but a significant strengthening of the digital component: GCI increased 
from 65.9 to 83.9 points, the level of cyber convergence reached 89%. A multi-level digital architecture of 
an integrated public administration system is proposed. The contribution of the study is the development and 
testing of a comprehensive INSGI index, the application of gap and convergence indices to quantify Ukraine's 
progress, and the justification of the strategic role of ICT in enhancing institutional capacity. The practical 
impact of the work is to create a basis for the implementation of digital solutions that allow accelerating 
convergence to European governance standards and increasing resilience to hybrid threats. 
 
Keywords: Information Technology, Computer Technologies, Digital Transformation, Public 

Administration, National Security 
 
1. INTRODUCTION  
 

The formation of an integrated system of 
public administration in the field of national security 
in the context of hybrid and information threats is 

one of the most pressing challenges of modern 
statehood. In a world where traditional military 
conflicts are increasingly complemented by complex 
instruments of influence – from disinformation and 
cyberattacks to economic pressure and the 
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instrumentalization of social divisions – the 
resilience of state institutions is becoming a decisive 
factor in the survival and development of democratic 
societies. This problem is especially acute for 
countries bordering aggressors or in the zone of 
geopolitical confrontation, among which Ukraine 
occupies a special place due to the experience of full-
scale war and long-term hybrid aggression. 

Despite a significant amount of research on 
hybrid threats, integrated approaches (whole-of-
government, whole-of-society), and critical 
infrastructure resilience, there is a lack of 
comprehensive empirical work that combines 
traditional governance quality indicators (WGI) with 
an assessment of the implementation and 
effectiveness of information and computer 
technologies (GCI) in the context of countries in a 
state of active hybrid warfare. This is especially true 
for Ukraine, which has been the object of systemic 
hybrid aggression since 2014, and full-scale war 
since 2022. Existing research mostly either focuses 
on institutional reforms without taking into account 
the technological dimension, or considers 
digitalization without linking it to indicators of 
governance effectiveness. This creates a need for 
research that would fill this gap by analyzing the 
dynamics of Ukraine's institutional capacity 
compared to the EU and Baltic countries, taking into 
account the role of digital technologies as a strategic 
factor in increasing resilience. 

In accordance with the stated problem, the 
study aims to find answers to the following 
questions: 

1. What are the main institutional gaps in 
Ukraine's national security management compared 
to the EU and the Baltics, and how are they changing 
over time (2010–2024)? 

2. What are the dynamics of Ukraine's 
cyber resilience and its convergence to the European 
level in the face of hybrid aggression? 

3. How can information and computer 
technologies help overcome the identified 
institutional gaps and increase the state's overall 
ability to resist hybrid threats? 

Despite a significant amount of research on 
hybrid threats, whole-of-government and whole-of-
society approaches, as well as the resilience of 
critical infrastructure, there is a lack of 
comprehensive empirical work that would combine 
traditional indicators of public administration quality 
(Worldwide Governance Indicators) with an 
assessment of the implementation and effectiveness 
of information and computer technologies (Global 
Cybersecurity Index) in the context of countries in a 
state of active hybrid war. The proposed study 

attempts to partially fill this gap by analyzing the 
dynamics of Ukraine's institutional capacity in 
comparison with the countries of the European 
Union and the Baltic States – recognized models of 
effective counteraction to hybrid threats through a 
combination of institutional reforms and advanced 
digital technologies. 

The novelty of the study lies in the 
development and testing of the Integrated Index of 
Public Administration Capacity in the Field of 
National Security, as well as in the application of gap 
and convergence indices to assess Ukraine's progress 
towards European governance standards, taking into 
account the role of information and computer 
technologies in the face of extreme security 
challenges. This approach allows not only to state 
the existing gaps, but also to identify the areas of 
greatest adaptability and potential for accelerating 
institutional transformations. 

The article is aimed at a comprehensive 
assessment of the state and prospects for the 
formation of an integrated public administration 
system in Ukraine in the context of hybrid and 
information threats based on empirical data and 
comparative analysis. 

The scientific novelty of the study lies in:  
1) the development and testing of the 

Integrated National Security Governance Capacity 
Index (INSGI), which combines four key WGI 
indicators; 

2) the application of gap and convergence 
indices (EUCI, CCI) to quantify Ukraine's progress 
towards European standards, taking into account the 
role of ICT;  

3) the substantiation of a multi-level digital 
architecture of an integrated public governance 
system based on interagency interaction platforms, 
artificial intelligence for threat prediction, and 
mechanisms for public engagement.  

Unlike previous works that considered 
institutional and technological aspects separately, 
this article for the first time offers a comprehensive 
empirical assessment of their interaction in the 
context of a prolonged hybrid war, which allows not 
only to state existing gaps, but also to identify 
directions for overcoming them using modern 
information and computer solutions. 

 
2. LITERATURE REVIEW 

 
The formation of an integrated system of 

public administration in the field of national security 
in the context of hybrid and information threats is 
one of the central challenges of modern statehood, 
especially for countries bordering aggressors or in 
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the zone of geopolitical confrontation. Hybrid 
threats that combine military, economic, 
informational, cybernetic, and social tools aimed at 
undermining institutional resilience, social cohesion, 
and the state's capacity for effective governance [1, 
2]. 
 
2.1 Conceptualization of hybrid threats and their 
impact on public administration  

Hybrid warfare is defined as the 
coordinated application of conventional and non-
conventional means to achieve political goals 
without declaring war, with an emphasis on blurring 
the lines between war and peace [3, 4]. Such threats 
exploit public administration vulnerabilities, 
including poor policy effectiveness, corruption, 
weak rule of law, and limited interagency 
coordination [5]. Studies show that hybrid actors, 
primarily the Russian Federation, actively use 
disinformation, cyberattacks, and migration 
instrumentalization to destabilize democratic 
institutions [6, 7]. 

In the context of public administration, 
hybrid threats require a shift from a fragmented to an 
integrated approach that combines whole-of-
government and whole-of-society strategies. The 
OECD [8] in the Public Governance Review of 
Ukraine emphasizes the resilience of Ukrainian 
public administration during full-scale aggression, 
but points to the need to strengthen coordination and 
anti-corruption mechanisms. Similarly, studies of 
the Baltic states demonstrate successful examples of 
integrating national security into the public 
governance system through the creation of 
coordination centers and the development of societal 
resilience [9, 10]. 
 
2.2 The role of institutional capacity and 
governance indicators 

The quality of public administration is a key 
factor in resilience to hybrid threats. The World 
Bank's Worldwide Governance Indicators (further – 
WGI), including Government Effectiveness, Rule of 
Law, Control of Corruption, and Political Stability, 
are widely used to assess institutional readiness [11]. 
Low scores on these indicators create vulnerabilities 
that are exploited by external actors [12]. 

The research highlights the need for 
integrated governance models that combine 
traditional public administration tools with digital 
resilience. Jungwirth et al. [13] in the JRC report 
analyze how systemic resilience depends on cross-
sectoral coordination in the face of hybrid attacks on 
critical infrastructure. 
 

2.3 Cybernetic and informational dimensions of 
threats 

Information and cyber operations are at the 
heart of modern hybrid strategies. The Global 
Cybersecurity Index (further – GCI) demonstrates a 
correlation between the level of cyber readiness and 
the overall resilience of the state [14]. Ukraine has 
shown a significant improvement in the Global 
Cybersecurity Index despite the war, illustrating the 
adaptability of public administration [15]. 

The literature focuses on the key role of 
strategic communications and media literacy in 
countering disinformation as an integral part of 
hybrid threats [1, 16]. In the Baltic States, a whole-
of-society approach involving civil society, the 
private sector, academic institutions, and the media 
in countering disinformation and strengthening 
societal resilience has become a recognized model 
for the European Union as a whole [2, 17, 18].  
 
2.4 Integrated models and experience of EU 
countries 

The European Union is actively developing 
a comprehensive framework for countering hybrid 
threats, in particular through the Strategic Compass 
[19], the Critical Object Resilience Directive (CER 
Directive) and other instruments that focus on 
increasing the resilience of critical entities and 
strengthening coordinated governance at the EU 
level [2, 19, 20]. Research highlights the importance 
of convergence of candidate countries such as 
Ukraine to European standards of public governance 
and security management as a necessary prerequisite 
for effective integration and strengthening resilience 
to external threats [8, 21, 22]. 

In this context, the experience of the Baltic 
States is a particularly valuable benchmark, as they 
have successfully integrated national security, 
societal resilience and whole-of-society approaches 
into the public administration system and have 
become a model for other EU states [9, 23].  
 
2.5 Gaps in the literature and directions for 
further research 

The existing literature describes well the 
nature of hybrid threats and individual elements of 
resilience, but there is a lack of empirical studies of 
integrated indices of public administration in the 
context of national security for countries in a state of 
prolonged hybrid war. The combination of 
traditional indicators of governance quality (WGI) 
with the assessment of the implementation and 
effectiveness of information and computer 
technologies (GCI) in models of interagency 
coordination remains especially insufficiently 
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studied,  data-driven governance and societal 
resilience [24, 25]. Comprehensive models that 
integrate WGI/GCI with indicators of digital 
transformation of public administration, such as the 
use of AI threat monitoring systems, interagency 
interaction platforms, and whole-of-society citizen 
engagement tools, need to be developed. 

Recent publications in 2025 significantly 
complement the understanding of the relationship 
between institutional capacity and digital resilience 
in the face of hybrid threats. In particular, the 
updated OECD report “Public Governance Review 
of Ukraine” emphasizes the need to implement 
adaptive coordination mechanisms, and new 
research by the International Telecommunication 
Union emphasizes the growing role of national 
cybersecurity systems as an integral part of overall 
risk management. In addition, the work of European 
think tanks indicates that EU candidate countries 
should accelerate the digital transformation of the 
security sector to achieve NIS2 and EU Cyber 
Resilience standards. These sources confirm the 
relevance of our approach, which integrates WGI 
and GCI into a single analytical framework, and 
allow us to compare Ukraine’s dynamics with the 
latest European trends. 

Thus, the literature review confirms the 
relevance of the formation of an integrated public 
administration system as a key element of national 
resilience. The experience of the EU, the Baltic 
States and the empirical data of WGI/GCI create a 
solid basis for further analysis of the Ukrainian case 
with an emphasis on the role of modern information 
and computer technologies in strengthening 
institutional capacity and accelerating convergence 
to European standards. 

Summarizing the literature review, the 
following unresolved issues can be identified:  

1) the lack of quantitative models that 
would simultaneously assess institutional capacity 
(WGI) and the level of implementation of 
information and computer technologies (GCI) in 
countries with active hybrid warfare;  

2) the lack of development of integral 
indices that allow tracking convergence to European 
security management standards;  

3) the lack of empirically based 
recommendations for a digital architecture that 
would combine interagency coordination, AI-based 
analytics, and public engagement.  

Filling these gaps is the scientific and 
practical value of our study, which offers a new 
integrated approach to assessing and shaping the 
system of public management of national security. 

 

3. MATERIALS AND METHODS 
 
The empirical basis of the study is the data 

of two authoritative international sources: the 
Worldwide Governance Indicators (WGI) of the 
World Bank and the Global Cybersecurity Index 
(GCI) of the International Telecommunication 
Union. These databases were chosen because of their 
high-quality methodology, broad international 
recognition, and immediate relevance to assessing 
the institutional capacity of a state in the face of 
hybrid and information threats. 

Worldwide Governance Indicators [15] 
contain aggregate indicators of the quality of public 
administration in the form of percentile ranks (scale 
0-100), formed on the basis of surveys of experts, 
enterprises and the population. Four key indicators 
were selected for the analysis: Government 
Effectiveness, Political Stability and Absence of 
Violence/Terrorism, Rule of Law and Control of 
Corruption. The study period covers 2010–2024 
with a special focus on 2014–2024. The comparison 
was made with the average values for the European 
Union (EU-27) and the Baltic States (Estonia, 
Latvia, Lithuania), which are considered as relevant 
benchmarks due to common historical experience 
and successful counteraction to hybrid threats. 

Based on the selected WGI indicators, a 
composite indicator (Integrated National Security 
Governance Index, INSGI) was formed. 
Additionally, the gap indicators (GAP) between 
Ukraine, the EU and the Baltic States, as well as the 
EU Convergence Index (EUCI) according to the 
benchmark normalization method were calculated. 

To assess cyber resilience, data from the 
Global Cybersecurity Index [14] for 2020 and 2024 
were used. Based on them, the cybersecurity gap and 
the Cyber Convergence Index (CCI) were 
calculated. 

This methodological approach provides a 
comprehensive quantitative assessment of 
institutional capacity, combining traditional 
governance indicators with an assessment of the 
level of implementation and effectiveness of 
information and computer technologies. The use of 
international standardized data in combination with 
author's composite indices makes it possible to make 
an objective comparison, identify the dynamics of 
changes over time, and substantiate 
recommendations for priority digital technologies to 
strengthen the resilience of public administration in 
the face of long-term hybrid threats. 
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4. RESULTS 
 

4.1 Empirical Analysis of the Institutional 
Capacity of Public Administration in the Field of 
National Security 

The empirical basis of the study is the 
Worldwide Governance Indicators (WGI) data 
developed by the World Bank [15]. This 
authoritative tool assesses the quality of public 
administration based on aggregated data in countries 
around the world, including surveys of experts, 
businesses and the population. Four key indicators 
were selected for the analysis, which are most 
relevant to the topic of the study: 

– Government Effectiveness (GE) – 
the quality of formulation and implementation of 
state policy, the competence of the state apparatus; 

– Political Stability and Absence of 
Violence/Terrorism (PV) – perception of the 
likelihood of political destabilization and violence, 
including hybrid threats; 

– Rule of Law (RL) – the level of the 
rule of law, trust in the legal system and its 
effectiveness; 

– Control of Corruption (CC) – 
perception of the level of corruption in the public 
sector. 

The choice of these indicators is due to their 
direct relevance to the formation of an integrated 
public administration system in the context of hybrid 
and information threats. They make it possible to 
assess the institutional capacity of the State to 
coordinate the efforts of the different authorities, 
ensure stability and counteract internal 
vulnerabilities exploited by external actors. 

The analysis was carried out at the level of 
Ukraine, the average value for the European Union 
(EU-27) and the average value for the Baltic 
countries (Estonia, Latvia, Lithuania). Such a 
comparative approach is justified by the fact that the 
Baltic countries face similar hybrid and information 
threats, have common historical experience and at 
the same time have achieved a high level of 
integration into European and transatlantic security 
structures. Comparison with the EU average makes 
it possible to compare Ukrainian indicators with the 
pan-European standard. The analysis period covers 
2010–2024. with a special focus on 2014-2024. The 
results are visualized in Figure 1. 
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Figure 1: Dynamics of Worldwide Governance Indicators for Ukraine, the Baltic States (average) and the EU 

(average), 2010–2024 
Source: Built by the authors based on [15] 

 
 
The analysis shows that Ukraine is steadily 

lagging behind both comparative groups in all the 
indicators under study. The most significant gaps in 
2024 were recorded in the Government 
Effectiveness and Control of Corruption indicators, 
where the difference between Ukraine and the EU 
average was 32.8 and 33.7 points, respectively. The 
lag in the Rule of Law indicator (30.8 points) also 
remains significant. At the same time, the smallest 
gap is observed in the Political Stability and Absence 
of Violence/Terrorism indicator (15.9 points), which 
is associated with the mobilization of state 
institutions and society in the context of a full-scale 
war. 

The dynamics of indicators shows that after 
2014 Ukraine demonstrated a gradual improvement 
in the areas of Government Effectiveness, Rule of 
Law and Control of Corruption, although these 
positive trends did not allow to reach the level of the 
Baltic States and the average European values. 
Especially indicative is the growth of the Control of 
Corruption indicator from 25.2 points in 2014 to 
34.2 points in 2024, which reflects the results of anti-
corruption reforms and institutional transformations. 
At the same time, the Political Stability indicator 
suffered a sharp decline in 2014-2015. as a result of 
Russian aggression, but later demonstrated recovery 
dynamics and reached 58.5 points in 2024. 

The comparison with the Baltic countries is 
especially indicative, as they have similar historical 
experience in countering external influence and 
hybrid threats. The average values of indicators in 
the Baltic region in 2024 were in the range of 71-80 

points, which is almost twice as high as Ukrainian 
indicators in certain areas. This confirms the 
importance of further strengthening the institutional 
capacity of the state, the development of interagency 
coordination and the introduction of integrated 
mechanisms of public administration in the field of 
national security. 

For a more comprehensive assessment of 
the prerequisites for the formation of an integrated 
system of public administration in the field of 
national security in the context of hybrid and 
information threats, it is advisable to move from the 
analysis of individual indicators to a generalized 
indicator that reflects the aggregate capacity of state 
institutions to ensure coordination, resilience and 
effective response to security challenges. For this 
purpose, the study forms the Integrated National 
Security Governance Index (INSGI). 

In order to assess the consistency of the 
selected governance indicators and substantiate the 
possibility of their aggregation into an integrated 
index, a correlation analysis was carried out using 
the Pearson coefficient. 

The results indicate the presence of strong 
statistically significant positive relationships 
between the key indicators of the Worldwide 
Governance Indicators for the CoE countries and 
Ukraine in 2024. In particular, the Government 
Effectiveness indicator has a very high level of 
correlation with Rule of Law (r = 0.968; p < 0.01) 
and Control of Corruption (r = 0.946; p < 0.01), 
while there is also a close relationship between Rule 
of Law and Control of Corruption (r = 0.957; p < 
0.01). This indicates that these indicators reflect a 
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single latent dimension of institutional quality and 
capacity of public administration, which creates 
methodological grounds for their integration into the 
Generalized Indicator (INSGI). 

The index was calculated on the basis of 
four Worldwide Governance Indicators, which 
directly characterize the institutional components of 
security governance: 

 

𝐼𝑁𝑆𝐺𝐼 =
𝐺𝐸 + 𝑃𝑉 + 𝑅𝐿 + 𝐶𝐶

4
, 

 
where: – Government Effectiveness;  – Political 
Stability and Absence of Violence/Terrorism;  – 
Rule of Law;   – Control of Corruption.𝐺𝐸𝑃𝑉𝑅𝐿𝐶𝐶 

To form an integral indicator, the method of 
linear aggregation with equal weights (equal 
weighting) was used, which is one of the most 
common approaches to the construction of 
composite indices. According to the 
recommendations of the OECD and the Joint 
Research Centre of the European Commission, the 
use of the same weights is appropriate in cases where 
all components of the index are measured in a single 
scale and there are no sufficient theoretical or 
empirical grounds for giving individual indicators 
greater significance [26]. Similarly, Greco et al. [27] 
note that under conditions of equivalence of 
components, the integral indicator can be defined as 

the non-weighted arithmetic average of indicators. 
Since all selected Worldwide Governance Indicators 
are presented in a single percentile scale (0-100) and 
reflect interrelated aspects of the institutional 
capacity of the state in the field of national security, 
each of them was given equal weight. 

Thus, the proposed index integrates the key 
characteristics of public administration that 
determine the country's ability to ensure national 
security in the face of modern hybrid and 
information threats. 

To determine the scale of Ukraine's 
institutional lagging behind European benchmarks, 
two gap indicators were additionally calculated: 

 
𝐺𝐴𝑃ா௎ି௎஺ = 𝐼𝑁𝑆𝐺𝐼ா௎ − 𝐼𝑁𝑆𝐺𝐼௎஺;    

𝐺𝐴𝑃஻஺௅்ି௎஺ = 𝐼𝑁𝑆𝐺𝐼஻஺௅் − 𝐼𝑁𝑆𝐺𝐼௎஺ , 
  

where 𝐺𝐴𝑃ா௎ି  characterizes the distance between 
Ukraine and the middle level of the European Union 
countries, and 𝐺𝐴𝑃஻஺௅்ି௎஺ between Ukraine and the 
Baltic countries, which are considered as an example 
of successful formation of sustainable models of 
public administration in the face of external security 
challenges. 

The results of the calculations are 
visualized in Figure 2. 

 

 
Figure 2: Dynamics of the Integrated Index of Public Administration Capacity in the Field of National Security 

(INSGI) and the gaps between Ukraine, the EU and the Baltic States in 2010–2024 
Source: Built by the authors based on [15] 
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while the EU average reached 73.10 points, and the 
Baltic States – 68.40 points. Accordingly, the gap 
between Ukraine and the EU was 30.90 points, and 
between Ukraine and the Baltic countries – 26.20 
points. 

The greatest deterioration of the situation 
was observed in 2014 after the start of Russian 
aggression against Ukraine. The INSGI value 
decreased to 35.93 points, which was the lowest in 
the entire study period. At the same time, the gap 
with the European Union increased to 37.76 points, 
and with the Baltic countries to 35.95 points. This 
indicates a significant weakening of the institutional 
stability of the state as a result of the security crisis 
and large-scale challenges to the public 
administration system. 

Since 2016, there has been a gradual 
recovery of the integral indicator. In 2024, the 
INSGI value reached 44.26 points, which is the 
highest result for the entire period of the study. 
Despite the full-scale invasion of the Russian 
Federation in 2022, Ukrainian institutions retained 
their ability to function and adapt, which was 
reflected in the positive dynamics of the integral 
index. 

Of particular importance is the reduction of 
the gap between Ukraine and the European Union. If 
in 2014 the gap was 37.76 points, then in 2024 it 
decreased to 28.31 points. A similar trend is 
observed for the Baltic countries: the corresponding 
gap decreased from 35.95 to 31.28 points. Although 
the scale of the lag remains significant, the revealed 
dynamics indicate a gradual strengthening of the 
institutional foundations of the public administration 
system and its adaptation to the conditions of 
prolonged external pressure. 

At the same time, the comparison with the 
Baltic States is especially important in the context of 
the study, as they have experience in countering 
hybrid threats, have successfully integrated into 
European and transatlantic security structures, and 
have formed effective mechanisms of interagency 
coordination. In 2024, the average INSGI value in 
the Baltic States was 75.53 points, which was almost 
1.7 times higher than the Ukrainian indicator. 

Thus, the results of the analysis of the 
integral index confirm that the formation of an 
effective system of public administration in the field 
of national security remains one of the key areas of 

strengthening Ukraine's resilience to hybrid and 
information threats [28]. At the same time, the 
gradual reduction of gaps with the EU and the Baltic 
States indicates the presence of positive institutional 
changes and creates the basis for the further 
development of an integrated model of security 
governance. 

To assess the degree of Ukraine's 
approximation to the average level of the European 
Union countries for individual components of the 
public administration system in the field of national 
security, the EU Convergence Index (EUCI) was 
calculated. The methodological basis of the 
calculation is the benchmark normalization 
approach, which is widely used in studies of 
convergence and integration readiness of candidate 
countries for EU membership. The essence of the 
approach is to determine the relative level of 
achievement by national indicators of reference 
values taken as a basis for comparison. A similar 
approach is used in studies of Ukraine's integration 
readiness into the European Union, where national 
indicators are evaluated relative to the corresponding 
European average values [29]. 

The calculation was carried out according 
to the formula: 

 

𝐸𝑈𝐶𝐼௜ =
𝑋௎஺,௜

𝑋ா௎,௜

× 100%, 

 
where: 𝐸𝑈𝐶𝐼௜  – convergence index to the EU by the 
corresponding indicator;  𝑋௎஺,௜ – the value of the 
indicator in Ukraine; 𝑋ா௎,௜ – the average value of the 
indicator in the countries of the European Union. 

The value of the index at the level of 100 % 
indicates that the average European level has been 
fully reached for the corresponding indicator. Values 
below 100% characterize the degree of lagging 
behind the European benchmark, while approaching 
the indicator to 100% reflects the process of 
institutional convergence and increasing compliance 
with EU standards. The use of this approach 
provides an opportunity to directly compare the level 
of Ukraine's approximation to European benchmarks 
for different components of the public 
administration system, regardless of their absolute 
values. 
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Figure 3: Dynamics of Ukraine's Convergence Index to the EU Average Level by Components of the Public 

Administration System in the Field of National Security in 2010–2024, % 
Source: calculated by authors based on [15] 

 
 
The results of the calculations show (Figure 

3) that the process of Ukraine's approximation to 
European standards is uneven in different 
components of the public administration system. The 
highest level of convergence during most of the 
study period was observed in the Political Stability 
and Absence of Violence/Terrorism indicator. 
Despite the sharp drop of the index after the 
beginning of Russian aggression in 2014 to 39.5%, 
its gradual recovery was observed in the future. In 
2024, the figure reached 78.7%, which is the best 
result among all the components studied. Such 
dynamics may indicate an increase in the 
adaptability of Ukrainian institutions and society to 
conditions of prolonged external pressure, as well as 
an increase in the ability of the state to ensure 
political stability even in the face of a full-scale war. 

The Government Effectiveness indicator 
shows more moderate progress. The convergence 
rate has increased from 50.5% in 2010 to 54.7% in 
2024. Despite some positive changes, this means that 
the efficiency of the functioning of the state 
apparatus and policy implementation mechanisms is 
still only slightly more than half of the average 
European level. In the context of hybrid threats, it is 
this component that determines the ability of the 
state to coordinate the activities of numerous actors 
in the security and defense sector. 

A similar situation is observed in the Rule 
of Law indicator, where the level of convergence 
during the study period fluctuated between 58–64 %. 
In 2024, its value was 59.1%, which indicates some 

progress in strengthening legal institutions, but at the 
same time indicates the preservation of significant 
potential for further improvement of legal 
mechanisms for ensuring security and countering 
destructive influences. 

Control of Corruption remains the most 
problematic area. Although the convergence rate has 
increased from 37.5% in 2010 to 50.4% in 2024, it 
continues to be the lowest among all the indicators 
studied. This indicates that corruption risks continue 
to constitute one of the key internal vulnerabilities of 
the national security system. In the context of hybrid 
threats, such vulnerabilities can be exploited by 
external actors to weaken state institutions, 
undermine public trust, and reduce the effectiveness 
of managerial decisions [30]. 

In general, the results of the Convergence 
Index analysis confirm that over the past decade 
Ukraine has made significant progress in 
approaching European standards of public 
administration. At the same time, none of the studied 
indicators as of 2024 exceeded the level of 80% of 
the EU average, which indicates that the institutional 
transformation is incomplete. The greatest results 
have been achieved in the field of ensuring political 
stability, while improving the efficiency of public 
administration, strengthening the rule of law and 
further reducing corruption risks remain key tasks in 
the formation of an integrated system of public 
administration in the field of national security. 

At the same time, modern hybrid threats are 
complex in nature and are not limited to institutional 
or managerial challenges. One of the key areas of 
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their implementation is the information and cyber 
space, in which states face cyberattacks on critical 
infrastructure, disinformation operations, 
interference with digital control systems, and other 
forms of destructive influence. In this regard, the 
assessment of the capacity of the public 
administration system in the field of national 
security needs to be supplemented with indicators 
that characterize the level of cyber resilience of the 
state. 

To solve this subtask, the study used the 
Global Cybersecurity Index (GCI), developed by the 
International Telecommunication Union. This 
international index assesses the level of readiness of 
states to counter cyber threats based on five main 
components: Legal Measures, Organizational 

Measures, Technical Measures, Capacity 
Development, and International Cooperation [14]. 

The use of GCI in this study is due to the 
fact that information and cyber attacks are one of the 
central tools of modern hybrid conflicts. Unlike 
traditional indicators of governance quality, which 
characterize the general state of state institutions, 
GCI allows you to assess the specialized capacity of 
the state to ensure digital security, protection of the 
information space and the resilience of critical 
management systems. 

For the comparative assessment, the GCI 
values for Ukraine, the European Union Member 
States and the EU average in 2020 and 2024 were 
used (Figure 4).  

 

 
Figure 4: Dynamics of the Global Cybersecurity Index of Ukraine and the European Union in 2020–2024 

Source: compiled by authors based on the World Bank [31] 
 
 
Additionally, the cybersecurity gap 

between Ukraine and the European Union is 
calculated: 

 
𝐶𝑦𝑏𝑒𝑟𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐺𝐴𝑃ா௎ି௎஺ = 𝐺𝐶𝐼ா௎ − 𝐺𝐶𝐼௎஺, 

 
where 𝐶𝑦𝑏𝑒𝑟𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝐺𝐴𝑃ா௎ି௎஺ characterizes 
Ukraine's lagging behind the average level of 
cybersecurity of the EU countries. 

To determine the degree of Ukraine's 
approximation to the European level of cyber 
resilience, the Cyber Convergence Index was used: 

 

𝐶𝐶𝐼 =
𝐺𝐶𝐼௎஺

𝐺𝐶𝐼ா௎

× 100% 

 
where 𝐶𝐶𝐼 (Cyber Convergence Index) reflects the 
level of Ukraine's achievement of the average level 
of cybersecurity of the European Union. 

The results of the analysis indicate a 
significant improvement in Ukraine's position in the 
field of cybersecurity during the study period. In 
2020, Ukraine's Global Cybersecurity Index was 
65.9 points, which was significantly lower than the 
European Union average of 91.3 points. 
Accordingly, the cybersecurity gap between Ukraine 
and the EU was 25.4 points, and the level of 
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cyberconvergence of Ukraine to the European 
standard was 72.2%. 

In 2024, there is a significant increase in 
Ukraine's cyber resilience: the GCI value has 
increased to 83.9 points. At the same time, the 
average of the European Union was 94.3 points. As 
a result, the gap was more than halved – from 25.4 
to 10.3 points, and the cyberconvergence index 
increased to 89.0%. This dynamic is especially 
indicative given that in 2022 Ukraine was under the 
influence of large-scale cyberattacks aimed at 
government agencies, energy infrastructure and 
information systems. 

Comparison with the Baltic States 
demonstrates a more complex dynamics of cyber 
capability development. Ukraine in 2020–2024 
demonstrated the most significant improvement 
among the countries studied: the value of the Global 
Cybersecurity Index increased from 65.9 to 83.9 
points, i.e. by 18.0 points. At the same time, some 
Baltic countries, which are traditionally considered 
as examples of the formation of sustainable models 
for countering hybrid threats, recorded a decrease in 
indicators in 2024 compared to 2020. In particular, 
the index of Estonia decreased from 99.5 to 95.0 
points, Lithuania – from 97.9 to 92.7 points, and 
Latvia – from 97.3 to 82.6 points. At the same time, 
these changes do not indicate a loss of their cyber 
capabilities, as the Baltic States continue to remain 
among the states with a high level of digital 
readiness due to developed institutional 
mechanisms, integration into European and 
transatlantic security structures, and many years of 
experience in countering cyber threats. On the other 
hand, the rapid growth of Ukraine's indicator 
indicates an accelerated institutional and 
organizational strengthening of cybersecurity in the 
context of large-scale hybrid aggression. 

The results obtained complement the 
conclusions of the INSGI and EUCI analysis. If the 
institutional indicators of the WGI reflect the overall 
capacity of public administration, then the GCI 
demonstrates a specific dimension of the state's 
readiness to counter information and cyber threats. 
The cumulative analysis of these indicators confirms 
that the formation of an integrated system of public 
administration in the field of national security 
requires the simultaneous development of 
management institutions, legal mechanisms and 
digital resilience of the state. 

Summarizing the results of the empirical 
analysis, it can be stated that the institutional 
development of Ukraine in the field of public 
management of national security is characterized by 
a combination of structural lagging behind the 

average European level and the Baltic States with a 
noticeable positive dynamics of convergence. The 
most significant gaps remain in Government 
Effectiveness, Rule of Law and Control of 
Corruption, while the greatest progress has been 
made in Political Stability and Cyber Resilience 
(GCI). 

Empirical analysis has shown that 
overcoming these gaps requires not only traditional 
institutional reforms, but also the active 
implementation of modern information and 
computer technologies that can significantly 
increase the coordination, transparency and digital 
resilience of the state in the face of hybrid threats. 
 
4.2 The role of information and computer 
technologies in enhancing institutional capacity 
and convergence to EU standards 

Modern information and computer 
technologies (ICT) are a strategic tool for the 
formation of an integrated system of public 
administration in the field of national security in the 
context of hybrid and information threats. They 
provide a data-driven approach to coordination, 
rapid threat detection, and increased process 
transparency. 

Based on the results of empirical analysis, a 
matrix of ICT compliance with key components of 
institutional capacity has been developed. 
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Table 2: Information and Computer Technologies for Strengthening the Components of the Integrated System of Public 

Management of National Security 
 

Capacity 
component 

(WGI / GCI) 

Recommended ICTs Main functions Examples of implementation 
(Baltics/EU/Ukraine) 

Sources 

Government 
Effectiveness 

Unified digital platforms 
for interagency 

coordination (API 
Gateway, low-code 
platforms); artificial 

intelligence systems for 
predictive analytics and 
situation centers; digital 
twins (Digital Twins); 

Real-time digital 
dashboards 

Real-time government 
data integration; 

interdepartmental 
exchange; risk forecasting; 

decision support; 
Simulation of response 

scenarios 

Estonia: X-Road; EU: 
Destination Earth (Digital 
Twin), European Digital 
Strategy; Ukraine: Diia, 
interdepartmental digital 

dashboards 

OECD [8]; X-
Road Global 

[32]; European 
Commission 

[33]; Ministry 
of Digital 

Transformation 
of Ukraine [34] 

Political 
Stability and 
Absence of 
Violence/ 
Terrorism 

Hybrid Threat Intelligence 
platforms; AI information 
space monitoring systems 
(NLP/ML); early detection 

of disinformation; 
automated fact-checking 
and social media analysis 

platforms 

Detection of 
disinformation campaigns 

and information 
operations in real time; 
monitoring the risks of 

political destabilization; 
analysis of narratives and 

networks of influence; 
supporting strategic 

communications and crisis 
response 

Lithuania: systems of strategic 
communications and 

monitoring of information 
threats; Latvia: National 
Security and Strategic 

Communication Framework; 
Ukraine: Center for 

Countering Disinformation, 
Center for Strategic 

Communications and 
Information Security; EU: EU 

Hybrid Toolbox, 
EUvsDisinfo, Rapid Alert 

System 

Giannopoulos et 
al. [1]; 

Jungwirth et al. 
[13]; 

Danchenkova 
[16]; Council of 

the European 
Union [19]; 
European 

External Action 
Service [35] 

Rule of Law e-Justice Systems; 
electronic document 
management with a 
qualified electronic 

signature (QES); digital 
state registers; blockchain 

solutions to ensure the 
integrity of records; AI 
systems to support legal 

analysis and judicial 
administration 

Increasing transparency 
and accountability of court 
procedures; ensuring the 

immutability and 
traceability of data; 

reduction of the terms of 
consideration of cases; 

automated audit of legal 
processes; reducing 

opportunities for 
manipulation and 

interference in document 
flow 

Estonia: e-Justice and State 
Digital Infrastructure X-Road; 

EU: eIDAS 2.0, European 
Digital Identity Framework, 
digital interaction of judicial 
systems; Ukraine: Unified 
Judicial Information and 

Telecommunication System, 
"Electronic Court", Digital 

State Registers 

Kalniete and 
Pildegovičs 

[10]; OECD [8]; 
European 

Commission 
[36] 

Control of 
Corruption 

AI systems for monitoring 
public procurement and 
electronic declarations; 
Big Data analytics to 

identify anomalies and 
conflicts of interest; 

automated risk-scoring 
models; continuous audit 

and anti-corruption 
analytics systems; Open 

digital registers and 
transparency platforms 

Detection of corruption 
risks and suspicious 

transactions in real time; 
automated audit of public 
procurement and financial 
transactions; analysis of 

connections between 
subjects and potential 
conflicts of interest; 

prioritization of 
inspections based on risk 
assessment; Increasing 

transparency and 
accountability of the 

public sector 

Ukraine: ProZorro, 
DOZORRO risk indicator 

system, Unified State Register 
of Declarations; Estonia: e-

Governance Academy digital 
solutions for transparent 
governance and e-public 

services; EU: ARACHNE 
(Analytical System for Risk 

Assessment for the Use of EU 
Funds), European Public 

Prosecutor's Office (EPPO) 
digital analytics tools 

OECD [8]; 
ProZorro [37]; 

European 
Commission 

[36]; e-
Governance 

Academy [38] 

Global 
Cybersecurity 

Index 

SIEM systems with AI-
driven SOAR (Security 

Orchestration, Automation 
and Response); Cyber 

Threat Intelligence (CTI) 
platforms; Extended 

Detection and Response 
(XDR) systems; 

Detection, analysis and 
neutralization of cyber 

threats in real time; 
automated incident 

response; cyber 
intelligence sharing; 

predicting and preventing 
attacks; ensuring the 

Estonia: NATO Cooperative 
Cyber Defence Centre of 

Excellence (CCDCOE), Cyber 
Range Estonia, National 

Cyber Security System; EU: 
EU Cybersecurity Reserve, 

Cyber Europe Exercises, Joint 
Cyber Unit, NIS2 

International 
Telecommunica
tion Union [14]; 

ENISA [39]; 
European 

Commission 
[40]; NATO 

CCDCOE [41] 
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automated incident 
response mechanisms; 

Integrated Cyber-Physical 
Security Systems to 

Protect Critical 
Infrastructure 

resilience of critical 
infrastructure and 

continuity of public 
services 

Implementation Framework; 
Ukraine: National 

Coordination Center for 
Cybersecurity (NCCC), State 

Special Communications 
Service, integration of state 
information systems with 

SIEM/SOC solutions, 
protection of the digital 

ecosystem "Diia" 
Whole-of-
society / 

Cross-sectoral 
coordination 

Mobile e-participation 
platforms; digital 

platforms for interaction 
between the state, citizens 

and business; federated 
data lakes with AI agents 
to analyze public signals; 

crowdsourced threat 
monitoring systems; open 
data and digital consulting 

platforms 

Ensuring constant 
interaction between 

government agencies, civil 
society, business and 
academia; involving 

citizens in policy-making; 
collective identification of 
social, informational and 
security risks; support for 
collaborative data-driven 

decision-making; 
increasing trust in state 

institutions 

Estonia: Rahvaalgatus.ee 
(Citizens' Initiative Portal) is a 

digital platform for civic 
initiatives and citizen 

participation in policymaking; 
Lithuania: E. pilietis / e-
participation and digital 

citizen consultation platforms; 
EU: European Citizens' 

Initiative and Digital Decade 
framework as mechanisms for 

digital participation and 
multilateral governance; 

Ukraine: Diia as a platform for 
digital interaction between the 

state and citizens, including 
wartime services, electronic 
petitions and integration of 

civil services 

Aoki and Tay 
[42]; European 
Commission 
[43]; OECD 

[44, 45]; 
Ministry of 

Digital 
Transformation 
of Ukraine [34] 

Source: compiled by the authors on the basis of Worldwide Governance Indicators, Global Cybersecurity Index and 
analysis of international experience 

 
The presented technologies allow you to 

move from traditional to integrated digital control. In 
particular, the further development of the Ukrainian 
Diia (diia.gov.ua) platform through integration with 
AI threat monitoring modules, blockchain registers, 
and SIEM systems can become the basis of a 
national "digital shield". Estonia's experience with 
the X-Road architecture (x-road.global) and e-
Governance Academy demonstrates that the 
systematic implementation of such solutions 
significantly increases resilience to hybrid threats 
even in countries with limited resources. 

Thus, information and computer 
technologies not only complement traditional 
institutional mechanisms, but also become their 
digital basis, ensuring the efficiency, transparency 
and adaptability of the public administration system 
in the context of a prolonged hybrid war. 

 
5. DISCUSSION 

 
The results of the empirical analysis 

confirm the central thesis of the study: the formation 
of an integrated system of public administration in 
the field of national security in the context of hybrid 
and information threats is not only an institutional, 
but also a technological task. Ukraine's persistent 
lagging behind in Government Effectiveness, Rule 
of Law, and Control of Corruption indicators is 

combined with a noticeable positive trend in 
convergence in Political Stability and Cyber 
Resilience (GCI increased to 89.0% of the EU level 
in 2024). This indicates the high adaptability of 
Ukrainian institutions, but emphasizes the need for 
active use of information and computer technologies 
to overcome the bottlenecks of the governance 
system. 

The choice of the Worldwide Governance 
Indicators as a basic tool for assessing institutional 
capacity is justified by their high validity, reliability 
and widespread use in international comparative 
studies [11, 12]. At the same time, the Global 
Cybersecurity Index, developed by the ITU, is a 
standardized tool that allows you to assess the state’s 
readiness to counter cyber threats that are at the core 
of modern hybrid operations [14]. In previous works, 
these two sets of indicators have been analyzed 
mainly in isolation. For example, the OECD study 
[8] focuses on governance aspects, while the ENISA 
reports [39] focus exclusively on cybersecurity. Our 
study is the first to integrate these dimensions into a 
single analytical framework that allows you to 
quantitatively assess the contribution of digital 
technologies to overcoming institutional gaps. This 
approach is especially significant for countries that 
are in a state of active hybrid warfare, since it is the 
combination of managerial efficiency and cyber 
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resilience that determines the state's ability to adapt 
and maintain functionality under complex pressure. 

Digital technologies act as a catalyst for 
institutional transformation. They make it possible to 
compensate for the limited efficiency of the state 
apparatus through the automation of interagency 
coordination, increase the rule of law through 
transparent electronic document management and 
blockchain registers, as well as reduce corruption 
risks through Big Data analytics and AI risk-scoring 
models. The experience of the Baltic States, in 
particular the Estonian X-Road architecture and 
cyber hubs, confirms that the systematic 
implementation of such solutions ensures a high 
level of resilience even in the face of constant hybrid 
threats [8-10]. 

For the practical implementation of the 
proposed approach, the authors have developed a 
multi-level architecture of digital resilience of the 
integrated system of public administration in the 
field of national security. The proposed 
architecture is based on the principles of integrated 
data management, intelligent analysis of 
information, automated response to threats and 
involvement of society in the processes of ensuring 
national resilience. 

The first, the infrastructure level, forms 
the technological basis of the system and provides 
for the creation of a single digital environment for 
the exchange of information between government 
agencies, security sector entities and other 
participants in the management system. It is based 
on the state data fabric, built on the principles of 
compatibility of information systems and federated 
data organization (federated data lakes). This 
approach ensures secure interdepartmental exchange 
of information, eliminates fragmentation state data 
and creates conditions for the formation of a single 
information space for managerial decision-making. 

The second, analytical layer, ensures the 
transformation of large amounts of data into 
analytical knowledge necessary to predict and 
prevent security risks. This layer uses artificial 
intelligence technologies, predictive analytics, 
Hybrid Threat Intelligence platforms, as well as 
machine learning and natural language processing 
(NLP/ML) systems to detect information operations, 
disinformation campaigns, and potential scenarios 
for the development of hybrid threats. 

The third, operational level, is focused on 
ensuring rapid response and incident management. It 
includes the integration of SIEM/SOAR solutions, 
cyber intelligence systems, automated mechanisms 
for detecting and neutralizing cyber threats, as well 

as digital situation centers using real-time analytical 
panels. public services. 

The fourth, societal level, implements the 
whole-of-society principle through the formation of 
digital mechanisms for interaction between the state, 
citizens, business and civil society. It provides for 
the development of e-participation platforms, 
crowdsourced monitoring systems, as well as the use 
of AI agents to analyze public signals and support 
joint decision-making. Expanding the functionality 
of national digital platforms, in particular the Diia 
ecosystem, can become an important element in the 
formation of a sustainable digital environment for 
interaction between the state and society. 

Thus, the proposed architecture allows 
vertical integration between the strategic, 
managerial and operational levels of public 
administration, as well as horizontal interaction 
between different institutions, sectors of the 
economy and social groups. Its implementation will 
help reduce institutional gaps, increase the efficiency 
of coordination and form an adaptive system for 
responding to hybrid and information threats. 

The results are consistent with the OECD 
[8] conclusions on the need to strengthen the 
capacity of Ukrainian public administration and 
complement them with a technological dimension, 
demonstrating that information and computer 
technologies can act as a key mechanism for 
accelerating Ukraine's institutional convergence to 
European governance standards. Further research 
should be aimed at empirically verifying the 
effectiveness of the proposed architecture, assessing 
the impact of digital solutions on the level of state 
resilience, and developing dynamic models for 
predicting hybrid threats using artificial intelligence 
technologies. 

Thus, the integrated system of public 
administration, formed on the basis of modern 
information and computer technologies, is not only 
a tool for the digital transformation of public 
administration, but also a strategic element of 
ensuring national security and strengthening 
Ukraine's role in the formation of the European 
architecture of resilience in the face of long-term 
hybrid threats. 

Comparing the results with previously 
known facts indicates a qualitative leap in 
understanding the role of ICT. While previous 
studies [1, 2] described hybrid threats mainly in 
conceptual terms, our study provides quantitative 
estimates that demonstrate an unprecedented growth 
in Ukraine’s GCI (by 18 points in 4 years) – this is 
the highest rate among all the countries compared, 
including the Baltics. At the same time, the decline 
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in GCI indicators in Estonia, Latvia and Lithuania in 
2024 does not indicate a loss of their capabilities, but 
rather reflects increased requirements and a revision 
of the methodology, which emphasizes the need for 
continuous improvement. Thus, our findings not 
only confirm the OECD’s [8] conclusions on the 
need to strengthen governance capacity, but also add 
a technological dimension to them, demonstrating 
that the systematic implementation of digital 
platforms, AI analytics and automated response 
systems is a key catalyst for accelerating institutional 
convergence towards European standards. This 
creates new knowledge that is different from 
incremental developments and offers practical tools 
for other states facing similar threats. 

 
6. CONCLUSIONS 

 
Based on the empirical analysis and 

answers to the research questions, the following 
conclusions can be drawn. 

The institutional gap between Ukraine and 
the EU and the Baltics remains significant, 
especially in the indicators of government 
effectiveness (difference of 32.8 points), rule of law 
(30.8) and control of corruption (33.7). At the same 
time, the positive dynamics of INSGI (growth from 
35.93 in 2014 to 44.26 in 2024) indicates the 
adaptability of Ukrainian institutions even in 
conditions of full-scale war. The greatest 
approximation to the European level is observed in 
the indicator of political stability (EUCI = 78.7%), 
which is explained by the mobilization of society 
and state structures. 

Ukraine's cyber resilience demonstrates 
impressive progress: GCI increased from 65.9 
(2020) to 83.9 (2024), and the cyber convergence 
index reached 89% of the EU average. This is an 
unprecedented growth rate, which exceeds the 
indicators of the Baltic countries for the same period, 
which indicates the high ability of the state to 
digitally transform the security sector even in 
extreme conditions. 

The proposed multi-level digital 
architecture (infrastructure, analytical, operational 
and public levels) based on interagency interaction 
platforms, AI forecasting, SIEM/SOAR solutions 
and e-participation tools can become an effective 
mechanism for overcoming the identified 
institutional gaps. Its implementation will allow to 
increase the coordination, transparency and 
adaptability of the public management system of 
national security. 

Thus, the study confirms that an integrated 
public management system, formed on the basis of 

modern information and computer technologies, is 
not only a tool for digital transformation, but also a 
strategic factor in ensuring the stability of the state 
in the face of long-term hybrid threats. 

Despite the results obtained, there are still 
aspects that require further study:  

1) empirical verification of the proposed 
digital architecture in pilot projects at the level of 
individual ministries or regions;  

2) development of dynamic models for 
predicting hybrid threats using artificial intelligence 
and machine learning technologies based on real 
data;  

3) assessment of the long-term 
effectiveness of whole-of-society engagement 
practices in the digital environment, in particular the 
impact of e-petitions and crowdsourcing systems on 
the quality of management decisions;  

4) adaptation of the developed INSGI and 
CCI indices for other countries facing hybrid threats, 
in order to create an international basis for 
comparative analysis of the sustainability of public 
administration. 
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