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ABSTRACT

Distributed energy resources (DERs), power electronic converters and digital communication infrastructure
have made islanded microgrids tightly coupled cyber-physical systems vulnerable to a variety of malicious
cyber-attacks such as false data injection attacks (FDIA), denial-of-service (DoS) attacks and replay
attacks. In traditional Model Predictive Control (MPC) based frequency and voltage control for islanded
microgrids, it is assumed that the measurements taken by the sensors and the communication link are
reliable, which makes them highly susceptible to coordinated cyber-attacks that can lead to instability and
cascading failure in the microgrid. A new Attack-Aware Model Predictive Control (AA-MPC) framework
is proposed in this paper, which integrates a real time residual based anomaly detector and a robust state
estimator, allowing simultaneous detection, isolation and accommodation of attacks. The proposed
formulation extends the classical MPC cost function and constraints in a min-max robust optimization
structure, which explicitly considers the impact of corrupted measurements, and a sequential detector based
on the Cumulative Sum (CUSUM) identifies the anomalous residuals with low latency. To validate the
proposed approach to FDIA and DoS attack scenarios, a reduced order microgrid model consisting of three
distributed generators, an energy storage system, critical load, non-critical load, and a communication layer
was developed for the simulation environment of MATLAB/Simulink. The results of the simulation show
that the proposed AA-MPC significantly affected the frequency deviation peak from 0.42 Hz to 0.075 Hz
and the voltage deviation peak from 0.118 p.u. to 0.021 p.u., with a shorter delay time for attack detection
compared to the conventional MPC controller without attack awareness. The proposed scheme also
achieves the true positive rate of above 96% and false positive rate of below 4% for the tested attack
intensities. The results demonstrate that by incorporating attack detection and resilient estimation into the
predictive control formulation, security and dynamic performance of the islanded microgrid are
significantly improved and no extra hardware investment is necessary.

Keywords: Islanded Microgrid, Model Predictive Control, Cyber-Physical Security, False Data Injection
Attack, Attack Detection, Resilient State Estimation, Robust Optimization
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1. INTRODUCTION

Islanded Microgrids are an island of Distributed
Generation (DG) systems, Energy Storage Systems
(ESS) and loads in remote, military and critical-
infrastructure  applications that can operate
independently when separated from the main utility
grid, offering improved resilience, reliability and
flexibility. Fast and accurate coordination of
voltage and frequency regulation between multiple
DGs is a key requirement for stable microgrid
operation in the case of an islanded system and has
become more feasible recently using advanced
model-based control strategies like Model
Predictive Control (MPC). In particular, MPC is
appealing for use in microgrid control due to its
ability to explicitly address multivariable dynamics,
operation constraints, and trajectory optimization of
control variables over a finite receding horizon [1],

[2].

The same digital communications and sensing used
for coordinated MPC-based control, however, make
the microgrid vulnerable to cyber-attacks. Islanded
microgrids do not have the inertia and external
support of the bulk power grid, so that small-
magnitude but well-designed cyber intrusions on
the voltage and frequency sensors, denial-of-service
(DoS) attacks on communication links, or replay
attacks on actuator commands can have
disproportionately large physical consequences
such as loss of load, damage to equipment, or even
complete system collapse [3]. Recent attacks on
Industrial Control Systems (ICS) and power
infrastructure have proven that the threat of cyber-
attacks is no longer a theoretical threat, but an
operational reality that will require addressing the
threat not just at the network-security level, but at
the control-design level as well [4], [5].

The controllers used in most of the current MPC-
based microgrids are built with the assumption that
sensing and actuation is reliable and will not be
compromised, leading to poor performance or
instability if measurements are not accurate [6], [7].
The study of cyber-physical security of power
systems has been investigated in the past, with
some research on detection of attacks through
power systems state estimation residuals, resilient
control via sliding mode and adaptive methods and
cyber-physical game-theoretic approaches for the
attacker—defender problem. But few works embed
attack detection and resilient estimation in the
predictive control optimization itself, especially for
a microgrid islanded from the utility grid, where
disturbances have a much greater impact on the
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system compared to a grid-connected system [8],

[9].

This paper tries to bridge this gap by introducing an
Attack-Aware Model Predictive Control (AA-
MPC) framework that combines three separate
functions: (i) real-time anomaly detection based on
a residual-based Cumulative Sum (CUSUM) test,
(i1) resilient state estimation robust to a bounded
number of corrupted sensor channels, and (iii) a
min-max robust MPC optimization that explicitly
considers the worst case attack influence within its
prediction horizon. This paper makes the following
main contributions.

1.A unified attack-aware control architecture is
proposed with integrated attack detection and
resilient estimation in the MPC feedback loop of an
islanded microgrid, rather than as an external add-
on.

2.A  strong min-max MPC formulation is
formulated to solve for the worst-case effect that
the false data injection has on the state trajectory
predicted by the MPC and still keep the voltage,
frequency and power constraints feasible.

3. A low latency stealthy and abrupt attack detector
is designed based on the innovation sequence of a
resilient extended Kalman filter (EKF).

The proposed framework is validated with detailed
simulation of 3-DG islanded microgrid under FDIA
and DoS attack scenarios, and comparison with
conventional MPC controllers in terms of
frequency deviation, voltage deviation, settling
time, and detection performance.

The rest of this paper is organized as follows.
Related work on microgrid control and cyber-
physical security is covered in Section 2. The
islanded microgrid system model is given in
Section 3. The proposed attack model is described
in section 4. The attack-aware MPC formulation is
developed in Section 5. A simulation setup is
described in Section 6. The results are presented
and discussed in Section 7. The paper is concluded
in section 8, where directions for future work are
given.

2. RELATED WORK

2.1 MPC and Microgrids

MPC has become a subject of extensive research in
the field of microgrid frequency and voltage
control, because it can incorporate multivariable
constraints and predictive optimization. Distributed
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suggested to coordinate multiple DGs while
considering the power limits of multiple energy
storage systems and the state of charge of those
systems. Finite-control-set MPC has also been
utilized directly at the converter switching level in
order to attain rapid converter dynamic response in
islanded mode operation [10], [11]. These works
show good nominal performance but normally
make the assumptions of perfect or only noises
corrupted measurements and excluding the
possibility of adversarial manipulation on sensor
data.

2.2 Cyber-Physical Security of Power Systems

The first formalization of false data injection
attacks occurred in the context of power system
state estimation where an adversary constructs an
attack vector that lies in the column space of the
measurement  Jacobian, which means that
traditional bad data detectors, based on residual
norms, cannot detect the attack [12], [13]. Later
work was done to expand this idea to microgrid
control loops, and it was demonstrated that the
layer below droop and secondary control can be
misled into taking wrong corrective action based on
FDIA on frequency and voltage measurements.
Attacks such as DoS and replayed sensor data have
also been examined, and several works have
suggested techniques for watermarking and
verifying sensor data using time-stamps to prevent
replay [7], [14].

2.3 Resilient and Attack-Aware Control

To address these drawbacks, resilient control
strategies have been suggested such as the
application of sliding-mode-based disturbance
observer and adaptive control with online
parameter re-estimation in the context of a single
microgrid, and distributed consensus protocols with
mean-subsequence-reduced (MSR) filtering for
multi-agent microgrid control [15], [16]. The game-
theoretic and moving-target-defense methods have
also been investigated for characterizing attacker-
defender interactions in cyber-physical power
systems[17], [18] . Recently, a few researches
started to include attack detection in MPC problems
for power converter and in DC microgrids using
robust tube-based MPC and chance-constrained.
The works are predominantly aimed at grid
connected or single-converter systems, however,
and do not concurrently consider detection, resilient
estimation and robust optimization for islanded
microgrids with multiple DGs, which is the specific
gap filled in this paper.

Table 1 summarizes representative existing works
in relation to the proposed approach. As shown, no
prior work simultaneously combines residual-based
real-time detection, resilient state estimation, and
robust min-max MPC optimization specifically
tailored to islanded multi-DG microgrids, which
motivates the proposed Attack-Aware MPC
framework. Table 1 summarizes some of the
relevant existing works related to the proposed
approach. As illustrated, none of the existing works
addresses both real-time residual-based detection
and resilient state estimation as well as robust min-
max MPC optimization for a multi-DG microgrid
system, which motivates the proposed Attack-
Aware MPC framework.

Table 1. Comparison of Representative Existing
Approaches with the Proposed Work

Control | Contro | Attack | Resilie | Islande
Approa |1 Detecti | nt d
ch Strateg | on Estimat | Multi-
y ion DG
Suppor
t
Nomina | MPC No No Partial
1 MPC
Robust / | Robust | No Partial Yes
Adaptiv | /
e Adaptiv
Control | e
Control
Distribu | Consen | Implici | Yes Yes
ted sus- t
Consens | Based
us Control
(MSR)
Tube- Min— No No No (DC
Based Max Convert
Robust Tube ers)
MPC MPC
Chance- | Stochas | Partial | No No
Constrai | tic
ned MPC
MPC
Propose | Robust | Yes Yes Yes
d AA- | Min- (CUSU | (Resilie
MPC Max M) nt
MPC EKF)
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3. ISLANDED MICROGRID SYSTEM
MODEL

The microgrid under investigation is an islanded
microgrid comprising three distributed generation
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units (DG) (photovoltaic system, wind turbine
emulator and dispatchable BESS), connected via an
AC microgrid bus, feeding a critical load and a
non-critical  load, and controlled by a
communication and SCADA layer, as shown in
Figure 1.

PV Aray
061

Critical
Loa

Local MPC AC/DC Non-Critical
Controller Microgrid Bus Load

Cyber Communication & SCADA Layer \__ﬂ‘ Adversary

Wind Turbine
DG-2

Al

Battery ESS
DG-3

(Sensor / Actuator data, Setpoints) (FDIA / DoS)

Figure 1. Architecture of the Islanded Microgrid with
Cyber-Physical Coupling and Attack Surface

3.1 DG Dynamic Model

Each inverter-interfaced DG is modelled using the
standard droop-based small-signal frequency and
voltage dynamics. The frequency dynamics of the
i-th DG are expressed as:

. _ 1 Mp, ref
@i(t) = ——w; ) + — (P = P(t)) (D)
i Tp;
where w; is the angular frequency deviation of DG-
i, T, is the active-power low-pass filter time
constant, m,, is the active power droop coefficient,
PFef is the active power setpoint, and P;(t) is the
measured active power output. Similarly, the
voltage dynamics are given by:

y 1 n‘h’ ref
Vi) = -—Vvi©) + 2 (e - o) @)
Tq, Tq,

13 L
where ng, is the reactive power droop coefficient
and 74, is the corresponding filter time constant.

Aggregating all DG states, the continuous-time
microgrid model is written compactly as:

X(t) = Ax(t) + Bu(t) + Ed(t) 3)

where x(t)=[w; Vi w, V, ws Vs]" is
the state vector, u(t) is the vector of control
setpoints generated by the MPC layer, d(t)
represents load disturbances, and A, B, E are
system matrices obtained from linearization of the
droop dynamics about the nominal operating point.

3.2 Discrete-Time Prediction Model

For MPC implementation, the continuous-time
model in (3) is discretized with sampling period
Tsusing zero-order hold, yielding:

x(k+1) = Agx(k) + Bgu(k) + Egd(k) + w(k) (4)
where

TS
Ad = eATS,Bd = f eATBdT,
0
and w(k)is =zero-mean process noise with

covariance Q,,. The corresponding measurement
model, which is the primary channel exploited by
an attacker, is given by:

y(k) = Cx(k) + v(k) + a(k) 6)
where y(k)is the vector of measured frequencies,
voltages, and powers transmitted over the
communication network, Cis the measurement
matrix, v(k)is zero-mean Gaussian measurement
noise with covariance R,, and a(k)is an attack
vector that is identically zero under normal
operation and non-zero only on the subset of
channels compromised by the adversary.

3.3 Operational Constraints

The islanded microgrid must always satisfy the
following physical and regulatory constraints:

fmin = f(k) = fmax' Vmin = Vl(k) = Vmax (6)
PPN < P (k) < PP SOCmin < SOCgss(k) < SOCpmax(7)
Table 2 lists the nominal parameters used for the

islanded microgrid model in this study.

Table 2. Nominal Parameters of the Islanded

Microgrid Test System
Parameter Symbol | Value
Nominal fo 50 Hz
frequency
Nominal bus Vo 1.0 p.u.
voltage
Active power my 3.0
droop coefficient x 10™*rads 1 W1
Reactive power ng 1.5x 1073 VVAr—1!
droop coefficient
Active power Tp 0.05s
filter time
constant
Reactive  power T4 0.05s
filter time
constant
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PV array rated Ppy 20 kW
power

Wind turbine Pwr 15 kW
rated power

Battery ESS | Pggs 25kW/50 kWh
rated power /| /Egss

capacity

Critical load P4, Q11 18 kW, 6 kVAr
Non-critical load | P;,, Q1 12 kW, 4 kVAr
Sampling time T 10 ms
Prediction N, 15steps

horizon

Control horizon N, Ssteps

4. THREAT MODEL AND ATTACK
SCENARIOS

This work considers an adversary with partial
access to the communication layer between sensors,
the local controller, and the SCADA system,
consistent with realistic threat models for
distributed control networks. Three representative
attack types are modelled.

4.1 False Data Injection Attack (FDIA)

In an FDIA, the adversary injects a bias vector
6(k)into a subset Q S {1, ..., m}of measurement
channels such that:

Cix(k) + v (k) + 6;(k),
Cix(k) + v;(k),

i€Q,

i) = | e ®

A stealthy attack is one in which § (k)is constructed
to minimize the increase in the residual norm of a
conventional chi-squared bad-data detector, making
detection significantly harder for controllers that do
not incorporate sequential or model-aware
detection.

4.2 Denial-of-Service (DoS) Attack

In a DoS attack, the adversary blocks transmission
of sensor packets for a duration Tp,g, which is
modelled by replacing the true measurement with
the last successfully received value (zero-order
hold) or a null indicator, forcing the controller to
rely on model-based prediction during the outage
interval.

4.3 Replay Attack

In a replay attack, the adversary first records a
window of legitimate measurements during normal
operation and later retransmits this recorded
sequence while simultaneously manipulating the
actuator commands, such that statistical properties
of the measurement stream appear nominal even
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though the underlying physical state has been
altered.

These three attack types are used to evaluate the
proposed AA-MPC framework in Section 7, with
particular emphasis on the FDIA scenario, which
represents the most challenging case for
conventional residual-based detection.

5. PROPOSED ATTACK-AWARE MPC
FRAMEWORK

The proposed framework, illustrated in Figure 2,
consists of three tightly coupled modules: (i) a
resilient state estimator, (ii) a CUSUM-based
sequential anomaly detector operating on the
estimator innovation sequence, and (iii) a robust
min-max MPC optimizer that adapts its constraint
tightening and cost weighting based on the current
detection status.

Optimal Control Input u*(k) applied to plant

Anomaly /
Attack Detector
(Residual + CUSUM)

N

Attack-Aware MPC

wwwwwwww

State Estimator
(Resilient EKF)

Figure 2. Closed-Loop Architecture of the
Proposed Attack-Aware MPC Scheme

5.1 Resilient State Estimation

A resilient extended Kalman filter (EKF) is
employed to estimate the microgrid state from the
available, possibly compromised, measurements. At
each time step, the filter computes the innovation:

rk)=y(k) —Cx(k 1 k—1) )
Channels whose individual innovation magnitude
exceeds a robustness threshold z,are down-
weighted using a Huber-type robust weighting
function before the standard Kalman update is
applied, which limits the influence of any single
corrupted channel on the resulting state estimate:

1, | T < Ty
W) = {Tr sign(ry), | 1> 1, (10)
Xklk)=2klk-1)+KKk)yY k) (11
where K (k)is the Kalman gain computed from the
predicted error covariance and the noise
covariances Q,,and R,,.

5.2 CUSUM-Based Attack Detection

To detect both abrupt and gradually evolving
(stealthy) attacks with low latency, a Cumulative
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Sum (CUSUM) test is applied to the normalized
innovation sequence

g(k) =r(k)"S(k)~'r(k),
where S(k)is the innovation covariance.
decision statistic is updated recursively as:

The

Sc(k) = max (0, Sc(k — 1) + g(k) —n)(12)
where nis a small drift parameter chosen slightly
above the expected nominal value of g(k). An
alarm is declared at the first time instant kfor
which:

Sc(k) > hy, (13)

with the detection threshold hy,selected through
offline Monte Carlo calibration to achieve a target
false alarm rate of a = 0.02 under nominal noise
conditions. Once an alarm is triggered, the
corresponding channel index is flagged and passed
to the robust MPC optimizer described in Section
5.3.

5.3 Robust Min-Max MPC Formulation

The proposed controller solves, at every sampling
instant k, a finite-horizon robust optimization
problem that minimizes the worst-case cost over an
admissible uncertainty set associated with currently
flagged channels. The cost function (14) is defined
as:

Np—1

J) = Y [NRCk+5 1K) = e 1
j=0
+ AuChk +j 1 k) 13
+12(k + Ny | k) = xpef
12 (14)

where @, R, and Pare positive-definite weighting
matrices and

Autk+jlk)=uk+jlk)—ulk+j—-11k).
penalizes control effort changes. The attack-aware
robust optimization problem is then posed as:

u*(k) = argminu(-) maxé € A(k) J(k; 6)(15)
subject to the discrete dynamics (4), the operational
constraints (6)—(7), and the uncertainty set A(k),
which is defined dynamically based on the detector
output as:

A(k)={5-5i—0' vlgﬂ(lf), } (16)
| 8i 1< 6max' Vi € .Q(k)

where ((k)is the set of channels currently flagged
as suspicious by the CUSUM detector. When no
attack is detected, 4(k)reduces to the empty set and
the controller behaves as a standard certainty-
equivalent MPC, preserving nominal performance

and computational efficiency. When an attack is
flagged, the inner maximization is solved using a
worst-case scenario enumeration over the vertices
of the box-constrained uncertainty set, and
constraint  back-off margins are tightened
proportionally to the estimated attack bound 6,4y,
ensuring that constraints in (6) — (7) remain
satisfied even under the worst-case realization of
the injected bias. Additionally, the optimizer
substitutes the resilient state estimate X(k | k)from
(11) for the predicted state, rather than relying on
raw measurements directly, providing a second
layer of protection against corrupted data.

5.4 Recursive Feasibility and Stability Remarks

Recursive feasibility of the proposed formulation is
preserved by retaining a terminal constraint set
Xrand terminal cost Psatisfying the standard
discrete-time Lyapunov inequality

ATPA; — P < —(Q+K"RK), 17)
where Kis the terminal stabilizing gain. Because the
uncertainty set A(k)is bound by design in (16), the
resulting tightened constraint sets remain non-
empty for admissible attack magnitudes bounded
by Omax, ensuring that the controller does not lose
feasibility purely due to the presence of a detected,
bounded attack.

5.5 Algorithm Summary

Algorithm 1 summarizes the proposed Attack-
Aware MPC procedure executed at every sampling
instant (Table 3).

Table 3. Algorithm 1 - Attack-Aware MPC
Execution at Sampling Instant k

Step | Operation

1 Acquire raw measurement vector y(k) from
sensor/communication layer.

2 Compute predicted state xX(k|k —1) and
innovation r(k) using the resilient EKF.

3 Apply Huber weighting ¥(+) to innovation
and update state estimate x(k|k).

4 Update CUSUM statistic S_c(k); compare
with threshold h th to flag channel set (k).

5 Construct uncertainty set A(k) from (k)
and tighten constraints (6)—(7) accordingly.

6 Solve robust min-max optimization (14)—
(16) for optimal input sequence u*(:|k).

7 Apply first control move u*(klk) to plant;
discard remaining sequence (receding
horizon).

8 Advance to k+1 and repeat.
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6. SIMULATION SETUP

The proposed AA-MPC framework was
implemented and evaluated in a
MATLAB/Simulink-based environment using the
islanded microgrid model described in Section 3,
with the optimization problem (14)—(16) solved at
each sampling instant using a quadratic-
programming-based solver. The microgrid was
simulated for 10 seconds of operation, with attacks
injected into the frequency and voltage
measurement channels of DG-2 between t = 3.0 s
and t = 4.2 s. Three controllers were compared: (a)
a conventional MPC without any attack-awareness,
(b) a baseline MPC with a simple fixed-threshold
residual check (no CUSUM, no robust
optimization), and (c) the proposed AA-MPC.
Performance was assessed using peak frequency
deviation, peak voltage deviation, settling time (2%
band), detection delay, true positive rate (TPR), and
false positive rate (FPR) over 200 Monte Carlo
trials with randomized attack magnitudes and noise
realizations. Table 4 shows the Simulation
Scenarios Considered in This Study.

Table 4. Simulation Scenarios Considered in This Study

Scenari | Attack Target Duratio
0 Type Channel(s) n
Sl False DG-2 1.2s
Data frequency,
Injection | voltage
(ramp +
bias)
S2 Denial- DG-1, DG-3 | 0.8s
of- communicatio
Service n link
S3 Replay Microgrid bus | 1.5s
Attack voltage sensor
S4 Combine | All DG | 2.0s
d FDIA + | channels
DoS (staggered)

7. RESULTS AND DISCUSSION

7.1 Frequency and Voltage Regulation Under
FDIA

Figure 3 shows the microgrid frequency response
under the FDIA scenario (S1) for the conventional
MPC and the proposed AA-MPC. The conventional
MPC exhibits a peak frequency deviation of 0.42
Hz and a prolonged settling time of approximately
2.8 s because it directly trusts the corrupted
measurements when computing its control action.
In contrast, the proposed AA-MPC limits the peak
deviation to 0.075 Hz and recovers to within the
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2% band in approximately 0.65 s, since the resilient
estimator down-weights the corrupted channel and
the robust optimizer tighten the relevant constraints
as soon as the CUSUM detector raises an alarm.

50.0 1 hpiirahng vy

s I’ s =
o o o o
~ = > =S

Microgrid Frequency (Hz)

=
o
=Y

— Conventional MPC (under FDIA)
= Proposed Attack-Aware MPC
Attack window

488

0 2 4 6 8
Time (s)

Figure 3. Frequency Deviation Under False Data
Injection Attack (FDIA)

A similar trend is observed for the voltage response
at the point of common coupling (PCC), shown in
Figure 4. The conventional MPC allows the voltage
to dip to approximately 0.882 p.u., a violation of
the typical +10% statutory band, whereas the
proposed AA-MPC restricts the deviation to 0.021
p.u., remaining comfortably within acceptable
limits throughout the attack window.

1.02

1.00

o o o
o © ©
b4 & 8

PCC Voltage (p.u.)

o
N

~—— Conventional MPC
—— Proposed Attack-Aware MPC
Attack window

0 2 4 6 8 10
Time (s)

Figure 4. Voltage Profile at the Point of Common
Coupling (PCC)

7.2 Attack Detection Performance

The detection performance of the proposed
CUSUM-based detector operating on the resilient
EKF innovation sequence was compared against a
conventional fixed-threshold residual detector
across 200 Monte Carlo trials with varying attack
magnitudes. Figure 5 presents the resulting receiver
operating characteristic (ROC) curves. The
proposed detector achieves a true positive rate of
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96.4% at a false positive rate of 3.8%, while the
baseline threshold detector achieves only 71.2%
true positive rate at a comparable false positive rate,
confirming the benefit of the sequential CUSUM
formulation for detecting both abrupt and gradually
evolving stealthy attacks.

1.01

0.8

0.6

0.4 1

True Positive Rate

0.2

= Proposed Residual + CUSUM Detector
= Threshold-based Detector (baseline)
Random guess

0.0 1

0.4 0.6 0.8 1.0
False Positive Rate

0.0 0.2

Figure 5. ROC Curve of Attack Detection Module

7.3 Comparative Performance Summary

Table 5 summarizes the average performance
metrics obtained across all four simulation
scenarios (S1-S4), comparing the conventional

MPC, the baseline threshold-MPC, and the
proposed AA-MPC. The proposed approach
achieves the lowest frequency and voltage

deviations, the shortest settling time, and the lowest
detection delay across all tested scenarios. Figure 6
shows the Comparative Performance Metrics.

Table 5. Comparative Performance Metrics Averaged
Over Scenarios S1-S4

rate (%)

False N/A 5.6 3.8

positive
rate (%)

Avg. 3.1 34 6.8
solver
time per

step (ms)

Threshold
-MPC

Conventiona
1MPC

Metric Propose
d AA-

MPC

Peak 0.42 0.21 0.075

frequenc
y
deviation
(Hz)

Peak
voltage
deviation

(p-u.)

0.118 0.063 0.021

Settling | 2.80 1.65 0.65

time, 2%
band (s)

Detectio | N/A 240 85

n delay
(ms)

True N/A 71.2 96.4

positive
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mm Conventional MPC
B Proposed Attack-Aware MPC

Normalized Value

Voltage
Deviation
(pu)

Detection
Delay (ms)

Settling
Time (s)

Freg.
Deviation
(Hz)

Figure 6. Comparative Performance Metrics
(Normalized)

7.4 Discussion

The results demonstrate that embedding attack
detection and resilient estimation directly within the
MPC optimization provides substantial
performance benefits compared with both a fully
unaware controller and a controller that adds only a
simple residual threshold without sequential
detection or robust constraint tightening. The
improvement in  detection latency (from
approximately 410 ms for the unaware case
effectively, and 240 ms for the threshold-based
case, down to 85 ms for the proposed scheme) is
particularly significant for islanded microgrids,
where the limited system inertia means that even a
few hundred milliseconds of incorrect control
action can produce frequency or voltage excursions
beyond protection relay thresholds [19], [20]. The
modest increase in average solver time (6.8 ms
versus 3.1-3.4 ms) remains well within the 10 ms
sampling interval adopted in this study, confirming
that the additional robustness is achieved without
compromising real-time feasibility for the tested
system size. It is noted that for larger microgrids
with a greater number of DGs and measurement
channels, the worst-case vertex enumeration in (15)
may require further computational optimization,
such as scenario reduction or convex relaxation,
which is identified as a direction for future work in
Section 8.
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Sensitivity analysis (not shown in detail due to
space constraints) further indicated that the false
positive rate of the proposed detector increases
approximately linearly with decreasing CUSUM
threshold h_th, while the detection delay decreases
correspondingly, confirming the expected trade-off
between detection sensitivity and false alarm rate
that should be tuned according to the criticality of
the protected microgrid application.

7.5 Implementation Considerations and

Limitations

Although
substantial

the proposed AA-MPC achieves

improvements over conventional
approaches, several practical implementation
considerations merit discussion. First, the
performance of the resilient EKF and the CUSUM
detector depends on accurate knowledge of the
nominal noise covariances Q,, and R,,; significant
model mismatch could degrade the residual
statistics used for detection, suggesting that
periodic offline recalibration or adaptive covariance
estimation would be beneficial in field deployment.
Second, the worst-case vertex enumeration in the
inner maximization of (15) grows combinatorially
with the number of simultaneously flagged
channels, which is tractable for the three-DG test
system considered here but may require scenario-
reduction or convex relaxation techniques for larger
microgrid clusters with many DGs and sensors, as
noted in Section 7.4. Third, the present study
assumes that the communication delay between
sensors, the resilient estimator, and the MPC
optimizer is small relative to the sampling period
Ty; for microgrids with larger geographic spread or
wireless communication links, delay-compensation
mechanisms would need to be incorporated into the
state prediction step. Finally, while the CUSUM
threshold h;, was tuned offline for the test system
parameters in Table 2, an adaptive thresholding
scheme that adjusts h;; based on observed load and
renewable generation variability could further
improve detection robustness across a wider range
of operating conditions and is identified as a
promising avenue for future research.

8. CONCLUSION

This paper proposed an Attack-Aware Model
Predictive Control (AA-MPC) framework for the
secure operation of islanded microgrids subject to
false data injection, denial-of-service, and replay
attacks. The proposed framework integrates a
resilient extended Kalman filter, a CUSUM-based
sequential anomaly detector, and a robust min-max
MPC optimization within a single closed-loop
architecture, allowing the controller to detect,
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isolate, and accommodate cyber-attacks without
relying on  separate  intrusion  detection
infrastructure. Simulation results on a three-DG
islanded microgrid test system demonstrated that
the proposed AA-MPC reduces peak frequency
deviation by approximately 82%, reduces peak
voltage deviation by approximately 82%, and
reduces detection delay by approximately 79%
relative to a conventional attack-unaware MPC
controller, while maintaining solver execution
times compatible with real-time implementation.
These findings confirm that attack-awareness can
be effectively embedded within the predictive
control formulation itself, offering a practical
pathway toward cyber-resilient microgrid control
without major additional hardware investment.

Future work will extend the proposed framework to
larger-scale microgrid clusters and multi-microgrid
networks, investigate computationally efficient
relaxations of the worst-case min-max optimization
for real-time embedded implementation,
incorporate  coordinated  multi-point  attack
scenarios, and validate the proposed approach

experimentally on a  hardware-in-the-loop

microgrid testbed.
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