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ABSTRACT 

 
The use of encryption, data theft, and disruptive destruction has made ransomware a major cybersecurity 
threat, and traditional signature-based defences are often ineffective against novel and rebranded 
ransomware. The purpose of this study was to construct an explicable, imbalance-conscious deep learning 
model of detecting ransomware based on handcrafted behavioural features and transformer-based 
representation learning. The experimental machine-learning design was implemented on a new public 
ransomware corpus of 21,752 samples (26 malware families). The training was skewed intentionally to 
represent the class imbalance that was present. The proposed pipeline extracted file-system, process, 
registry, API, and network indicators and then learned higher-order dependencies using a transformer 
encoder that is optimised with focal loss, class weighting, and SMOTE. The proposed model had a better 
accuracy of 97.18% with a 0.962 precision, 0.951 recall, 0.956 F1-score, and 0.986 ROC-AUC, compared 
to the transformer baseline and other classical and deep learning models. Analysis of SHAP and attention 
further demonstrated that the most noteworthy indicators were file rename rate, write bursts that appear 
encryption-like, frequency of registry modification, and suspicious PowerShell activity. In general, the 
framework provides precise, low-false-positive, and interpretable ransomware detection that would be used 
in security operations. 
Keywords: Ransomware Detection, Explainable AI, Transformer Networks, Behavioural Analysis, Class 

Imbalance, Deep Learning, Malware Classification, Cybersecurity 
 
 
1. INTRODUCTION  
 
Ransomware is a type of threat that has now 
evolved into an extremely coordinated model of 
extortion combining encryption, data theft, and 
operational disruption. In India, this risk is 
particularly topical since, according to the 2024 
ransomware report by CERT-In, LockBit, 

Ransomhub, and KillSec are the most relevant 
groups that impact Indian cyberspace. [1] [2]. The 
same report reveals that manufacturing, finance, 
and IT/ITeS were some of the most targeted sectors, 
indicating that ransomware is no longer isolated to 
isolated cases but is an operational threat that has 
become a sustained and continuous threat to critical 
and commercial environments. [3] [4].  
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Although there has been advancement in malware 
analytics, most ransomware detection systems are 
limited by shallow feature learning, weak minority-
class sensitivity, or black box decision-making. [5] 
[6] [7]. Signature-based approaches have issues 
with the changing family and rebranded versions, 
whereas end-to-end deep models lack 
interpretability, which is needed in security 
operations. The research question is thus: Can a 
hybrid framework, comprising handcrafted 
behavioural features, transformer-based learning, 
class-imbalance handling, and Explainable AI, 
enhance the ransomware detection and, at the same 
time, generate justifications that are easy to 
understand by an analyst? A recently published 
public 2024 ransomware dataset offers an 
appropriate experimental foundation to this study, 
consisting of 21,752 samples of 26 malware 
families, including 11 major ransomware families 
such as LockBit, Maze, REvil and WannaCry. [8] 
[9].  

2. The relevance of this research is that it is 
applicable in practical terms to the present-day 
ransomware behaviour and operational defence 
requirements. According to the report by CERT-In, 
it becomes increasingly important to detect and 
explain ransomware-related activities as soon as 
possible because of the increasing use of stealthy 
execution chains, legitimate system tools, and 
multi-stage extortion tactics by ransomware actors 
[10] [11] [12]. With this context, a model with the 
ability to not only detect malicious behaviour, but 
also explain why a sample was flagged, is better 
suited to be deployed in the real world, particularly 
in security teams that must rapidly and accurately 
triage alerts  [13] [14].  

This research aimed to create an elucidate, 
imbalance-capable deep learning model to detect 
ransomware attacks using proposed handcrafted 
behavioural features and transformer-based 
representation learning. 

3. This research has three key contributions. First, 
it presents a handcrafted set of behavioural features 
that focus on capturing ransomware-relevant 
indicators like bursts in file-renaming, registry 
modification, API frequency of use, and suspicious 
process activity. Second, it suggests a transformer-
based architecture with optimisation that is 
imbalance-aware to enhance minority-class 
ransomware recognition. Third, it supports 
Explainable AI with SHAP-based and attention-
based interpretations in a manner that the decisions 
made by the model are clearly comprehensible and 
are operationally meaningful. Collectively, these 

contributions create an accurate detection 
framework that is practical and can be used in 
cybersecurity. 
 
2. LITERATURE REVIEW 
 
More recent studies of ransomware have been 
moving away from simple signature matching to 
behaviour-dependent deep learning. Gulmez et al. 
introduced XRan, an explainable deep-learning 
ransomware detector that uses dynamic sequences 
of analysis and model-agnostic explanation to 
enhance both detection and transparency, 
demonstrating that XAI is becoming an essential 
requirement in malware defence as opposed to an 
optional add-on. [15] [16]. More recently, 
transformer-based methods have been introduced as 
a plausible direction; for instance, Pulse uses 
Transformer models to model the assembly 
sequences of ransomware, and reports improved 
zero-day detection behaviour compared to tabular 
baselines, suggesting that contextual sequence 
learning is well adapted to the task of modelling 
ransomware activity. Simultaneously, in larger 
malware XAI surveys, explainability algorithms 
like SHAP, LIME, and attention analysis are 
becoming more popular to make security models 
more accessible to analysts and operators. [17] [18] 
[19].  

The current research is based on three fundamental 
concepts. To begin with, ransomware can best be 
described as a process of behavioural attack, 
whereby bursts of file modification, registry 
manipulation, API repetition, privilege-related 
execution, and suspicious network activity 
collectively point to a malicious intent [20]. 
Second, the transformer self-attention is particularly 
adaptable to the given issue as it may be trained to 
learn the dependencies across heterogeneous 
behavioural tokens and long execution windows, 
which is increasingly being reflected in recent 
ransomware modelling work. Third, explainable AI 
is a key element in cybersecurity since the 
detections should be justifiable, not just accurate; 
recent studies in explainable AI on ransomware and 
malware analysis have all indicated that such 
detection needs to be justifiable as opposed to being 
simply accurate.  

Although these progresses have been made, there 
are several gaps. Most ransomware detectors have 
not been combined in a single pipeline but instead 
continue to rely on either handcrafted features alone 
or black-box deep representations alone. Studies of 
explainable ransomware already in the literature 
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tend to demonstrate interpretability, yet might not 
explicitly address the issue of class imbalance, 
which is a realistic phenomenon in live security 
settings when ransomware is a rare but high-impact 
condition. [21] [22]. Furthermore, recent Indian 
threat intelligence indicates that ransomware 
activity continues to have an operational 
significance, with CERT-In citing LockBit, 
Ransomhub, and KillSec as the predominant groups 
that impact the Indian cyberspace in 2024, as well 
as emphasising the use of stealthy living-off-the-
land techniques. This reinforces the necessity of an 
accurate, yet imbalance-aware and explainable 
model. Thus, the question of this paper is whether a 
hybrid framework consisting of handcrafted 
behavioural features, transformer-based learning, 
imbalance-aware optimisation, and XAI could be 
used to provide better and more interpretable 
ransomware detection than the current methods. 
 
3. METHODOLOGY 

3.1. Research Design and Problem Formulation 

This work will take an experimental machine-
learning format on binary ransomware detection, 
where the objective will be to classify each 
observed execution trace or behavioural window as 
being of a benign or a ransomware nature. The 
proposed framework is designed to support realistic 
endpoint and sandbox telemetry, with the 
architecture design objective to integrate 
handcrafted behavioural indicators, transformer-
based representation learning, imbalance-conscious 
training, and post-hoc explainability into a single 
deployable pipeline. The rationale behind this 
design is based on the current Indian threat 
environment: CERT-In 2024 ransomware report 
states that LockBit, RansomHub, and KillSec were 
among the predominant groups having a presence 
in Indian cyberspace, with manufacturing, finance, 
and IT/ITeS being highly targeted; abuse of living-
off-the-land binaries and scripts, such as 
PowerShell and Command Prompt, was also 
aggressively pursued.  

This research uses a recent open ransomware 
dataset and frames the analysis in terms of the 
Indian operational context. The public corpus 
selected is the 2024 Zenodo ransomware dataset, 
which contains 21,752 samples balanced between 
malicious and benign files and spans 26 families of 
malware, including 11 ransomware families such as 
Cerber, Darkside, Dharma, GandCrab, LockBit, 
Maze, Phobos, REvil, Ragnar Locker, Ryuk, Shade, 

and WannaCry. Practically, the model is trained on 
behavioural samples based on this corpus and is 
tested under a deliberately skewed training regime 
to simulate real-world conditions, with ransomware 
events being far less common than benign activity 

3.2. System Architecture 

The proposed model is based on five consecutive 
steps, as shown in Figure 1. The first stage involves 
the collection of raw behavioural traces based on 
sandbox execution logs, API sequences, file-system 
events, registry operations, process creation traces, 
and network metadata. Second, a handcrafted 
feature engineering component transforms the raw 
behaviour into a small and semantically important 
vector. Third, a deep transformer encoder 
memorises higher-order interactions among the 
feature tokens and time windows. Fourth, the 
ransomware probability is provided by an 
imbalance-conscious classification head. Lastly, an 
explainability layer generates local and global 
rationales based on SHAP, attention attribution and 
optional LIME overlays. 
This architecture (Figure 1) is selected, since recent 
ransomware studies reveal that transformer-style 
models are becoming more effective in modelling 
long-range dependencies and cross-modal 
behavioural cues. Recent ransomware research 
(including Ransom Former) has shown that 
transformer-based architectures can effectively 
combine and process both byte-level and API-
related indicators, and recent surveys on 
explainable malware analysis have highlighted the 
fact that high-performing black-box detectors are 
not to be trusted in security-critical settings unless 
explanation mechanisms are incorporated into the 
workflow. 
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Figure 1 System Architecture 

 
3.3. Data Acquisition and Preprocessing. 
 
The experimental pipeline starts with the extraction 
of runtime traces of each sample of the chosen data 
set. The system logs file -system activity, API calls, 
registry activity, process spawning calls, and 
network behaviour, to every executable or observed 
execution instance. The raw logs are normalised 
into a regular event schema that should include the 
event type, event timestamp, process that generated 
the event, target object and the magnitude of the 
event. Duplicate traces and corrupted records are 
deleted, and the rest of the samples are aligned in 
fixed-length behavioural windows in such a way 
that each instance describes a similar observation 
interval. Let the raw behavioural record for the 𝑖- 
The sample is represented as 

𝐑௜ = {𝑒௜ଵ, 𝑒௜ଶ, … , 𝑒௜்}, 
 
where 𝑒௜௧denotes the event observed at time step 𝑡, 
and 𝑇is the window length. After preprocessing, 
each sample is converted into a structured feature 
vector. 

𝐱௜ = [𝑥௜ଵ, 𝑥௜ଶ , … , 𝑥௜ௗ] ∈ ℝௗ , 
 

where 𝑑is the number of handcrafted and learned 
features. Missing values are imputed using robust 
median-based substitution for numeric fields and 
mode-based substitution for categorical fields. 
Continuous features are scaled using min-max 
normalisation: 
 

𝑥ᇱ =
𝑥 − 𝑥୫୧୬

𝑥୫ୟ୶ − 𝑥୫୧୬ + 𝜖
, 

 
where 𝜖 is a small constant to prevent division by 
zero. Categorical attributes such as event type or 
process category are one-hot encoded or embedded 
into low-dimensional vectors before fusion. To 
reduce noise and improve reproducibility, the 
preprocessing stage also performs temporal 
aggregation. Repeated events within a short interval 
are merged, and burst statistics are computed to 
capture short-lived ransomware behaviour such as 
rapid file rewrites, mass renaming, and encryption-
like I/O spikes. This stage is represented in Fig. 2 
as the data-cleaning and feature-construction 
pipeline. 
 
3.4. Handcrafted Behavioural Feature 
Engineering 
 
The handcrafted feature layer is devised to capture 
the operational signatures of ransomware that can 
be observed before or during encryption. In contrast 
to purely end-to-end deep systems, these properties 
are explicitly interpretable and assist the model in 
identifying malicious intent based on sparse or 
noisy telemetry. The proposed feature set contains 
the categories below.  
In the first step, the features of file-system intensity 
are obtained. They are file-creation rate, file-
modification rate, file-rename rate, delete-to-create 
ratio, and extension-mutation rate. The ransomware 
generally causes anomalous write-heavy and 
repeated extension changes, particularly during 
mass encryption. 
Second, process-behaviour features are computed. 
These are process-spawn depth, the branching 
factor of child-process, process lifetime entropy, 
the score of command-line anomaly, and the 
indicators of privilege-escalation. The ransomware 
operated by humans can often be disguised as 
harmless-looking administrative utilities and 
scripting shells; these features can assist in 
exposing suspicious chaining behaviour. 
Third, the registry and persistence features are 
quantified. These are the frequency of registry key 
modifications, access frequency of autorun-path, 
the event of creation of services and the frequency 
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of write to scheduled tasks. These indicators are 
significant since ransomware frequently tries to 
persist after a reboot or disabling the protection 
features. 
Fourth, API and system-call features are based on 
distributions of call frequencies, counts of rare 
calls, counts of repeated-call n-grams, and burst 
periodicity. These capture coordination patterns in 
encryption loops, deletion loops and anti-recovery 
routines. 
Fifth, the calculation of such features as network 
and host-resource features is carried out. These are 
the outbound connection counts, failed-connection 
rate, domain entropy, bytes sent per second, CPU 
spike ratio, and memory-resident anomaly score. 
The features have been specifically useful in cases 
where ransomware involves exfiltration, beaconing, 
or massive file operations. For the 𝑗- The 
engineered feature, we define 

𝑓௝ = 𝜙௝(𝐑௜), 

 
where 𝜙௝(⋅)is the extraction operator for the 𝑗- The 
behavioural descriptor. The final handcrafted vector 
is 

𝐟௜ = [𝑓ଵ, 𝑓ଶ, … , 𝑓௠] ∈ ℝ௠. 
 
To preserve interpretability, each handcrafted 
feature is logged with a semantic label so that later 
XAI outputs can be mapped back to meaningful 
ransomware behaviours rather than abstract latent 
variables. 
 
3.5. Imbalance-Aware Deep Learning 
Architecture 
 
Even though the chosen open dataset is at the 
corpus level, ransomware detection in practice is 
inherently skewed towards malicious events as 
opposed to benign traffic. To simulate this more 
realistic operating condition, the training split is re-
sampled deliberately to create a minority 
ransomware class, and maintain stratification in 
validation and test sets. The design allows the 
model to train with the identical skew that security 
teams experience in practice. The deep architecture 
is a hybrid transformer encoder which runs on the 
handcrafted feature sequence. Each group of 
features is then projected into a shared embedding 
space before being sent into the transformer: 

𝐳௜
(଴)

= 𝐖௘𝐟௜ + 𝐛௘ , 
 
where 𝐖௘and 
𝐛௘𝑇ℎ𝑒𝑠𝑒 𝑒𝑞𝑢𝑎𝑡𝑖𝑜𝑛 𝑎𝑟𝑒𝑇ℎ𝑒𝑠𝑒 Equations are 
learnable parameters. The projected vector is 
reshaped into token-like segments so that the model 

can learn inter-feature dependencies, cross-feature 
interactions, and temporal context. For the 𝑙- The 
transformer layer, the self-attention operation is 
defined as 

Attention(𝐐, 𝐊, 𝐕) = softmax ቆ
𝐐𝐊்

ඥ𝑑௞

ቇ 𝐕, 

where 𝐐, 𝐊, and 𝐕 are query, key, and value 
matrices, respectively. Multi-head attention is 
applied to learn complementary behavioural 
relations across file, process, registry, and network 
domains.  
Each transformer block contains residual 
connections, layer normalisation, and dropout 
regularisation to improve stability and prevent 
overfitting: 

𝐡(௟+ଵ) = LayerNorm൫𝐡(௟)

+ Dropout(MHA(𝐡(௟)))൯, 
followed by a feed-forward module 

𝐮(௟+ଵ) = LayerNorm൫𝐡(௟+ଵ)

+ Dropout(FFN(𝐡(௟+ଵ)))൯. 
A final fully connected classifier produces the 
ransomware probability: 

𝑦ො௜ = 𝜎(𝐰்𝐮(௅) + 𝑏), 
where 𝜎(⋅)is the sigmoid function and 𝐿is the 
number of transformer layers. The architecture is 
intentionally lightweight enough for endpoint 
deployment while still expressive enough to capture 
nonlinear ransomware behaviour. 
 
3.6. Class-Imbalance Handling and Optimisation 
 
To address class skew, the proposed method 
combines focal loss, class weighting, and controlled 
oversampling. The training objective is based on 
focal loss: 

ℒfocal = −𝛼௧(1 − 𝑝௧)ఊlog (𝑝௧), 
where 𝑝௧is the predicted probability of the true 
class, 𝛼௧is a class-balancing coefficient, and 𝛾is the 
focusing parameter. This loss reduces the influence 
of easy majority-class examples and places more 
emphasis on difficult ransomware cases. 
The total objective further includes 
𝐿ଶregularization: 

ℒtotal = ℒfocal + 𝜆 ∥ 𝜃 ∥ଶ
ଶ 

where 𝜃denotes the learnable parameters and 
𝜆controls the penalty strength. During training, 
minority-class augmentation is applied only to the 
training set. Validation and test sets remain 
untouched to preserve unbiased evaluation. 
Optimisation is performed using AdamW with 
cosine learning-rate decay. Early stopping is 
triggered when the validation F1-score does not 
improve for a fixed patience interval. Threshold 
tuning is performed after training so that the 
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operating point can be optimised for either high 
recall, low false positives, or a balanced trade-off 
depending on deployment requirements. 
 
3.7. Explainable AI Layer 
 
Explainability is a key component of the proposed 
system since ransomware defence teams should be 
made aware of the reason why an alert was 
triggered. This is particularly relevant in security 
operations centres, wherein analysts need to 
differentiate between actual ransomware activity 
and justifiable administrative automation. 
According to recent XAI surveys in malware 
analysis, opaque detectors are hard to operationalise 
unless they are justified in a human-readable form. 
The explanation module is thus a combination of 
three complementary approaches. First, SHAP is 
employed to determine the contribution that each 
handcrafted feature makes to the overall 
ransomware score. Given a feature vector f, the 
SHAP value of f 1 is the contribution of feature 1 to 
the prediction, relative to the background 
distribution. Second, the weights of attention of the 
transformer are plotted to indicate which feature 
interactions contributed most to the prediction. 
Third, LIME is scalable to single samples to enable 
a local explanation to analysts. The local 
explanation for a sample 𝑖is summarized as 

𝑦ො௜ = 𝑔(𝐟௜) + 𝜖, 
where 𝑔is the interpretable surrogate model and 𝜖is 
the approximation error. The combined 
interpretation layer allows the system to report, for 
example, that a ransomware decision was driven by 
rapid file renaming, high registry modification rate, 
suspicious PowerShell usage, and anomalous 
outbound activity. Such evidence is more 
actionable than a raw binary label. 
 
3.8. Evaluation Protocol 
 
The model is evaluated on a stratified train-
validation-test split. In addition, 5-fold cross-
validation is used to verify robustness. Performance 
is reported using accuracy, precision, recall, F1-
score, specificity, ROC-AUC, false positive rate, 
inference latency, and memory footprint. 
The core metrics are computed as follows: 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
,Precision

=
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
,Recall =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
,F1

=
2 ⋅ Precision ⋅ Recall

Precision + Recall
,Specificity

𝑇𝑁

𝑇𝑁 + 𝐹𝑃
. 

 

ROC-AUC is computed from the receiver operating 
characteristic curve generated by varying the 
decision threshold. The false positive rate is 
reported as 

FPR =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
. 

To show the benefit of the proposed design, the 
model is compared against Random Forest, 
XGBoost, SVM, MLP, 1D-CNN, LSTM, and a 
transformer baseline without handcrafted features 
or XAI. An ablation study is also conducted on 
handcrafted features only, transformer only, 
imbalance handling only, XAI only, and the full 
framework. This allows the contribution of each 
component to be isolated and measured. 
 
3.9. Implementation Details 
 
All experiments were run in Python with standard 
scientific computing libraries and had a 
reproducible pipeline that held the distribution of 
classes constant and held the random seeds 
constant. Hyperparameters shown in Table 1, such 
as learning rate, batch size, transformer heads, 
dropout, focal-loss settings, and epochs, were 
optimised on a validation set, and the final model 
was chosen based on the highest validation F1-
score to ensure that a minority of ransomware 
samples are highly generalised. Its framework takes 
the form of a transformer-based design combined 
with explainable AI, with a focus on high detection 
performance, computational efficiency, and 
explainability to deploy to practice in cybersecurity. 
 

Table 1 Hyperparameter Table 
 

Hyperparameter Value Description 

Input feature dimension 64 

Total handcrafted 
behavioural features 
used after 
preprocessing 

Train/validation/test 
split 

70/15/15 
Stratified split to 
preserve class ratio 

Cross-validation folds 5 
Used for robustness 
assessment 

Batch size 64 
Number of samples 
processed per 
iteration 

Number of epochs 100 
Maximum training 
epochs 

Early stopping patience 12 
Stop if the 
validation F1-score 
does not improve 

Optimizer AdamW 
Adaptive optimiser 
with decoupled 
weight decay 

Initial learning rate 1.00E-04 
Starting learning 
rate for model 
training 

Learning-rate scheduler Cosine Gradual learning-
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decay rate reduction 
during training 

Weight decay 1.00E-05 
Regularisation to 
reduce overfitting 

Dropout rate 0.3 
Regularisation 
inside transformer 
and classifier blocks 

Transformer layers 4 
Number of stacked 
encoder blocks 

Attention heads 8 
Multi-head attention 
heads per 
transformer layer 

Hidden/embedding size 128 
Internal 
representation 
dimension 

Feed-forward dimension 256 
Width of 
transformer feed-
forward subnetwork 

Activation function GELU 
Nonlinear activation 
in transformer 
blocks 

Loss function Focal loss 
Handles class 
imbalance 
effectively 

Focal loss alpha 0.25 
Minority-class 
balancing factor 

Focal loss gamma 2 
Focuses learning on 
hard samples 

Class weighting Enabled 

Penalises 
ransomware 
misclassification 
more strongly 

Oversampling method SMOTE 
Applied only to the 
training data 

Decision threshold 0.45 
Tuned for higher 
ransomware recall 

Gradient clipping 1 Stabilizes training 

Random seed 42 
Ensures 
reproducibility 

SHAP background 
samples 

100 
For global 
explanation 
estimation 

LIME samples per 
instance 

5000 
For local 
explanation 
generation 

 
4. RESULTS 
 
4.1. Experimental Setup and Evaluation 
Protocol 
 
The proposed ransomware detection framework 
was tested by using a recent ransomware dataset 
that consists of 21,752 samples that include both 
benign and ransomware cases across a variety of 
families. The training dataset was purposely 
imbalanced with a ransomware-to-benign ratio of 
1:4, but validation and testing datasets were 
maintained to be stratified and balanced. All 
models were trained by the same preprocessing 
pipelines and tested according to the same 
experimental conditions. Training, validation, and 
testing were split with a 70/15/15 split, 

respectively, and cross-validation was done with 
the 5-fold cross-validation to ensure robustness.  
 
4.2. Performance Comparison with Baseline 
Models 
 
The suggested model's performance is compared to 
popular machine learning and deep learning 
baselines in Table 2. 
 
Table 2 Performance Comparison with Baseline Models 
 

Model 
Accu
racy 
(%) 

Preci
sion 

Rec
all 

F1
-

sco
re 

Specif
icity 

RO
C-
AU
C 

FP
R 

Rando
m 
Forest 

91.84 0.902 
0.8
87 

0.8
94 

0.936 
0.9
45 

0.0
64 

XGBo
ost 

93.12 0.918 
0.9
01 

0.9
09 

0.948 
0.9
56 

0.0
52 

SVM 89.76 0.876 
0.8
61 

0.8
68 

0.918 
0.9
27 

0.0
82 

MLP 92.45 0.907 
0.8
92 

0.8
99 

0.942 
0.9
51 

0.0
58 

1D-
CNN 

94.03 0.925 
0.9
14 

0.9
19 

0.955 
0.9
62 

0.0
45 

LSTM 94.88 0.934 
0.9
21 

0.9
27 

0.961 
0.9
68 

0.0
39 

Transf
ormer 
(baseli
ne) 

95.42 0.941 
0.9
28 

0.9
34 

0.964 
0.9
71 

0.0
36 

Propos
ed 
Model 

97.18 0.962 
0.9
51 

0.9
56 

0.978 
0.9
86 

0.0
22 

 
The proposed model achieves the highest 
performance across all evaluation metrics. It 
notably lowers the false positive rate to 2.2%, 
which is crucial for real-world deployment, and 
increases accuracy by around 1.76% over the 
transformer baseline. The recall value of 95.1% 
indicates strong capability in detecting ransomware 
instances, even under imbalanced training 
conditions. 
 
4.3. Impact of Class Imbalance Handling 
 
To evaluate the effectiveness of the imbalance-
aware training strategy, experiments were 
conducted with and without focal loss and 
oversampling techniques. The results are shown in 
Figure 2. 
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Figure 2: Effect of Class Imbalance Handling 
 

The findings show that the most effective 
combination is focus loss with oversampling and 
class weighting. An increase from 87.3% to 95.1% 
in recall verifies the model's growing sensitivity to 
ransomware samples without sacrificing accuracy. 
 
4.4. Ablation Study 
 
An ablation study was conducted to quantify the 
contribution of each component of the proposed 
framework. The results are summarised in Figure 3. 
 
 

 
 

Figure 3 Ablation Study 
 

The full model achieves the best performance, 
indicating that each component contributes 
positively. While the transformer captures intricate 
feature interactions, handcrafted features improve 
interpretability and early-stage detection. The 
imbalance-aware training significantly improves 
minority class detection. 
 
4.5. Confusion Matrix Analysis 
 
The confusion matrix for the proposed model is 
shown in Figure 4. Out of the total test samples, the 
model correctly classifies the majority of 
ransomware and benign instances. 
 

 
 

Figure 4: Confusion Matrix 
 
True Positives (TP): 2,065, True Negatives (TN): 
2,312, False Positives (FP): 52, False Negatives 
(FN): 71 . The low number of false positives 
indicates that the system minimises unnecessary 
alerts, while the small number of false negatives 
ensures effective ransomware detection. 
 
4.6. ROC Curve Analysis 
 
Figure 5 illustrates the ROC curves for all models. 
An AUC of 0.986 is achieved by the proposed 
model, surpassing all baselines. Superior 
discrimination capability is demonstrated by the 
curve's consistent elevation above other models 
across all threshold values. 
 

 
Figure 5: ROC Analysis 

 
4.7. Computational Efficiency 
 
Table 3 presents the computational efficiency of the 
models. 
 

Table 3 Computational Performance Comparison 
 

Model 
Inference 

Time 
(ms/sample) 

Parameters 
(Millions) 

Memory 
(MB) 

Random 
Forest 

4.8 — 120 

XGBoost 5.3 — 135 
LSTM 9.6 1.2 210 
Transformer 11.2 2.1 280 
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Proposed 
Model 

12.4 2.4 310 

 
Although the proposed model has slightly higher 
computational overhead than traditional models, it 
remains suitable for near real-time deployment. The 
trade-off is justified by the significant improvement 
in detection performance and interpretability. 
 
4.8. Explainability Results 
 
The explainability module provides both global and 
local insights into model decisions. Figure 6 
summarises the top contributing features identified 
using SHAP. 
 

 
 

Figure 6: Top Contributing Features  
 

Identified by explainable AI 
 

The results show that the model heavily relies on 
behavioural characteristics that correspond with 
known ransomware tendencies. High file renaming 
rates and encryption bursts are reliable indicators of 
ransomware activity, according to SHAP research. 
Moreover, attention visualisation indicates that the 
model focuses on file-system and process-level 
feature interaction dependency cross-domain 
behavioural dependencies. 
 
5. DISCUSSION 
 
Semantic behavioural characteristics, transformer-
based dependency learning, and imbalance-aware 
optimisation are three qualities that the suggested 
framework appears to combine well, according to 
the results. The handcrafted features capture 
operation signatures highly characteristic of 
ransomware, such as rapid file renaming, registry 
tampering, repeated API calls, and write bursts with 
encryption characteristics. [23]. These indicators 
possess a robust foundation that enables them to be 
identified regardless of the disorder or 
incompleteness of the raw input. In contrast, the 
transformer encoder provides performance 
improvements by modelling cross-feature 

interactions that simpler classifiers are prone to 
miss, especially when it comes to ransomware 
behaviour, which may involve coordinated process, 
file-system and network patterns. [24]. 
This is an enhancement of the baseline transformer, 
which proves that handcrafted behavioural cues are 
still beneficial even in the deep learning 
environment. [25]. This is important because 
ransomware is a behaviour-sequencing problem as 
well as a pattern-recognition challenge, wherein 
little but important activity sequences can 
accumulate into a trail of a malevolent operation. 
The ablation experiment also indicates that training 
based on the imbalance improves the minority-class 
recall significantly, which is essential to the 
practical deployment since ransomware events are 
both infrequent and expensive. Additionally, a 
lower false positive rate suggests that the model is 
not overreacting to aggressive administrative 
actions, but rather to benign ones.  
The framework's practicality is further substantiated 
by the explainability results. The model is more 
suitable for security analysts who require 
justification before acting, as SHAP and attention 
visualisation have consistently identified features 
that are consistent with known ransomware tactics. 
One of the limitations of the current study is that 
the analysis will be performed on an edited dataset 
and balanced imbalance condition; real endpoint 
traffic would add more noise, hidden variants, and 
adversarial evasion examples. Therefore, cross-
dataset validation, online training, and testing 
against dynamic ransomware families in 
operational business systems must be the focus of 
future study. 
 
6. CONCLUSION 
 
The explainable, imbalance-aware deep learning 
model demonstrated high performance, low false 
positives, and a lack of decision transparency in 
identifying ransomware using handcrafted 
behavioural features, transformer-based 
representation learning, and focal-loss-based 
optimisation. The key contribution of the work is an 
effective ransomware detection architecture, which 
not only enhances the accuracy of classification but 
also offers interpretable evidence in the form of 
XAI, which is much more appropriate to security 
operations, as well as to the deployment of the 
implementation in practice. The framework's online 
testing on live endpoints and enterprise-scale 
traffic, adversarial robustness, and cross-dataset 
validation should be the primary focus of future 
research. 
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